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Internal investigations are evolving to address the growing
intricacies of financial crimes, fraud and misconduct while
facing increased scrutiny from regulators and enforcement
agencies worldwide.

Organisations globally lose approximately 5 percent of

their annual revenue to fraud, an estimated loss exceeding
US$5 trillion (India: ~US$169 billion)'. However, an effective
fraud investigation process as part of the incident response
framework can offset this loss to some extent. Organisations
with strong internal investigation processes which are
supported by a standardised investigative process framework
can streamline forensic procedures and uphold the integrity of
the investigation process.

Many organisations have attempted to streamline their
investigation framework through internal policies, customised
investigation manuals, etc. In terms of best practices/
guidelines, the International Standards Organisation (ISO)
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has recently introduced the ISO 37008 Internal investigations
of organisations—Guidance, that stands out as a pivotal
development. It offers comprehensive guidelines to forensic
service providers to refine their methodologies in order to
yield rigorous investigative results. In addition, Institute of
Chartered Accountants of India (ICAI) has also rolled out the
Forensic Accounting and Investigation Standards (FAIS).

The frameworks of ISO 37008 and the FAIS standards integrate
legal and regulatory compliance into investigative procedures,
ensuring adherence to relevant legislation, standards and
ethical principles. However, these two standards differ in
applicability. ISO 37008 is universally applicable across various
organisations and industries, providing a structured framework
for internal investigations in line with standardised procedures.
On the other hand, ICAl standards are tailored for chartered
accountants involved in forensic accounting and investigation,
providing comprehensive guidelines to help them carry out an
investigation.

Following are the five fundamental principles laid out by 1ISO 37008:

2
Independence \_—/

E— Confidential
F .
J(@)

'Source: https://legacy.acfe.com/report-to-the-nations/2024/
02

Competent and
professional

Legal and lawful

Objective and
impartial



These principles are intended to guide organisations in making
the process more robust and capable of withstanding scrutiny.
In addition, some of the key highlights of the ISO 37008
guidance include the following:

+ A methodical framework to conduct forensic investigations,
covering crucial phases, such as planning, data collection,
analysis, reporting and quality assurance. Implementing
these best practices can help forensic professionals maintain
consistency, uphold transparency and adhere to ethical
standards throughout the investigative process.

+ Control measures to ensure robust data management and
security protocols considering the significance of digital
evidence in an investigation. Adhering to data handling
procedures during an investigation maintains the integrity of
evidence and enhances the credibility of forensic findings.

+ Scope for continuous improvement as the guidelines
underscore the importance of allocating sufficient resources,
such as workforce, financial support, technical tools
and organisation infrastructure to enhance the internal
investigation process. Adopting a standardised approach to
conducting an investigation, with an open mindset towards
adaptability and innovation, will empower organisations to
effectively address evolving threats and challenges in the
investigative field.

Adherence to ISO 37008 can help elevate the quality of forensic
investigations and foster confidence among stakeholders such
as clients, regulatory agencies and the judiciary. The guidance
can enable forensic professionals to enhance their reputation,
credibility and trustworthiness.

Apart from mitigating potential financial loss, preventing irregularities and resolving crises, an effective internal investigation can:
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cause of irregularities approach towards
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Implement an effective Work as an efficient crisis Build an image of being
preventive mechanism management tool areliable and ethical
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Approaching an internal investigation process with a standardised methodology can help foster a resilient organisational

culture grounded in compliance, ethics and accountability. Below is a conceptual overview of the investigative process provided
in the guidance.

Overview of the investigative process
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https://cdn.standards.iteh.ai/samples/74094/03fef8fcb07f42029dc2156ccf9982ef/ISO-DTS-37008.pdf

Clause 8.1 of ISO 37008 prescribes that the “Top
management or the governing body should
appoint or authorise a person or team to conduct
an investigation unless an existing investigation
charter pre-sets the appointment process. If the
current management has a conflict of interest, the
management of the next level should make such an
appointment or authorisation. An investigation can
be assigned to external investigators.”

An organisation should have a mechanism to
identify incidents wherein external investigators
will be better suited to conduct the investigation.

Organisations must ensure external investigators
possess the requisite knowledge to detect and
investigate irregularities and be equipped with
essential technological tools (used to perform data
analytics and review digital information) and
discreet market intelligence procedures. In our
experience, involving external investigators
enhances the independence quotient and makes
the process objective, precise and reliable,
contributing to credible outcomes.

Saurabh Khosla
Partner, Forensic & Financial Crime
Deloitte India

(Saurabh represents Deloitte on ISO’s Technical
Committee on the standard, with its nodal agency
in India)

Poorly executed internal investigations may be
counterproductive and affect the outcomes of any
subsequent legal proceedings. Moreover, an effective

internal investigation forms a pivotal component of an

organisation's compliance management framework,
aiding in identifying potential threats and
managing risk.

Implementing guidelines such as ISO 37008 and ICAI
FAIS is highly beneficial as they help organisations
enhance their internal investigations and ensure
compliance with international best practices.

At the same time, organisations and their internal
investigation teams must keep up with the changing
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Benefits of complying with the I1SO 37008:
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Increased awareness among the involved parties in

terms of their rights, the significance of cooperation
along with the minimal risk of perceived biases for/

against any of the parties involved

A high level of transparency, consistency, quality and
anti-retaliation in the investigation process

Improved risk management and regulatory
compliance (as applicable)

High confidentiality, independence, consistency and
sensitivity among stakeholders

Enhance an organisation’s reputation by assuring
investors/stakeholders that their concerns are
resolved consistently

landscape of the corporate world to ensure they have an effective
investigation methodology. ISO 37008 can work as a crucial guide,

equipping forensic professionals with the necessary principles in their
quest for truth. However, the outcome of investigations will depend on

the capability, integrity and experience of the forensic professionals

involved.
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