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5 PARADOXES 
SHAPING THE 
FUTURE OF CYBER
Contradictions at the core of cybersecurity 
strategy today, and how cyber leaders are 
navigating them
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Progress and 
Paradoxes

In our years conducting this survey, we’ve documented the steady progress 
of cyber capabilities in increasingly treacherous conditions. The threat 
landscape has evolved considerably in that time. But survey respondents 
have so far responded with a steady hand, bolstered by executive support 
and funding, to successfully defend against a rising tide of cyber risks. 

So we were excited to dive into this year’s survey 
data to learn what more than 1,000 of the world’s 
cyber and business leaders had to say about the 
current environment—and what’s next. What did 

another, but upon further investigation may 

decision makers are up against and how they’re 
responding to a complex, shifting marketplace. 

Maybe it shouldn’t be surprising to discover 
seeming paradoxes and contradictions at the 
heart of a cyber-focused survey conducted in 
late 2025. Because the past few years have been 
marked by so much change (not just in the threat 
landscape, but in the tools and technologies used 
on both sides of the cyber battle) that strategy- 
and execution-level disconnects may have  
been inevitable. 

Regardless of the reasons for their emergence, 
these paradoxes warrant the careful attention 
of anyone who has some responsibility for their 
organization’s cyber strategy, as they may 
reveal weaknesses or gaps that need to be 
resolved quickly.  

data-driven insights provided directly by survey 
respondents along with Deloitte’s future-focused 
observations based on in-depth market interviews 
and our deep global cyber experience.  

We hope these insights help you navigate your 
own cyber journey. Happy reading. 

Emily Mossburg
Deloitte Global Cyber Leader
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baseline has moved, we looked at the data to establish a new frame 
based on what we discovered.

1:

Five paradoxes

future.

What sets Cyber  
Frontrunners apart

1 Note: totals may not add up to 100% due to rounding. This is the reason for the variance and is not an error.

F O U N D A T I O N 
B U I L D E R S

F O L L O W E R SF R O N T R U N N E R S

17% 60% 24%

3
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P A R A D O X  # 1

But are organizations ready?
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Cyber leaders have  
 

Our previous report revealed a growing 
maturity in cyber capabilities and approaches. 
Survey respondents largely reported that 

role was fully embedded and maturing, cyber 
strategies were being integrated into many 

was a growing understanding throughout 
the C-suite of the role cyber strategy can 
play in generating real business value, and 
respondents were increasing their focus on 
driving positive business outcomes.

In this edition of the survey, the majority of 
respondents (85%) say they are somewhat or very 

strategy, citing modern security architectures, 
strong incident response capabilities, data 

at right.   

They also report having strong support from 
the C-suite, and ready access to the budgets 
they need to stay a step ahead. This support is 
increasingly evident in cyber’s integration into the 
business cycle—a combined 54% of respondents 
say they have either fully integrated cyber into 
their broader business and technology strategy 
plans or are actively building cyber requirements 
into their forward-looking strategy. 

There are plenty of reasons respondents have 

P A R A D O X  # 1

https://www.deloitte.com/in/en/services/consulting-risk/research/global-future-of-cyber.html


6

To determine respondents’ cyber readiness, 
they were presented with a list of 
cybersecurity-related actions and asked 
to what extent those actions have been 

 
  

 
 
 

ability to understand the inherent risk and threat 

There is still concern that 

ready for future threats

P A R A D O X  # 1P A R A D O X  # 1
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Inadequate business alignment

Third-party cyber risk management capabilities 
remain underused

P A R A D O X  # 1
7
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Skills gaps driving workforce worries 

Evolving threat environment 

P A R A D O X  # 1
8
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in the context of the journey from strategy and vision to 

executive-level support and funding for cyber initiatives, as 
well as designing and executing strategy-level cyber planning 
along with their peers in the business, respondents have yet 
to push cyber principles, processes, and technologies deeper 

haven’t yet put the mechanisms in place that they know are 

Unpacking the paradox

 
 

critical milestones. 

Consider putting BISOs on the agenda 

BISOs can function as the liaison between cybersecurity functions 

rather than create a new role.  

Tap into providers’ strategic capabilities 

actual risk    

unknown

P A R A D O X  # 1

We get the right level of investment, we get the 
leadership engagement we need, and we have the right 

— CISO, Healthcare
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P A R A D O X  # 2

The executive team believes in 

Cyber doesn’t have the same level  
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Top business leadership 
is on board

P A R A D O X  # 2

Cyber is a clear priority for businesses—at 

in our previous survey, and our latest data 
shows continued strength in executive level 
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to expand from vision 
to execution 
While there is generally strong cyber 
alignment within the C-suite, the next step for 

of cyber into critical business unit and 

Business-line execution is one key factor in 

 

P A R A D O X  # 2

assessment on the business revenue value chains, 
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This could be the result of cyber’s current lack of 

 

P A R A D O X  # 2

from being very tactical and technical to being 
more aligned with the business

assessment on the business revenue value chains, 

 — Group CISO, Financial Services
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Unpacking the paradox

At the same time, cyber is less integrated with core business 
functions that expand their reach into everyday execution-

important steps for shifting this dynamic:  

Get cyber at every table

 

Get serious about the CISO-Chief Architect relationship

stakeholders to ensure that cybersecurity measures are built directly 

P A R A D O X  # 2
14
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initiatives. 

Step up the soft skills 

that cyber is a business enabler rather than an inconvenient 
obstacle.

P A R A D O X  # 2

— CISO, Healthcare
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P A R A D O X  # 3

“We need more vendors.” 
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Vendor overload

Ongoing changes in the threat landscape, 
combined with a constantly evolving set of 
solutions and technology capabilities, have led 
cyber professionals to establish relationships 
with a large and growing number of vendors—

don’t necessarily want to increase the number 

concentration risk. Even for leaders who would 

P A R A D O X  # 3
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The vendor portfolio: Large and growing

 

 

remain stable over the next year. Most others 

P A R A D O X  # 3
18
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New vendors are being sought out due to AI

their services.   

Cyber is not well integrated into the tech stack 

that direction over the next 12-24 months, with 

P A R A D O X  # 3

What’s driving this growth?

, and IT has added more 

— Group CISO, Financial Services
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What accounts for this shift in momentum toward 

services. 

driving toward integrated cyber platforms in a 

respondents expect these integrated platforms 

Respondents report 5X growth in 
moving toward integrated cyber 

P A R A D O X  # 3
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Unpacking the paradox

Is vendor proliferation inevitable? It may seem that way 

tools and capabilities are required to address those threats 

the actions they should consider today:

Assess vendors to identify their real value—and their  
untapped potential 

Use enterprise architecture principles to assess mission-critical 
vendors versus redundancies 

handle on which vendors are mission-critical and where they may be 

P A R A D O X  # 3
21
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Cyber breaches remain  

Their business impact is contained. 
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Cyber breaches are  
here to stay

Respondents continue to report a high number 

While the number of reported breaches 
decreased year over year, it continues to be on 

these threat actors use are equally familiar: 

— Global CIO, Healthcare

23
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Businesses have so far 
 

the impact of breaches

 
say that negative consequences have to a  

contain it and eradicate it before it has a 
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consequences associated with a cyber incident. 

Increasing reports of breaches? Don’t overcorrect

closer analysis is warranted. Breach volume alone is not a useful 

on the business.

outcomes. Is an increase in breaches driven by faster detection of 

 

Low reports of breaches? Look closer

Relentlessly pursue resilience

Unpacking the paradox

25
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P A R A D O X  # 5

Year-to-year cyber budgets  

The cyber environment is  
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Respondents who can make the business case 
for investment are likely to secure the funding 

these areas: 

• 

• 

• 

Steady, stable,  
supported spending

each area.   

1 
to remain relatively stable over the next 12-24 

P A R A D O X  # 5

1

E N T E R P R I S E 
R I S K

B U S I N E S SC E N T R A L  I T 
B U D G E T

43% 30% 26%
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One year beyond current cycle: 

35% of cyber budget  
 

Two years beyond current cycle: 

26% of cyber budget 

to multi-year investments over the next 4–5 years.  

P A R A D O X  # 5

it’s 

— Global CIO, Healthcare
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The cyber landscape is 
anything but stable  
and predictable

shifted already solely due to one factor: the 

the need to make immediate investments in 

accounted for. 

P A R A D O X  # 5

— Global CIO, Healthcare
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Unpacking the paradox

Rethink multi-year budgeting 

 

Shift the budgeting mindset 

 

P A R A D O X  # 5
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The upside of paradox

The paradoxes uncovered in this survey reveal 
new opportunities: Those who are able to 
resolve them will put themselves in position to 

cyber threats. 

unravel them. 

If you would like a closer look at the details  
of this research, want to discuss any of  
the insights in the report, or want to  
further explore their potential impact on  
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Methodology

The 5th Edition of the Deloitte Global Future of 
Cyber survey draws on data from 1,058 business 
and technology leaders in 43 countries across 5 
industries and 23 sectors. 

The analysis also draws on executive interviews 
with 9 C-suite leaders who are knowledgeable 
about cyber trends. 

This year’s survey report includes three 
categories for respondents based on their levels 

Frontrunners 

covering issues such as: 

Followers scored on average in the mid-range for these same 

Foundation Builders
readiness levels.

• 
cybersecurity investments

• Degree to which they are addressing third-party risks across their 
digital supply chain

• Development of a cybersecurity incident response plan that gets 
updated and tested annually 

• 
standards and practices

• …and many more

created by determining how many cybersecurity actions 
out of 15 a respondent took to a very large extent and how 
many cybersecurity strategies out of the 8 in which they 
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• 

• 

• 

Inadequate business alignment

Implementation readiness—Q1

10-15 actions ...................

4-9 actions .................................

0-3 actions .................................

 

5-8 strategies ...........................

3-4 strategies ...........................

0-2 strategies ...........................
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