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Preface
Digital technologies have revolutionised the healthcare delivery system worldwide by enhancing the provision of quality 
healthcare, reducing workflow turnaround times, lowering overall costs and ushering in greater accountability. Digital 
health technologies have played a significant role in improving clinical outcomes and enabling the appropriate and 
efficient use of large volumes of data generated to streamline processes for healthcare providers and patients.

The National Health Policy (NHP) in 2017 provides a policy foundation for achieving 'Health for All'1 by using information 
and communication technologies to strengthen India’s healthcare delivery systems through a patient-centric approach 
to optimal healthcare provision. The DPDP Act, 2023, along with the Information Technology (Reasonable Security 
Practices and Procedures and Sensitive Personal Data or Information) Rules, 2011 (SPDI Rules) and other supporting 
laws, aims to protect patient data privacy in various healthcare settings. Despite these earlier efforts, the lack of a 
unified, comprehensive framework left significant gaps leading to personal health data breaches, which were eventually 
addressed by the enactment of the Digital Personal Data Protection Act, 2023. 

In view of the Supreme Court’s verdict on the KS Puttaswamy case in 2017, affirming ‘privacy’ as a fundamental right,2, 3, 4  
the National Digital Health Blueprint (NDHB) was published in 2019,5 which was a comprehensive action plan for 
developing the applications of digital health technologies and outlined a strategic roadmap for digital health solutions.

Subsequently, with the launch of Ayushman Bharat Digital Mission (ABDM) in 2020, the National Digital Health Ecosystem 
(NDHE) was designed to be implemented in a mission mode based on the guiding principle: “Security and Privacy 
by Design” for the protection of personal digital data privacy, thereby complementing the Supreme Court’s verdict. 
Thereafter, the ABDM published a health data management policy in 2022,6 which applied to all entities and individuals 
within the ABDM ecosystem.

In the context of the digitisation of the health sector, digital health interventions must comply with the DPDP Act, 2023 
while ensuring accessibility, ease of use, efficiency and transparency in healthcare delivery. With robust digital data 
protection, India is ushering in a paradigm shift in healthcare management, rapidly closing in on its target of Universal 
Health Coverage (UHC).

The DPDP Rules, 2025, notified in the Gazette of India on 13 November 2025,7 have enabled India’s healthcare ecosystem 
to undergo the most desired and significant regulatory transformation, long awaited, for the governance of every 
workflow in healthcare organisations in India under the DPDP Act, 2023.

Disclaimer 

The market forecasts, projections, estimates and other forward-looking figures presented in this whitepaper have 
been sourced from third-party reports, research publications and other publicly available sources, as cited alongside 
the respective figures. These estimates are provided solely for informational and contextual purposes and reflect the 
assumptions, methodologies and information available to the respective third-party sources at the time of publication.

Such forecasts and projections are inherently subject to uncertainties, assumptions, market conditions and other factors 
that may cause actual outcomes to differ materially from the projected figures. The inclusion of any such estimates 
or projections in this whitepaper should not be construed as an endorsement, validation, guarantee or independent 
prediction by Deloitte of the achievement of the stated outcomes.

Deloitte does not warrant or guarantee the accuracy, completeness or future realisation of any third-party forecasts, 
projections or estimates cited in this whitepaper. Readers should refer to the original cited sources for the underlying 
methodology, assumptions, limitations and further context associated with such forecasts and projections.
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Foreword Foreword
India's healthcare sector is entering a new phase of transformation, driven by the 
need to deliver high-quality, accessible and patient-centric care at scale. As custodians 
of some of the most sensitive information an individual can share, including health 
records, diagnoses and personal histories, the sector has a unique responsibility to 
safeguard patient trust.

As healthcare becomes increasingly digital and AI-enabled, organisations are using 
data and technology to improve clinical outcomes, operational efficiency and patient 
experiences. This creates a defining imperative: to build a data ecosystem that is 
secure, compliant, efficient and worthy of the trust patients place in it.

At the Confederation of Indian Industry (CII) Western Region Sub-Committee on 
Healthcare & Lifesciences, we believe the sector stands at a pivotal juncture, as the 
DPDP Act, 2023, and the DPDP Rules, 2025, bring new clarity and rigour to how patient 
data must be protected, governed and used, including in the age of AI.

The impact of getting this right is significant: stronger patient trust, greater 
institutional resilience and healthcare organisations that are better equipped to 
innovate with confidence. Forward-looking organisations are already strengthening 
consent frameworks, breach management protocols and data accountability 
structures well ahead of enforcement timelines.

Through sustained industry dialogue, capacity-building and knowledge-sharing 
across hospitals, providers and technology enablers, the CII Sub-Committee remains 
committed to helping the sector navigate this evolving regulatory landscape with 
assurance. This white paper, developed in collaboration with CII and Deloitte India, 
provides a comprehensive and actionable roadmap across data governance, privacy, 
security, accountability, breach management and AI governance so that compliance 
readiness begins today.

Joy Chakraborty 
Chairman, 
CII Hospital Tech 2026 and 
Deputy Chief Executive Officer
P D Hinduja Hospital and Medical 
Research Centre

Healthcare in India is undergoing a significant technological shift, marked by the 
rapid introduction and steady application of various digital, robotic, biomedical, 
telemetry and other technologies in almost all aspects of healthcare delivery. This 
transformation is discussed in detail in Deloitte’s report, “The future of health 
in India”, published in April 2024 and launched at the Bharat Digital Healthcare 
Summit in New Delhi. In view of the National Health Policy 2017, which recognised 
the importance of information and communication technologies in strengthening 
healthcare delivery and promoting the vision of Health for All, initiatives such as 
the Ayushman Bharat Digital Mission have further accelerated the creation of an 
interoperable and citizen-centric digital health ecosystem. Under this framework, 
patient data in electronic form facilitates better clinical decisions, improves continuity 
of care and, consequently, clinical outcomes, strengthens public health programmes 
and supports evidence-based policymaking.

The scope, scale, magnitude and variety of patients’ personal health data collected, 
stored and processed by healthcare institutions make it one of the sector’s most 
valuable and sensitive assets, requiring continuous protection as India advances its 
technology-enabled healthcare transformation. The Digital Personal Data Protection 
Act, 2023, empowers the government of India to restrict the transfer of personal data 
to specified foreign states, thereby incorporating data sovereignty within the broader 
scope of national security.

The Digital Personal Data Protection Act, 2023, together with the Digital Personal Data 
Protection Rules, 2025, establishes a key framework for responsible data processing, 
making digital healthcare more trusted, secure and citizen-centric. Healthcare 
organisations must therefore move beyond a predominantly compliance-led 
approach to a more integrated model of institutional data governance. This requires 
organisations to identify and address vulnerabilities across their data ecosystems, 
strengthen accountability and controls, and align people, processes, technology and 
governance structures with evolving data protection obligations.

As India ushers in a paradigm shift in healthcare management, the convergence 
of AI, advanced analytics, cloud technologies and interoperable digital health 
infrastructure will further increase the value of data and the complexity of associated 
risks. Responsible and sustainable data governance will consequently be central to 
enabling innovation while preserving individual privacy, security and trust. Healthcare 
organisations must internalise this framework in compliance with the DPDP Act, 
2023, which serves as a regulatory intervention that requires competent institutional 
engineering to address vulnerabilities in data security compliance within the 
healthcare sector.

This white paper examines how healthcare organisations can transition from 
fragmented approaches to a comprehensive and sustainable data governance 
framework. It seeks to contribute to the development of a secure, responsible, 
interoperable and trusted digital healthcare ecosystem, placing the protection and 
stewardship of citizens’ data at the heart of India’s healthcare transformation journey.

Joydeep Ghosh 
Partner,
Leader – Life Sciences 
& Health Care,
Deloitte South Asia

6

Strengthening India’s healthcare ecosystem

7

Strengthening India’s healthcare ecosystem



The Digital Personal Data Protection Bill (DPDP), 2023 was 
passed by both Houses of Parliament in August, 2023. 
Following the President’s assent on 11 August 2023, it 
became the Digital Personal Data Protection Act (DPDP Act), 
2023, providing a legislative framework for the protection of 
digital personal data and its lawful processing.

As the digital healthcare landscape evolves, the DPDP Act, 
2023 is expected to play a vital role in data protection, 
including healthcare safeguarding patient information. 
By enhancing patient trust, improving data security and 
enabling responsible data sharing, these regulations 
contribute to a more secure and patient-centric healthcare 
environment.

As the global digital healthcare landscape continues to evolve, India’s healthcare sector is witnessing unprecedented growth 
in the adoption of technology-driven solutions. The emergence of numerous digital health technologies plays a significant role 
in improving healthcare access and outcomes. For instance, certain health- tech startups, innovative solutions in telemedicine, 
medical devices, diagnostics, use of artificial intelligence for personalised healthcare delivery, healthcare data analytics, etc., 
contribute largely to digital health services that not only immensely reduce the burden on physical health infrastructure and 
enhance patient health outcomes, but also help in redefining the healthcare delivery system in India.

An Act to provide for the processing of digital personal data in a manner that recognises 
the right of individuals to protect their personal data and the need to process such personal 
data for lawful purposes and for matters connected therewith or incidental thereto.

Background
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Key elements The enactment of the DPDP Act, 2023 is revolutionary 
in safeguarding rights and duties related to digital 
personal data and protecting privacy at the individual and 
organisational levels. It will address the path for intentional 
digital data collection, storage and protection at the 
forefront, along with a strong consent-based data-sharing 
system.

In the context of the health sector, the DPDP Act, 2023 in 
India will play a vital role in safeguarding patient information 
by fostering a more secure, patient-centric healthcare 
environment, enhancing patient trust, improving data 
security and enabling responsible data sharing. Most 
importantly, it will empower the patients with direct access 
and control over their data.    

The consent given by the data principal shall 
be free, specific, informed, unconditional and 
unambiguous with a clear affirmative action and 
shall signify an agreement to the processing of 
its personal data for the specified purpose

Data processor acts on behalf of SDF to process 
personal data

The ‘Grounds for processing personal data’ clearly 
mentions that ‘a person may process the personal 
data of a data principal only in accordance with 
the provisions of this Act and for a lawful purpose: 
(a) for which the data principal has given her 
consent or (b) for certain legitimate use’

The Act clearly describes the roles 
of significant data fiduciaries and 
data principals and proposes a Data 
Protection Board (DPB), comprising of 
industry experts to ensure adherence 
to the guidelines and codes of practice

Significant Data Fiduciary (SDF) shall 
have to appoint Data Protection Officer 
(DPO) as a point of contact for the Data 
Protection Board

Data principal is defined as an individual 
to whom the personal data relates. 
A child includes the parents or lawful 
guardian of such a child. A person with 
disability, includes their lawful guardian 
acting on their behalf

The SDFs are obligated to conduct 
periodic Data Protection Impact 
Assessment (DPIA) and audits

Consent manager acts on behalf of data principal 
and can take action to manage, review, grant and 
revoke the consent 

Key elements of the DPDP Act, 2023
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Evolution of digital healthcare

The evolution of digital healthcare has been a transformative journey spanning several decades. Here is a chronological 
overview of key milestones and developments in the global evolution of digital healthcare.

1960s–1970s: Emergence of 
health information systems 

2000s: Expansion of  
health IT 

1980s–1990s: EHR systems 

2010s: Mobile Health 
(mHealth) and wearables 

Early computer systems were 
used to manage administrative 
tasks in healthcare settings, 
such as billing and scheduling. 
The concept of Electronic Health 
Records (EHRs) began to take 
shape, although widespread 
adoption had not started.

The 1980s saw the 
development of the first 
EHR systems, although they 
were often proprietary and 
lacked interoperability. The 
Health Insurance Portability 
and Accountability Act 
(HIPAA) was enacted in 
1996, setting standards for 
the electronic exchange 
of healthcare data and 
ensuring patient privacy.

The proliferation 
of smartphones 
led to the 
rise of these 
technologies.

The 2000s marked 
significant growth in 
Health Information 
Technology (HIT) and 
EHR adoption, driven by 
government incentives 
in the US.

01 03

02

04

2015s: AI and Big Data 

2021s and beyond: 
Continued innovation 

AI and machine learning 
technologies were increasingly 
applied to healthcare for 
tasks such as diagnostics, 
drug discovery and predictive 
analytics. Big data analytics 
played a crucial role in identifying 
trends, improving patient 
outcomes and reducing costs. 

The COVID-19 pandemic accelerated the adoption 
of digital healthcare technologies, particularly 
telemedicine and remote monitoring. Virtual care 
and telehealth platforms saw explosive growth 
as people sought remote access to healthcare 
services. Health systems have been increasingly 
adopting interoperable EHRs, enabling better data 
sharing and care coordination. Consumer-oriented 
health and wellness apps and devices continue to 
expand, emphasising preventive care and health 
management.

05

06

The global scenario
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The World Health Organisation (WHO) released a global 
strategy on digital health 2020–20278 in December 2025 
that provides a global policy framework for strengthening 
health systems through the application of digital health 
technologies for consumers, health professionals, healthcare 
providers and industry, with the broader objective of 
empowering patients and advancing the vision of 'Health for 
All’ while supporting member states, particularly those with 
limited access to digital technologies, goods and services in 
building sustainable digital health capabilities.

As countries have progressively embraced digital 
transformation in healthcare, the need for robust 
privacy, data protection and governance frameworks 
has gained increasing prominence. These policies have 
been implemented by several countries across the globe 
and consequently developed or strengthened regulatory 
mechanisms to address the evolving challenges associated 
with the collection, processing, storage and exchange of 
health data. For instance, the European Union updated and 
strengthened its privacy laws through the General Data 
Protection Regulation (GDPR), which became applicable in 
May 2018.9

The adoption of digital healthcare has also accelerated, 
especially across Southeast and East Asia. For example, 
Singapore rolled out its National Electronic Health Record 
(NEHR) system in 2011 and subsequently progressed towards 

cloud-based health data storage. Other countries, such 
as South Korea and Thailand, have also developed robust 
digital health models, demonstrating the growing integration 
of technology into healthcare delivery and health system 
management.

The evolution of digital healthcare has been shaped by global 
shifts toward standardised data protocols and digitised 
health records, pioneered by regulatory frameworks such as 
HIPAA for data privacy standards and various EHR incentive 
programs in Western healthcare. While understanding these 
international benchmarks is essential to contextualising 
the modern regulatory imperatives facing all healthcare 
providers, India has carved a unique evolutionary path 
by leveraging Digital Public Infrastructure (DPI) to achieve 
similar goals of interoperability and security through the 
Ayushman Bharat Digital Mission (ABDM) , complemented by 
the data protection framework established under the DPDP 
Act, 2023. 

This transition from global foundational logic to India’s 
specific, technology-driven governance framework 
represents a significant milestone in India’s digital health 
journey. This evolution is continuously shaped by regulatory 
shifts and demands patient-centred solutions that promise 
a future of continued innovation & empowered health 
management.

Impact of the implementation 
of the DPDP Act, 2023 and 
the DPDP Rules, 2025 in India
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Potential positive impact at the individual level  

Ensuring adherence to key compliance requirements by healthcare entities 

Potential positive impact at the healthcare organisational level

Explicit, informed and specific consent 
is mandatory before collecting, using, or 
sharing health data and consent must be 
easy to withdraw

DPDP Rule 4 is applicable for registration 
and obligations of consent managers, 
including consent management, record-
keeping, transparency, security safeguards 
and measures to ensure independence and 
avoid conflicts of interest

Data collection must be limited to what is 
necessary for the stated purpose 
and not reused without new 
consent to ensure data 
confidentiality of the data 
principal

Consent and purpose limitation Breach reporting and penalties

Personal data breaches must be reported 
promptly to the Data Protection Board of India, 

and affected data principals must also be notified 
without delay

DPDP Rule 7 specifies the notification of personal 
data breach by data fiduciary to the Data 

Protection Board of India within 72 hours after 
gaining awareness of a personal data breach or 
within such longer period as may be allowed by 

the Board

May attract monetary penalties ranging from 
INR10,000 to INR250 crore for 
specified contraventions, with 

penalties varying according 
to the nature of the breach, 

non-compliance, failure to 
notify, etc.

Facilitate responsible                                     
use of personal data 

for legitimate research, 
innovations and public-

interest purposes, enabling 
collaborations subject to 

applicable safeguards and 
exemptions

Enable healthcare delivery by 
establishing a framework for lawful 

processing, consent, security and 
accountability. The DPDP framework 

can support responsible data use 
and sharing in healthcare, potentially 

improving care coordination and 
patient outcomes

Children and incapacitated persons Facilitate innovation and collaboration

Personal data of minors 
requires verifiable parental 
consent or a lawful 
guardian

DPDP Rule 11 facilitates 
consent processes for 
obtaining and verifying consent 
for processing the personal data 
of a person with disability who has a 
lawful guardian

Personal data should not be retained 
beyond the period necessary to fulfil 
the purpose for which it was processed, 
unless continued retention is required or 
authorised by law

Patient-centric approach 
leads to empowerment 
of data principals

	• Enhanced trust building 
and strenghthened 
patient provider 
relationship

	• Enhanced accessibility, 
support notification for 
data processing, legal 
rights for correction, 
erasure and protection of 
own health data

	• Improved organisational 
work culture

Data Fiduciaries 
are entrusted 

To lawfully determine 
the purposes of 
processing patient 
data for better data 
protection practices, and 
build better work culture

Strengthening India’s healthcare ecosystem
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Ensure striking a balance between 
facilitating seamless data exchange 
and upholding robust data protection 
measures under the DPDP Act, 2023

Rule 15 regulates cross-border transfers by 
providing that the central government may 
restrict the transfer of personal data by a 
data fiduciary to a foreign state, or to any 
person or entity under the control of, or 
any agency of, such a state 

Regulated cross-border data transfers 
can mitigate the risks 
of unauthorised access, 
misuse and inappropriate 
handling of personal data 
across jurisdictions

Cross-border data transfers Enhanced patient trust and confidence

The DPDP Act, 2023 provides data principals with 
rights to access information about their personal 

data and to seek its correction, completion, 
updating and erasure, subject to applicable legal 

and retention requirements

This enhances patients’ sense of control over their 
personal data, potentially strengthening trust and 

confidence in healthcare providers

Implement robust 
safeguards such as 

encryption, multi-factor 
authentication, access 

controls, regular audits and 
vulnerability scanning

Appointment of Data 
Protection Officer (DPO) 

for Significant Data 
Fiduciaries (SDFs), periodic audits, 

and DPIAs (Data Protection Impact 
Assessments)

Healthcare providers to improve 
their data governance, consent 

management and cybersecurity 
practices, leading to a safer and 

more patient-focused environment

Grievance mechanisms Security and governance

Healthcare organisations 
(SDFs) should establish 
an effective grievance-
redressal mechanism 
for data principals. Rule 
14(3) of the DPDP Rules, 
2025 requires every data 
fiduciary and consent 
manager to prominently publish 
on its website or app the period 
for responding to grievances, which 
must not exceed 90 days, and to 
implement appropriate technical and 
organisational measures to ensure 
effective grievance redressal within the 
prescribed period

Influence on pharmaceutical companies

Impact on health insurance companies in India

The DPDP Act, 2023, provides a regulatory framework for 
data protection, thereby ensuring that the pharmaceutical 
industry operates under strict oversight for the safe and 
effective delivery of goods and services.. By establishing 
a framework for responsible data processing and sharing, 
compliance with the DPDP Act can facilitate greater 
coordination between government and industry in 
implementing national health programmes and policies, 
while strengthening data governance, institutional 

accountability, privacy protection, timely breach notification 
and grievance redressal, thereby fostering patient trust. 
However, ethical and operational concerns may arise from 
the close interdependencies between healthcare facilities 
and pharmaceutical companies, including drug supply, 
research collaborations, cross-border data transfers and 
financial relationships, which, if inadequately governed, can 
adversely affect patient care.

Health insurers as data-intensive agencies: Health insurers 
can play a pivotal role by providing coverage for a wide 
range of wellness services and supporting community 
health initiatives. However, their operations involve multiple 
data fiduciaries and data processors that handle personal 
data, including third-party broking houses (both digital and 

traditional), contractual agents, Third-Party Administrators 
(TPAs), marketing partners and users of insurance 
applications. This extensive data processing ecosystem 
underscores the need for robust data governance, clear 
accountability and appropriate privacy safeguards in 
accordance with the DPDP Act, 2023.

Consent systems will need significant 
revisions, including updated proposal forms, 
system changes, and modified analytics 
processes. Stronger governance for consent 
withdrawal will also be essential

Insurers must upgrade tools like data 
discovery and leakage prevention, 
reconfigure existing technologies for DPDP 
compliance, and prioritise anonymisation,
encryption and pseudonymisation

Data fiduciaries must reassess agreements 
with partners, strengthening provisions on 
confidentiality, SLAs, and penalties. Regular 
audits will be essential to ensure adequate 
safeguards for personal data

End-to-end compliance with the DPDP 
Act, 2023—spanning data collection, 
processing, retention, deletion, staff 
training, awareness and grievance 
redressal—will be mandatory

Consent framework overhaul

Expenditure in digital capability building

Third-party contract review

Compliance roadmap and oversight

Suggested role of data fiduciaries Suggested role of insurers to 
align AI practices

Identification and mapping of 
personal health data using various 
AI models

AI-based validations to develop a 
user-specific consent mechanism by 
creating user-friendly dashboards 
for consent, withdrawal, retention 
and erasure of health data.

Adopting privacy by 
design AI method for data 
privacy

Regular data auditing and the 
conduction of data protection 
impact assessments for AI-driven 
development lifecycle

Capacity building for skill 
upgradation of employees and third 
party for DPDP compliance

Impact of DPDP  
Act, 2023 on health 

insurance

Strengthening India’s healthcare ecosystem
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Conceptual impact of the 
DPDP Act, 2023 in India – 
Use cases

1. �Illustrations of potential post-DPDP Act, 2023 positive impact at the 
organisational level

Use case 1: Behavioural changes of healthcare providers and patients

Post DPDP Act, 2023, the scenario is expected to be: 

A multi-speciality hospital operates across several Indian States/UTs and uses the following applications and platforms:

Electronic Health Records (EHR)

Mobile apps for patient bookings (PHR Apps)

Social media platforms for sending prescriptions and reports

Third-party cloud-based health analytics tools

Established consent culture

Data minimisation and purpose limitation

Accountability mindset

Internal policies and SOPs

	• Explicit, purpose-specific patient 
consent is now mandatory before 
collecting or processing personal data

	• Front-desk and digital teams are now 
training to obtain records and track 
consent

	• Systems are redesigned to request 
consent digitally, log revocation 
requests, and update access rights

	• The hospital stopped collecting non-essential data 
(e.g., education data for OPD registration)

	• Behavioural shifts from "collect everything just 
in case" to “collect only what’s necessary”

	• Designated a Data Protection Officer 
(DPO) to ensure compliance across 
branches.

	• Staff now report data breaches, even 
small ones, promptly, previously 
ignored.

	• The IT team conducts regular audits 
and DPIA.

	• Patient rights are given the due respect, 
and the staff mindset shifted from 
“owning” patient data to “being a 
custodian of patient rights”.

	• Patients now request access to their 
data logs, correction of errors and 
deletion of old data

	• Sharing reports

	• Archiving data

	• Deleting personal data on request

	• Usage of social media platforms or email 
for sharing sensitive data is discontinued 
and replaced with secure patient portals 
or mobile-based PHR apps

Strengthening India’s healthcare ecosystem
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Role of the DPDP Act, 2023:
	• Purpose limitation: Patient data should be used only 

for the specified purpose communicated to the data 
principal, unless another lawful basis or applicable 

exemption under the DPDP Act, permits further 
processing

	• Data minimisation: Share only relevant diagnostic test 
results – not complete medical history

Role of the DPDP Act, 2023:
	• Legitimate Use (Sec. 7): Medical emergencies permit 

processing without consent where necessary to 
respond to an immediate threat to life or health

	• Transparency and accountability: Hospital maintains 

appropriate records, safeguards personal data 
and fulfils applicable notification and compliance 
obligations

	• Child Health Data (Sec. 9): Verifiable parental consent 
is required before processing a child’s personal data, 
subject to applicable exemptions

Due to the legal binding of the DPDP Act, 2023, the overall procedures have been formally streamlined, with enhanced access 
to affordable, user-friendly digital healthcare services and improved data security, confidentiality and privacy of health-
related personal information, obtained through informed consent and for lawful purposes.

Use case 2: Streamlining processes for enhanced access through a patient-centric approach

Doctor initiates test 
prescriptions digitally

If a patient is unconscious during emergency 
response, the hospital triggers "break-glass" 
access to critical data (allergies/insulin dose)

Patient approves 
sharing through consent 

mechanism

Medical team focuses 
on stabilising the 

patient’s condition

Basis patient consent, labs/clinics/
diagnostic centres/hospitals auto-fetch 

health records from health locker

Post-stabilisation, the patient 
receives breach notification with 

justification

Secure data sharing process in healthcare

Ensuring data protection in emergencies

Smart 
lab test 
workflow

Emergency 
override 
protocol

01

01

02

02

03

03

Oncologist initiates process 
by requesting patient health 

records 

Automated  
compliance

Patient receives notification 
for consent to share health 

record

Self-healing: Revokes access 
+ notifies DPB if breach 

confirmed

Patient can view all the access 
events through a PHR App

AI monitors for abnormal 
access (e.g., clerk viewing 

diabetes records) Alerts DPO.

01

06

02

05

03

04

Specialist 
referral 

with audit 
trail

Role of the DPDP Act, 2023
	• Right to Access Information (Sec. 11(1)): The 

PHR app can provide patients with visibility into 
relevant data-processing and sharing activities

	• Erasure and Retention Limitation (Sec. 8(7)): 
Personal data should be erased when the 
specified purpose is no longer being served, 
unless retention is required by law

Role of the DPDP Act, 2023
	• Accountability (Sec. 10): Healthcare 

organisations designated as Significant 
Data Fiduciaries (SDFs) must appoint a Data 
Protection Officer (DPO)

	• Penalty Risk (Schedule): Failure to implement 
reasonable security safeguards for personal 
data breaches may attract a penalty of up 
to INR250 crore; timely mitigation is a factor 
considered in determining the penalty

Scenario 1: Rights of the data principal

Scenario 3: AI-driven data protection in healthcare

Scenario 2: Data protection in emergency case
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Global compliances
(Cross border transfer zone)

2.	�Facilitation of appropriate lawful cross-border data-sharing and promotion of 
international cooperation in medical tourism

India’s medical tourism industry, estimated at US$8.71 
billion in 2025, is projected to reach US$16.21 billion 
by 2030 at a CAGR of 13.23 percent, drawing over 4.5 
lakh foreign patients annually.10 With world-class doctors 
and treatment costs nearly one-tenth of those in Western 
countries, India is a global hub for affordable, high-quality 
healthcare.10 However, as international patients share 
sensitive health data across borders, the DPDP Act, 2023 
introduces stricter safeguards mandating secure consent, 
purpose limitation and cross-border data checks. Thus, 
boosting medical value travel must now balance growth  
with compliance, ensuring patient privacy travels as safely  
as the patient.

Use case 3: Cross-border data sharing under the DPDP 
Act, 2023 and the DPDP Rules, 2025
A patient from a foreign country shares past cardiac 
treatment records and insurance details with a hospital in 
India before travelling for surgery. Post-surgery, the Indian 
hospital needs to share treatment updates, discharge 
summaries and billing records with the insurance company 
of the patient’s country of origin for claim settlement and 
with the patient’s local physician for follow-up care.

Visual representation of cross-border healthcare data 
flow under the DPDP Act, 2023 and the DPDP Rules, 2025

Hospital and research 
institutions
	• Multilanguage consent 

mechanisms

	• Validated data platforms (EDE/
pro/EOA)

	• Systematic implementation

	• Trial data staging

Competitive advantage Digital health data pre-processing

Medical device integration Privacy-by-design AI implementation

Regulatory authorities
	• US FDA submissions

	• EU EMA approvals

	• Global scale licensing

	• GDPR

International Clinical Research 
Organisations (CROs)
	• Multi-site trial coordination

	• DPDP compliant contracts

	• Hybrid data architecture

	• International scalability

Global integration for clinical trials
	• Compliance for verification

	• Contract revision or Clinical Research 
Organisation (CRO)

	• Hybrid architecture

	• (PHI + Pseudonymised datasets)

Global Pharmaceuticals/R&D 
Centres
	• Clinical trial networks

	• Distributed lending models

	• Privacy-preserved analytics

Global investment 
innovation ecosystem
International investors
	• DPDP-compliant data rooms
	• Privacy-by-design validation
	• Federated AI investment

Global tech partners
	• AI/ML collaboration partners
	• Secure analytics frameworks
	• Cross-border deployment

Diagnostics labs/Biobanks
	• Multilanguage consent 

mechanisms

	• Validated data platforms (EDE/
pro/EOA)

	• Systematic DPIA implementation

	• Genomic data staging 
Chain-of-custody

Global cloud platforms
	• GCP endpoints

	• Regional datacentres

	• IoMT integrations

	• Real-time analytics

Government whitelist 
management
	• Country A (Pending approval)

	• Country B (Under review)

	• Country C (Approved)

	• Country D (Permitted)

Digital health start-ups
	• DPDP Act, 2023 compliant data rooms

	• Referral analytics framework for 
collaboration with international 
stakeholders

	• Granular consent mechanism

Competitive advantage outcomes
	• Market leadership: India becomes the preferred global trial destination

	• Innovation hubs: Privacy-by-design becomes standard practice

	• Global integration: Seamless cross-border collaboration and investor 
confidence

	• Risk: If destination/home countries fall under India’s “no-transfer” list, consent settlement and follow-up 
care could face disruptions.

	• Opportunity: Hospitals that pre-build privacy-compliant cross-border collaborations can offer seamless 
treatment along with stronger data security, strengthening India’s competitive edge.

IoMT teleconsultation
	• Telemetry data 

Software as a Medical Device 
(SaMD) 
Global cloud endpoints 
High-risk inference endpoints

Patient health records managed by stakeholders in India

Healthcare data flow monitored under the DPDP Act, 2023

Outcomes of the DPDP Act, 2023 on medical tourism

(Local Processing Zone) 01

02

03

04

	• Data staging & anonymisation 
pipeline

	• Whitelist verification system

	• Federated learning

	• Automated assessment

	• Consent management

	• Incident detection

Central compliance hub (India)

Regulatory submissions Anonymisation / Pseudonymisation International collaboration

Cloud integration Investment data

Cross-border data sharing through contracts
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Digital healthcare  
regulation in India –  
The chronological context

India has made significant achievements and advancements 
in the healthcare sector. These achievements covered 
a wide range of areas, from public health initiatives to 
medical research and innovation. Here are some notable 
achievements in the Indian healthcare sector:
a.	 National Health Mission (NHM): India made significant 

progress in reducing maternal and child mortality rates 
primarily through programmes like ‘Reproductive, 
Maternal, Newborn, Child, Adolescent Health and 
Nutrition (RMNCAH+N)’, ‘Janani Suraksha Yojana (JSY)’, 
‘Intensified Mission Indradhanush (IMI)’, ‘Rashtriya Bal 
Swasthya Karyakram (RBSK)’ and strengthening ‘Health 
and Wellness Centres (HWCs)’ for providing equitable 
healthcare delivery across India.

b.	 Polio eradication: India achieved a historic milestone by 
being declared polio-free by the WHO in 2014.

c.	 	Tuberculosis control: India has been actively working 
to control the spread of tuberculosis (TB). The Revised 
National Tuberculosis Control Programme (RNTCP) 
expanded diagnostic and treatment services.

d.	 	Vaccine manufacturing and export: India is known for 
its vaccine manufacturing capabilities and has played a 
crucial role in producing vaccines for various diseases, 
including COVID-19 vaccines. The Serum Institute of India 
and Bharat Biotech, among others, were actively involved 
in vaccine production and distribution.

e.	 	Medical tourism: India has become a global hub for 
medical tourism, attracting patients from around the 
world for high-quality, affordable medical treatments. The 
country’s healthcare infrastructure and skilled medical 
professionals have contributed to its reputation in this 
industry.

f.	 	Pharmaceutical industry: India’s pharmaceutical industry 
is a major player in the global market, producing a 
significant share of the world’s generic medicines. It 
has played a crucial role in making essential medicines 
affordable and accessible globally.

g.	 	Medical research and innovation: India’s scientific and 
medical research community has made contributions 
to various fields, including drug discovery, genetics and 
clinical research.

h.	 	Telemedicine and digital healthcare: India has seen a 
surge in telemedicine and digital healthcare services, 
especially during the COVID-19 pandemic, making 
healthcare more accessible to remote and underserved 
areas. Cloud based ‘eSanjeevani’ platform (based on 
Hub-and-Spoke and patient to provider model), a National 
Telemedicine Service of MoHFW, was launched in 2019 
as a step towards digital health equity which integrates 
Point of Care Diagnostic devices (PoCDs) to achieve 
Universal Health Coverage (UHC) thereby bridging the 
digital health divide (benefitting almost 14 percent 
senior citizens, irrespective of age, gender, family size 

and covering almost 57 percent of female beneficiaries)11 

12 (Source: MoHFW Annual Report 2025–26 & Press 
Information Bureau, January, 2026) demonstrating its role 
in promoting equitable and inclusive healthcare access. 
MoHFW released the Telemedicine Practice Guidelines in 
March 2020, thereby legitimising it in India.

i.	 	National Digital Health Mission (NDHM) or Ayushman 
Bharat Digital Mission (ABDM): It aims to make India 
‘Aatmanirbhar’ or ‘Self-reliant’ in providing universal 
health coverage to all the citizens in the country. Aims to 
develop the backbone necessary to support the country’s 
integrated digital health infrastructure. Ayushman Bharat 
Pradhan Mantri Jan Arogya Yojana (PM-JAY) was launched 
in 2018, providing health insurance coverage to millions of 
low-income families. 

j.	 CoWIN (COVID-19 Vaccination Platform): India’s CoWIN 
platform was developed as a nationwide digital platform 
to support the planning, registration, scheduling, 
administration and monitoring of COVID-19 vaccinations. 
It enabled citizens to register and book vaccination 
appointments, while providing healthcare authorities 
with real-time vaccination data, beneficiary tracking 
and digital vaccination certificates. The COWIN platform 
demonstrated the potential of interoperable digital 
infrastructure to strengthen public health delivery, 
data-driven decision-making and equitable access to 
healthcare services.

Digitisation of medical data would be inclusive of the use 
of advanced computing sciences in ‘big data’, genomics and 
artificial intelligence, tools and services using information 
and communication technologies (ICT) for purposes 
connected to health for rendering (a) patient-centric digital 
health care and (b) achieving universal health coverage:
i.	 Through efficient, accessible, inclusive, affordable, timely 

and safe manners.
ii.	 Provides a wide range of data, information and 

infrastructure services.
iii.	Leverage open and interoperable standards-based digital 

systems, including Telemedicine, for enabling patients 
to receive medical care without physical access to a 
healthcare professional or facility.

iv.	Comprehensive legal framework for data-protection 
with a rights-based approach: The Supreme Court 
under Article 21 of the Indian Constitution unanimously 
reaffirmed the right to privacy in the ‘Puttaswamy’ case 
as a fundamental right. Hence, access to indigenous, 
socially and culturally relevant digitised healthcare, 
based on the principles of participation, accountability, 
non-discrimination, empowerment, legality, right to 
life, security, freedom, equality, autonomy, privacy and 
confidentiality was necessary. 
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It is important to note that healthcare challenges persist in India. Still, India’s commitment to improving healthcare outcomes 
and addressing the healthcare needs of its diverse population has been praised by many countries. While digital healthcare 
was making strides, challenges such as data privacy, data security and regulatory compliance remained. 

The MoHFW proposed the National e-Health Authority (NeHA) to ensure development and 
promotion of e-Health ecosystem.

The National Health Policy (NHP) was released for establishment of a Federated National Health 
Information Architecture to link public health providers and a National Health Information Network 
by 2025. Also, Hon’ble Supreme Court of India declared Right to Privacy as a fundamental right in K.S. 
Puttaswamy Judgement.

Centralised digital health records were to be adopted for the Ayushman Bharat-Pradhan Mantri Jan 
Arogya Yojana (AB-PMJAY) under the NeHA. MoHFW introduced a draft bill titled the Digital Information 
Security in Healthcare Act (DISHA) which intended to grant control over digital health data to owners and 
provide the framework to the Ministry to utilise patient data in programmes in a secure manner.

The National Digital Health Blueprint (NDHB) was released for public consultation for expansion of the 
scope of digitalisation of health records to a national level.

The First Draft of Digital Personal Data Protection (DPDP) Bill was circulated by for giving the 
government power to exempt any of its agencies from compliance.

The Digital Personal Data Protection (DPDP) Act 2023 was implemented with the assent of the President 
on 11 August 2023.

The Final Digital Personal Data Protection (DPDP) Rules 2025 was published in the Gazette of India on 13 
November 2025.

The Government of India (GOI) launched the National Digital Health Mission (NDHM) to create an open 
digital eco-system to improve the efficiency, effectiveness and transparency of health service delivery as a 
prime initiative of ‘Digital India’. The National Institution for Transforming India (NITI) Aayog proposed 
the National Digital Health Blueprint (NDHB) for establishing Framework for the National Digital Health 
Ecosystem for implementation through the NDHM.

2015

2017

2020

2023

2018

2019

2022

2025

Data privacy governance: 
Challenges and DPDP Act, 
2023 regulatory interventions
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Challenges DPDP Act, 2023 intervention to overcome challenges

Excessive collection of user-generated data 
and personal data of patients from digital 
platforms often leads to a threat of data 
exposure in the public domain

A critical compliance gap: May result in data 
principals unintentionally consenting to 
unnecessary data processing 

Absence of privacy-centric policies: Results 
in health data breaches due to undermining 
of the need to maintain the privacy of data 
principals

Potential for unintentional public exposure: 
Through weak access controls and improper 
data management practices, which can result in 
personal data being made publicly available, thus 
posing reputational, legal and security risks

On data leakage from prescriptions/video 
calls /cyberattacks, etc. users/data principals 

principals and the Data Protection Board should 
be informed immediately towards imposition of 
penalties and legal action by aggrieved patients

Massive increase in the market size of 
wearables in India (second-largest globally) 
generates sheer volumes of sensitive personal 
health data, raising grave concerns about 
misuse of data and violation of privacy

Require wearable manufacturers and digital 
health service providers to obtain free, specific, 

informed and unambiguous consent, through 
clear affirmative action, before processing 

users’ health-related personal data for specified 
purposes (DPDP Act, 2023, Section6(1))

The principle of data minimisation outlined 
in the DPDP Act, 2023 specifies that only 

essential data be collected, limited to what 
is necessary for the stated purpose

The online access provided by hospitals for consultations 
and reports, along with the use of mobile apps, portals, 
social media platforms, etc., is a major source of unregulated 
data leakage, thereby requiring adequate regulatory 
compliance in India’s use of digital technologies to ensure 

patient data privacy and good governance. Hence, a blend of 
the structural architecture of ABDM and the DPDP Act, 2023 
and DPDP Rules, 2025 is required regarding appropriate data 
collection, processing, sharing and deletion.

Challenges DPDP Act, 2023 intervention to overcome challenges

Financial, reputational and strategic risks tied to 
data privacy lapses: With AI and analytics, the 
data fuels predictive diagnostics, drug discovery, 
telemedicine and insurance risk modelling

Secures policyholders’ data while 
strengthening India’s health insurance 

sector by embedding global best practices, 
building trust and positioning the industry for 

sustainable, globally competitive growth

Data protection is a material risk factor across 
the healthcare value chain: Companies with 
weak compliance face regulatory penalties, 
reputational loss and capital setbacks

Investors treating privacy as a burden risk 
value erosion through heavy fines, licence 
suspensions and costly breaches that erode 
patient trust. Weak compliance can inflate 
costs, diminish valuations and derail IPOs or 
cross-border deals during due diligence

Ensures that companies that incorporate trust 
and compliance into their core will scale as market 

leaders, treating data privacy as a strategic 
growth differentiator, with privacy audits, the 
appointment of DPOs, data mapping, breach 

response protocols and consent systems in place

Direct sharing of diagnostic/lab data with 
insurers for claims assessment results in data 
breach: rising compliance costs (consent systems, 
audits, legal processes), risk of heavy penalties 
for improper data sharing and operational 
slowdowns if consent workflows are not efficient

Efficient consent management will be the 
differentiator between scalable, investment-

ready insurers and those weighed down by 
compliance drag

Data-driven digital innovation, maintaining 
a balance between data conventionalisation 
for innovation and upholding patient privacy, 
remains a pivotal challenge

With robust data protection and clearly 
defined data exchange mechanisms, it 

enables researchers to tether patient data for 
personalised treatments

Ensures that those embedding robust 
governance and privacy frameworks will be 
better positioned to capture investor trust, 

premium valuations and sustainable growth

Explicit, informed and specific consent is 
mandatory under the Act before collecting, 

using or sharing health data, and not be reused 
without new consent so that the confidentiality 

of the principal data is ensured

Imposes strict data security and privacy 
requirements through privacy-by design 

policy on data fiduciaries

Strengthening India’s healthcare ecosystem

3130

Strengthening India’s healthcare ecosystem



Navigating vulnerabilities in data security compliance 
within the healthcare sector
Data security standards in large hospitals and research-
based healthcare entities in India conducting observational 
studies, drug trials, or health analytics that use personal 
data from EHRs, health registries, or biometric data from 
wearables reveal that, although the digitisation of health 
records has improved access and efficiency, it has also 
increased vulnerability to cyberattacks. For instance, 

recent large-scale data breaches in the Indian healthcare 
sector have exposed the personal information of millions, 
highlighting systemic risks. As digital storage expands, 
breaches are becoming more frequent and sophisticated, 
thus creating systemic risks for patients and the healthcare 
ecosystem. The following gaps highlight the urgent need for 
stronger regulatory enforcement and structured compliance 
support across the sector.

Surveillance network
Creating a well-connected/integrated robust surveillance network linking epidemiological, 

genomic and clinical data, including humans, animals and the environment under ‘ONE 
HEALTH MISSION’ ensures institutional accountability and establishes a harmonised system 
for data collection, access, sharing, analysis and a unified data portal for infectious diseases

Shortage of technical expertise 
and trained staff

Technical vulnerabilities such as 
outdated systems, unencrypted data 
flows, weak access controls and poor 
backup mechanisms

Insider threat by disgruntled 
employees with legitimate 
access to the system leading to 
data exposure and leakage

Limited awareness of 
compliance requirements

Misconfigured APIs and lack of 
authentication on endpoints

Meticulously crafted phishing 
attacks through e-mails and fake 

websites, targeting administrative 
staff lacking awareness

Organisational monitoring 
systems lacked real-

time alert and pattern 
recognition, failing to 

identify suspicious data 
access patterns

Vulnerability in third-party 
software and multiple systemic 

security failures

Layered security
‘Layered security approach’ 
by minimising the risk of data 
breaches and protecting 
sensitive patient information

Updated software
Keeping software and 
systems up to date for 
enhanced data dignity 

and trust in public health 
infrastructure

Prevent data leakage
Preventive steps for data 
leakage included: No open 
cloud storage service, creating an 
effective Third-Party Risk Management 
(TPRM) dashboard with careful planning 
and third-party risk management

Breach detection
Real-time breach detection with 

a response mechanism and 
multi-factor authentication for 

system access

Comprehensive security 
overhaul with regular 

data audits

Driving innovation
Establish AI-driven anomaly 

detection systems
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Data sovereignty in the
age of innovation: Bridging
security gaps in India’s digital
health ecosystem under the 
DPDP Act, 2023

Future threats demand measures such as quantum-resistant encryption, AI-driven threat detection, automated response and 
continuous audits to protect patient data. Generative AI can revolutionise healthcare by creating synthetic medical images 
and advanced diagnostic models, enabling clinicians to make informed decisions, aiding early detection of chronic conditions 
and addressing challenges posed by language diversity and limited workforce capacity. Synthetic datasets expand research 
potential, supporting precise and personalised treatments. Analysing electronic health records, AI can detect patterns and 
flag health risks. These capabilities enhance early diagnosis, timely intervention and better patient outcomes. Successful 
adoption depends on strong regulatory frameworks, with India advancing the ethical use of AI in healthcare.

A. �Futuristic vision for transformation in healthcare: Use cases of GenAI in the 
healthcare industry

Description
Using voice recognition and NLP to label and 
categorise structured and unstructured audio data can 
help address major hospital management challenges. 
Beyond word detection, it interprets grammar, 
semantics and context to enable meaningful insights

Description
Pharma companies can use AI agents to speed 
up drug discovery and development by analysing 
compound libraries. They also build biomedical LLMs 
to summarise literature, trial data and patient profiles

Description
AI agents can streamline scheduling, billing, 
recordkeeping and prescription refills while handling 
patient inquiries. They also automate onboarding, 
allowing staff to focus on critical tasks

Description
Healthcare contact centres can use AI agents for 
virtual support, digital consultations, follow-ups and 
prescription reminders. They also guide patients to 
appropriate medical services efficiently

Features
	• Extract medical information from conversations

	• Automates medical documentation for healthcare 
providers

	• Browse available specialities and services at the 
hospital, check schedules and book online

Features
	• Molecular design

	• Target identification

	• Virtual testing

	• Cost reduction

	• Microservices for building customised agentic workflow

	• Predict cellular responses to drugs

Features
	• Predictive admissions

	• Bed management

	• Staff scheduling

	• Equipment coordination

	• Emergency response 

	• Geospatial risk 
visualisation

	• AI-powered outbreak 
detection

	• Threshold-based 
alerting system

Features
	• Patient inquiry management

	• Insurance and billing support

	• Appointment management

Voice to discrete data solution: 
AI health device/machine-based 
collaboration

Drug discovery and 
development: Revolutionary 
impact on pharmaceutical research

Hospital operations & resource 
management: Optimising 
healthcare delivery

Healthcare contact centre: 
Revolutionising overburdened health 
centres of states with AI agents
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B. �Formulation of an effective cybersecurity strategy to counter specific cyber 
threats in the health sector:

C. �AI in traditional medicine: Aligning technological innovation with DPDP data 
governance

The vulnerability of EHR and medical IoT to quantum-scale 
decryption necessitates a proactive shift towards quantum-
resistant frameworks. Protecting patient confidentiality and 
the integrity of medical services in this new era requires 
early alignment with national cybersecurity advancements. 
This transition is no longer merely a technical requirement 
but also a regulatory necessity to ensure that emerging 
healthcare technologies remain compliant with the data 
governance and mandates of the DPDP Act, 2023.

In response to these evolving risks, the Ministry of 
Electronics and IT (MeitY) has released a White Paper, titled 
'Transitioning to Quantum Cyber Readiness', to prepare 
public systems for the ‘Quantum Threat’ to cybersecurity13. 
It provides a strategic roadmap to help public sector 
organisations prepare their cybersecurity frameworks 
for the emerging quantum computing era. It urged critical 
sectors, such as finance, defence and health, to prioritise the 
transition. India’s roadmap for quantum-safe cybersecurity 
marks a vital step in securing national digital infrastructure. 

With rising global quantum threats, adopting Post-Quantum 
Cryptography and fostering indigenous innovation are 
crucial to ensuring data integrity, cyber resilience and 
strategic technological sovereignty in the quantum era. MeitY 
launched QSim (Quantum Computer Simulator Toolkit) to 
facilitate cost-effective research in quantum computing for 
researchers and students.15 According to the 'Report on 
'Quantum-Safe Ecosystem in India' released by the 
Department of Science & Technology, GoI, in May 2026, the 
key Indian initiatives on quantum technology are outlined 
below: 

	• National Quantum Mission (NQM): A INR6,003 crore 
mission (2023–2031) to build a strong national ecosystem 
spanning R&D, infrastructure, start-ups and skilled human 
resources.14

	• Quantum Thematic Hubs (T-Hubs): Four verticals: 
Computing, Communication, Sensing & Metrology, 
Materials & Devices.14

	• ISRO’s QKD Test: Free-space Quantum Key Distribution 
demonstrated.14

The integration of AI into traditional medicine represents 
a transformative leap for global healthcare, offering 
unprecedented opportunities for diagnostics and clinical 
support. However, as AI models begin to ingest vast 
repositories of traditional knowledge and sensitive patient 
health information, the risks regarding data privacy and 
algorithmic bias become paramount. This evolution 
necessitates a rigorous integration of technological 
innovation and robust data governance frameworks, such as 
the DPDP Act, 2023.

Consequently, WHO released its first technical roadmap 
titled “Mapping the Application of AI in Traditional Medicine” 
on the use of Artificial Intelligence in traditional medicine, 
adopting India’s proposal under the GI-AI4H initiative (which 
is a WHO-led International Platform for guiding to achieve 
safe, ethical and effective use of Artificial Intelligence), thus, 
recognising India’s key digital initiatives like Traditional 
Knowledge Digital Library Unit (TKDL) and Ayurgenomics 
in the global framework. It is expected that the global 

traditional medicine market size will likely cross US$200 
billion by 2030, given that over 80 percent of the world’s 
population uses some form of traditional medicine (WHO).16

WHO’s roadmap lays the foundation for a secure and 
inclusive AI transition in traditional medicine. The challenge 
now lies in balancing innovation with ethical safeguards for 
long-term global health integration. 

The key features of the WHO strategy are as follows:

	• Use case mapping: AI tools categorised into diagnostics, 
clinical support, text digitisation and public health.

	• Governance principles: Includes transparency, safety, 
explainability, accountability and fairness in AI systems.

	• Technical enablers: Emphasis on interoperable data sets, 
skilled workforce, regulatory frameworks.

	• Innovation models: Encourage co-creation between AI 
engineers and traditional medicine.

As this AI-driven integration into traditional medicine 

D. �From digitisation to data governance: Navigating the digital-first healthcare 
shift

As India advances its digital health landscape, integrating 
emerging technologies into the National Health Mission 
(NHM) presents a transformative opportunity to modernise 
public health delivery. However, the shift towards a digital-
first healthcare ecosystem necessitates a paradigm shift in 
how citizen data is managed, moving from simple digitisation 
to sophisticated data governance. For these technologies to 
truly bridge the gap between citizens and governance, the 
digital health tools must be compliant and anchored in the 
principles of privacy and accountability established by the 
Digital Personal Data Protection (DPDP) Act 2023.

Consequently, the use of emerging technologies in the 
healthcare system under the National Health Mission in India 
strengthens the enhancement of transparency, accessibility 
and efficiency in public health service delivery, which helps 
to bridge the gap between citizens and governance, thus 
making ‘Aatmanirbhar Bharat', reflecting the strength, 
capability and a self-reliant healthcare ecosystem of a 
confident India in the 21st century through:

	• India’s rapidly expanding digital infrastructure with internet 
subscriptions surpassing 101.78 crore, mobile connectivity 
reaching over 98 percent of villages and more than 4.74 
lakh 5G towers covering 99.6 percent of districts,17 has 
significantly accelerated digital healthcare adoption while 
increasing the scale and sensitivity of personal health 
data, reinforcing the need for robust privacy and data 
governance under the DPDP Act,.

	• Building Digital Skills: PMGDISHA (Pradhan Mantri Gramin 
Digital Saksharta Abhiyan) Digital Literacy world’s largest 
digital literacy initiatives focus on empowering people and 
institutions to use technology effectively, driving inclusive 
growth, strengthening digital governance and enabling 
citizens across the nation by supporting upskilling and 
building a self-reliant digital workforce. It was initiated to 
reach functional digital literacy in 6 crore rural households 
(one person per household) nationwide and has reached 
6.39 crore individuals as of February 2026.17

	• Breaking language barriers: BHASHINI-Sangrahah (BHASHa 
INterface for India) is a pioneering initiative under the 
National Language Translation Mission (NLTM), aimed at 
bridging India’s linguistic diversity through technology, 
which supports 36+ Indian languages, 350+ AI models and 
23+ language services, as rural healthcare in India demands 
vernacular privacy notices to make the beneficiaries of rural 
areas self-reliant in seeking healthcare.18

	• Strengthening Advanced Technology capabilities: ‘IndiaAI 
Mission’ aims to build a world-class AI ecosystem. 
Using India’s global leadership in AI skills and GitHub 
contributions, the mission seeks to deepen AI and GenAI 
penetration within the healthcare delivery system. To 
manage emerging risks, the IndiaAI Safety Institute is being 
established as part of the mission’s “Safe and Trusted” 
pillar.

accelerates, the WHO’s roadmap success will depend on establishing robust data governance frameworks that align with 
stringent regulatory mandates, such as India’s DPDP Act, 2023, to ensure the privacy of sensitive traditional knowledge and 
patient data.
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Perspectives and call-
to-action in the Indian 
healthcare sector

With India’s digital health market Sector-specific adaptations are critical 

India’s digital health market is projected to reach nearly 
US$90 billion by 2034, registering a CAGR of 18.1 percent 
during 2026–2034. This sustained growth underscores 
the urgent need for healthcare providers to adopt robust 
governance and automated workflows to address gaps 
in digital literacy, interoperability and infrastructure. 
Tele-healthcare is the most lucrative technology segment 
registering the fastest growth during the forecast period, 
driven by rising adoption of remote consultations, AI-enabled 
diagnostics and connected care platforms (Source: India 
Digital Health Market Size Share, Trends and Forecast by 
Type, Component, and Region, 2026-2034).

India’s digital health ecosystem has witnessed 
unprecedented growth through the convergence of 
Ayushman Bharat Pradhan Mantri Jan Arogya Yojana (AB 
PM-JAY) and the Ayushman Bharat Digital Mission (ABDM). 
As of 2026, over 43.52 crore Ayushman Cards have been 
generated, including 1.14 crore Ayushman Vay Vandana Cards 
for senior citizens aged 70 years and above. The scheme 
is supported by a network of 36,229 empanelled hospitals 
(including 19,483 public hospitals), while the latest health 
benefit package offers cashless treatment across 27 medical 
specialities (Source: Press Information Bureau, Delhi, 2026).

On the digital front, ABDM has enabled the creation of more 
than 90 crore ABHA (Ayushman Bharat Health Account) IDs 
and the linking of over 100 crore digital health records, with 
over 5 lakh healthcare facilities using ABDM-enabled software 
and over 9 lakh verified healthcare professionals (Source: 
ABDM Dashboard). These milestones demonstrate India’s 
rapid transition towards a digitally integrated, interoperable 
healthcare ecosystem, creating a strong foundation for AI-
driven healthcare, electronic health records, telemedicine and 
data-enabled public health planning.

Telemedicine has continued its rapid expansion in the 
post-COVID era, with digital consultations remaining 
significantly higher than pre-pandemic levels. India’s national 
telemedicine platform, eSanjeevani, has completed over 
482 million consultations by June 2026, demonstrating the 
growing reliance on virtual healthcare delivery (Source: 
Telemedicine Society of India. India’s AYUSH ecosystem 
is witnessing rapid growth in 2026, driven by rising public 
investment and digital infrastructure. The Ministry of 
AYUSH’s research ecosystem hosts 43,000+ research uploads 
with 2.45 million+ article views, reflecting stronger evidence-
based adoption. With 30,900+ Ayurveda records, the sector 
continues to expand significantly (Source: AYUSH Research 
Portal, Ministry of AYUSH, GOI).

Rural healthcare demands vernacular privacy notices, given 
India’s 22 official languages.

The adoption of the Internet of Medical Things (IoMT) 
and connected healthcare devices is accelerating across 
hospitals, diagnostic laboratories and remote patient 
monitoring ecosystems, underscoring the critical need for 
instant real-time data access in emergencies. India’s medical 
devices sector is projected to expand to US$50 billion by 
2030 at a 16.4 percent CAGR (Source: Invest India, 2026), 
but the increased breaches underscore the urgency for 
Privacy Enhancing Technologies (PETs) such as homomorphic 
encryption.
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Innovation drives compliance 

Organisational readiness is vital 

Key insights from Deloitte on how innovation drives 
compliance

Several organisations, including Deloitte, have developed a 
variety of solutions to mature compliance risk management 
into a strategic advantage and make it more data- and 
technology-driven.

Deloitte’s innovative solutions, such as ‘RegTech’ and 
‘RegMiner’, are designed to simplify compliance management 
aligning with the DPDP Act, 2023 and DPDP Rules, 2025 in 
India.

The global Privacy-Enhancing Technologies (PETs) 

market is experiencing rapid growth, expanding from an 
estimated US$5.52 billion in 2026 to US$14.3 billion by 
2035, representing a CAGR of 27.4 percent (Source: Privacy 
Enhancing Technologies Market Report 2026 by ‘The 
Business Research Company’). 

At the enterprise level, privacy has become a strategic 
business imperative: 99 percent of organisations report 
measurable benefits from privacy investments, 90 percent 
indicate that AI has expanded the scope of their privacy 
programmes and 93 percent plan to increase investments in 
privacy and data governance (Source: Cisco 2026 Data and 
Privacy Benchmark Study).

CXOs must lead compliance strategies, given penalties of up to 
INR200 crore for violations involving children’s personal data 
under the DPDP Act, 2023. This includes conducting regular 
audits and breach simulations, while ensuring culturally 
adapted communication, multilingual consent notices and 
accessible privacy disclosures so that privacy information is 
understandable across India’s diverse linguistic landscape, 
ultimately enabling patient-centric digital healthcare. Thus, 
adaptive governance frameworks are essential to address 
India’s evolving healthcare ecosystem, where government 
health insurance coverage has expanded to 45.5 percent 
of rural households and 31.8 percent of urban households 
(Source: ‘National Statistical Office (NSO) on Household Social 
Consumption on Health Highlights Transformative Progress in 
India’s Healthcare System’, Press Information Bureau, Delhi, 
2026). This expansion has significantly increased the volume 
and sensitivity of digital health data, underscoring the need 
for structured oversight, equitable policymaking and robust 
privacy governance.

By prioritising these measures, healthcare entities can 
leverage the DPDP Act, to enable patient-centric digital 
transformation while mitigating privacy and cybersecurity 
risks. Such an approach aligns with the Government's INR350 
crore budget allocation for the ABDM in 2026 (Source: 
‘Prioritising Healthcare for a Viksit Bharat 2047’, Press 
Information Bureau, Delhi, 2026) and positions the sector 
to capitalise on the rapid expansion of India’s digital health 
ecosystem, with the telehealth, remote patient monitoring 
and medical tourism markets projected to grow at CAGRs of 
20.75 percent, 12.7 percent and 13.23 percent, respectively, 
through 2030. (Source: India Brand Equity Foundation (IBEF) 
Healthcare Report, 2026).

Ensure purpose limitation and lawful processing by mapping 
data flows, defining specific purposes and obtaining granular 
consent where required.

Digital healthcare transformation in India, in compliance with the DPDP Act, 2023, requires a collaborative effort between the 
government, healthcare providers, technology companies and other stakeholders. It is essential to prioritise patient-centred 
care, data security and regulatory compliance while harnessing digital technologies to revolutionise the healthcare sector.

Significance of the DPDP 
Rules, 2025 for successful 
implementation 
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The DPDP Act, 2023 aims to provide the much-needed legal 
framework for ensuring the rights of protection and fair 
processing of digital personal data of each Indian citizen 
is intended to be implemented based on the 'digital-by-
design' principle, thus paving the way for the creation of 
the platform proposed to be developed by the National 
Informatics Centre/Digital India Corporation. 

However, the DPDP Rules, 2025, notified on 13 November 
2025 and comprising 23 Rules and 7 Schedules, will play a 

significant role in operationalising the DPDP Act, nationwide. 
The notification of the final DPDP Rules, 2025 provides 
extensive clarity and guidance to hospitals on time-specific 
operational mandates for transforming and managing 
patients' personal data.

At a glance: A few essential DPDP Rules, 2025 bearing great 
significance in the healthcare sector are listed below:

These final DPDP Rules, 2025 also indicate organisations for employee capacity building to implement data privacy processes 
and mandates necessary for compliance measures in alignment with the DPDP Act, 2023.

Way forward for effective 
enforcement to promote 
India's digital healthcare

DPDP Rule 3: It signifies the importance of providing standalone, clear and plain language privacy notices, 
with an itemised description of the personal data being processed and the specific purpose(s) of processing. 
The organisations should ensure that such notices are contextualised and specific to healthcare services 
regarding demographic data, OPD cards, clinical laboratory reports, etc. and should not bear generalised 
information of patients.

DPDP Rule 4: It is applicable for the registration and obligations of consent manager with registration 
conditions prescribed in Part A of First Schedule and operational obligations set out in Part B of First Schedule 
in the Gazette of India. For the healthcare ecosystem, this will support structured, transparent and auditable 
management of patient consent across digital health services and data sharing arrangements.

DPDP Rule 7(2): The rule specifies the mandatory measure for personal data breach notification requiring Data 
Fiduciaries to intimate the Data Protection Board without delay upon becoming aware of a breach and provide 
updated and detailed information within 72 hours, unless a longer period is permitted by the Board.

DPDP Rule 11: It facilitates verifiable consent for processing of personal data of person with disability (physical, 
mental, intellectual, sensory impairment, autism, cerebral palsy, mental retardation) who has lawful guardian.

DPDP Rule 12: It provides specified exemptions for processing children’s personal data. Under Part A of Fourth 
Schedule, healthcare organisations and healthcare professionals may process such data, subject to specified 
conditions and only to the extent necessary for protecting the child’s health or implementing a treatment 
and referral plan. Part B of Fourth Schedule covers specified purposes for processing such data, subject to 
prescribed conditions.
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To enhance the security posture of the healthcare 
ecosystem, researchers, security experts and healthcare 
organisations must focus on the following aspects and future 
strategic domains for seeking insight into and prevention of 
healthcare data breaches:

	• Identify and address the main victims of cyberattacks on 
the healthcare sector.

	• 	Undertake a study that investigates whether healthcare 
organisations are lacking usable security measures 
because of the absence of accountability and improper 
training of employees and clients.

	• 	Classify hacking/IT incidents that led to healthcare data 
breaches.

	• 	Identify preventive measures that should be taken to avoid 
healthcare data breaches.

	• 	Harmonise policies with Ayushman Bharat Digital Mission 
(ABDM), India AI governance guidelines under IndiaAI 
Mission to ensure safe, inclusive & responsible AI adoption 
and ICMR’s ‘Ethical guidelines for application of AI in 
biomedical research and healthcare’.19

It is important to ensure that robust mechanisms are 
established to regularly update the technological advances 
and dynamism, for instance, the use of sensitive personal 
data to foster AI-driven innovations in the country.

The government’s decision to seek public comments and 
suggestions, initiated on 5 March 2025, aimed to refine the 
Draft DPDP Rules, and address ambiguities in the DPDP Act, 
2023. With the DPDP Rules, 2025 now formally notified in 
the Gazette of India on 13 November 2025, this consultative 
process has strengthened the credibility of the framework 
by ensuring greater clarity, transparency and accountability, 
particularly in relation to privacy notice obligations and 
other compliance requirements stipulated under the 
finalised rules.

The success of implementing the DPDP Act, 2023 
depends on striking the right balance between 
flexibility and the standardisation of the rules laid 
down.

Compliance strategies of organisations related to:
sector-specific issues, 

	• 	Development of mechanisms for uniform 
implementation rather than divergent 
compliance approaches, leading to incoherent, 
fragmented implementation 
virtually undermining the process for the 
establishment of consistency for data protection 
standards across the country,

	• The digital ecosystem also needs to be assessed 
in the context of the DPDP Act, 2023.

The various stakeholders of the healthcare ecosystem must ensure certain fulfilment of obligations based on the key 
elements of the DPDP Act, 2023, as given below: 

Table 1: DPDP Act, 2023 compliance mapping of healthcare stakeholders

Stakeholder Data principals Consent managers Data fiduciaries Data Protection Board 
(DPB)

Beneficiaries •	 Exercise rights to 
access, correct 
and erase health 
records

•	 Nominate 
representatives 
for health 
decisions

•	 Provide consent for 
health data sharing

•	 Revoke/update 
consent across 
providers through 
unified interface

Not directly applicable 
(unless processing others’ 
data)

•	 File complaints with 
DPB for consent/rights 
violations

•	 Seek compensation for 
harm due to breaches

Hospitals/
Clinics

Not applicable •	 Integrate systems 
with consent 
managers for 
real-time consent 
verification

•	 Maintain audit trails 
of consent lifecycle

•	 Conduct DPIAs for 
sensitive processing (e.g., 
mental health data)

•	 Implement encryption 
and breach response 
protocols

•	 Appoint DPO for 
compliance oversight

•	 Report breaches within 
72 hours

•	 Face penalties (up 
to INR250 crore) for 
consent/security 
failures

•	 Respond to DPB 
investigations

Diagnostic 
labs

 Not applicable •	 Verify patient consent 
through managers 
before processing 
tests

•	 Link consent to 
specific purposes 
(e.g., tests vs. 
research)

Anonymise/pseudonymise 
datasets used for research: 

•	 Restrict data retention 
per test purpose

•	 Validate third-party 
processor agreements 
(e.g., cloud labs)

•	 Demonstrate 
compliance during 
audits

•	 Liable for penalties 
for unauthorised 
secondary use of 
health reports

Pharma 
companies

 Not applicable •	 Obtain fresh consent 
through managers 
for clinical trial 
participation

•	 Segment consent for 
trial data vs. marketing

•	 Ensure transparency in 
drug safety surveillance

•	 Implement role-based 
access to trial participant 
data

•	 Conduct vendor risk 
assessments (e.g., CROs)

•	 Comply with DPB 
enforcement orders

•	 Liable for unlawful 
processing of patient 
genetic data

Health 
insurers

 Not applicable •	Use consent 
managers for policy 
underwriting & 
claims

•	 Enable granular 
consent controls 
(e.g., sharing with 
hospitals)

•	 Obtain consent for fraud 
detection as a specified 
purpose, supported 
by internal risk control 
measures

•	Deploy tokenisation for 
sensitive health records

•	 Conduct periodic security 
audits

•	 Respond to DPB 
inquiries about 
discriminatory pricing

•	 Liable for penalties 
for non-consensual 
data sharing with 
intermediaries
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Example: Stakeholders of the healthcare ecosystem may refer to the fulfilment of obligations based on the proposed 
regulatory reference and accountability framework:

Table 2: Illustrative DPDP Act, 2023 compliance gap matrix

Stakeholder Gap description DPDP clause 
violated

Gap severity 
scale

Owner assignment (Stakeholder-
specific accountability)

Tentative 
timeline

Diagnostic 
labs

No consent manager 
integration

Sec 6(7) Critical Chief Technical Officer (CTO) ≤30 days

Health 
insurers

Unverified data retention Sec 8(7) High Legal Head ≤60 days

Hospitals Missing breach response 
protocols

Sec 8(6) Critical Chief Information Security Officer 
(CISO)

<45 days

Pharma 
companies

Clinical trial data shared 
with Clinical Research 
Organisations (CROs) and 
Data Protection Impact 
Assessment (DPIA)

Sec 8(2)
Sec 8(3)
Sec 10(2)(c)(i)

Medium Data Protection Officer (DPO) <120 days

Stakeholder Data principals Consent managers Data fiduciaries Data Protection Board 
(DPB)

Medical device 
manufacturers

 Not applicable •	 Provide consent for 
real-time patient 
monitoring (IoT 
devices)

•	 Secure by design; update 
firmware for vulnerability 
patches

•	 Liable for insecure 
devices

Research 
institutions

 Not applicable •	 Provide centralised 
consent for 
longitudinal studies

•	 Ethics committee 
approval; publish 
anonymisation 
methodologies

•	 Fines for re-
identification attempts 
where there is a 
breach of an applicable 
DPDP obligation or 
prescribed research 
safeguards

Government 
agencies

 Not applicable •	 Use consent 
managers for public 
health programs (e.g., 
Ayushman Bharat)

•	 Enable emergency 
bypass with DPB 
oversight

•	 Apply sovereignty 
exceptions judiciously 
(e.g., epidemics)

•	 Publish data protection 
policies for schemes

•	 Ensure state-level 
processor compliance

•	 Coordinate with DPB 
on national security 
exceptions

•	 Subject of DPB scrutiny 
for mass surveillance 
programmes

Cloud/IT 
providers

Support fiduciary 
in enabling rights

•	 Provide tools for 
consent manager 
integration

•	 Act as data processors: 
Follow fiduciary 
instructions; no secondary 
use

•	 Face direct liabilities for 
own DPDP breaches

DPDP Act, 2023 compliant organisations to focus on key areas with additional guidelines

Incorporate process-level steps for breach 
notification, stakeholder communication, data 
principal rights, consent management and 
processing of children’s personal data, including 
applicable exemptions under Rule 12 and Fourth 
Schedule of the DPDP Rules, 2025. Parents and 
guardians play a key role in safeguarding children’s 
personal data. Organisations should also consider 
restructuring internal teams to manage additional 
responsibilities, including coordination with the Data 
Protection Board, consent management and related 
digital services.

Conduct a reassessment beyond the existing 
assessment results to ensure compliance with 
the draft Rules, including communication and 
reporting mechanisms, notices or any other 
alignment per the draft Rules.

Update technical security measures, such as 
the use of virtual tokens, in accordance with the 
suggestions under the draft Rules.

Establish robust mechanisms to regularly update 
the technological advances.

Implement sector-specific issues and removal 
of ambiguities through clarity of privacy 
maintenance rules.

Strike the right balance between flexibility and 
standardisation of the laid Rules for successful 
implementation of the DPDP Act, 2023 to prevent 
data breach and maintain data security, privacy 
and dignity of data principal.

Deloitte’s POV on the imperatives to be undertaken by stakeholders under 
the ambit of the Indian healthcare ecosystem to operate and ensure all their 
actions are compliant with the DPDP Act, 2023 and the DPDP Rules, 2025

Imperatives to be undertaken by stakeholders of the healthcare ecosystem

Every data fiduciary must conduct a customised 
assessment of their compliance strategies in sync 
with the company's or organisation's specific 
requirements. DPDP Act, 2023 key elements, such 
as consent managers and managing data principal 
rights, need to develop mechanisms to effectively 
notify Indian authorities of data breaches.

Prioritising privacy compliance: Identifying all 
the personal data storage locations within the 
organisation.

Healthcare organisations need to ensure that 
the DPDP Rules, 2025, comprising 23 Rules and 
7 schedules, will practically play a significant 
role in successfully making the DPDP Act, 2023 
operational across the country.

Developing and establishing a compliance strategy 
and provisioning a timeline for the implementation 
by the Data Protection Board and timely informing 
the affected data principal of the request.

Taking on board all the relevant stakeholders 
within the organisation by orienting them with 
the compliance strategy.

Conduct periodic Privacy Impact Assessments 
(PIAs) to identify and mitigate risks, particularly 
for high-risk processing activities.
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The DPDP Act, 2023 is considered to bring about the 
first significant digital revolution in Indian healthcare. 
It is expected to play a vital role in safeguarding patient 
information by: (a) enhancing patient trust, (b) improving 
data security and (c) enabling responsible data sharing, 
thus contributing to an assured and secure patient-centric 
healthcare environment.

The successful implementation of the DPDP Act, 2023 will 
depend on the clarity of its provisions, effective enforcement 
mechanisms and the readiness of organisations to comply 
with the new requirements. Continuous stakeholder 
engagement and capacity-building initiatives will be crucial 
in addressing challenges and ensuring a smooth transition to 
the new data protection regime. 

The DPDP Act, 2023 represents a pivotal advancement 
in safeguarding individual privacy, with relevance to 
the healthcare sector. The multifaceted impact includes 
strengthening patient trust, enhancing data security, 
encouraging global collaborations and driving innovation. 
However, the DPDP Act, 2023 also necessitates rigorous 
compliance measures and substantial investments in data 
governance and cybersecurity infrastructure. Adopting 
the DPDP Act, 2023 is essential to strike a balance between 
privacy and progress, ensuring that healthcare remains a 

secure, reliable and forward-looking domain where patient 
welfare is prioritised in the digital era. 

The final DPDP Rules, 2025 have introduced operational 
requirements that are mandatory for all healthcare 
organisations to follow for effective health service delivery, 
in alignment with the mandates of the DPDP Act, 2023. The 
notification of the final DPDP Rules, 2025 provides extensive 
clarity and guidance on operational mandates that are time-
specific for transforming and managing patients’ personal 
data.

Compliance audits for India’s DPDP Act, 2023 are essential 
for organisations that collect, process, or store personal 
data of individuals in India. By conducting regular audits, 
organisations can protect individual privacy, mitigate legal 
risks, enhance their reputation, prevent data breaches and 
maintain trust in the digital economy.

In summary, the DPDP Act, 2023 and the DPDP Rules, 2025 
act as a guiding roadmap for healthcare service delivery, 
bearing in mind the data privacy of patients, forming the 
basic framework for a patient-centric approach for a digital 
health ecosystem to build patient trust and commitment 
for legal obligations by healthcare organisations towards 
personal data safety and privacy in India.
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