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—Oreworo

When considering this year's theme, there was only one
contender: responsible data handling. These three words
impact all Australians and have ramifications for every
business, organisation and government department in
the country.

Responsible data handling: treating individuals’ personal
information with care and integrity, ensuring it's collected,
stored, processed and shared in a secure and transparent
manner that respects individuals’ privacy and protects
against unauthorised access or misuse.

And the country’s already felt the ramifications. Feelings

are running high — Australians have told us they feel vulnerable
and angry. Millions have been caught up in data breaches,
their personal data has been compromised - personal
information that's requested, often required, in exchange

for goods or services - and they want more done

to protect it.

Privacy practices are under scrutiny, regulations and

laws are being reviewed and, on top of this, data breaches
are increasing in frequency and sophistication. Organisations,
businesses and government are now having to review and
revise their practices and must immediately transform to
meet and exceed consumer expectations and keep pace
with regulatory reform. But with so many moving parts,

and so much at stake, how do they adapt to the changing
landscape and align their strategies to achieve this?

In this year’s Privacy Index we examine and explore:

+ Australia’s leading organisations’ privacy
practices and commitments to privacy

+ How Australians feel about the privacy
landscape

+ What actions Australians are taking in the
pursuit of privacy

+ What the public wants and from whom

+ How organisations can meet and exceed
consumer expectations.

To capture the mood of the nation and bring the consumer
voice to life, we held focus group interviews to understand
people’s feelings and behaviours towards data breaches,
privacy and personal information.

We've built this year’s report around our findings from
those interviews and the Consumer Sentiment Survey,
along with insights and actions from Deloitte privacy
and risk specialists.

As a result, our report elevates the nation’s voice, but also
guides organisations and government on how to structure
strategies and strengthen privacy practices to ensure
responsible data handling.

The 2023 Privacy Index focuses on creating positive change
for all Australians. We must all play a part in creating a safer,
more responsible data landscape and this report will guide

and support that change.

Responsible data handling may sound innocuous, but sizzling
under the surface of those three words are the trust and
expectations of millions of Australians.

This report equips organisations with
the knowledge, tools and actions needed
to earn Australian’s trust, meet their
expectations and create a safer,

more responsible privacy landscape.
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About the report

The theme: responsible data handling

The 2023 edition of Privacy Index once again dives into the
world of privacy and data to examine the privacy practices
of leading Australian organisations. This year, we investigate
responsibility around consumer data with a focus on
organisations’ privacy practices and how they communicate
their practices to consumers.

The 2023 Index

To assess organisations’ data handling practices,
we |looked at websites, privacy policies and annual
reports to understand:

+ Their commitment to privacy and responsible
data handling

+ How they compare to industry best practice

+ How they communicate their policies and practices
to customers when collecting their data.

We then aggregated our findings to compare industries,
added insights from our people surveys and focus groups,
along with industry level breach and complaints data!

We used these results to score and rank the 10 industries
— this became our 2023 Privacy Index.

The ten industry groups are:

+ Education and employment

- Energy and utilities

+ Finance

+ Government

+ Health and fitness

+ Information technology

+ Real estate

+ Retail

+ Telecommunications and media

+ Travel and transport.

Consumer Sentiment Survey and consumer
trust rankings

We surveyed 1,000 Australian consumers aged 18-and-over
- who demographically represent the Australian population
- to understand how they feel about the privacy landscape
in light of recent high-profile breaches, as well as about
responsibility towards data and where they believe the

line begins and ends.

We also asked consumers which industries they trust most
to handle their personal information responsibly - see the
consumer trust rankings on page 8.

Consumer focus groups

This year for the first time, we conducted additional qualitative
research with consumer focus groups to better understand
consumer sentiment. These focus groups were held in
Melbourne over four sessions. Through these focus groups,
we gathered in-depth insights and opinions directly from

the consumers which allowed us to delve deeper into the
attitudes, preferences and motivations that drive

consumer behaviour,

See how your industry ranks on page 7.

" Notifiable data breaches publications, Office of the Australian Information Commissioner
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Australia’s privacy pulse:
a snapshot of how people feel

people’s post-breach perceptions

1 of consumers have been affected by a
3 data breach in the past 12 months.

69% of those impacted felt vulnerable
or angry.

Twice as many people were angry with
2X the organisation (24%) rather than the
cyber criminals (12%).

believe organisations should be liable
80% for compensating data breach victims
for the harm and inconvenience.

The privacy pushback:
taking back control

%@

say they've been required to provide
more personal information than
necessary in the past year.

have chosen not to complete
non-mandatory form fields.

of under-35s have proactively left
a provider after a data breach.

haven't bought a product or service
because they weren’t comfortable
sharing the personal information
asked for by an organisation.

Action stations:
what people want
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of people want more done to protect
their data.

of respondents want new rules and
regulations around data storage
and processing.

believe it should be the government's
responsibility to maintain standards ana
regulate data storage and possession.

Transparency: people want to know
why (91%) organisations want their
personal information, how (92%) it
will be used and who (94%) it will be
shared it with.
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Protecting people’s privacy:

5 key actions for organisations

The people’'s message is
loud and clear:

Organisations must do more
to protect people’s personal
information.

%
¥

Prioritise privacy protection

-

Give people agency

Communication is key

Invest in technology

Put people first

Organisations should prioritise privacy and data security
so they can quickly adapt to meet consumer demands.

Savvy organisations will empower their customers to make their
own choices around privacy and personal information and could
even involve customers in the development of privacy policies.

In a world where consumers wade through complex, tedious
privacy policies for key information, organisations have

an opportunity to foster trust, enhance transparency and
differentiate themselves by creating compelling privacy-related
content that empowers and reassures customers.

As data breaches increase in frequency and sophistication,
conventional methods are no longer enough and new
innovations and technology, such as privacy-enhancing
technology (PETs) and consent management platforms
(CMPs), must be explored.

A consumer-centric approach will help future-proof
organisations from upcoming regulatory reforms and
enhance customer relationships.
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Privacy Index 2023

ow does your industry rank? Responsible data handling Previous rankings

Industry comparison is based on analysis of how
they perform in relation to the year’s topic. The

Information technology

rankings provide a holistic view of each industry’s
privacy posture for the focus area of previous
Index editions.

Education & employment

For example, the retail sector led for consent
practices (as of 2020) but performed poorly

Health & fithess

in surveillance and online personalisation
(as of 2022).

Travel & transport

Energy & utilities

Telecommunication & media

Government

Real estate
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Who do consumers trust
most with their data?

We asked consumers which industries they trust to
handle their personal information responsibly.

The results were aggregated across industry sectors,

giving each sector a net negative or positive trust score.

Responsible data handling consumer rankings

Government
_______________________________ -+ Most trusted
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Top 2 reasons consumers trust
organisations to handle their
personal info responsibly:

Y

-

N

Data security

The organisation explains clearly and
transparently how they will securely
store consumers’ data.

90% of survey participants

Privacy policies

The organisation explains how they
will maintain the consumers’ privacy by
displaying understandable privacy
policies up-front.

87% of survey participants

8

Acting in the right way isn't enough,
communicating privacy practices

in a clear and transparent way is
equally important.

N
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Chapter 1 | Australia’s privacy pulse

Every day, millions of Australians jump online to stream,
browse, subscribe, login, connect, order, access, view,
download, play, interact. Bills are paid, dates made,
socials relayed — anywhere, anytime. Tacos, taxis,
tickets are just a finger-tap away.

The world is our oyster... but not without the data exchange:
name, address, phone number, bank details, DOB, place of
birth, first cat's name, privacy policy skimmed, terms and
conditions ticked, email verified.

Now, the world is our oyster.

Data, it's the key to contemporary living. To live, work and

play today we consent to a data transaction - our personal
information in exchange for service access - this quid pro quo
is just part and parcel of modern life, right? But high-profile
breaches and cyberattacks resulting in millions of Australians’
personal details being stolen and misused have made
Australia sit up and take notice.

83% of survey participants said in light of
high-scale data breaches in the past year
their privacy. awareness has increased,
with 34% saying'it's increased significantly.

11
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Shaken and stirred

According to the Office of the Australian Information
Commissioner (OAIC), there were 893 data breaches reported
through their Notifiable Data Breach scheme in Australia last
year? and as well as raising privacy awareness the breaches
have shaken people’s trust in organisations.

To understand how Australians feel when impacted by a
breach, we asked our survey participants if they'd been
affected by a data breach in the past 12 months - one-third
had and 69% of those said they felt vulnerable or angry.

And it turns out that twice as many people (24%) who were
impacted by a breach said they felt angry with the organisation
experiencing the breach rather than the cyber criminals (12%).
Anger towards the organisation was twice as likely with people
aged 50-and-over (32%) felt angry with the organisation)
compared to those under-35 (15%).

Those feelings of angst probably explain why 80% of all
survey participants believe organisations should be held liable
for compensating data-breach victims individually for the
potential harm and inconvenience.

But it's not just the big breaches that continue to unnerve
people, there are small, intrusive daily reminders — like scam
messages, phishing emails and dodgy phone calls — that
we've |ost control of our data.

32% of our survey respondents reported receiving multiple
scam communications each week, with 17% saying they get
multiple every day. Only 2% said they didn't receive any.
We call this underlying, ever-present fear that we're

losing the data-control battle, ‘data insecurity’

The combination of data insecurity living rent free in

the country’s collective psyche and frequent data breaches
and scam attempts is eroding community confidence in
organisations’ ability to handle data responsibly. Consequently,
when people are asked for personal information, they're on
alert, cautious and reticent about what they share.

Does this mean we're moving from quid pro quo into
an era of quid pro 'no’?

data insecurity

noun

1. A sense of unease and lingering worry
individuals experience daily concerning
the protection, control and potential risks
associated with their personal information.

[ —

2 OAIC, Notifiable Data Breaches Report: Notifiable data breaches publications including January -
December 2022

of consumers have been affected by
a data breach in the past 12 months.

of those impacted felt vulnerable
or angry.

of people believe organisations should
be held liable for compensating
data-breach victims individually.

+614 91 574 118

Today 11:45 am

Hi mum. | accidentally dropped
my phone down the toilet, this
is my new number. Can you

send me $1750 to pay an
urgent bill?

12
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Power to the people: taking back control

Well, maybe not a firm 'no’, but heightened awareness of
privacy risks has shifted how people feel, they're now more
cautious than ever about sharing personal information and
more anxious about the type of information organisations
are requesting.

56% of our respondents say they've been required to provide
more personal information than necessary in the past year.
They're particularly concerned about identity documents,
with 74% expressing strong preference against organisations
collecting or retaining this type of personal information.

Put best by a member of our focus group, “Companies

make it too complex to control our own data.”

As a result, consumers are increasingly restricting the personal
information they share. 52% of consumers have chosen not

to complete non-mandatory form fields and 35% have chosen
not to buy a product or service when an organisation asked to
collect personal information they weren't comfortable sharing.

Our Deloitte research found the education and employment
sector (84%) and the travel and transport sector (83%)
consistently collected more personal information than
required. The retail sector was considered least likely to
collect more personal information than necessary (60%).

Generational differences

Our research found that older generations (50-and-over)
traditionally look to organisations and the government to
initiate change and safeguard consumer privacy. This is
reflected in how the generations respond to a data breach.
For our older generations who had experienced a breach,
anger towards the organisation (32%) was twice that of
under-35s (15%).

Overall, 40% of respondents said the organisation’s response
made them feel neither better nor worse. However, there were
significant differences among the generations.

36% of under-35s said the organisation’s response made them
feel better, while 28% said that it made them feel worse.

In contrast, only 16% of consumers aged 50-and-over said

the organisation’s response made them feel better, while

47% said it made them feel worse.

Older consumers were also less accepting of organisations
experiencing a second data breach, with just 5% saying it's
unfortunate but understandable, compared to 21% of those
under-35.

But it would be a mistake for organisations to think the
younger generations are laissez-faire about privacy. Under-35s
may be more forgiving of organisations around data breaches,
but they're also more likely to take the initiative to address
issues themselves rather than wait for others to solve them.

For those who have experienced a data breach, 45% of under-
35s have proactively left a provider, compared to 26% of those
aged 50-and-over. They're also taking matters into their own
hands by actively engaging in privacy-conscious behaviour,
such as using encrypted communication apps, employing
ad-blockers and managing privacy settings on social media
platforms.

This generational shift shows that organisations need to

go beyond the basics of meeting regulatory mandates and
give people greater control over their personal information.
By embracing cutting-edge tools and methodologies that
safeguard sensitive data, organisations can meet younger
generations' higher standards and build a culture of trust,
transparency and responsible data stewardship.

Benefits of this approach will reach far beyond organisations’
own walls and help strengthen the wider privacy landscape.

@

refused to buy a product/service
when asked for personal information
they weren't comfortable sharing.

13
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[op 3 consumer privacy protection steps

In the last six months the top steps our survey respondents took to protect their privacy were:

?

Changing or updating passwords for online
accounts and services (67%), with 14% planning
to do so in the next six months.

G
&

Refusing to share personal information over
the phone with an organisation (56%), with
4% planning to do so in the next six months.

)))>>§j)

Limiting the personal information, they share
with brands (56%), with 17% planning to do so
in the next six months.

N

14



« 3

Deloitte Australia Privacy Index 20

. .

Chapter 2 | The privacy pursuit:

ar
We know how people are feeling
about privacy, breaches and the
actions they're taking to get control

of their data, but where else do
they want change and action?
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Chapter 2 | The privacy pursuit: What the public wants

It will come as no surprise that most of our respondents
(90%) agree that more should be done to protect data,
but what exactly do people want done and by whom?

“What do we want?”

“Rules, reforms and responsibility!”
“When do we want it?”

“Now!”

It's not the most electrifying battle cry, but when it comes
to their privacy almost all people expect significant action
from governments and organisations.

nterestingly, when analysing the age

demographics, the stats show that 82%
of young people agree more should be
done to protect data, slightly lower than
the overall agreement rate of 90%.
Conversely, the agreement rate rises to
96% among older people, reflecting their
heightened concerns regarding data
security and privacy.

A4

16
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What consumers want from the government

Australia’s privacy reform review is ongoing and it's not yet
clear what specific changes will be made to the country's
privacy laws. However, our survey results suggest there's
significant public support for stronger privacy protections.

86% of our respondents believe new rules and regulations
around data storage and processing are needed and 63%
believe it's the government’s responsibility to maintain
standards and regulate data storage and possession.

Specifically, our survey participants and focus groups
want the Federal Government to:

+ Create a regulatory body to verity organisations are ethical
data companies with a publicfacing label to certity this.

-+ Mandate organisations are transparent and proactive
in communicating about their data-handling practices
and where data is stored, plus simplify privacy policies
and use easy-to-understand language.

+ Set time limits on the amount of time organisations can
hold consumer data.

- Make businesses accountable when data breaches occur.

What consumers want from organisations

Overall, consumers want organisations to be held
accountable for data breaches. 80% of consumers agree

if their data is exposed by a breach the organisation should
compensate victims individually for the potential

harm and inconvenience.

They also want organisations to be more transparent
about how they handle their data. Our participants believe
it's important organisations explain:

+ Why (91%) they require their personal information

How (92%) they will use their personal information

+ Who (94%) they will share their personal information with.

The Office of the Australian
Information Commissioner (OAIC)
is the country’s federal privacy
regulator.

There are also a number of state
and territory-based and industry
regulators in Australia that oversee
privacy and data protection.

17
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Chapter 2 | The privacy pursuit: What the public wants

What people want from organisations versus what they're getting

(o)

What they want

QT Data collection

The right to object

93% of consumers say it's important to have the right
to object to an organisation collecting and using their
personal information.

@ Data usage

What they're getting

According to our research, only 11% of organisations
mention the ability to object in their privacy policy.

Data respect!
95% say it's important their information isn't sold
to third parties.

Data storage

EI ’ R

Our organisation analysis found that 79% of
organisations make no mention in their privacy policy
whether personal information is sold or not.

Transparency

90% of our survey participants say the main

driver to trust an organisation with their personal
information is for organisations to explain clearly and
transparently how they will store information and
maintain consumers’ privacy.

o Data deletion

) I

Only 8% of organisations provide accessible privacy
policy engagement options beyond plain text format
(such as video, audio or infographics). 27% are written
in legal jargon without explaining what these privacy
concepts mean in the context of their organisation’s
use of data. Only 6% provide additional content to help
people understand what they're signing up for.

Easy deletion

93% say it's important to be able to request
organisations delete their data.

Our analysis indicated only 17% of organisations
mention giving people the option to erase their data.

18
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Data deletion (cont.)

Of the 17% of organisations that mention the option to
delete their personal information:

+ 2% said they would delete a consumer’s account and
personal information after a period of inactivity.

+ 7% said they would deactivate the account but retain the
personal information.

+ 41% said they would only delete the account at the
consumer’s request.

+ 50% provided no option or reminder to delete the account
after a period of inactivity.

We also discovered that consumers are confused about how
data retention works. Focus group participants said they,
“Had no idea what the process/policy is around data
retention.” This confusion could be contributing to their
perception that organisations are, “Intentionally making
data deletion inaccessible and a complicated process”.

Our organisational analysis shows there's a disparate
approach to managing consumer accounts and personal
information - ranging from minimal proactive measures to
the absence of deletion options. With the right to erasure’
currently being debated as one of the Privacy Act 1998 (Cth)
amendments, this disparate approach highlights how
ill-prepared organisations are for upcoming privacy
regulatory change.

Urgent actions for organisations

To address these gaps organisations must take urgent
action to implement consistent and robust data protection
practices that emphasise data minimisation, proactive
deletion strategies and a consumer-centric approach.

By aligning policies and practices with evolving privacy
regulations, organisations can ensure compliance and foster
greater consumer trust and uphold the principles of data
privacy in an increasingly interconnected digital landscape.

“I had no idea what the
orocess/policy is around
data retention.”

“Organisations make data
deletion inaccessible and
a complicated process”

- Focus group participants

19
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We've taken the nation’s pulse, we
know what people want and from
whom, but what does it mean for
Australian organisations?

In this chapter, we use our survey :
and focus group insights and add our

specialists’ research and analysis to

look at how organisations can meet

and exceed consumer expectations.

20
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The people’s message is loud and clear: organisations
must do more to protect personal information.

Organisations have everything to gain by listening to
consumers concerns - by understanding how people are
feeling, looking at key stats and putting strategies in place

to minimise data breaches, they can build trust and loyalty.

The flip side of this, is loss of trust, reputational damage,
potential legal repercussions and financial consequences.

So where to from here?

Prioritise privacy protection

The first thing for organisations is to prioritise privacy
and data security so they can quickly adapt to meet
consumer demands. As we know, data and privacy
breaches are on the rise, so regardless of size or
industry, prioritising the protection of personal
information is crucial.

But organisations must aim much higher than just

implementing and maintaining strong security measures.

The goal is to mitigate the risks of personal information
being compromised, so strict strategically-applied
safeguards are needed to achieve this, including:

(/N A steadfast commitment to bolstering
defences against potential threats.

Reducing risks and areas of vulnerability
through data minimisation.

A detailed plan of action - tailored to the

OR®

- in the event of a breach.

specific needs and risks of the organisation

All safeguards and plans

should be reviewed and updated
regularly to address emerging
threats, changes in technology
and regulatory updates.
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Data-breach action plan

A carefully crafted and comprehensive action plan will
guide an organisation’s response in the event of a data
breach. The plan should be tailored to the specific needs
and risks of individual organisations and include steps
for immediate containment, investigation, communication
and regulatory compliance.

Privacy protection essentials

Robust protection measures: such as encryption, access
controls and regular security audits are essential in reducing
breaches occurring. By incorporating privacy-by-design
principles, organisations can demonstrate commitment

to safeguarding customer information and preventing
unauthorised access, use, modification

and disclosure.

Risk minimisation strategies: play a pivotal role

and rather than just relying on prevention and detection,
comprehensive risk minimisation strategies to respond

to a breach must also be a key focus. This includes developing
incident response plans, conducting thorough breach
simulations and fostering a culture of resilience within

the organisation. By accepting that breaches are an
unfortunate reality, organisations can better allocate
resources towards rapid detection, containment and

swift response to limit the potential damage.

Data minimisation: is a fundamental privacy principle

and practice requiring organisations to only collect and retain
the minimum amount of personal information necessary for

a specific purpose.3 With 56% of our survey respondents
saying they've been required to provide more personal
information than necessary in the past year and 62.8% saying
it's ‘'very important’ brands don't collect more information than
necessary to provide good service, data minimisation has
emerged as a key strategy for rebuilding consumer trust,

as it reduces risks associated with data breaches.

3 https://www.0oaic.gov.au/privacy/australian-privacy-principles/australian-privacy-principles-guidelines/
chapter-3-app-3-collection-of-solicited-personal-information

of consumers want greater efforts made to
safeguard data and ensure privacy.

expressed the importance of organisations
protecting the security of identifiable information.

say it's important organisations do not collect
more information than necessary.

Privacy-by-design principles

Ensuring privacy and data protection are
factored into design and development
of systems, products and services

from the start.

22
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Put people first: a consumer-centric approach

When reviewing current practices and planning privacy-
improvement strategies, organisations should view each
step through consumer eyes.

f you were a consumer, would you find your
organisation’s practices helpful or frustrating?

Would an average consumer understand or
want to read 20 pages of policy?

Would you be happy handing over the data
you're requesting from others?

Regulations will continue to evolve and become

more stringent, but a consumer-centric approach that
embraces privacy-by-design principles can help
future-proof organisations from regulatory reforms
and enhance customer relationships.

At the opposite end of the spectrum, organisations
that fail to meet current consumer expectations risk
losing consumer trust and falling further behind when

reforms are implemented. To avoid being caught off guard,
organisations should proactively assess and address the
gaps between existing practices and consumer expectations.

Give people agency

Going forward, providing consumers with a sense of data
autonomy by giving them choices on how their data is handled
s essential for building trust, transparency and engagement
and helping mitigate risk.

However, our organisation analysis shows that currently
35% of organisations do not obtain consent for collection
and handling of personal information and 70 organisations
don't let consumers review consent given or withdraw their
consent, including where it is likely to be required by law.

Savvy organisations will empower customers to make

their own choices around privacy and personal information
and even involve customers in the development of
privacy policies.

2

of organisations don't obtain consent for
collection and handling of personal information.
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Some ways organisations can empower CONSUmers

N

& Ny

Consent Usage Deletion
+ Make it easy for customers to find and + Be transparent around data usage. Customers + Make it easy for consumers to request their
understand their privacy practices. Privacy should know how their data is being used and data be deleted.

for what purpose and whether data will be
shared with or sold to a third party.

policies or privacy-related content should be

orominently displayed on websites and apps. + Be proactive about deleting data after a period

of inactivity.

+ Provide clear, transparent privacy policies/
content: use simple, easy-to-understand
language. Customers should be able to
understand their privacy rights without
consulting a lawyer.

+ Be clear about data retention policies, so
consumers know how long personal information
will be kept and why:.

+ Make it easy for customers to access and
control their personal data - they should be
able to opt-out in just a few clicks.
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Say it how it is: communication is key

In a world where consumers wade through complex, By delivering interesting, engaging content through

tedious privacy policies for key information, organisations diverse mediums like video and audio across different

have an opportunity to foster trust, enhance transparency platforms, organisations can connect with customers,

and differentiate themselves by creating compelling privacy irrespective of age, digital proficiency or abilities. |

content that empowers and reassures customers. | | @ This App.
Content can be created for different audiences or address Privacy Policy

Firstly, it's time to ditch long, legal privacy policies and adopt particular concerns, giving consumers a clear understanding

easy-to-understand, easy-to-access communication that clearly  of data practices, informed consent, greater control, reduced . Definitions

explains privacy practices. This should include information on anxiety and an improved user experience. Creating trust in

data collection, use, retention and deletion, specifying data organisations and confidence for their customers. . Interpretations

types, purpose, duration and addressing data sharing or o . o .

selling, as well as how stored data will be protected. By raising the bar through Compel.lmg content, organisations Info collection

We made similar observations in previous Privacy Index can enhance transparency, compliance and brand perception,

leading to stronger relationships with customers anad Cookies

reports, highlighting the need for organisations to start -
a competitive edge.

acting and step up.

Info storage
Third parties

Related entities

Info usage

Opt in/ out
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Invest in technology

As data breaches increase in frequency and sophistication,
conventional methods are no longer enough and new
innovations and technology must be explored.

Australia is lagging behind other countries in awareness,
support and uptake of privacy-enhancing technologies
(PETs), which can anonymise and encrypt data and prevent
data-sharing without user consent. Over the past 12 months,
the Singaporean government has adopted PET Sandbox
which lets businesses securely test PET projects, the US and
UK governments ran a joint PET challenge initiative where
innovators competed for cash prizes by developing PET
solutions. Also in the US, there was overwhelming
bipartisan support for a Bill to support research

on PETs and promote responsible data use.

Organisations that share large volumes of data - particularly
special category data - should start the discussion about
adopting privacy-enhancing technologies (PETs).

Regulators around the world are also starting to
embrace innovative PETs. Homomorphic encryption
and secure multiparty computation (MPC) are two
proven PET solutions.

Homomorphic encryption lets people work on encrypted
data without it having to be decrypted. It enables secure data
analysis and processing while maintaining the confidentiality
of sensitive information. This technology is revolutionising the
way businesses handle customer data, ensuring that even in
the event of a breach the data remains protected.

MPC lets multiple parties collaborate and compute results

on their combined datasets without disclosing individual data.

By securely conducting computations across multiple entities,
MPC ensures privacy while deriving valuable insights from
collective data. This approach significantly minimises the

risk associated with sharing sensitive information and

fosters a collaborative environment without sacrificing
individual privacy.

Consent management platforms (CMPs) are another tech
solution helping companies collect and manage user consent
for data collection and processing. There are now a range of
ready-to-go CMP and PET solutions that organisations can
easily implement to help protect their users’ privacy.

Going forward, government, business and organisations

will have to work together to advance Australia in this space.
By fostering a collective culture of innovation, the country can
keep pace with the latest technology and create a dynamic
environment, encouraging creative local solutions for

global challenges.
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It takes a village:
a collaborative approach to privacy

Privacy affects all of us and to move into a new, improved
era of privacy and data protection, we must all play a part.
Effective change will need active engagement from
organisations, government and individuals.

Australians can play their part by being proactive with
privacy and their personal information, this could be staying
informed about data privacy, using strong passwords, regularly
reviewing and adjusting app permissions, limiting data sharing,
reporting suspected breaches to relevant authorities or
platforms and supporting privacy-conscious companies.

Government must continue playing an active role -

to create and enforce policies that foster a secure digital
environment, to align with consumer expectations and
work with organisations to achieve rigorous standards
and promote transparency in data-handling practices.

For organisations, merely meeting regulatory requirements
isn't sufficient. A proactive approach must be adopted, one
that goes beyond compliance to embrace a culture of privacy
and security. Privacy shouldn’t be seen as legal obligations,
but essential components of building trust and maintaining
customer loyalty. By prioritising consumer expectations and
proactively working to protect consumer privacy, organisations
can navigate the evolving privacy landscape while fostering

a culture of data protection and trust and also gaining or
maintaining a competitive edge.

For many organisations, privacy seems to fall between
the gaps of the customer teams (digital and marketing), risk

teams (legal and compliance), cyber security and technology

teams (data and technology).

All have a different view on the severity of the
situation and how best to respond. True change and
leadership for organisations will only occur with these
functions acting in unison and prioritising the needs
and wants of their customers.

Privacy risks - including identifying risks, implementing
controls and ongoing monitoring - should be assessed and
managed by a cross-functional team, with members from
legal, marketing, IT and customer service. They should
provide regular updates to senior management.

Top-tier accountability is also crucial. A Chief Privacy
Officer (CPO) should oversee compliance with data privacy
laws, develop the privacy program and ensure adherence.
This commitment builds trust, prevents breaches ana
minimises fines, benefiting customers, employees

and stakeholders.

The final word will go to consumers.
What will it be for your organisation:
‘opt-in’ or ‘opt-out”
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