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Cyber Incident Response

During the 2020-2021 financial year the Australian Cyber Security Centre (ACSC) observed over 67,500 cyber-crime reports and
nearly 500 ransomware reports, an increase of almost 15% from the previous financial year®. As the cyber threat landscape
continues to evolve and digital innovation continues to expand the attack surface for most organisations, it's important to have
Cyber Incident Response (CIR) expertise on hand to respond quickly and effectively when cyber incidents occur.
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Deloitte can help
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As soon as an attack happens, our cyber incident responders and digital forensics specialists
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to contain the attack, eradicate the threat and assist with restoring your services. Our goal is to

@ protect you from further attack, and help get you back to business as quickly as possible.
Our Cyber Incident Response doesn’t end there. Our specialist teams can work with you after
an attack, to assist you in implementing robust security measures and procedures to enhance
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center your posture against any future attacks.
Cyber Incident Response Recover

Our Cyber Incident Response service provides access to multiple
specialist services to support your organisation when you need it most.
These services include, but are not limited to:

Incident Management Crisis Management
Network & Endpoint Analysis Privacy Specialists

Digital Forensic Services Communications Support
Malware Analysis Technology Recovery
Threat Intelligence Customer Breach Support
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Deloitte has been named a global leader in Cyber Incident Response Services in Forrester’s recent report entitled The Forrester
Wave™: Cybersecurity Incident Response Services, Q1 2022

“With its reputation as a premier cybersecurity consulting firm, Deloitte
approaches incident response and crisis management holistically with brand and
reputation preservation in mind”

Our Cyber Incident Response Retainer

In today’s rapidly changing threat environment, our CIR Retainer services offer you the confidence of knowing your
organisation has a team of cyber incident response specialists on speed dial, ready to take swift action when needed.

Our CIR Retainer options allow you to pre-purchase cyber incident response services, providing year-round, 24/7 cyber
access to our specialist CIR team. As a retainer client, you’ll have access to the breadth and experience of our global cyber
network supporting your organisation at every stage of the incident response life cycle.

How does our CIR retainer service fit into our overall Cyber Incident Response portfolio?

Cyber Incident Response Retainer: Flexible conversion of pre-purchased hours to our other cyber services during the retainer period
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24/7 CIR Hotline Visit the Website
1300 639 875 www.deloitte.com.au/cyber




