Deloitte
Essential 8 Maturity Uplift with Splunk

Organisations have made significant commitments to the Splunk platform for Cyber and IT
resilience. This presents an opportunity to leverage existing Splunk investments to support the
uplift of Essential 8 maturity through continuous monitoring of controls and an integrated, holistic

splunk >

turn data into doing”

Essential 8 Recipe for Success

approach to the Essential 8 maturity journey.

Deloitte Essential 8 Continuous Monitoring Solution

Essential 8 compliance can be complex. IT environments are continually evolving requiring
solutions that support ongoing risk-based insights into current state maturity. At Deloitte we
help organisations on their Essential 8 maturity journey through our continuous visibility
solution that delivers real-time insights to enable the uplift and ongoing monitoring of
Essential 8 controls. Built on the Splunk platform, our app integrates self-assessment with
monitoring of key systems and applications alongside expert consulting to help implement
ongoing compliance monitoring.

Real-time Awareness

Transition away from point in time, manual assessments to understanding current state of
maturity in real-time for improved management of risks, through well defined mitigation
strategies. Incorporate a risk-based approach to conducting assessments and mitigate the
impact of non-compliance proactively to drive maturity uplift.

Level Up

Combine active monitoring with integrated self-assessment to gain comprehensive
understanding of both the effectiveness and the level of success of mitigation strategies such
as back up, patching and application whitelisting.

Cluster-wide Insights

Enable Agency clusters to measure Essential 8 maturity across the portfolio through delivery
of an aggregate view of the cluster to help support unified and consistent approaches for
addressing security challenges.

Avoid Tick-box Compliance

Avoid compliance for compliance sake and shift to a
“culture” of risk management that helps to reduce the
compliance burden and add insights and value.

hreat & Risk Landscape

he threat and risk landscape changes impacting ongoing E8
mpliance. Real-time monitoring and alerting help identify
allenges and prompt action.

k-based Approach

ritise areas for uplift based on proportional risk and
blish target maturities that address organizational
irements.

Compliance Visibility Gaps
Projects typically address initial compliance. Organisational

change is a common cause of visibility drift and so
continuous monitoring and asset detection is key.

ssment Gaps

tried and tested approach to assessments can
inconsistent results, drive accurate, evidence-
repeatable maturity reviews.

We have proven experience in advising Clients to
effectively mitigate risks and uplift their security maturity.

We have in-depth experience in delivering business
outcomes on the Splunk platform.

We invest significantly in the development of new and the
optimization of existing Splunk apps to drive Splunk maturity.

In-depth Splunk capability delivering Splunk solutions across
both State and Federal Government.




Deloitte Engagement Approach splunk>

turn data into doing”
Our expert consulting team will guide and apply Essential 8 mitigation strategies to help achieve the identified target I . f
state. We will optimize the existing Splunk environment to support maturity uplift and enable continuous monitoring SO ution Bene Its

of key systems and applications. Continuous Maturity Assessment
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Leverage Existing Splunk Investment
The Deloitte app is built on your existing Splunk

/\ /\ environment, with no requirements for new
A technology investment or additional skillset to
| \/ \ \ / achieve the outcome.

1. Environment Review & 2. Data Onboarding & 3. Knowledge Transfer & Reduce Manual Assessme.nts _
Planning Configuration Interpretation Integ.rat(_-: self assessment with contlnuqus o

monitoring to effectively close the gap in existing

Assess existing Splunk environment and Onboard required data sources and map Uplift organisational knowledge of approaches.

data sources based on E8 requirements. data model to existing data sources. Essential 8 mitigation strategies. Our

Provide recommendations on health and Deploy the Deloitte Essential 8 app and expert consulting team will interpret

additional data sources to be onboarded. configure dashboards. Create alerts and maturity results and provide a roadmap Optimise Splunk Platform

Provide an Essential 8 Data Source integrate with IT Service Management. on ongoing maturity uplift. Enable teams Essential 8 data sources will support broader

Maturity Assessment Report and an Refine & tune solution to meet to manage the solution through adoption of Security and IT Operations use cases

Implementation Plan. requirements. Knowledge Transfer Workshops. providing additional value out of the existing Splunk

investment.
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