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Executive summary

Digital businesses perform better; 
they generate more revenue, 
export more and innovate.

Yet, three in five businesses in the 
Asia Pacific region have put  off 
digitisation out of fear of cyber 
attacks.

The COVID-19 pandemic is likely to 
increase the importance of cyber 
security. The likelihood and impact    
of cyber risks is increased with   
remote and mobile working.

The challenge for both businesses 
and governments is to make sure 
they are protected, and prepared.

This report analyses cyber
exposure, preparedness and 
economic opportunity across 12 
economies in APAC.

Improving preparedness could increase APAC GDP 
by $145bn in the long term.
Three in five businesses in APAC are putting off 
digitisation out of fear of cyber crime. Businesses who 
are more certain that cyber risks would be effectively 
managed are more willing to embrace technology. This 
improves productivity and decreases risk aversion.

It could spur the growth of what is already a 
$22bn industry.
Cyber crime is listed as one of the top five risks globally. 
In total, a large organisation in APAC could lose US$30 
million in the event of a cyber breach.  This is spurring a 
growing industry, with CAGRs of around 15%.

Are we ready to embrace the opportunity?
Looking at government frameworks and organisational 
capability across the region, we find that nations with 
higher exposure tend to be more prepared. But with an 
average index score of 56 out of a best practice of 100, 
APAC’s preparedness must improve.

Our more developed economies are the most 
exposed.
This report calculates the exposure of APAC countries
to cyber risks. All countries have exposure. It’s higher in 
Singapore, Japan and Australia, and lower in Vietnam,
Sri Lanka and  Indonesia. This is driven by differing 
attack surfaces and the potential value of an attack.

Governments can support cyber smarts. 
Government can improve cyber frameworks, 
harmonise regulation, review reporting, and lead from 
the front with their own processes and procurement. 
Addressing cyber skill shortages will also be important 
to minimise risk and harness economic opportunities. 

But businesses should adopt best practice.
From two-factor authentication to micro-segmentation, 
businesses can act today to better prepare for cyber 
risks, and capture the benefits of digital in the future.
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Invest in cyber to seize 
digital opportunity
Cyber attacks are one of the biggest risks faced by 
businesses and governments in the region. Being prepared 
for attacks by investing in cyber security is not just good 
sense; it’s also an economic opportunity.
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Cyber smart: investing with confidence

The economic benefits of digital are well established. Digitally engaged businesses 
typically perform better than other businesses. They are more likely to be growing 
in revenue, be exporting, and be innovating.1

While businesses in APAC are increasingly digitally engaged, there 
is significant further potential. Only 60% of businesses in the 
region had an internet connection in 2016.2

There are a number of reasons that businesses may not be 
digitally connected. One of these is a fear of cyber. Three in five 
businesses in APAC have put off digital transformation because 
of this fear. 3  The COVID-19 pandemic is likely to increase the 
importance of cyber security. The likelihood and impact of cyber 
risks is increased with remote and mobile working.

Businesses face many risks on a daily basis, from hiring, 
borrowing and expanding, to theft and fire. These risks do
not deter businesses from operating and growing, but rather 
businesses take steps to mitigate these risks. Similar steps 
should be taken for cyber risk.

Businesses should embrace the opportunities that digital brings, 
and ensure that they have appropriately managed the associated 
cyber risks.

If Australia can capture the cyber opportunity, businesses can 
invest with confidence. Deloitte Access Economics modelling 
looked at a scenario where organisations have confidence that 
cyber risks are well managed.

This scenario was modelled using Deloitte Access Economics’ 
specialised, in-house Horizon model. The Horizon  model is 
capable of forecasting hundreds of economic indicators for 
multiple regions and industries across different scenarios.

In this scenario, there is a reduction in risk aversion when 
evaluating new technology and digital projects. This supports 
a higher adoption rate of new technologies, in turn leading to 
higher levels of capital investment and productivity growth.

This could lift annual real GDP by 0.7% over ten years. Across 12 
APAC countries, this would translate to a lift in GDP of
US$145 billion in the long term.

The three benefits of investing in cyber security – avoiding the costs of cyber attacks, building a bigger cyber industry,  
and allowing more businesses to invest with confidence in new digital technologies – represent a significant opportunity. 

A cyber smart APAC could 
capture an additional GDP of

over 10 years

US$145bn
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The growing cyber industry

Historically, businesses have invested in cyber protection 
measures to mitigate against the potential cost of attacks.  
This investment has grown significantly enough to become  
an important digital sub-sector in its own right. 

Globally, the cyber security market is expected to reach 
US$170 billion by 2020.4 

This is particularly true in APAC, which experiences the highest 
cyber losses (as a proportion of gross regional product) globally.5 
As a result, governments have invested in dedicated initiatives to 
capture the cyber opportunity, including AustCyber in Australia 
and the Cyber Security Agency in Singapore. Cyber spending in 
APAC is expected to grow faster than the global average with an 
additional $31 billion spent by 2026.6

Businesses in the region are significant buyers of cyber security 
solutions. Cybersecurity expenditure in Southeast Asia alone was 
estimated at US$1.9 billion in 2017. This is projected to grow to  
US$5.5 billion by 2025.7

As a result, the cyber security market in APAC was valued at 
US$22 billion in 2017.8

The market is predicted to grow quickly:

• AustCyber expects a CAGR of 15% between 2015 and 2025
(Figure 2)10

• Mordor Intelligence predicts a CAGR of 10%, with the industry
reaching US$38 billion by 202311

• Gartner data forecasts a CAGR of 15.7% in the Indo-Pacific12

• Reuters expects a CAGR of 20%.13

As Asia develops its cyber systems, this presents an opportunity 
for services exports. Countries with leading cyber capabilities 
may enjoy a competitive advantage, and win cyber business in 
countries with lagging policy/regulatory environments. There is 
also likely to be participation of cyber experts from mature 
markets in the US and Europe. Countries will also need to have 
investment regulations setting right if they wish to encourage 
global players to establish locally to deliver bespoke cyber 
services in-market.

One example effort of trying to build the cyber ecosystem is 
CyRise in Melbourne, Australia. It is a ‘venture accelerator 
program, powered by Dimension Data / NTT and Deakin 
University.’ It is about leveraging networks to help local 
businesses take their ideas global.

Figure 2: National growth in spending on cyber security14

Australia: 11%15

Indonesia: 23%

Thailand: 12%

Malaysia: 15%

Singapore: 12%

Vietnam: 16%

Philippines: 19%
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The growing cost of cyber in APAC

The World Economic Forum (WEF) listed cyber attacks as one of the top five global 
risks for 2019 – topped only by natural phenomena. This is driven by a view that 
cyber attacks are both likely and high impact.16

It is estimated that cybercrime cost US$171 billion in APAC in 
2018.17

Already, a business somewhere in the world falls victim to a 
ransomware attack every 14 seconds,18 and the cost of a typical 
cyber attack has increased 72% in the last five years.19

In APAC, the growing speed and scope of digital transformation, 
along with the increasing number of targetable devices, are 
creating a ‘perfect storm’ for cyber attacks.20 Almost half (45%) 
of businesses in APAC have experienced some kind of security 
attack in the past 12 months, and 63% have experienced 
business interruption due to a security breach.21

As the digital economy continues to grow in the region, so too 
will exposure to cyber attacks.

Firstly, more of our day to day devices will be interconnected 
including our watches, phones, TV’s, tablets and home 
appliances. The number of these devices per person is expected 
to grow from 2.1 to 3.1 over a five year period.22

These devices are creating an increasing amount of data, which 
also contributes to increased risk exposure. The quantity of data 
that APAC is producing is growing at 32% per annum.23

Secondly, there is more value at risk, as more transactions are 
online. The value of e-commerce in APAC alone is set to grow at 
11% per annum.24 This rise in online transactions is coupled with 
a shift towards person-to-person (P2P) and business-to business 
transactions (B2B). The consequence of this trend is a reduction 
in transactional security and liability provided by banks and 
other intermediaries.

The combined result of these three forces – more devices, more 
data, and more value – creates more incentives for malicious 
cyber attacks. 

With cyber attacks already one of the top five global risks in 
2019, this growing exposure requires continued attention from 
businesses and government.

Average APAC 
GDP growth

Annual growth 
in e-commerce

Growth in  
data production  

per annum

Annual devices per 
person growth

11%

38%6%

9%

APAC’s attack 
surface is  

growing
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the cyber  
RIPPLE  
EFFECT

52%
of businesses in the 
region engage more 
than 1,000 third parties 
in their organisation 25

83%
of businesses have 
experienced a third 
party incident in the 
last three years 26

370k
the average additional 
cost of a data breach 
if it involves a 
third-party 27
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The nature of threats is changing

Deloitte’s 2019 Global Industry Threat Assessment produced a series of industry-
focused landscapes to help organisations better understand the types of cyber 
threat confronting their industry.28

It is essential for all organisations to have an up-to-date 
awareness of the most common threats and tactics, techniques 
and procedures (TTPs) facing their industry.

Each industry has its own unique set of assets (i.e. sensitive 
information, specialised infrastructure or services) that make it 
attractive to cyber-criminals. This also means unique risks.

By understanding the nature of potential threats, organisations 
are better able to evaluate, manage and ultimately protect 
themselves against their own unique cyber risks. For example 
unique industry threats which can have significant consequences 
include:

 • Industrial Control System Threats (ICS) and Wipers  in the 
Energy & Resources industry

 • Medical Device Malware in the Life Sciences & Healthcare 
industry

 • Disinformation Campaigns in the Government & Public 
Services and Technology, Media & Telecommunication 
industries

 • Compromises of Financial Networks in the Financial Services 
industry.

While businesses face many unique risks, the report also 
uncovered some threats which are cross-industry and 
opportunistic. The most common include:

 • Ransomware

 • Remote Access Trojian

 • Information Stealers

 • Point-of-Sale Malware

 • Distributed Denial-of-Services.

The top four cross-industry TTPs were identified as:

 • Spearphishing Attachments

 • PowerShell

 • Remote Desktop Protocol

 • Brute-Force.
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Industrial Control Systems Threats in the energy and resources sector14

The evolution toward the industrial internet of things  has allowed ICS processes in the Energy and Resources sector to become increasingly sophisticated.  

Increased interconnectedness of sensors/controllers and enterprise networks is making operations in the sector more efficient. However, legacy ICS systems 
often lack security controls  and often challenging to replace or apply security patches.

If successfully attacked, a breach of legacy ICS systems would have a high impact on any organization.  An attack may result in manufacturing disruptions, 
production downtime, and physical damage to the facility, or even threaten lives.

For example, Deloitte has highlighted a highly-targeted ICS malware dubbed Triton. This malware possesses the capability to modify the logic of the Safety 
Instrumented Systems controller to disrupt industrial processes monitored by the device.

Recommendations:

 • Regularly back up all critical data necessary for business operations.
 • Ensure that these file backups are regularly maintained, and stored offline, to prevent the backups themselves from being attacked.
 • Deploy & maintain relevant signatures, particularly those related to access attempts.
 • Logically separate ICS & Supervisory Control and Data Acquisition implementations & manufacturing networks from the business operating environment.

Deloitte Access Economics   | Cyber smart: Enabling APAC businesses 
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Why investing in cyber matters for businesses

In total, a large organisation in APAC could lose US$30 million in the event of a 
cyber breach. For a mid-sized organisation, the cost of a cyber breach could be  
at least US$96,000.29  For large companies, like in the Maersk and Equifax attacks,  
the cost has been considerably higher.

There are a range of business costs associated with a cyber 
attack. These can be split into:

 • direct costs (financial losses such as loss of productivity, fines, 
and remediation costs) 

 • indirect costs (opportunity costs such as loss of customers and 
reputation damage).

For the average business, Accenture research suggests that the 
largest costs arising from a cyber attack are information loss 
(making up 45% of total costs), followed by business disruption 
(31%), revenue loss (20%) and equipment damages (4%).30

The effects of an attack can also be long lasting. Less visible 
impacts such as loss of intellectual property, or a rise in 
insurance costs for the business take years to return to normal.31 

The costs of a cyber attack can also flow beyond the individual 
business affected. A loss of trust and short-term damage to 
individual businesses can result in broader economic losses, 
such as job losses, and declines in customer and enterprise 
spending.

The threat can also flow through to your broader business 
network. Research by Carbon Black found that 50% of current 
attacks use ‘island hopping’ tactics.32 These attacks are capable 
of contaminating a businesses entire supply chain by gaining 
access to just one point of entry. 

With the frequency of attacks continuing to rise, there is a clear 
rationale for ensuring that businesses are adequately prepared.

US$30 
million 

for an organisation with 
more than 500 employees

US$96 
thousand  
for an organisation with  
250 – 500 employees
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Cyber smart index: 
how prepared are we?
The risk of cyber attacks is inevitable. Yet the level of 
exposure varies. A higher level of exposure to risk  
requires a higher level of preparedness. Which countries  
are most exposed? 
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Measuring our cyber smarts

Constructing the Index.
This report compiles a new index which seeks to capture both 
the level of cyber risk exposure faced by countries in the region, 
and the degree of cyber preparedness.

We compile a range of measures across a range of countries, 
with the goal of helping policy makers and businesses to identify 
how well placed they are to face the risks in their jurisdiction/s.

In the exposure index, there are two pillars and seven sub-
pillars, consisting of 20 unique measures. In the preparedness 
index there are two pillars and seven sub-pillars, consisting of 23 
unique measures.

More details on how the index was constructed are available in 
the Technical appendix.

To measure risk exposure, the index considers a country’s attack 
surface (the number of potential attack points) and potential 
attack value (the financial opportunity to attackers). A country’s 
exposure is measured as a proportion of the highest exposure 
country in APAC, meaning the maximum score is 100.

A country’s preparedness score is determined by the 
sophistication of the legislative environment, and organisational 
capability to prevent and respond to cyber threats. A country’s 
preparedness score is based on the extent of best practices 
which are implemented within the country.

In our digital economy, cyber  
risk is inevitable. As the digital 
economy grows in each country 
in the region, so too does their 
exposure to cyber attacks.

Being appropriately prepared is 
key to meeting these risks, and 
minimising the potential costs  
of attack. 

In this paper, we construct an  
index which allows us to compare 
risk exposure and preparedness 
across the region.
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How is it different from other indexes?

Other cyber indices. 
This is not the first index to measure regional cyber security and 
awareness. 

 • The Global Cybersecurity Index (CGI) measures a country’s 
security by focusing on policy measures, both organisational 
and legal.

 • The National Cyber Security index measures security capacities 
implemented by governments and incident response.

 • The Comparitech  index scored cyber security primarily on the 
frequency or prevalence of attacks. 

The Cyber Smart index
Although other indices play a role in better understanding the 
cyber landscape, none, to our knowledge, focus on the inherent 
exposure to cyber attacks. Our approach fills this gap by taking a 
unique look at the size of the attack surface and the value that’s 
at risk. 

Furthermore, within the preparedness measure, the Cyber Smart 
index  considers the actions of business as well as government. 
Beyond legislative sophistication, this index explores what 
businesses can do to be better prepared for the growing risk of 
cyber attack.

The Cyber Smart index explored in 
this report captures the inherent 
exposure of different economies 
and preparedness, from both an 
organisational and legislative 
perspective.

It also shines a spotlight on APAC 
specifically. 
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Cyber Smart Index

Exposure Preparedness

Attack surface Attack value Legal and policy 
environment

Organisational 
preparedness

Network coverage, internet 
bandwidth, IT readiness  

Internet and device usage, 
other usage.

Firm technology absorption
 and ICT use for transactions 

Government use of technology, 
 eServices and eParticipation 

Measures of wealth 
and capital

Laws, policy and strategy

Legislation and authority
protection

Incidence response,
technical indexes

Licensed software

Cooperation and 
contribution, locally and 

internationally

Management and capacity 
building indexes

Human capital, training 
and education indexes

Size of the health and 
financial sectors , IT intensity

Defence

ICT penetration

Household use of 
technology

Business use of 
technology

Government use of 
technology

Economy size Cyber legislation

Legal environment

Regulatory 
cooperation

Readiness to respond

Planning, management 
& exercises 

Preventative 
measures

Education and R&D

Industry composition

Strategic issues
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Cyber Smart Index

The figure on the right shows where each economy 
sits on the exposure and preparedness indexes. 
There is generally a positive relationship between 
exposure and preparedness, however some 
economies stand out as particularly well prepared, 
or under prepared, compared to their peers.

Indonesia

Sri Lanka

Vietnam

Philippines

Thailand

India

Malaysia

South Korea

New Zealand

Australia

Singapore

Japan

Ex
po

su
re

Preparedness
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Country  Exposure rank      Preparedness rank

Singapore              1              1

South Korea              2         6

Japan               3         2

Australia               4         3

New Zealand              5         5

India               6         7

Malaysia               7         4

Philippines              8         9

Thailand               9         8

Sri Lanka              10       10

Vietnam              11       11

Indonesia             12       12
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At a glance
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Vietnam ranks 11th on exposure and preparedness, and 
experiences the highest frequency of cyber attacks.          
Vietnam does not have comprehensive legislation to deal 
with data security and privacy.

Thailand ranks 8th in preparedness and 9th in exposure, 
however has one of the highest cyber attack rates in
APAC. Growing use of online devices and interest in 
cryptocurrencies is worsening Thailand’s exposure to risks.1

Singapore is the most prepared and the most exposed 
country in APAC. Singapore has a highest rate of ICT 
penetration due to its small size and strong infrastructure, 
and also has the highest GDP per capita. Singapore scores 
consistently high across all measures of preparedness, with 
sound legal and organisational awareness.

South Korea performs relatively well in preparedness,
with high rates of R&D and response time for cyber threats. 
However, South Korea’s high use of technology by business 
and government, as well as its strategic value, means 
exposure is also substantial.

New Zealand ranks 5th on both exposure and 
preparedness. Its recent cybersecurity strategy is expected 
to improve preparedness, with a focus on being proactive, 
resilient and responsive.

India ranked 7th on the preparedness index and 6th on 
the exposure index. There is significant variation in          
preparedness across the Indian economy.

Malaysia ranks 7th on the exposure index, but 4th on 
the preparedness index. Strong regulatory cooperation,
and a comprehensive privacy regime mean despite less     
impressive relative organisational capability, Malaysia is 
ahead of its peers with a similar level of exposure.

The Philippines  ranked 9th on preparedness and 8th on 
the exposure index. It presents a low exposure level with 
the third lowest GDP per capita, relatively small health and 
financial sectors and low household internet usage.

Indonesia ranks lower than its ASEAN counterparts despite 
its large economy and increasing digitisation, largely          
because of its small services sector. Its exposure is likely to 
grow in coming years with high rates of growth. 

Australia ranked as the 3rd most prepared, and 4th most 
exposed to risk in the region. Australia particularly has 
strong cyber legislation, education and R&D.

Japan has the 3rd highest exposure to cyber risk and 2nd 
highest preparedness in APAC. However, anecdotal industry 
perspective is that organisational preparedness could be 
improved.

Sri Lanka has both low exposure and preparedness. Sri 
Lanka’s exposure profile is low given its small economy size 
and relatively small health and financial sectors, which are 
sectors that attract cyber attacks.

Deloitte Access Economics   | Cyber smart: Enabling APAC businesses 
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Country insight
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Australia ranked as the third most prepared, and fourth most exposed in the region.

Australia’s exposure stems from its large attack surface and value. 
For example, Australia has the highest proportion of individuals 
with internet access in the region at 93%, as well as the second 
largest health sector and third largest financial sector.

Australia is relatively well prepared for cyber, scoring particularly 
highly in cyber security education and R&D investment, due
in part to a strong emphasis in the higher education sector. 
Universities are a significant contributor to cyber development, 
spearheading and funding organisations such as AusCERT which 
has become Australia’s primary response unit for cyber attacks.2 

On the flip side, Australia has some of the most profitable 
education providers in the world.3 This is contributing to a cyber 
threat; the rapid digitisation of Australian education systems 
and the rise in eLearning has made the edu.au domain the most 
frequently targeted education domain in the world.4 

Australia is increasing its cyber capability. According to AustCyber, 
the value of the Australian cyber security sector is expected to 
triple by 2026 to AUD$6 billion in annual revenues, creating an 
additional 18,000 jobs.5

This is fuelling demand for cyber skills. In 2019, a survey of Australian businesses found 61% find it 'difficult' or 'very difficult' to recruit qualified   
cyber experts.6 As a result, the Australian Government has established has established the Academic Centres of Cyber Security Excellence 
(ACCSE), which aims to address this shortage.7

Case Study: VMware facilitates
the Australian Taxation
Office’s cloud program8

The Australian Taxation Office (ATO) has signed 
a AUD$17 million, three-year software licensing 
and support deal with VMware. The deal is set 
to renew and consolidate multiple separate, ex-
isting arrangements held by the ATO, with 
VMware supporting the security of Australians’ 
personal taxation information. It is expected 
this deal will improve cost-effectiveness for the 
ATO as it becomes increasingly technology and 
mobile-based. Improving cloud capabilities is 
likely to help the government agency to meet 
the strategic priorities of the Australian Digital 
Transformation Strategy, which includes having 
a government that is easy to deal with, fit for
the digital age and informed by citizens.
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Country insight
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Singapore scored the highest in both the preparedness index and exposure index.

Partially due to its small size and centralisation, Singapore
has been able to develop a strong mobile broadband network. 
Singapore boasts the fastest 4G download speed in the world 
facilitating some of the highest per capita data consumption
in the world. Based on the level of internet traffic alone, 
Singapore is likely to attract cyber attacks.

Aware of the risks posed in the cyber space, Singapore has 
established a strong legislative environment led by the Cyber 
Security Agency (CSA). The CSA is responsible for a nation-wide 
masterplan that aims to create a cohesive effort between 
business and government to combat cyber threats.9

Part of this collaborative effort is the Co-innovation and 
Development Proof of Concept (POC) scheme, organised by 
the CSA.10 This scheme, launched in 2018, provides seed 
funding and support to promising developments in the cyber 
security space. In 2018, the CSA reviewed 72 proposals, 8 of 
which were successful.

Recognising the value as a regional financial hub, the 
Monetary Authority of Singapore has launched a $30 million 
cyber security capabilities grant in an effort to support firms in 
the financial sector to develop their security measures.11

Case Study: VMware helps Singapore 
Airlines to improve their employee 
experience12

VMware is supporting the cyber-secure
delivery of Workspace ONE, a mobile 
application for Singapore Airlines employees.
It is anticipated that the app will create
a connected and seamless experience
for employees, across both personal and 
company-issued devices, which will  enable 
greater workforce efficiency, mobility and 
collaboration. VMware will support the 
company to take advantage of these benefits
by improving operational efficiency and data 
security in the deployment of the app.

Deloitte Access Economics   | Cyber smart: Enabling APAC businesses 
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How can we boost preparedness?

Exposure to cyber risk is inevitable and will continue 
to grow with the digital economy. 

The index has shown that some countries are better 
prepared than others for dealing with their given level 
of cyber risk exposure. 

Everyone has a role to play in being prepared for 
cyber risks. Individuals should be aware of the risks 
and businesses should go beyond what is required in 
protecting  their data.

The next chapter discusses how government can help 
society to understand, protect against and respond to 
cyber threats. 

19
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Spotlight on policy
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A range of tools available to government
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While government can set rules and demonstrates leadership, ultimately the vast 
majority of factors determining cyber risk and preparedness relate to business 
and individual activities.

Governments have a range of tools available to manage cyber. 
These include: 

 • leading by example, by demonstrating strong understanding of 
and adherence to cyber security best practice principles inside 
government departments

 • using policy and regulation to set minimum standards for 
cyber preparedness inside business, as well as policing and 
penalising cyber criminals

 • providing tools, training, resources and other support to 
businesses to ensure that they are well equipped to prepare 
themselves for cyber risks.

The challenge for government is to provide a legislative 
framework and policy environment which allows businesses to 
innovate, maximising the potential of digital whilst managing the 
associated cyber risks.  

This section provides an overview of some areas where 
governments of focusing their cyber efforts with specific 
examples, including:

• leading by example

• regulatory harmonisation

• procurement

• reporting.

This section concludes with a discussion of the need to 
address cyber skill shortages and a framework and      
actions for businesses to ensure they are better pre-
pared for the cyber future. 

Chart 1: Percentage of time cybersecurity executives at 
large companies spend addressing cyber domains1
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Leading by example

22

Governments at both state and federal levels have a significant digital presence. 
They also hold a wealth of valuable data about individuals, businesses and
national matters. In this context, it is crucial that governments themselves observe 
cyber security best practice.

According to IDC, state/local government bodies are expected
to grow their spending on cyber security at a compound annual 
growth rate of 23.7%. This makes state/local government bodies 
the fastest growing spenders on security in the region.2

This spending is crucial to ensuring that services remain 
operational and citizen data remains secure. Yet with digital 
services increasingly critical for governments around the region, 
spending in and of itself may not be sufficient.

Governments should consider broader governance structures
to support any cyber strategy. Specifically, strategy frameworks 
should consider:3

• Strategy and operating model i.e. transformation, assessment,
risk management, compliance, training, education and 
awareness.

• Policies, standards and architecture for security i.e. 
infrastructure and application protection, vulnerability and
access management, information privacy and protection.

• Risk culture and behaviour i.e. advanced threat readiness 
and preparation, cyber risk analytics, security operations 
centres and threat intelligence.

• Risk management and reporting i.e. cyber incident response 
teams and war-gaming.

Recent breaches of government data have illustrated the 
potential cost of getting it wrong. In July 2018 SingHealth, 
Singapore’s largest healthcare group, was compromised. This
was considered to be one of the largest data breaches in the 
nation’s history, with personal data from 1.5 million customers 
being compromised.

A principles based approach is often a the most effective 
approach to defining cyber security regulation. For example, 
Japan’s practices  a holistic approach  requiring cyber-related 
business to cooperate with government in enhancing cyber 
security. Legislation also has a focus on developing cyber talent 
and skills training.3

Chart 2: The e-Gov Index measures the extent in which 
countries use ICT in public administration1
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The World Economic Forum and Deloitte’s 
latest report discusses five privacy 
enhancing techniques that allow institutions, 
customers, and regulators to analyse and 
share insights from data without distributing 
the underlying data itself.8 

These techniques are:
 • Differential privacy: noise is added to an analytical 
systems so that it is impossible to reverse engineer the 
individual inputs.

 • Federated analysis: parties share the insights from 
their analysis without sharing the data itself.

 • Homomorphic encryption: data is encrypted before 
it is shared, such that it can still be analysed but not 
decoded into the original information.

 • Zero-knowledge proofs: users can prove their 
knowledge of a value without revealing the value itself.

 • Secure multiparty computation: analysis is spread 
across multiple parties such that not individual party 
can see the complete set of inputs.

Regulatory harmonisation

Regulatory approaches to cyber in APAC are varied and localised, as economies
with different levels of risk and preparedness approach the issue differently. 
However, there are potential benefits from harmonising regulations where possible.

As identified in the index, risk levels do vary between countries. 
Governments take localised approaches to managing cyber risk 
due to differing levels of risk, policy priorities and capabilities.
This is particularly true in APAC, which is economically and 
culturally diverse.5

While local approaches are well justified, they can have flow-on 
effects.  For businesses operating across borders, the need
to understand and comply with varying regulations regionally 
can add regulatory burden without necessarily contributing to 
stronger preparedness.5

For regulators themselves, fragmentation can make it more 
challenging to penalise cyber crime. Because cyber criminals 
are not limited by traditional borders, threats can come from 
anywhere in the globe.6

Cyber crime is traditionally difficult to investigate and prosecute.

Being able to cooperate internationally is an important 
component of being able to ultimately enforce local laws.6

Harmonisation is not only about aligning regulation between 
nations. It should also have a focus towards harmonising 
regulations between sectors in order facilitate proactive cyber 
security strategies.

The region has already started to harmonise regulation in
key areas. For example, APAC Economic Corporation’s Privacy 
Framework introduced a common set of principles to encourage 
the harmonisation of privacy and data protection rules across 
the region.7

In Japan, regulators have focused on maintaining cross-border 
data flows, with strong cross-sectoral domestic privacy laws 
that are regularly re-aligned to take into consideration new 
technological developments.5
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Procurement guidelines

A good example of the implementing cyber security 
criteria to the procurement process is the Australian 
Government’s procurement guidelines.
 
The guidelines require that government entities consider 
and manage their procurement security risk with respect 
to the Australian Government’s Protective Security
Policy Framework.11

The aim of these guidelines is to reduce the risks, and 
subsequent costs, associated with procuring services 
from an external entity.

Procurement

Government in itself is a large buyer of digital services. In implementing cyber 
security requirements into the procurement process, governments have an 
opportunity to play a more active role in defining best practice.

As the technical innovation continues to grow throughout APAC 
there is a increasing need to raise the level of cyber security 
capabilities in the public service.

Government and regulatory bodies in the region are becoming 
increasingly cognisant of the need to balance their sustained 
technical innovation with cyber security protections.9

One method of increasing the capabilities throughout the 
public service is to implement cyber security criteria in the 
procurement process.10

By implementing minimum cyber security criteria there is an 
opportunity identify potential flaws or conceivable impacts 
during the sourcing phase.

This can contribute towards reducing the overall costs of 
responding to a cyber attack and often remediation can be 
minimised or avoided entirely.

Government procurement practices often have an influence on 
the broader private sector. For example, approximately 8% of all 
businesses in Australia are engaged in some form of government 
procurement.12

Taking a proactive stance towards defining best practice in 
procurement can have an overall impact on broader network 
security.10

Furthermore, such actions could help transition government’s 
image as a body not only being responsible for imposing 
regulations, to one of a responsible actor defining overall 
network security.

In defining its procurement criteria, government needs to be 
careful to not exclude or hamper innovation in smaller firms by 
imposing over burdensome criteria.
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Data Sovereignty

A data sovereignty approach to cyber security 
traditionally encompasses some approach towards 
either national sovereignty, national security or 
consumer protection. 

Data sovereignty exists to some degree in almost every 
nation throughout the globe. However, the overall aim 
of the regulatory strategy often differs from country to 
country.

For example, Thailand’s Cybersecurity Act, published on 
27 May 2019,  is intended to be holistic piece of cyber 
security legislation aimed at maintaining “national 
security, economic security, military security and public 
order” in Thailand.13

Regulation in Indonesia, on the other hand, emphasises 
personal data protection. Under the legislation financial 
data cannot be stored outside the country without prior 
approval.15

Reporting

Reporting requirements have an impact on business ability to respond to and track 
the frequency of cyber attacks. It is important to strike a delicate balance between 
ensuring trust while not imposing over burdensome requirements.

A nation’s regulatory approach to defining and reporting 
cybercrime and threats will influence the business sector’s ability 
to coordinate with government and regulators to respond to, and 
record the frequency of, cybercrime.

Regional variation in the reporting standards regarding cyber 
security threats, such as reporting attempts verses breaches 
etc., could increase the regulatory burden on businesses
operating in the region.

It can be difficult for the business sector to monitor and report
all threats, especially considering if the nature of the information 
is confidential. Over-reporting could potentially lead  to a
reduced response by business entities when a real risk of harms 
appears.13

However, as the business sector continues to collect and 
manage personal consumer data, the consequences of poor 
management  becomes increasingly severe.

In essence, reporting regulation must ensure business entities 
are operating under the best standard of data protection, 
without imposing unnecessary restrictions on their operations.
In Australia, mandatory data breach notification laws were 
passed in 2017, which require organisations to notify individuals 
that if a suspected or actual breach of personal information is 
likely to result in serious harm. The Government conducts and 
publishes pro-active assessments of organisations.14
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Developing skills

Governments, businesses and educational institutions need to implement and 
maintain specialised cyber security training to address the skills shortage.

As cyber defences develop, so too does the nature of cyber attacks.
Countries need to develop the skills to ensure that businesses are 
prepared for this threat in the future.

The current skills shortage for APAC is 2.6 million and rising.17 This
represents the largest regional shortage in the world, with
the second largest shortage found in Latin America with 600,000 
fewer workers than required. This shortage presents a substantial 
task and opportunity for countries within APAC.

Despite a strong and profitable cyber industry in Australia, 61% of 
firms stated that employing a qualified cyber professional was 
'difficult' or 'very difficult'.18 Acknowledging the shortage of workers, 
the Australian Industry and Skills Committee is working towards a 
national cyber literacy level. This initiative may implement cyber 
security units in all vocational education and training in Australia, 
regardless of area of study.19 

In 2014, Singapore announced its Smart Nation initiative, which 
intends to bring Singapore to the forefront of digital technology 
across its economy. Part of this is the Smart Nation Scholarship, 
which targets high performing students in engineering and IT to 
help develop the systems to protect Singapore's critical 
infrastructure.20 This program seeks to ensure that Singapore's 
top talent is influencing the direction of the national cyber 
strategy. 

The skills shortage in APAC is

Source: ISC, 2019

2.6m
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A framework for assessing approaches 
to cyber risk
Organisations need a holistic, business-driven and threat-based approach to 
manage cyber risks. While securing assets is important, being vigilant and resilient 
in the face of cyber attacks is imperative.21

Deloitte’s secure, vigilant and resilient approach, which is 
enabled by effective strategy and governance,22 is key to man-
aging cyber security risk continued business performance
and meeting regulatory expectations.21

• An effective cyber strategy balances an organisation’s
strategic objectives and risk appetite by establishing an 
actionable road-map to support the evolution of security 
program priorities.

• It is essential to remain vigilant towards internal and extranet 
threats in order to secure against successful cyber attacks.

• However, it is not a question of whether an attack will or will not 
occur but when. Resilience is vital when responding to data 
breaches and developing business recovery plans.

Effective governance is the foundation and starting point for
any effective cyber risk management strategy. Ensuring the 
necessary structures and rules are in place to maintain and 
enhance preventative and detective cyber security capabilities.22

Figure 4: Cyber capabilities21
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A view from VMware

According to VMware, there are  five core 
strategies that are key in moving towards 
an effective cyber security strategy:23

28

Least Privilege
Users and system components to be allowed 
only the minimum access and necessary function 
needed to perform their purpose.

Micro-
segmentation

The whole IT environment is divided into small parts 
to contain the damage if one part of the network is 
compromised.

Encryption
For critical business processes, all data should be 
encrypted, while stored or transmitted. So that any 
breach will result in only obtaining unreadable data.

Multi-factor 
Authentication

The identity of users and system components 
should be verified using multiple factors (not just 
simple passwords).

Patching Systems should be kept up to date and consistently 
maintained.

Micro-segmentation
Businesses do not have to wait for government and regulators in order to make 
themselves cyber smart.

Micro-segmentation is a network security technique that divides a data centre into 
individual segments (down to the individual workload) and uniquely defined security 
controls.24

Traditional approaches to cyber security tend to focus on preventing a breach by 
protecting the data centre’s perimeter.

The primary issue with this approach is that one portion of the network is breached, 
there are few controls to prevent threats from moving laterally throughout the 
network.25

Once inside the data centre, an attacker can exploit vulnerabilities inside the data 
centre to move throughout the data centre with relative ease.

By adopting a segmented approach to network security, with unique controls defined 
for each segment, cyber threats are essentially isolated form each other inside the 
network.25

Micro-segmentation also allows for increased flexibility in defining security policies, 
as it removes the need to install multiple physical firewalls. Instead, unique security 
policies are applied to each individual segment.
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Cyber smart: investing with confidence – 
modelling GDP
Australia gets cyber smart – Horizon modelling of 
digital investment
As discussed in Chapter 1, 3 out of 5 businesses in APAC choose 
not to digitise out of concerns that this would make their 
business more vulnerable. This reluctance acts as a handbrake 
on productivity, innovation and growth. 

Deloitte Access Economics have previously modelled a scenario 
where this anxiety is removed and individuals, businesses and 
governments increase their level of digitisation in Australia.

Using the specialised, in-house Horizon model, Deloitte 
Access Economics estimated the benefit of a more proactive 
position on cyber security. This analysis predicted that greater 
digitisation and cyber awareness led to increased levels of capital 
investment and  higher levels of productivity, which ultimately led 
to an increase growth by 0.7% over 10 years.

Although this analysis was conducted for Australia only, it is 
reasonable to except the same relationship to exist between 
digitisation, productivity and growth for other countries in APAC. 
Therefore, applying the same improvement to the combined
GDP of the countries explored in this analysis, yields an expected 
impact of at least US$145 billion over the next 10 years.

If anything, this number is likely to be a conservative estimate for 
APAC. As discussed in this report, Australia has an above average 
level of digitisation and it is reasonable to expect that the overall 
APAC region could benefit more broadly from digitisation than in 
the Australian scenario.

Nonetheless, this number provides a helpful indication of 
the potential loss generated by reluctance to embrace new 
technology.

For further details, see What’s over the horizon? Recognising 
opportunity in uncertainty at https://www2.deloitte.com/au/en/
pages/building-lucky-country/articles/whats-over-horizon.html. 
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Deloitte Access Economics’ Cyber 
Smart Index Methodology
Deloitte’s Cyber Exposure and Preparedness Indexes have been created by Deloitte Access Economics.

In the exposure index, there are two pillars and seven sub-pillars, consisting of 20 unique measures. In the preparedness index 
there are two pillars and seven sub-pillars, consisting of 23 unique measures.

We have drawn on the subjective judgement and experience of cyber experts at Deloitte to create this index. We recognise this 
index isn’t precise nor perfect, but it is designed to help citizens, businesses and government understand the relative preparedness 
independently of cyber risk exposure across APAC.

Country Exposure Index Preparedness Index 

Singapore 75 84

South Korea 73 63

Japan 72 74

Australia 68 73

New Zealand 61 65

India 57 50

Malaysia 56 72

Philippines 51 45

Thailand 50 48

Sri Lanka 50 39

Vietnam 50 37

Indonesia 46 32

Understanding the index

The average exposure index score is 60.
South Korea has the median number of internet users 
among the countries in the index. If South Korea were
to have the highest number of internet users South 
Korea’s exposure index would increase from 73 to 74.

The average preparedness index score is 56.
Sri Lanka has the median score for the human capital 
index, within the organisational preparedness pillar. If 
Sri Lanka were to have the highest human capital index 
score (currently held by Australia), Sri Lanka’s their 
preparedness index would increase from 39 to 40. 

The Philippines has the median score for the cyber 
policy and strategy indicator. If the Philippines were to 
have the highest score for this indicator (currently held 
by Singapore), their preparedness index would increase 
from 45 to 47.5.
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Exposure Index: The attack surface pillar 
contains four equally weighted sub-pillars
’ICT penetration’ relates to the extent that using 
the internet is accessible. It contains three 
equally weighted measures:
 • Mobile network coverage as a percentage of population 
(Source: World Economic Forum Networked Readiness Index)

 • International internet bandwidth, kb/s per user (Source: World 
Economic Forum Networked Readiness Index)

 • IT readiness and broadband deployment (Source: BSA The 
Software Alliance and Galexia Cloud Computing Scorecard)

‘Household use of technology’ contains two 
equally weighted indicators”
‘Internet and device usage’ is based on four equally 
weighted measures:
 • Total internet users (Source: World Economic Forum 
Networked Readiness Index, population data from World Bank)

 • Households with internet access as a proportion of all 
households (Source: World Economic Forum Networked 
Readiness Index)

 • Internet Access in Schools as a proportion of all schools 
(Source: World Economic Forum Networked Readiness Index)

 • Total mobile subscriptions (Source: World Economic Forum 
Networked Readiness Index, population data from World Bank)

‘Other household use’ is based on two equally weighted 
measures:
 • B2C Internet use (Source: World Economic Forum Networked 
Readiness Index)

 • Number of e-commerce users as proportion of population 
(Source: e shop World)

’Business use of technology’ contains two equally 
weighted measures:
 • Firm level technology absorption (Source: World Economic 
Forum Networked Readiness Index)

 • ICT use for B2B transactions (Source: World Economic Forum 
Networked Readiness Index) ‘

‘Government use of technology’ contains three 
equally weighted measures
 • ICT use and government efficiency (Source: World Economic 
Forum Networked Readiness Index) 

 • Online Service Index (Source: UN E-government Index)

 • E-participation Index (Source: UN E-government Index)
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Exposure Index: The attack value pillar 
contains two equally weighted sub-pillars
‘Economy size’ relates to general value available 
in the economy. It contains four equally weighted 
measures:
 • GDP per capita (Source: World Bank)

 • GDP (Source: World Bank)

 • Services as a proportion of total GDP (Source: World Bank)

 • Capital Index (Source: IMD World Digital Competitiveness 
Ranking 2019, IMD)

‘Industry composition’ relates to industry specific 
and capital risks. It contains three equally 
weighted measures:
 • ‘Health sector as a proportion of total GDP (Source: World 
Bank)

 • Domestic credit as a proportion of total GDP (proxy for 
financial sector) (Source: World Bank)

 • Resident patent applications per million people (Source: World 
Intellectual Property Indicators (WIPO))

Strategic risk measures a country’s geopolitical 
risk that may affect their attack value. It  contains 
one measure:
 • Militarisation score (Source: Global Peace Index, 
VisionOfHumanity.org)
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Preparedness Index: The legal and policy environment 
pillar contains three equally weighted sub-pillars
‘Cyber legislation’ relates to government’s 
administration over cyber-related issues. It 
contains two equally weighted indicators:
‘Cyber laws’ is based on two equally weighted 
measures:
 • Global Cyber Legal Index (Source: ITU; calculated using 2018 
Global Cyber Index value and 2015 proportion of legal pillar)

 • A score out of six of a series of questions regarding cyber laws 
and regulations (Source: BSA The Software Alliance and Galexia 
Cloud Computing Scorecard)

 – Is there a personal data breach notification law or regulation?
 – Is an independent private right of action available for 
breaches of data privacy?

 – Is there a national cybersecurity strategy in place? 
 – Is the national cybersecurity strategy current, 
comprehensive, and inclusive? 

 – Are cybercrime laws or regulations in place? 
 – Are cybercrime laws or regulations consistent with the 
Budapest Convention on Cybercrime? 

‘Cyber policy and strategy’ is based on two equally 
weighted measures:
 • Global Cyber Organisational Index (Source: ITU; calculated 
using 2018 Global Cyber Index value and 2015 proportion of 
organisational pillar) 

 • Cyber security policy index (Source: National Cyber Security 
Index)

‘Legal environment’ relates to general 
government and regulatory administration 
over ICT-related issues. It contains two equally 
weighted indicators:
‘‘Legislation’ is based on two equally weighted 
measures:
 • Laws relating to ICTs (Source: World Economic Forum 
Networked Readiness Index

 • A score out of 14 of a series of questions regarding general 
data privacy, security and intellectual property laws and 
regulations (Source: BSA The Software Alliance and Galexia 
Cloud Computing Scorecard)

 – Is a data protection law or regulation in place?
 – Is a data protection authority in place?
 – Are data controllers free from registration requirements?
 – Are there laws or appropriate guidance containing general 
security requirements for cloud service providers?

 – Are laws or guidance on security requirements transparent, 
risk-based, and not overly prescriptive?

 – Do local laws and policies on law enforcement access to data 
avoid technology-specific mandates or other barriers to the 
supply of security products and services?

 – Are copyright laws or regulations in place that are consistent 
with international standards to protect cloud service 
providers?

 – Are copyright laws or regulations effectively enforced and 
implemented?

 – Is there clear legal protection against misappropriation of 
trade secrets?

 – Is the law or regulation on trade secrets effectively enforced?
 – Is there clear legal protection against the circumvention of 
Technological Protection Measures?

 – Are laws or regulations on the circumvention of Technological 
Protection Measures effectively enforced?

 – Are there clear legal protections in place for software-
implemented inventions?

 – Are laws or regulations on the protection of software-
implemented inventions effectively implemented?
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‘Authority protection’ is based on four equally 
weighted measures:
 • Protection of essential services index (Source: National Cyber 
Security Index)

 • Protection of digital services index (Source: National Cyber 
Security Index)

 • Protection of personal data index (Source: National Cyber 
Security Index)

 • E-identification and trust services index (Source: National 
Cyber Security Index)

‘Regulatory cooperation’ relates to government’s 
cooperation between agencies, both locally and 
globally. It is based on three equally weighted 
measures:
 • Contribution to global cyber index (Source: National Cyber 
Security Index)

 • Global Cyber Cooperation Index (Source: ITU; calculated 
using 2018 Global Cyber Index value and 2015 proportion of 
cooperation pillar) 

 • A score out of seven of a series of questions regarding cyber 
laws and regulations (Source: BSA The Software Alliance and 
Galexia Cloud Computing Scorecard)

 – Are there laws or appropriate guidance containing specific 
security audit requirements for cloud service providers that 
take account of international practice?

 – Are international security standards, certification, and testing 
recognized as meeting local requirements? 

 – Are arrangements in place for the cross-border exchange of 
data for law enforcement purposes that are transparent and 
fair? 

 – Are international standards favoured over domestic 
standards?

 – Does the government participate in international standards 
setting process? 

 – Are there cross-border data transfer requirements in place?
 – Are cross-border data transfers free from arbitrary, 
unjustifiable, or disproportionate restrictions, such as 
national or sector-specific data or server localization 
requirements? 
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Preparedness Index: the organisational preparedness 
pillar contains four equally weighted sub-pillars
Readiness to respond’ relates to response team 
capabilities and active management of threats.  
It contains three equally weighted measures:
 • Cyber incidents response index (Source: National Cyber 
Security Index)

 • Fight against cybercrime index (Source: National Cyber Security 
Index)

 • Global Cyber Technical Index (Source: ITU; calculated using 
2018 Global Cyber Index value and 2015 proportion of 
technical pillar) 

Planning, management and exercises’ relates to 
planning for response, including crisis team and 
plan development, and  participation in cyber 
exercises. It contains three equally weighted 
measures:
 • Cyber crisis management index (Source: National Cyber 
Security Index)

 • Military cyber operations index (Source: National Cyber 
Security Index)

 • Global Cyber Capacity Building Index (Source: ITU; calculated 
using 2018 Global Cyber Index value and 2015 proportion of 
capacity building pillar) 

‘Preventative measures’ relate to steps taken 
to secure online transactions. It contains one 
measure:
 • The proportion of licensed software (Source: BSA The Software 
Alliance)

Education and R&D’ relates to research into cyber, 
cyber-related education, and individual capability 
to deal with cyber threats. It contains three 
equally weighted measures:
 • Education and professional development index (Source: 
National Cyber Security Index)

 • Human Capital Index (Source: UN E-government Index)

 • Training and education index (Source: IMD World Digital 
Competitiveness Ranking 2019, IMD)
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