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The nine trends reshaping
government in 2023

Governments are tearing down walls to deliver solutions
William D. Eggers, Beth McGrath, and Jason Salzetti



The change is happening at all levels of government.
In both thought and practice, visible both inside
and outside public buildings: Walls are coming
down. The silos inside governments and between
government agencies and between government
and the private sector—all of these boundaries are
increasingly being dissolved in the service of results.

This year's Government Trends report highlights a
vital shift with broad impact. In an age of disconti-
nuity, governments are moving from hierarchies to
networks to enable intragovernment collaboration
to achieve intended outcomes. Silos are being
eliminated in areas such as data, funding, and
workforce to pool resources and capabilities. In an
age of vexing challenges, public officials, business
leaders, and nonprofits are nurturing collaborative
public-private ecosystems to take advantage of
shared knowledge and unique strengths to drive
solutions.

We see six ongoing paradigm shifts—discontinu-

ities—that are driving this change:

1. Accelerated technology. Governments are
using technologies such as cloud computing,
data analytics, and Al to build connections
between people, systems, and different

government agencies.

2. Convergence of physical and digital realms.
Technologies such as Internet of Things (loT)
and digital twins enable the convergence of
physical and digital realities at a rapid pace,
allowing government at all levels to make in-
formed decisions, anticipate problems, and
gain reliable insights into the future.

3. Decline of “the theory of the firm” and rise of
“the theory of the ecosystem.” Most individu-
al organisations increasingly see themselves
as part of the larger community. Why labour
in isolation when you can achieve win-win
results through collaboration? Datafication,
digitisation, and connectivity are dissolving
traditional boundaries.

Blurring of the lines between public and pri-
vate. While still focused on profits, businesses
are also embracing social and environmental
responsibilities, with many adopting pur-
pose-driven business models that can help
deliver public solutions.

Rise of networked power. Hierarchical and
centralised power structures are giving
way to more networked, decentralised, and
shared models of authority.

From public to “network” trust. Public trust
in government is nearing historic lows.?
Complex problems often involve numerous
players, and citizens are increasingly looking
to businesses and nonprofits to take action
on cross-cutting societal challenges. This
shift is reframing the paradigm away from
"gsovernment should solve X" to public lead-
ers guiding ecosystem-driven solutions that
tapinto a broad network of solution providers.



These six discontinuities are reframing how govern-
ments approach their role in delivering public value.
The result: Walls are coming down, which will enable
governments to be more effective and connected to

those across and outside of government.

A convergence of public and private
action

The traditional mechanisms of government—siloed
and hierarchical—are ill-equipped to handle our
current age of discontinuity. Increasingly, the real
work of public policy happens within networks

among levels of government, between sectors,

and across global boundaries.

Consider COVID-19. It would be nearly impossible to
diagram all the players involved in the global battle
against the pandemic—not because the players are
unknown, but because they are so numerous and
woven together in webs of enormous complexity. An
expansive array of national government agencies,
state and local governments, private companies,
and nonprofits contributed, working on key tasks
such as vaccine development and distribution.®
Making the response effective required—still
requires—keeping all the players moving in the
same direction.

The pandemic response won't be the last time
the world needs government to convene such a
whole-of-society response. From climate change
to cybersecurity, challenges are becoming more
complex, affecting the private and public sectors
alike, not respecting the boundaries of institutions
that have been created to address them.?

While many people might claim to put little faith in
government, they implicitly look to government to
tackle our biggest problems. This year’s Government
Trends report illustrates that the solutions are rarely
the public sector’s sole province: Getting the job
done requires multiple actors collaborating across
sectors. Achieving public policy goals increasingly
depends on coordinated effort by government
and the private sector—working in concert with
academia, social enterprises, and nonprofits.

Businesses' rising sense of purpose and desire
to contribute meaningfully to society offers
governments an important new partner in tackling
society's most pressing issues.’ Purpose-driven
enterprises, both for-profit and nonprofit, can
amplify public sector resources. They also help
government keep pace with technological inno-
vation. Links with universities and nonprofits
can provide both theoretical and frontline under-
standing of challenging problems. Collaboration
with the private sector can even enhance public



trust in government, since global surveys sug-
gest that business is now society’'s most trusted

institution.®

Whole-of-government/whole-of-society
approaches are key to tackling tough
challenges

Government leaders increasingly recognise that
navigating a world of discontinuity necessitates
coming together. The massive scale and complexity of
big challenges, such as climate change, cybercrime/”
and, pandemics, are beyond any single agency's
ability to address. One major trend this year is
the emphasis on collaboration between different
agencies of government—a whole-of-government

approach—in dealing with vexing problems.

Governments around the world are experimenting
with cross-agency approaches to deliver services.
Singapore, for example, has used shared-funding
mechanisms to encourage interagency collabora-
tion, with the prime minister’s office, coordinating

whole-of-government projects supported by a team
of senior officials from multiple agencies.?

While pooling capabilities can help agencies enhance
service delivery, working at the cutting edge also
requires proactive collaboration with commercial
entities. To establish a reliable supply of semicon-
ductors, both the European Union and the United
States have passed legislation, most notably the
€43 billion EU Chips Act and US$52 billion CHIPS
Act.® Instead of creating a new agency to build
chip-making facilities, these laws direct multiple
agencies to achieve this goal by working with com-
mercial chip manufacturers, encouraging business
entities to increase semiconductor manufacturing

capacity within certain regions.

Dissolving boundaries—the unifying
theme of the 2023 Government Trends
report

Our 2023 trends report identified nine distinct trends
related to the overall trend of cross-boundary col-
laboration. The report distils extensive research on
government and explores what's happening in the
trenches. This year's report also includes several
“My Take" sections from public officials who are

helping to pioneer these innovative trends.

The first Government Trends report was published
in 2019. Four years is a relatively short period, and
the themes covered in the first four reports remain
relevant today. Figure 1looks at all of the trends
covered in the first four reports, how they are related,
and how they have evolved. Some issues, such as
digital government, have been a constant theme
over the years. Other issues, such as embedding
resilience, have rapidly emerged as governments
increasingly grapple with disruptive shocks.



Government trends evolution 2020-2023

Human-centred

Fostering
experience

innovation

2020

Anticipatory government
The rise of data and Al ethics
Smart government
Al-augmented government
Digital citizen
Nudging for good

- Citizen experience in government

Embedding
resilience

2021

Government as a cognitive system
Fluid data dynamics

Accelerated digital government
Sustaining public trust in government
Inclusive, equity-centred government
Government's broader role in cyber
Agile government

Location liberation

Cloud as innovation driver
Innovation accelerators

Source: Deloitte analysis.
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Digital government
equitable government

transformation

2022

Data-fuelled government

Digital access for all

Designing for inclusive government
New era of global health partnerships
Climate-resilient government
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supply chains

Future-proofing the labour force
Reimagining social care
Linked-up government
Government as catalyst

Data-fuelled
government

2023

Bridging the data-sharing chasm
Tailored public services

Security by network

Fluid government workforce models
Teaming up to deliver whole health
End-to-end justice

Tackling funding silos

Back-office innovations improving mission
performance

Regulation that enables innovation

Introduction



The top trends transforming
government in 2023

What makes a trend a trend? To begin with, each
trend must be evident in many different govern-
ments around the world—it doesn't count if it isn't
happening in multiple places, having moved beyond
small pilots of experimentation to be authentically
emerging. Moreover, a trend must have relevance in
governments and economies of various sizes. The
trends in this report are divided into two major cat-
egories: cross-cutting trends, which are happening
across government verticals, and domain-focused
trends within government sectors such as justice,
health and regulation.

Cross-cutting trends

Trend 1: Fluid government workforce models. When
it comes to government talent, increased agility is
the name of the game. To achieve a future-ready
workforce, many agencies are embracing flexible
models such as internal talent marketplaces, gig
work, and on-demand talent. Leaders are replacing
traditional public talent models, including detailed

job descriptions and positional requirements,
and are taking early steps toward a skills-based
approach to workforce management. To further
enhance flexibility, agencies are embracing talent
management practices that were rapidly rolled out
in 2020 to better support hybrid work in the wake
of the pandemic.

State of play: Governments are redesigning the
public-sector workforce to become more flexible,
skills-based, and collaborative.

Trend 2: Bridging the data-sharing chasm. Smart
technologies are commonplace, generating data
as never before. The public sector has access to
vast amounts of data which, if used to its potential,
can provide agencies with greater insights to make
more informed decisions. Through a focus on data
governance and usage, leaders are breaking down
barriers to data-sharing across government, and
tapping into other data sources to drive innovation,

deliver better services, and improve lives.

State of play: Government has long held vast amounts
of data. Today, government is increasingly putting
this data to use to solve problems and improve lives.

Trend 3: Tackling funding silos. Government leaders
increasingly recognise that solving boundary-spanning
issues, such as climate change and homelessness,
require shared-funding approaches—indeed, isolated
funding silos can stymie innovation. Historically,
dismantling those silos has been a frustratingly
slow process. Today, however, more and more
governments are moving toward shared funding

to incentivise collaboration between agencies.

State of play: Extensive interagency cooperation
is a perennial challenge for governments. While
there is still much work to be done, shared-funding
mechanisms are showing promise in addressing

boundary-spanning issues.

Trend 4: Tailored public services. Individuals are

unique, as are their needs and requirements, and



traditional one-size-fits-all government services
have systemically disadvantaged various sections
of the population. Thanks to advances in digital
technologies, insights from behavioural science,
and new data management tools, governments
are making strides in providing more tailored and
personalised services by sharing data and collab-
orating between government agencies.

State of play: Governments are increasingly tailoring
services as a way to improve the user experience
and promote equity.

Trend 5: Back-office innovations improving mission
performance. Agencies increasingly recognise that
back-office operations (e.g. finance, human resources,
etc.) are critical to mission delivery. Through tech
innovation and process reconfiguration, back offices
are making better use of information to enhance

service delivery and achieve mission objectives.

State of play: Enhanced back-office systems with
new tools and technology are proving to be launch-

pads for improving mission performance.

Domain-focused trends

Trend 6: Regulation that enables innovation. As
sweeping technological changes alter the regu-
latory environment, many regulators aren't just
reacting—they are proactively anticipating and
facilitating wider societal innovation. At a time of
disruptive change and rapidly evolving business
models, industry is increasingly looking to regulators
to help catalyse the innovation landscape.

State of play: Regulators are playing an instrumental
role in shaping innovation ecosystems, including
regulatory sandboxes, digital twinning, and a host
of other approaches.

Trend 7: Teaming up to deliver whole health. Health
care historically has focused on treating illness
in silos using medical specialists and targeted
health centres. But to tackle rising health care

costs, government providers are shifting toward
"whole health” models that integrate various types
of care. To provide integrated health and social
care services, public health agencies are forging
alliances with other agencies and the private and
nonprofit sectors.

State of play: Governments are actively working
toward restructuring complex, multilayered health
care systems to deliver integrated patient-centred
whole health.

Trend 8: End-to-end justice. A fair, functioning
justice system needs broad involvement. Achiev-
ing desired justice results—whether a reduction
in crime or swifter court operations—requires
collaboration to positively influence communities.
Justice organisations worldwide are prioritising
collaboration by establishing structures for intragov-
ernment cooperation and fostering a public-private
ecosystem of problem-solvers that includes tech

firms, nonprofits, and universities.



State of play: Efforts to reform justice operations
by collaborating more closely across other areas
of government, such as social services and mental

health, have increasingly taken root around the globe.

Trend 9: Security by network. Globalisation and
cross-border collaboration continue to boost the
influence of companies, nonprofits, and individuals,
independent from sovereign government action.
These nongovernmental entities are making deci-
sions that have implications for everything from
national security and diplomacy to technology
innovation and climate change. As the balance
of influence shifts, governments are finding ways
to build greater cooperation with these entities,
actively developing mechanisms to align incentives

with national interests.

State of play: Government leaders are driving greater
collaboration and coordination on global matters
with commercial entities to achieve shared goals.
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TREND 1

Fluid government workforce models

To tackle changing citizen preferences, employee needs, and talent shortages, governments are
exploring new workforce models and prioritising flexibility

PJ Rivera, Jacqueline Winters, Stephen Harrington, Amrita Datar, and Sushumna Agarwal
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Introduction

Nothing in organisations today is static—not org
charts, not challenges, not employees. Many pri-
vate sector companies have been experimenting
with flexible workforce strategies for decades, but
public sector agencies have largely stuck with
traditional approaches. Even if they are no longer
strictly command-and-control, most public sector
org charts, hierarchies, and workforces have stayed
comparatively static from year to year.

But that is beginning to change. Government agen-
cies face constantly shifting needs from employees,
citizens, and oversight bodies, along with rolling
talent shortages. Many leaders are responding by
driving a shift toward workforce fluidity, making
flexibility the routine rather than the exception.

Increasingly, government agencies are embracing:

« Flexible talent models to mobilise skills in the
face oftalent shortages, especiallyinareas such
as cybersecurity, artificial intelligence (Al), data
science, and adaptation to climate change

« Taking early steps toward a skills-based
workforce approach that places skills at the
centre rather than traditional jobs (with specific
descriptions and requirements)

« Adapting talent management practices to bet-
ter support hybrid work and the overwhelming
demand for workforce flexibility

« Focusing on collaboration as a core workforce
competency and mission priority

The result is the outline of a public sector workforce
for the future; one that is mobile, flexible, skills-
based, and collaborative.

Walls coming down

Within the government workforce: With
walls coming down within public sector
agencies and interdepartmental work becom-
ing increasingly common, many agencies
are granting workers mobility across vari-
ous functions, agencies, departments, and
even between public and private sectors—a
trend that can be mutually beneficial for
experience-hungry workers and skill-seeking
public employers.
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Between traditional and new ways of
working: Government workplaces are see-
ing deeper changes as the adoption of new
and more flexible ways of working accelerate.

Agencies are continuing pandemic-era prac-

tices such as remote or hybrid work, virtual
service delivery, and asynchronous work, with
workers adopting flexible work hours. Manag-
ers are increasingly tapping into fluid talent
models such as freelancing and gig work!

By the numbers: Fluid government workforce models

More organisations are moving to a skills-focused approach

0000000000 .
.......... of HR executives across
0000000000 sectors are considering
.......... redesigning the way
k is organised so

0000000000 ,

that skills can be flexibly
:::::::::: ported across work.
0000000000

0000000000 .
.......... of business and HR
Q0000000 OO -xcutivessyyfiexibly
.......... moving skills is critical

to navigating future
eSS essesss
0000000000
0000000

of employers are providing enhanced
location and time flexibility to
empower their workforce.

of government workers in Denmark,
Norway, and the Netherlands can
opt to telework.

Sources: Sue Cantrell et al.,, Building tomorrow’s skills-based organization: Jobs aren't working anymore, Deloitte, accessed February 8, 2023; Deloitte, "Fall 2022 Fortune/Deloitte CEO Survey," accessed
February 8, 2023; William D. Eggers, Pankaj Kamleshkumar Kishnani, and Shruthi Krishnamoorthy, Transforming government post-COVID-19: How flipping orthodoxies can reinvent government operating
models, Deloitte Insights, June 15, 2020.
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Trend in action

Flexible talent models, talent market-
places, and project-based deployment
Workers retiring today have held an average of
a dozen jobs during their careers,? and younger
workers could look forward to even more, likely
spanning a range of roles, industries, geographies,
and employers. Mobility has become such a core
value of the modern workplace that many public
sector leaders are adopting talent models that
enable workers and their skill sets to move within
and even—temporarily—outside the public sector.?

This may be driven partly by challenge (the shortage
of specialised skills that many agencies face) and
partly by opportunity (boosting worker retention,
engagement, and learning through internal mobility
options). If done right, flexible talent models can be
awin-win for managers and workers. Government
agencies are exploring various types of arrange-

ments, including:

Mobility within an agency. Internal mobility
platforms can match talent to opportunities
within an agency, directing people to where
their skills are needed or where they might
be able to learn new skills. For example,
NASA's internal talent marketplace offers
workers a platform to identify and take
part in rotations, detail assignments, and
special projects. Since the early days of
the pandemic, use has expanded, with
virtual- and flexible-work arrangements
enabling employees to access opportu-
nities previously limited by geography.?

In a similar vein, the US Nuclear Regulatory
Commission is offering rotational assign-
ments to early- and mid-career employees—a
type of program familiar to many private sec-
tor employees.’ Through these temporary
assignments, workers can gain experience
working with different teams on different proj-
ects and broaden their skills.®

Mobility between agencies. Some gov-
ernment agencies are using exchanges to
facilitate employee movement within the
public sector, keeping workers engaged and
current while ensuring their talents stay close
to home. A Belgian program networks 21 pub-
lic and semipublic organisations, allowing
members with specific skill needs to place
temporary requests for talent from other
organisations.” Similarly, a program called
Canada's Free Agents offers qualified pub-
lic employees the flexibility to take on work
that matches their interests with agency
projects demanding specific skill sets.?

Indeed, some agencies are working to embed
worker mobility into their culture. In 2021, the
Australian Public Service offered rotation
opportunities to university graduates, aimed
atinstilling a culture of mobility among young
employees from the beginning. Results mate-
rialised quickly: Mobility among Australian
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public servants reached a 20-year high in 2021,
with 5.7% of employees moving to another
agency, compared to the earlier range of
1.5%-3.9%.°

Mobility between the public and private sec-
tors. Through fellowships and “tours of duty”
such as those offered by the White House and
agencies such as the General Services Admin-
istration’s 18F that helps other government
agencies build, buy, and share technology
products, US federal agencies are bringing
in skilled talent from outside government.’®
The Central Intelligence Agency recently
set up a technology fellowship program that
enables private sector employees to work at
the agency for periods of one to two years."

The government of Singapore, facing rising
attrition levels among civil service employees,
is looking to shore up retention by expanding
job rotations in the public sector, along with

offering wellness counselling and making
many pandemic-era flexible work arrange-

ments permanent.”?

Toward skills-based agencies

Skills are increasingly becoming the organising
language of workplaces. In the private sector,
some companies are moving toward organising

talent practices around skills or problems to be

solved rather than traditional jobs. In a recent
Deloitte survey, nearly two-thirds of executives
who responded said work in their organisations is
currently performed in teams or projects outside
of employee’s core job descriptions. And over the
next three years, 85% of HR executives expect
to at least consider redesigning the way work is
organised so that skills can be flexibly ported across
the workplace®

Agencies are beginning to shift toward a skills-
based direction, particularly in hiring. For example,
the US Office of Personnel Management recently
released guidance on the federal government’s
adoption of skills-based hiring practices—a nota-
ble step for federal hiring, historically reliant on a
candidate’s educational credentials and self-as-
sessments to gauge ability to perform in a job.®
Agency director Kiran Ahuja notes, “By focusing
on what an applicant can do—and not where they
learned to do it—skills-based hiring will expand
talent pools by making it easier for applicants
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without a bachelor's degree to demonstrate their
skills and will help remove barriers to employment
for historically underrepresented groups.””

At the state level, in 2019, the Indiana Office of
Technology was the first state agency to implement
skills-based hiring with a connected apprenticeship
program;® Indiana has since become a leader in
employing a skills-first approach for technical roles.”
Maryland has followed suit, dropping a four-year
college degree as a prerequisite for thousands of
state jobs and aiming to ensure that “qualified, non-
degree candidates are regularly being considered
for these career-changing opportunities.””

Organising talent by skill set can also make workers
with specific skill sets more discoverable, creat-
ing more opportunities for candidates. Agencies
such as the US Department of Defense (DoD)
are increasingly realising that their current job
classification may not reflect a worker’s true skill
set—and that they may have overlooked available
pools of in-demand skills. Through the Defense
Innovation Unit's Al-enabled GigEagle platform,
the DoD aims to match skills needed for short-
term projects with the skill sets and experience
of interested DoD reservists and National Guard

members.?

Greater visibility into employees’ skills, combined
with offering them the opportunity to augment
their skills through training and education, can
give agencies strength and flexibility when shifting
focus or launching new initiatives. For example, as
governments look to aid broad decarbonisation
efforts, Deloitte Economics Institute’s mapping
of existing workforce skills shows that 80% of the

skills necessary in the short-to-medium term to
achieve net-zero emissions by 2050 already exist.?®

Talent management systems to support

a flexible and fluid workforce

Without the right kinds of support, promising
workforce flexibility models can fall flat; in any
organisation, walls and silos that have come down
can quickly rise again if enough challenges arise
or benefits can't be sustained. Agencies looking
to bolster the skills-based shift and lock in greater
workforce mobility and flexibility are taking steps

to revamp their talent management systems.

« Skill tracking and credentialing. Talent
management functions have spent decades
instilling a taxonomy of jobs, roles, and
résumés. If skills are to be the primary basis
for hiring and structuring talent going forward,
organisations should have a common lan-
guage or taxonomy to standardise skills—and
a credentialing system to share skills data.
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To make skills more interoperable, visible, and
transferable, the US Navy recently launched
a platform called MilGears. It enables service
members and veterans to put in one place all
the skills acquired through training, educa-
tion, and on-the-job experience over their
entire military career. Records are connected
to the federal O*NET platform, which links to
jobs across the US economy; service mem-
bers can see how their skills might apply to
civilian or nonmilitary occupations, and can
identify skill gaps that further experience
can fill.#

Performance management. Agencies are
acknowledging that today's workforce
needs demand new performance manage-
ment processes. Since the shift began to
remote- and hybrid-work models, agencies
in countries such as the United States, Can-
ada, Australia, Denmark, and the United Arab
Emirates have released guidance, toolkits,
and training resources for managing remote
or hybrid teams.? Agencies can also look
toward innovative private sector models;
for instance, to better support distributed
teams, Adobe uses “check-in" dashboards
for employees and supervisors to manage
performance, goals, and development.”

Performance evaluation should also consider
how individuals build skills and apply them to
create value. Again, the private sector offers
potential models: Google's performance
management process aims to balance skills
and outcomes, encouraging employees to
work with their managers to determine and
document their “priorities” for their own
development and identify specific learning
opportunities based on these priorities to act

on over future quarters.?®

Career paths and progression. With fluidity
changing traditional systems and org charts,
government agencies—like any employer—
could give workers a way to understand how to
move to various roles in the organisation and
beyond. What might career progression look
like for them in a new workforce plan? How

can people grow into specific roles and fields?
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The US Cybersecurity and Infrastructure
Security Agency developed an interactive
tool aimed at helping employees explore work
roles, illustrating 52 work roles and five distinct
skill communities. By reviewing roles’ com-
mon and distinct aspects, users can quickly
identify which knowledge, skills, and abilities
they would need to acquire to qualify—and
they can get a clear sense of how positions

interact, and how to move between them.?®

The Government Lab of Argentina's Design
Academy is likewise focused on directly
connecting skills development and career
progression. Looking to develop a flexible,
data-fluent public sector, the agency edu-
cated more than 15,000 public servants in
its first three years. Employees are given the
opportunity to attend classes, events, or lec-
tures and study subjects from prototyping
to agile methods to data visualisation,*® with

an economy of credits incentivising partic-

ipation. Each worker earns anywhere from
two points for attending a lecture to 100 for
an in-depth class—and must earn 60 points
annually to qualify for promotion.’ By offering
and tracking education in soft and hard skills,
Argentina’s program is designed as a skills-
based approach that can adapt to challenges.

Building a collaboration mindset
Government is increasingly faced with the task
of addressing cross-sector challenges such as
climate change, public health, cybersecurity, and
homelessness. Collaborating and coordinating
efforts across and beyond government can be a
critical part of this.

Government workforces should be adept at building
cross-sector collaborations, making connections
with different levels of government, and increasing
public value by catalysing action across organisa-
tions. To develop this competency in their workforce,

governments are focusing on skills development,

creating incentives to collaborate, and building
structures, platforms, and systems for formal and

informal collaboration.

« Honing the collaboration skill set. Research
from the Organisation for Economic Co-op-
eration and Development (OECD) has
explored the key skills needed for collab-
orating through networks. They found
that public officials should have a cadre of
strong horizontal leaders with a mix of skills,
including trust-building, systems thinking,
interpersonal, consensus-building, creative
problem-solving, and effective communica-
tion.® In a similar vein, in a Deloitte survey
of senior US federal executives, respondents
said that strategic thinking, developing trust-
worthy relationships, and creating a culture
of collaboration are the top three skills
needed to achieve effective cross-sector
collaborations.?
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Developing platforms and exchanges for
building connections. It is critical for public
officials to connect, discuss, and collaborate
with each other and external stakeholders on
cross-sector challenges. A wide range of dig-
ital platforms can help government agencies
reach a wider swath of expertise within and
outside government. The Canadian federal
government employs a series of digital plat-
forms, called GCTools, to allow public officials
to collaborate, network, and access relevant
content.? The platforms include GCcollab
for collaboration and coordination between
and within agencies and GCpedia for knowl-
edge-sharing between federal government

employees.®

Rewarding collaborative behaviour. Reward-
ing and recognising collaborative behaviour
can help encourage it within the public sector
workforce. For example, the UK Civil Service
Awards acknowledge excellence in public

service under multiple categories. The One
Civil Service Award recognises collaboration
across jurisdictional boundaries and levels
of government, while the Productive Part-
nerships Award recognises teams that build
and maintain strong partnerships with other
public sector entities, the private sector, and
nonprofits.%

Moving forward

Organisations and the environments they operate
in are constantly changing. Government agencies
should continue their ongoing shift toward fluidity,
working to tap employee capabilities through skills-
based workforce structures. As more agencies
move in this direction, agency HR leaders should
consider the following actions:

Go deeper with your skills-based approach to
talent. While skills-based hiring is a good start,
agencies can benefit from embedding the skills
focus in other areas, such as:

« Reorganising work as a dynamic portfolio of

tasks to be done or problems to be solved

« Understanding and using the existing talent
policies and authorisations available, which
could help further a skill-based approach

o Thinking of public sector workers as indi-

viduals, each with unique abilities to make
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contributions and a portfolio of skills and ca-
pabilities that match the work

» Using skills, rather than jobs, to make deci-
sions about work and the workforce—from
who performs what work to hiring to perfor-

mance management to rewards

« Building a “skills hub”™—an engine of skills
data, technology, and governance to power
these decisions

« Using “skills analytics” to understand future
skillgaps andidentify strategies to close them

Create specialised roles and tracks in govern-
ment around collaboration. Incentives such as
funding, data, and recognition can help drive col-
laboration, but agencies should also make it a part
of career-growth discussions. Building specialised
roles that focus on collaboration or making collab-
oration skills a core element of the professional

development of public sector workers can be a
powerful tool for affecting mindset change.

Embed diversity, equity, and inclusion into all tal-
ent processes. Whether it's a hybrid-work policy or
changes to a performance management process,
make sure that the change supports—rather than
inadvertently impedes—greater workforce diversity
and inclusion. For example, skills-based hiring and
the use of apprenticeships can help attract more
diverse candidates to occupations: More than one-
fifth of the 420 firefighters that the US Forest Service
recruited through its apprenticeship program were
women, while underrepresented racial and ethnic
groups comprised nearly half.¥” Another data set
to consider is measures of a worker's potential,
e.g., factors like drive, empathy, and conceptual
thinking. These pieces of data, alongside skills,
can help organisations identify talent with high
potential, offsetting the risk that a focus on skills
systemically disadvantages those that have had
less access to education.
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TREND 2

Bridging the data-sharing chasm

Although public sector data-sharing has increased, there’s more to do to balance
its upside with challenges
Adita Karkera, Mahesh Kelkar, Joe Mariani, and Dr. Kellie Nuttall



Expanding the canvas for safe,
interoperable data-sharing

Data is a coin of the realm. Many have seen how
companies—in fact, entire sectors—have come to
base their business models and value propositions
on effectively using information, analysing data to
meet customers' rising expectations and gain a
competitive advantage.

Agencies, too, are finding ways to tap the power
of information to both serve citizens and improve
operations. Thanks to democratisation of data,
there is more data about public interests than even
before. The boost that data-sharing has received
across government, companies, and individuals is
driving innovation, enhancing public services, and
improving people’s lives.! But in collecting and using
data, the public sector faces different challenges
and perhaps higher stakes, dealing with more
sensitive and personal information—and, often,

mandatory participation.

While government leaders increasingly recognise
data’s importance to improving mission performance,
many are learning how to balance the upside with
the dangers: The more data in circulation, the higher
the privacy and security risks can be.

How can agencies alleviate the tension, balancing
efforts to break down data silos with protecting
citizens' data? The answer lies in effective data
governance. One way is developing interopera-
bility frameworks that allow cross-jurisdictional
and cross-sector organisations and databases to
safely interact and share information. It requires
governments to not only secure stakeholder
buy-in—especially when dealing with external
citizen and private-sector data—but also showcase
the meaningful change that expanded data use
can bring.

Walls coming down

Between agencies and government: There
isanincrease in data-sharing between agen-
cies and levels of government to improve
operational efficiency and decision-making
(see infographic, By the numbers: Bridging
the data-sharing chasm to know about the
data types being used for operational effi-
ciency and decision-making).

Between public and private sectors:
Broader data-sharing with the private sector
is creating business value and benefitting
the public interest.

Between citizens and government: Calls for
heightened data privacy and security are in-
creasingly being heeded in government
circles.



By the numbers: Bridging the data-sharing chasm

Citizens are willing to share data for public good

To prevent crime Most positive
Selling personal data Leastpositive

City leaders are focused on making data more accessible
to citizens

Now @ In the next five years
Global Average 29%
Asia Pacific 29% 60% Leading
Africa 14% R

vorth Amrica IS .
agging
Latin America 20% regions

Data types used by city governments to support operations and

decision-making

Top three

Biometric
Administrative
loT

Bottom three

Behavioural
Crowd-sourced
Geospatial

Citizens view state data privacy
and security to be bigger
challenges than city leaders

Citzens
City leaders

More work is needed at the city level to
improve data-sharing and tap into
external data

35%
of city government executives share
data across jurisdictional boundaries

45%

of city governments work with
businesses and other entities to
gather data

Source: Thoughtlab, “A roadmap for the next phase of urban transformation,” accessed February 10, 2023.



Trend in action

Datais increasingly central to government operations,
from back-office activities to delivering services to
constituents, and more leaders are recognising the
value of effectively sharing information. For example,
by funneling data from many different city agencies
into a single command centre, the Portuguese city
of Cascais has made mobility, construction, waste
management, law enforcement, and emergency
management more efficient.?

Data as a tool for public good

Businesses, individuals, and agencies increas-
ingly view data as a tool for public good rather
than a commodity to be monetised. Government
can derive value by convening and collaborating
within and outside its boundaries; businesses
need to willingly relinquish control over some
data and work with policymakers to design viable
solutions. There were glimpses of this during the

pandemic when governments shared data widely

to facilitate research and discovery, pandemic
response, and even contact tracing.® Also, for some
of the most complex policy issues of our times,
the best possible evidence to inform government
decisions could come from multiple departments
and agencies.

Finland's Carbon Neutral Tourism project aims to
use data collaboration to improve energy efficiency
in the tourism industry and move toward carbon
neutrality? The cities of Helsinki, Turku, and Tampere
are working together to balance business and societal
benefits, collecting information across jurisdictional
boundaries, including data on air traffic, road traffic,
environment, and hotel bookings.’ Insights based
on such integrated data can help drive industry
stakeholders to make more sustainable choices
and reduce carbon emissions, from forward-looking
hotel investments to city services nudging tourists
toward environment-friendly options.

Data-sharing among government, nonprofits, the
private sector, and social enterprises can also help
address stubborn human services challenges. To
cite a particularly visible example, homelessness—
worsened by the COVID-19 pandemic and the
housing crisis in many cities worldwide®*—demands
an ecosystem approach that taps into real-time,
integrated data for more effective prevention and
mitigation strategies.

In the United States, the Department of Housing
and Urban Development collects a great deal of
information on homelessness, but this does not
give a complete picture, with much data residing
in jurisdictional silos, making solutions harder to
develop.” Some promising initiatives, based on
local and regional data collaboration, suggest a
way forward for others. For instance, Los Angeles
County aims to better target prevention programs
by identifying people at risk of homelessness, using
atool developed by researchers at UCLA' California
Policy Lab. The tool combines and analyses data



from eight county agencies—with an algorithm
incorporating some 500 data points—to pinpoint
the most effective intervention points. The tool
identifies critical and “at-risk” areas where services
currently reach few people.® Similarly, the National
Alliance to End Homelessness has created a “State
of Homelessness” portal that aggregates data from
across the nation and represents it in visual form.®

Improved data fluidity

If data can help serve the public good, more data
sources can multiply the benefits—assuming usage
is safe, responsible, and effective. The last two
decades have seen agencies and organisations gain
access to vast volumes of data previously stored in
government silos with real results. As Al technology
has improved organisations’ ability to process vol-
umes of information, many agencies have moved
toward storing and presenting data in formats that
are FAIR: findable, accessible, interoperable, and
reusable. The FAIR principles emphasise machines’
ability to assimilate and use data—in other words,
making information machine-actionable.®

Interoperability is an important FAIR concept, but
discussions generally revolve around semantic
interoperability—data exchanges, data formats,
and data vocabularies—basically the structuring
and codification of data. For instance, the Aus-
tralian Department of Finance's framework—a
critical step toward transforming the nation’s digital
records—focuses on semantic interoperability to
allow humans and machines to clearly understand
information’'s context." A similar effort in India since
2015 through the Interoperability Framework for
e-Governance (IFEG) has aimed to improve open
data standards and constituent services.?

Human-machine communication is only one
factor that impacts data interoperability among
agencies, departments, and levels of government.
Discussions should also include cultural and legal
interoperability.

In 2020, the European Union refreshed its 2017
interoperability framework to include common
principles, which cities and communities can
use to deliver better constituent services. The
European Interoperability Framework for Smart
Cities and Communities project aimed to tap
into the knowledge from other EU initiatives and
projects,” looking beyond technology to consider
the human, social, and ethical aspects of large-scale
data usage. The organisation developed a gover-
nance model relevant at the local level, enlisted
both public and private stakeholders, and helped
to engage different communities. While the earlier
framework made government agencies responsible
for providing integrated public services, the new
version includes the private sector, nonprofits, and

community organisations."



This seemingly minor framework change has
massive implications, demanding a more mature
cultural interoperability: understanding social, cul-
tural, political, and ideological differences between
individuals and organisations. It requires debates
and discussions between different stakeholders
to find ways to build consensus on interoperability
challenges and solutions while operating in different
legal and regulatory environments—particularly
with regard to the tricky area of data-sharing®

Building trust, transparency,

and ethics

Data interoperability frameworks can lower tech-
nical challenges to data-sharing, but they may not
necessarily illustrate the benefits to stakeholders.
Agencies, companies, and other parties can be far
more willing to participate if they see clear value
and trust their would-be collaborators. Government
can help build that trust, and encourage information
sharing, by adopting a clearly articulated set of ethics
to guide transparent sharing of how stakeholders’
datais used and what's in it for them.

For more than a decade, the city of Boston's Mayor's
Office of New Urban Mechanics (MONUM) has
convened an ecosystem of technology vendors,
start-ups, academia, and other government agen-
cies to create technology solutions to benefit city
residents. Since its launch in 2010, MONUM has
successfully deployed a range of digital applications
aimed at assisting citizens with street parking,
flu shots, and more; labs continue to generate
prototypes and solutions in housing, playgrounds,
public spaces, and education.'®

Transparency has been a key element in MONUM’s
success. One project involves using cameras to
collect data on street usage, to improve safety for
pedestrians, bikers, and other traffic. But since
such broad data collection raised obvious privacy
concerns, the team focused on noninvasive sensor
data, making sure to neither collect nor store visually
identifiable images of faces and license plates.” And
to alleviate public wariness, the team placed signs
with scannable QR codes at data collection spots,

offering information on the project, an explanation
of the eventual data use, and a site for people to

share comments.'®

Getting public buy-in for data-sharing can be
challenging, but business leaders are often even
more wary, citing low trust in data platforms and
the inability to demonstrate business or social
value. A World Economic Forum study in 34 cities
globally found limited private-sector participation in
citywide open-data platforms, due in part to a lack
of confidence in government’s ability to address
data misuse and prevent breaches.”

A lack of trust in the broader data-sharing eco-
system can slow down advances dependent on
collaboration. For instance, the technology has long
beenin place to scale smart-kilometre or road-user
charging solutions to urban areas, but data gover-
nance remains a stubbornly thorny issue for the
transportation ecosystem. Vehicle manufacturers,
government agencies, and other players have strug-



gled to agree how best to protect drivers’ privacy
when collecting data about where and how much
they drive.?’ Similar problems continue to hinder

progress on data-sharing in a number of domains.

Brussels has aimed to solve the problem by building
data governance and privacy into its SmartMove
smart kilometre-charge program from the beginning.
The city developed SmartMove to adhere to GDPR

guidelines and with privacy-by-design principlesin
mind; the program uses a federated data system
in which the city’s tax agency is made aware of
the vehicle miles driven within a geographic zone
only—not where or on which route. Only the Smart-
Move app user can see all of this information in one
place. The city is live-testing the application with
1,500 residents and plans to scale it to the whole
city in the next couple of years.”



Moving forward

Go beyond semantic interoperability:
Enabling semantic interoperability—func-
tioning data exchanges and common data
formats—is foundational to improving
data-sharing. But government leaders should
also focus on building cultural and legal
interoperability to enable collaboration
between agencies, the private sector, and

citizens.

Be laser-focused on data privacy and
security: Constituents’ and businesses’ will-
ingness to provide consent and share more
data with the broader ecosystem will depend
on their trust in the data ecosystem. But cre-
ating that trust is beyond the scope of any
individual government leader. Rather, chief

data officers, chief privacy officers, and chief
information security officers, may need to
blend their data and their ethical and secu-
rity expertise to provide an environment that
stakeholders can trust.

Develop a value proposition for the private
sector: In creating plans for a data-sharing
ecosystem generating public benefits, gov-
ernment leaders should showcase business
value to encourage private-sector participa-

tion.

Identify where to get started: Government
leaders should not boil the ocean but rather
be more strategic in choosing the right policy
area and solutions. They should proactively
identify leading practices and success stories
in different priority areas and test them fur-
ther to show broader benefits on the ground.



My take

RenEssene
Chief data officer, US Consumer

Financial Protection Bureau

A good data strategy is key to mission success
The US Consumer Financial Protection Bureau
(CFPB) is a relatively new organisation born in
the digital age, giving us a unique advantage.
While other public sector agencies may have
legacy system issues or may have their data in silos
across the agency, the CFPB has had a centralised
approach to data since ourinception. Data is at the

heart of our mission and is in our DNA.

The CFPB's mission is to implement and enforce
federal consumer financial law and to ensure that
markets for consumer financial products are fair,
transparent, and competitive, a task that is impossible
without data about how those markets function.

Therefore, from the beginning our charge was to
make data available to regulators and the public
to bring greater sunlight to market practices and
improve competition and encourage innovation.
To achieve that, our data strategy is built around
five priorities:

1. Increase the accessibility and volume of

public data

2. Create a modern data platform by migrating
to the cloud, managing costs, and enabling

analytical capabilities

3. Improve the quality of data and leverage modern
tools to support research and analysis

4. Increase staff's awareness and understanding
of CFPB data assets

5. Foster data literacy and upskill staff

We have built a series of campaigns, one for each
priority, to drive the progress across a three year
horizon. We have engaged our business and techni-
cal stakeholders throughout the process and have
campaign leaders from multiple offices. We are
focused on incremental wins and delivering value
on mission priorities. By improving our data prac-
tices, we can help to create more fair, transparent,
and competitive markets to ultimately improve the

lives of consumers.
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Tackling funding silos

Fostering greater collaboration and shared problem-solving
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Introduction

By design, government agencies are set up as
specialised, hierarchical organisations funded and
governed in silos, providing visibility and account-
ability on how public funds are used. But that defined
scope itself can act as a roadblock to the creation
of greater public value. Indeed, siloed budgets, reg-
ulatory constraints on fund transferability, limited
flexibility, and a lack of incentives to collaborate
can lead agencies to narrow their efforts even as
challenges such as climate change, homelessness,
and intergenerational poverty demand a coordinated
whole-of-government response!

Governments have long recognised the need to
break down funding barriers to achieve better
outcomes. And though efforts may be at different
stages, an increasing number of jurisdictions are
looking to overcome silos where they impede
progress on major agenda items, from shifting to
a citizen-centric service delivery model oriented

around life events, to addressing government’s

cumulative quick-over-good tech debt, to giving
more control over funding and decision-making to
those closest to the problem at hand.?

The Next Generation EU (NGEU) plan represents
one of the most recent, largest-scale initiatives
to date. Focused on digitisation, innovation, and
sustainability, the NGEU plan aims to support
transformational change by distributing over €800
billion to state ministries, regional governments,
local governments, and state-owned enterprises
to assist in postpandemic recovery, helping to put
the European Union on the path toward resilient
economic growth. Structure and accountability are
key: The plan establishes a governance framework
that links disbursement stages with the fulfilment
of milestones and targets.* Some countries are
maximising opportunities by supplementing the
funding with local money, and the NGEU plan is
acting as a catalyst for greater private investment
toward a more digital, sustainable, and inclusive

future for EU businesses, governments, and citizens.*

In the sections that follow, we highlight some of
the models governments are using to drive more
shared problem-solving and collaboration—from
shared-funding initiatives, to delegating more
funding authority to lower levels of government
to provide more flexibility to coordinate around
specific community needs. The infographic below
provides an overview of some innovative funding
models deployed by government agencies around
the world.
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Walls ¢ omin g down * Increased interagency funding mechanisms
to address common challenges across
« More issue-focused funding initiatives that agencies.
multiple agencies draw on to tackle wicked
problems. « Greaterfunding authority delegated to local/
regional governments.

« Emergence of new governance models to

oversee shared-funding programs.
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By the numbers: Tackling funding silos

The Shared Prosperity Fund provides new funding to further Canada’s horizontal Initiative to Take Action Against Gun and Gang
the UK government’s ambitious Levelling Up agenda. Violence allocates over $300 million to provinces and territories to
combat violence in their communities.

Singapore's Smart Nation and Digital Government Office provides Shared between multiple agencies, Australia's ‘wellbeing
cross-agency funding and support for the development and implementation budget'is aimed at tackling the rising cost of living, providing

of digital technologies and services across the government. affordable child-care, and increasing paid parental leave.

Initial funding USS$T million New Zealand's Better Public Services Seed Fund provided initial funding for

SmartStart, an inter-agency program for infant care. Recurring annual funding has

Annually for four years US$2.5 million been appropriated to maintain life-event initiatives.

Note: Singapore dollar value represents the annual operating budget.

Sources: Gov.uk, "UK Shared Prosperity Fund: prospectus,” August 1, 2022; Government of Canada, “Public safety Canada,” accessed February 9, 2023; Government of Singapore, “Budget 2021," accessed
February 9, 2023; William D. Eggers et al., How government can deliver streamlined life event experiences, Deloitte Insights, July 12, 2022; Jack Aldane, “Australia’s ‘wellbeing budget' inspired by New
Zealand—uwith related targets to come,” Global Government Forum, October 26, 2022.
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Trend in action

Deploying shared-funding models for
cross-sector collaboration

Across the globe, governments are setting up
shared-funding initiatives that aim to increase
intergovernmental and cross-sector collaboration.
Over the last decade, Singapore's whole-of-gov-
ernment approach has used funding mechanisms
to encourage agency collaboration, generating
programs such as Life SG and One business. The
prime minister’s office coordinates and oversees
whole-of-government projects supported by a
team of senior officials from multiple agencies.
The funding is allocated to the agency leading
the effort and is then dispersed to supporting
agencies.®

Building on these, Singapore has embarked on an
even more ambitious “whole-of-nation” approach
wherein agencies actively collaborate with busi-
nesses, citizens, and other stakeholders to develop

solutions designed to bolster the nation’s finances
and social services, reaffirm its digital transformation
leadership, and even shore up national defence.®

Some countries have adopted an issue-based
funding model in which multiple agencies work
together to tackle a particular wicked problem. To
advance clean energy nationwide, the Australian
federal government established the Rewiring the
Nation initiative with AU$20 billion in funding to
transform the country’s electric grid. Low-cost
financing will enable new transmission lines,
boosting economic activity and job creation.”
Projects include the construction of the VNI West
(KerangLink) transmission line between Victoria
and New South Wales (NSW) and the Marinus Link
transmission line between Tasmania and Victoria
using a combination of low-cost financing and
commonwealth equity investment.® Additionally,
an AU$7.8 billion joint agreement was reached
with NSW to support eight crucial transmission
and renewable energy zone projects. Funding is

available to all states.®

Some local and regional governments are using
similar models. The city of Houston's “The Way
Home" program built an ecosystem of business-
es, nonprofits, churches, and federal government
agencies to help people without homes get into
permanent housing with supportive services.”®
This large-scale effort draws on funding from a US
Department of Housing and Urban Development
Emergency Solutions Grant and Community De-
velopment Block Grant, in addition to state, local,
and private-sector funding" In 2022, Houston,
Harris County, and the Coalition for the Homeless
collective received US$45 million in federal funds™
and allocated US$100 million in COVID-19 relief®
The Bezos Day 1 Families Fund also awarded the city
a one-time US$5 million grant to help area families
move to permanent housing* To date, the effort
has reduced the number of Houston-area people
without homes by 63%, moving more than 25,000
people into housing®
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Other cities have launched similar efforts. The
nonprofit Family League of Baltimore pools funds
from multiple public and private sources to help
Baltimore children, focusing on them being born
healthy, succeeding in school, graduating high
school, and transitioning into higher education

and the workforce.'®

While shared governance is key for collective fund-
ing, in certain cases central government entities
take charge of governance and accountability to
effectively facilitate funding across silos.

The creation of intergovernmental
collective funding mechanisms
Government agencies often default to working as
single-purpose organisations, with inconsistent
horizontal coordination between agencies. This
siloed approach can create costly inefficiencies
when it comes to common problems such as tech-
nology modernisation. To tackle this issue, in 2017,
the US government established the Technology

Modernisation Fund, an innovative funding vehicle
that supports federal projects to modernise tech-
nology and make them more equitable, secure, and
user-centric.” The fund has invested over US$500
million in 33 projects across 18 federal agencies,
ranging from implementing single sign-on experience
across government portals to digitising temporary
worker visa programs.”® These investments have
been directed at improving citizen data protections,
strengthening cybersecurity across government
silos, saving taxpayer dollars, and advancing pub-
lic-facing digital services.” With an additional US$1
billion from the 2021 American Rescue Plan and
US$175 million from the annual budget process,
the fund aims to continue financing modernisation

projects.?

At the state and regional levels, some governments
have created funding mechanisms that are set
up and run by one agency but are accessible to
others that meet established criteria. In Australia,
NSW established the Digital Restart Fund in 2019

to accelerate whole-of-government digital trans-
formation and fund cross-agency projects such as
life-event initiatives, shared digital assets, legacy
systems modernisations, and government workforce
capability building.?’ NSW is now starting to see
the benefits from the fund’s investments. To date,
the fund has disbursed AU$2.2 billion, supporting
more than 140 projects, saving more than 3,000
working days of customer time, and generating

AU$2.3 billion in economic returns.??

Delegating funding authority to improve
regional coordination

In an effort to drive shared objectives, some
governments are providing regional authorities
more flexibility to deploy funds and coordinate
multiple siloed funding streams around specific
community needs in the jurisdiction.

The state of California created the Community
Economic Resilience Fund to promote regional
resiliency, equity, sustainable growth, and inclu-
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sive planning.?® Thirteen regions will get funds for
planning and implementing road maps around
climate change, regional infrastructure, workforce
development, and other areas. Three state agencies
together form the fund's leadership team, tasked
with managing the program, creating program
guidelines and conducting oversight.?*

Further north, the Canadian Community-Building
Fund permanently provides funds for provinces and
territories to support local infrastructure priorities.
The fund disburses some CA$2 billion annually to
3,600 communities across the country, supporting
approximately 4,000 projects each year. Munic-
ipalities can pool, bank, and borrow against this
funding, giving them greater financial flexibility.?®

Moving forward

e Adopt an outside-in view. By putting them-
selves in the shoes of citizens and businesses

transacting with government, agencies can

better understand the needs of the constit-
uencies they serve that transcend individual
business units and agencies. These needs
can inform the development of a road map

for targeted collaboration initiatives.

Create a culture of collaboration in funding.
Governments can encourage collaboration
by establishing cross-sectoral committees or
working groups to encourage those working
on similar issues to promote shared-funding

mechanisms.

Utilise data and technology to measure
impact and drive outcomes. Data-driven
processes can help enable shared gover-
nance, track the impact of cross-sector
initiatives, and pivot goals as required to de-

liver desired outcomes.

Shift from siloed to shared governance

models. Governments can promote

shared-funding models by revisiting historical
governance policies and regulatory frame-
works that hinder the scope of cross-sector

financing.
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My take

Sir Howard Bernstein
Former chief executive of
Manchester City Council
(1998-2017) and former head
of Paid Service for the Greater

Manchester Combined Authority
(2011-2017)

Devolution in the United Kingdom: Greater
Manchester Combined Authority

In 2016, the UK government passed the Cities and
Local Government Devolution Act, establishing
combined regional authorities with a directly elected
mayor. Greater Manchester was one of the first areas
to seize this opportunity. Greater Manchester Com-
bined Authority (GMCA), an umbrella organisation
comprising 10 constituent local authorities, was
formed as part of the devolution agenda, allowing
the combined power to identify problems and create
evidence-based interventions.? Officials formulated

integrated governance structures, giving GMCA
and the mayor of Greater Manchester additional
authority, flexibility, and budgetary responsibility
over policing, fire services, transportation, skills
strategy, planning, and economic regeneration.?”

GMCA also oversees Greater Manchester's adult
education budget, allowing the authority to de-
velop a bespoke skills strategy tailored to needs,
and is responsible for providing employment
support for long-term unemployed and disabled
workers.?® Greater Manchester was one of the
first regions to include health and social care in
its devolution plan, which studies have linked to
better health outcomes.? Collaborating with the
NHS allows GMCA to exert partial control over a
£6 billion health and social care budget, with NHS
England granting the region control of its share
of the national sustainability and transformation
fund (£450m).3° Greater Manchester also received
£243 million from the Transforming Cities Fund for

transport investment.®

In broad terms, this devolution agenda gives local
authorities more budgetary control and incentivises
a more collaborative model by providing broader
flexibility to coordinate multiple siloed funding
streams around specific community needs.* In 2022,
the UK government published a blueprint for creat-
ing more regional mayors across England, with the
expectation that they will be able to allocate funds
and administer programs more effectively.?® Driven
by the United Kingdom's central government, the
move aims to stimulate a more equitable spread of
economic opportunity around the country-an
agenda dubbed “levelling up.”
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TREND 4

Tailored public services

Digital technology is enabling greater personalisation by government.
These tailored services can be more effective and equitable.

Jaimie Boyd, Chew Chiat Lee, Henry Ennis, John O’Leary, and Sushumna Agarwal
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Toward a “government for one”

Companies have long used demographic information
to tailor offerings to customers. Governments are
also using advances in digital technology to per-
sonalise services to constituents’ diverse needs.'
It could be something as simple as scheduling a
building inspection for someone who applies for a
construction permit or generating a tax ID number
automatically alongside a birth certificate. Or it
could be ambitious enough to revolutionise how
people interact with government.

Thanks to advances in digital technologies, insights
from behavioural science, and new data manage-
ment tools, governments are making strides in
providing more personalised services. There are
even examples of government service tailored to

the individual—referred to as “government for one.”

Tailored services can help deliver more equitable

services. The UN warns against a one-size-fits-all

policy for digital transformation, since it tends to
leave the socioeconomically disadvantaged behind.?
Anindividual's unique life experiences may generate
unique service needs and delivery requirements. Age,
gender, income level, disability or even geographic
location can impact access. Approaches such as
customer microsegmentation and life event-trig-
gered services can help governments better tailor
services to individuals by enabling deeper insights
about their needs.

Tailored digital services can also enhance cus-
tomer perception. A Deloitte survey conducted
in 2022 across companies in Europe and Africa
found that personalised service was the most
important factor among respondents for driving
customer satisfaction.® Another Deloitte survey
found that a positive digital experience was
a major factor in boosting respondents’ trust
in government.*

More personalised services may not always be feasi-
ble or necessary. However, customer segmentation,
proactive service delivery, and personalisation can
help governments deliver highly tailored services
when “one-size-fits-all” approaches don't serve well
or are not equitable. Wherever they are used, tailored
services should respect the privacy of those receiving

the services.



FIGURE 1

04

The personalisation spectrum

Government for one

Individual design
o  Fully tailored
« Individually customised (designed around constituents’ needs)
« Personalised (Modified based on expressed
preferences. For example, “Contact by text, email
or phone.”)

Personalised/proactive

Life events triggered
e Births

e Deaths

e Joblosses

Suggested services
« "Ifyou qualify for X, you may also benefit from Y.”

Customer segmentation

Demographic targeting

«  Elderly
 Low-income

« Veteran
Geographic targeting
« Byregion

« Byzipcode

One-size-fits-all

Broad services, such as
« Road repair
« Fire protection services

Most
tailored

Least
tailored

Source: Deloitte analysis.

Walls coming down

Between governments and the individuals
they serve: Tailored services can help ensure
equitable access to vital services, dissolving
barriers of red tape between government and
citizens.

Between multiple government agencies and
critical data about individuals: Individuals’
needs often cross bureaucratic boundaries.
Government agencies, by appropriately shar-
ing information about the people they serve,
can tailor their efforts to ensure there are
“no wrong doors” for those seeking service.
Data-sharing can enable a “single front door”
approach that meets varied customer needs.

Personalising services requires governments to

understand their citizens through data. Research

findings indicate that a favourable environment

exists in this regard as most citizens are comfortable

with government agencies collecting their data for

various purposes (see infographic, By the numbers:

Tailored public services).
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By the numbers: Tailored public services

Citizens are comfortable with government agencies collecting their

Over the next five years, 70% B data to:
plan to use a digital platform
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using a digital platform needs through one

Offer access to transportation
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Asia : .

North America | 27% |
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share data with .
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life-event services Death of aloved one

Sources: Thoughtlab, “A roadmap for the next phase of urban transformation,” accessed February 10, 2023; Deloitte Digital citizen survey, 2023.
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Trend in action

Approaches to segmenting services

The “same” event can impact different people in
different ways. The COVID-19 pandemic, for example,
disproportionately impacted the elderly. Similarly,
the “same service" can feel very different to different
groups. A program that requires extensive paper
documentation could be insurmountable to people
who are homeless, who may neither have space
to store documents nor access to technology to

view or print them.

The accelerated shift to the digital world appears to
have highlighted inequities in the design and delivery
of some public sector services. Online permitting
can disadvantage rural users who lack reliable cell
service. Oftentimes, inadequate access to essential
services such as broadband disproportionately
impacts low-income individuals and disadvantaged
communities.® So, as more services shift online, it

becomes critical to ensure that the groups that

need them most can benefit—both in terms of
technical access as well as digital literacy which,

in some cases, can be a more significant challenge.

A secure digital identity is foundational to providing
tailored digital services. In Singapore, SingPass for
individuals (and CorpPass for companies) are the
digital identities used to access more than 2,000
services from more than 700 government agencies
and businesses. SingPass can be used to share
official personal information, such as address and
next-of-kin information needed during an emergency,

upon consent. 5

Governments should consider a “no wrong door”
philosophy that allows individuals to access
services through whatever means they can. This
also goes by the name “omnichannel support,”
which allows governments to integrate informa-
tion that comes in through a variety of channels,
including text, email, webpage inputs, or a phone

conversation. Depending on an individual's needs

or wants, the best service might be a “no-touch”
self-service portal, a “low-touch” webpage with
an Al chatbot to assist them, or a “high-touch”
approach that involves interaction with a live
person.

Recognising this, governments are increasingly
focused on designing services for specific citizen
groups. For segmentation to be most effective, it
should be guided by three important principles: equity,
to ensure that all groups’ needs are met; efficiency,
so that the service can be delivered within budget;
and experience, to keep the focus on delivering a
great service experience. When considering how
to segment their users, many governments use
“personas” to explore in-depth the wants and needs
of various groups. For example, it is often helpful
to think about how to serve newcomers to a ser-
vice compared to frequent flyers who may already
understand the process. Moreover, segmenting can
allow the design of communications to be tailored to
different groups. Bringing the philosophy of respon-



04

sive design to user interfaces can greatly enhance
the service experience. Segmenting can deliver
better performance (equity, experience) at a lower
cost (efficiency).

In June 2020, Singapore wanted to give disadvantaged
senior citizens a chance to escape the isolation of
the pandemic and participate in digital society.”
They introduced Seniors Go Digital, a program that
connected seniors to young people to help upskill
their digital competencies. The program mobilised
ambassadors to train senior citizens through one-
to-one personalised coaching and small groups.®
For those with financial challenges, the program
even subsidised smartphones and mobile plans.®

Around 15% of the world's population lives with
some form of disability.® In Canada, Laval, Que-
bec launched a smartphone app to help citizens
with special needs, such as autism or intellectual
disabilities, ride a city bus. The app aims to reduce
travellers' anxiety, increase their independence,
and improve their overall public transit experience.

Once registered, users receive detailed instructions
to help them reach their destinations, including
photos of landmarks and a reminder to ring the
bell when approaching the correct bus stop. It
even tracks the rider and can send a notification
to a friend or family member if they deviate from
the path provided." Ingrid Falaise, stepmother to a
child with autism from the pilot program, told the
local TV news, “He's getting more self-confidence.
He's just like anyone else and can take public transit
by himself. It's a big step.”? In the United States,
where roughly 6 million individuals have dementia,
transit systems in Olympia, Washington and Rock
County, Wisconsin have introduced programs to help
people with dementia successfully access public

transportation.

Location/geography-specific services

In most countries, economic prosperity is unevenly
distributed geographically. Some regions blossom,
while others stagnate in comparison. To address

this disparity, many governments tailor services
by geography.

The United Kingdom'’s “levelling up” initiative is a
long-term plan to reduce geographic economic
disparities, including policies designed to more
equitably distribute infrastructure and other forms
of productive capital. The plan aims to invest at least
55% of the total R&D funding outside the Greater
South East by 2024-25, funneling £100 million into
three new innovation accelerators to create new
clusters of research excellence, and setting up edu-
cational institutions where educational attainment

is the weakest.*

The US federal government's Justice40 initiative
seeks to allocate 40% of the benefits of specific
federal programs for disadvantaged communities.
Investment aims to address issues such as climate
change, clean energy, affordable housing, and

workforce development.”®

India, a country eager to level rural inequality, launched
free legal aid via videoconference for rural villagers.'®
The Tele-Law initiative was piloted in 500 village
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councils in the northern states of Uttar Pradesh
and Bihar, and then rolled out across the rest of
the country. The service is expected to eventually
be available in 22 languages.” Hundreds of village
women will be trained as paralegal volunteers to
act as the first point of contact for rural citizens.®

Access to high-speed internet opens up crucial
digital-age economic opportunities. Yet, a 2021 Pew
Research Center analysis concluded that 28% of rural
Americans lack a high-speed internet connection.”
Unfortunately, laying miles of fibre-optic-based
internet cable often isn't economically feasible.

New technologies such as low-earth-orbit (LEO)
satellites can offer rural populations broadband
access. In March 2021, more than 5,000 satellites
were in LEQ; that number is expected to rise expo-
nentially.’ Satellites and 5G can make high-speed
connectivity in rural and mountainous regions
much more feasible.?’ The Hoh Tribe of western
Washington, for example, lacked reliable internet

service until recently. Tribal officials reached out to
the state government, which connected them with
SpaceX's Starlink team to discuss accessing its new
satellite internet service.?? The timing seemed to
line up well for both parties; Starlink was planning
beta trials for that region and was able to provide
early access to the tribe.” This tweet from the Hoh
Tribe says it all:

Event-based services

Life-event service delivery is triggered by an
event experienced by constituents, such as the
birth of a child, death of a loved one, or loss of a
job. These events often entail services from mul-
tiple government agencies. By rethinking what
constituents need in these circumstances, government
can proactively offer related services, achieving
mission outcomes and removing challenges for
users.?s An essential aspect of a life-events model
is the “once-only” approach: Individuals contacting
government should never need to provide the same
information more than once because departments
should be able to seamlessly share this data behind
the scenes.?

Research in the United Kingdom has shown that
after a death, some citizens had to contact the
central government and local authority depart-
ments up to 44 times, to complete tasks ranging
from cancelling passports to stopping pensions.”
To tackle this problem, the UK government adopted



04

a once-only approach for death notification and
administering an estate.?® “Tell Us Once” notifies
up to 30 different services, saving the government
an estimated £20 million a year in vestigial benefit
payments, and saving the bereaved time and effort.
According to one study, 98% of citizens surveyed
felt favorably about their experience of the “Tell Us
Once” service.®

More recently, in 2021, the UK government launched
a"One Login" for government program—a multiyear
project to simplify access to central government
services. The program aims to improve the digital
experience and replace duplicative systems so
that users will not need to enter same information
multiple times for different services.®' Research
found that 61% of UK citizens were positive about
sharing information with the government and were

comfortable with departments sharing that data.®

The Estonian government is developing an Al virtual
assistant called Biirokratt to provide integrated

services tailored to individual life events. It allows
citizens to apply for benefits, make payments,
register a birth, file taxes, renew a passport, and
access other government services through voice
commands. As the government's chief data officer
Ott Velsberg stated, “Biirokratt is Siri on steroids.”
It will offer personalised information based on the
user’s data and proactively contact citizens to
remind them when tasks require their attention.

Government for one

Government for one refers to government services
personalised to the individual level. This represents
the deepest level of customisation, wherein services
are tailored not just for a segment of the population
but for a particular citizen. The creation of unique
services derived from crowd-based insights has
been termed the “billion-to-one” experience.?*

This personalisation is made possible due to the
availability of data on thousands or millions of
other individuals through mobile devices, sensors,

and other means. Finland's artificial intelligence
program AuroraAl, which continues to evolve,
uses both personal data and population-level data
to provide proactive, seamless services based on
life events.®® The program might suggest popular
classes to a worker needing retraining, or show

college applications to a graduating student.*®

It's noteworthy that Aurora is designed with the
long-term future in mind and data ethics built
into its foundations. The flexible framework allows
public and private entities to connect to Aurora's
network of services. Finns can opt to share their
data with an entity at the tap of a smartphone.”
Hypothetically, with buy-in from tax authorities,
realtors, and a bank, a citizen could share all the
data, public and private, necessary to close on
a home, and not have to ferry paperwork from
office to office.

Contextualising a user's behaviour with aggregate
data may allow for better intuiting a unique user’s
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needs. Adding a layer of human-centred design to
this offers governments an opportunity to deliver
products or services with features that customers
desire. In 2021, Deloitte research found that one in
three Australian citizens surveyed would be more
likely to use government websites if they were better
tailored.® Four-fifths of the respondents would be
willing to use a personalised service.*®

Understanding citizens' needs and pain points,
through both qualitative and quantitative analyses,
can enable more efficient services.* The UK Office
for National Statistics has combined new surveys
with existing census data to better understand the
impact of the COVID-19 pandemic on demographic
subgroups, which enables targeting improvements
to those services.

In New South Wales, Australia, officials noted
that senior citizens didn’t appreciate the hassle
of carrying a physical card for senior discounts.

The province moved its Seniors Card program to
a digital platform on the Service NSW app in April
202222 Since then, around 30,000 seniors a month
have enrolled in the program, alongside 6,500
businesses, earning a customer satisfaction rating
of 90%.% The registration process for business,
which once required a four-week wait, now takes

less than 10 minutes*

In some cases, governments are devoting resources
to personalised one-to-one services. This has
primarily affected areas like education and skill
development, where success may not only depend
on the quality of service delivered but also on the
individual's unique circumstances. In the United
States, children with disabilities are eligible for
Individualised Education Programs (IEPs) where
a team of individuals from different educational
disciplines, with help from family members, may
create an IEP for the child.®

Moving forward

The boundaries of an agency's jurisdiction often
won't match the interlocking needs of individual
users. A family dealing with poverty may need
housing assistance, financial assistance, and
help with finding a job, but the various agencies
charged with delivering these services typically
operate independently, resulting in a patchwork
of services. Delivering more personalised and
tailored services generally requires data-sharing,
clear communication about responsibilities, and
funding that rewards cooperation. One key issue
to tackle is often executive branch leadership
and funding. Agencies should work diligently on
the back end to ensure simplicity for users at the
front end. Agencies that retain a siloed approach
may struggle to work across boundaries to deliver
integrated services unless there are changes to
their incentives and accountability.
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Through it all, leaders should constantly review the
data that provides both hard measures of perfor-
mance (average wait time on a call, percentage of
success in completing an online transaction) as well
as softer perception measures (customer satisfaction
ratings). Bringing down the walls between agencies
can help provide a more complete data picture of
the services being provided, and ultimately deliver
the best service possible.
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Mark Raymond

Chief information officer for the

State of Connecticut

Realising Connecticut’s vision of better ser-
vice through digital government

When Governor Ned Lamont took office in Jan-
uary of 2019, he challenged the State to create
the first all-digital government. No longer should
a resident be confused or stressed after working
with a complex or repetitive government service.
Instead, government would be simple, accessible,
and efficient. And we have progressed Governor
Lamont's vision through the lenses of user need

and Human-centred design.

Generally, the idea of electronic government has
progressed through various methods, and with
varied success. Today's digital approach drives
development activities from the point of view of

the public. We believe research-led delivery paired
with the resident's comfort in using technology lend
all the conditions required for success.

Our journey started shortly after Governor Lamont's
initial inauguration. Connecticut adopted a cloud-
based technology platform with a single identity
management solution, enabling one state-based
account for online services. Today, almost half a
million of Connecticut’s 3.5 million residents have
created an account. Good-bye multiple usernames
and passwords.

With this foundation, the collective team took a
human-centred design approach, emphasising
field-based observations, research, and data-driven
insights. Early efforts included the 2020 launch
of Business.CT.gov, an efficient set of tools for
entrepreneurs looking to start their business in
Connecticut. Residents can generate a custom-
ised checklist to start a business in nine minutes;
93% of all business filings within the state are now
filed online.

The next step was modernising the Department
of Motor Vehicles (DMV), a “brick and mortar”
facility residents would have to visit to receive any
services. Now, less than two years later, with the
ability to access 20 DMV transactions online, 60%
of all of residents’ transactions with DMV are now

conducted online and not “in-line.”

Recent work also supports children and families.
Last year, the launch of the Care 4 Kids (Child Care)
Self-Service Parent Portal made it easier to learn
about childcare options, pre-screen, and apply—
especially timely for parents looking to return to
work, postpandemic. Since launching the portal,
the office has seen a 50% reduction in phone calls,
a 52% reduction in incomplete applications, and a
24% reduction in illegible applications.

These are a few examples of what “becoming
digital” means in Connecticut. The journey
continues, and our guiding North Star is the

resident experience.
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Back-office innovations improving
mission performance

Government back-office functions and processes are moving beyond automations and internal efficiency
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Introduction

Entire industries have grown up around some tools
to improve back-office operations. Data analytics
is its own field, cloud technology conferences are
now a staple in major cities around the world, and
automated processes operate like engines in the
background of the digital economy. As both back-of-
fice and mission tasks centre more on information,
many government organisations are finding that
back-office innovations not only improve efficiency
but can also have considerable mission benefits.

Technology is just one factor turning the back
office into a launchpad for better service delivery.
Investments in cloud data storage not only improve
the efficiency of the IT function but can also make
mission data available to decision-makers in new
ways. New recruiting approaches can attract workers
with critically needed skills.

While shifting how government agencies procure
can allow them to create fundamentally new ways
of delivering services to citizens, it also forces
organisations to work in new ways. As changes to
back-office systems—from procurement to human
capital to technology systems—enable mission
innovation, they require back-office and line-of-
business leaders to work together to quantify the

value of innovations in new ways.

These changes can be challenging, but by working
with the right partners and keeping mission out-
comes in mind, government can incorporate new
tools to help make operations more efficient and

missions more effective.

Walls coming down

Barriers between back office and front office:
The mindset that places a wall between front
office and back office won't survive. Agencies
should view back offices as mission-enabling
offices that are key to achieving an organisa-
tion's mission.

Barriers between legacy and new technol-
ogies: Numerous legacy systems underpin
key government services, and not all systems
need to be replaced. One key to both back-of-
fice and mission innovation is harmonising
technology, both new and old.
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By the numbers: Back-office innovations improving mission performance

Most executives across the globe are using Al to improve both front-end
and back-end systems

Federal/central
State/province
Local

But government 84%
organisations have respondents invest
started to integrate new in integrated
technologies in their technologies
businesses processes

Cloud is a foundational technology enabling back-office innovations
to have a mission impact

The US federal government has exponentially increased cloud spending
on integrating APIs into workflows while it also continues to spend on
cloud-native applications and development

Spending on integrating APIs (SUSM) @ Spending on cloud native applications (SUSM)

29 735

FY19 ()

46 896
FY20 ()

105 955

FY21 [ ]

However, many leaders still view internal
efficiency and mission outcomes as two
separate modernisation goals

15% 25%

of leaders view enabling of leaders view internal
mission outcomes as a process efficiency as a
modernisation goal modernisation goal

Sources: Edward Van Buren et al., Scaling Al in government: How to reach the heights of enterprisewide adoption of Al, Deloitte Insights, December 13, 2021; Bloomberg Government; Deloitte analysis.
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Trend in action

Back-office innovations and mission
tasks are converging

As both mission and back-office tasks become
increasingly data-focused, improvements to one
area can benefit the other. Many government
agencies across sectors are using data to innovate
back-office functions to allocate resources, identify

risks, and improve service delivery.

Allocate resources: Components within the US
National Institute of Health (NIH), the biggest funder
of biomedical research in the world, deployed arti-
ficial intelligence (Al) to assist in assigning grant
applications to appropriate review groups.' Prior to
this, staff would manually read applications to sort
them by scientific discipline—a process that took
several weeks and delayed the referral process.
The Al tool scans an application’s text, title, and
abstract and assigns it to an appropriate group
with 92% accuracy.? This innovation has reduced

the time taken to process grant application from
2-3 weeks to less than a day, ultimately accelerating
NIH's core mission of making scientific discoveries.?

Identify risks: Transport Canada, the department
responsible for regulating transportation, receives
nearly one million preload air cargo records a year.
It began requesting these records after authorities
(acting on a tip-off) intercepted two bombs hidden
inside LaserJet printers shipped in 2010. Transport
Canada hoped to identify other potentially danger-
ous cargo early. Reading manifests by hand simply

wouldn't work.?

An Al tool came to the rescue. Using previous air
cargo records and the results of manual risk assess-
ments, Transport Canada trained an Al model to
rank cargos by likely level of risk. In parallel, they
trained it with natural language processing to sort
cargo into meaningful categories. Combining these
capabilities, the tool collects detailed cargo data,

detects anomalies, and identifies unusual patterns

for staffers to evaluate.® The back-office task of
reading manifests not only speeds processing, but
also helps protect Canada's air, rail, and other freight.

Improve service delivery: Trelleborg, Sweden, has
used Al to automate various social assistance deci-
sions. The automated decision-making system has
reduced the time to process applications for home
care and sickness and unemployment benefits from
10 days to less than 24 hours. Caseworkers review
applications the system rejects to ensure the Al

has not made an incorrect decision.”

Reimagine operations: Cascais, Portugal, reimag-
ined its operating model through digital twins by
integrating data from multiple verticals, ranging
from health and transportation to energy and
public infrastructure. Implementation of their
smart waste-management system combined with
real-time traffic data allowed the city to optimise
routes, identify best times to collect waste, and
reduce operating costs by 40%.8
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Breaking down barriers between
back-office and mission innovation
changes how value is created
Governments are recalibrating. To make the most
of new technologies, back offices should stream-
line workflows. A Deloitte Al survey revealed that
organisations that have significantly changed
workflows are 36% more likely to achieve desired
outcomes from their Al projects.®

The United Kingdom's “Tell Us Once” program allows
residents to notify tax authorities, the passport
office, local governments, and benefits programs
with a single click, instead of notifying each agency
separately. The program rests on a new application
programming interface (API) that allows for the
sharing of information between agencies while still
preserving citizen privacy. But this new technology
needed to be complemented with new business
processes within each agency to take advantage of
it. The benefits of such changes may be far-reach-
ing. Not only can it reduce citizens' efforts, but

the program also saves the UK government £20
million annually.”

Saving money is not the only way to quantify the
value of an innovation. Breaking down the barriers
between back office and mission also mean that
improvement to mission can be an important way
to quantify the value of an innovation. For example,
moving to an intelligent digital process helped the
US Department of Education improve the application
process for student aid. The redesigned back end
allowed students to pull tax information directly from
the Internal Revenue Service systems and include
it in the application. This redesign was designed to
simplify the process, increase accuracy, and reduce
improper payments. Furthermore, the application
saves students’ personal information, so they don't
have to reenter it when they apply the next year."

But new innovations creating value in new ways often
won't work with old business processes. Rather,

creating new processes can better fit innovations

to the value they create, increasing time savings
and reducing backlogs. In 2016, Azerbaijan auto-
mated a system to clear 165,000 uncontested court
cases. Just as some automatic processes must be
integrated with current back-end systems, this one
had to be integrated with the legal system. New
legislation was needed to allow for electronic filing
of court documents and centralised management
of those cases. With that legislation in place, the
pilot could proceed, and the average time to clear
a case dropped from three days to one.?

These shifts change how work is done
and who is doing it

Governments can tap into external ecosystems to
reimagine their back office. Many of the capabilities
and infrastructure to support data-driven decisions
may reside outside of government.

During the pandemic, demands on government ser-
vices increased and changed how citizens requested
those services. People applied online for services
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they used to wait in line for. Many government
agencies turned to the private sector to upgrade
their technology systems to meet demand. In our
2021 global digital survey of government officials,
85% of respondents said that collaborating with
external partners positively impacted their agen-
cies. More than 80% also indicated the same for
the use of contractors.®

VITAL, a government shared-services agency in
Singapore, is launching a cloud-based platform
that would make robotic process automation
(RPA) a norm for finance, HR, and procurement
services. Agencies are expected to be able to use
the platform to generate reports from extracted
data, send automated notifications, and reconcile
data and information through software bots. For
recruiting, VITAL partnered with an external Al
provider to enhance the existing process. The Al
solution can help agencies incorporate inclusive
hiring processes by masking personal information,

automate screening and matching, and verify

candidate documents. It ultimately is designed to
help multiple agencies reduce the time and cost
to hire talent®

Engaging the right partners can also reduce the risks
of modernisation. The US Food and Drug Adminis-
tration (FDA) used a managed-services approach
to automate its highly complex and manual invoice
processing. The FDA used RPA bots to input data
and perform calculations on the invoices, some of
which were 50 pages long with more than 500 line
items. The bots sped up the process and reduced
human error. The automation is designed to help
the agency meet governmentwide objectives of
modernisation, improve transparency, and account-
ability to Congress and taxpayers.'®* The FDA's
choice to use managed services meant that it could
quickly deploy the bots without having to train or
hire a dedicated workforce. The managed-service
contract also covers continuous maintenance
of software and retraining of bots to respond to

future conditions.”
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Resettlement agency uses Al for refugee placement

Some host countries receive tens or even hundreds of thousands of refugees for permanent resettlement each year. Administrators or reception staff then
decide in which communities to place them, based on available housing or predefined allocation rules.

The Hebrew Immigrant Aid Society (HIAS), a refugee resettlement agency, teamed up with researchers at the University of Oxford, the University of Lund, and
the Worcester Polytechnic Institute to repurpose existing administrative data to improve refugee placement.”® The team built an Al-based tool to recommend
areas where refugees are more likely to find employment.”

The tool applies machine learning methods to find patterns in a large data set of all placements that HIAS had collected over the past decade. The algorithm
can pick out the characteristics of refugees that make them likely to find employment in particular communities. It also considers that communities have the
capacity to meet the specific needs of refugees. This isn't just housing. If refugees speak only Arabic, then the tool would place the refugees in communities
where at least some support staff speak Arabic. By breaking down the barriers between back-office data and mission goals, the tool has boosted employment
chances by at least 30%.%
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Moving forward

See all investments through a mission lens
from the start: Build the back office by apply-
ing a mission lens to investments.”

See the mission in everything: A mindset that
takes the back office for granted may prevent
growth. It should not be a static cost centre.
To break the mold, the back office should be
run like a business, measuring performance
and assessing outcomes against set perfor-

mance metrics.

Overcome siloed technology systems: Many
agencies store data on fragmented legacy
systems. Integrating data across agencies
can multiply its benefits and interagency
policies.

Innovation is more than just new technology:
Innovation requires redesigning processes
that can adapt to new technology. Dropping
a new software on top of legacy systems won't
cut it. Assess your current manual workflows
and decide what changes need to be made
before digitising the workflows.

Don't try to do it all alone; take advantage
of partners’ expertise: As technology and
data augment back offices, agencies should
look to partners to reimagine what this quiet
engine of productivity can do.



My take

Dennis Lui
Chief executive, VITAL, Ministry
of Finance, Singapore

Leveraging technology for corporate services
transformation—the VITAL experience

VITAL is Singapore Public Service's central agency
for corporate shared services. We serve over 100
agencies and more than 100,000 public servants.
Our staff strength is approximately 500—almost
3% are persons with disabilities. We aggregate and
transform common corporate services in areas
such as human resources and payroll, finance,
and procurement to achieve economies of scale,
improve efficiency, strengthen governance, and
enhance service quality.

VITAL is constantly exploring new technologies to

make government services even more efficient and

robust. We are a pioneer adopter of robotics process
automation (RPA) in public service. RPA application
has helped us reduce manual effort, human errors,
and turnaround time substantially. This translates
to delivering more effective corporate services to
the public service agencies that we serve.

In 2020, VITAL was entrusted with a new role as
the robotics and automation lead in corporate
and administrative services. VITALs ambition is
to scale up the adoption of automation across
Singapore Public Service. VITAL is now a platform
for corporate services innovation. We actively seek
opportunities to partner with policymakers, public
service agencies, and vendors to help transform
the delivery of corporate services. For instance,
we are harnessing artificial intelligence and ma-
chine learning recruitment technology for process
automation and better decision-making, enabling
data-driven insights for a more effective end-to-end

recruitment process.

VITAL is developing central infrastructure, using a
“build once, use by many” approach. If each of the
100 public service agencies tried to develop its own
tools, it would take hundred times the effort. We
are creating a cloud-native automation platform to
allow agencies to access best of breed automation
tools without having to dedicate time or staff to
build them on their own.?

These new automation tools will augment rather
than replace our workforce. The workforce of the
future would be “citizen developers'—using low-code/
no-code applications to develop and maintain their
own bots and workflows. The bots will do the heavy
lifting while officers can become “supervisors of bots,”
with a focus on continuous process improvements,
exception handling, and other higher-value-added
tasks. However, to become “citizen developers,”
significant investment in human capital is required.
Therefore, VITAL is sending all our staff back to
school—to be equipped with either a certificate ora
specialist diploma in data analytics, RPA, and design
thinking.
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To conclude, the application of robotics and auto-
mation is not just enabling VITAL to provide public
service agencies with more effective and efficient
services; the core of our purpose is to equip and
empower our people by giving them the tools and
opportunities to move up the value chain. VITAL will
become an engine of transformation for Singapore
Public Service.
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TREND 6

Regulation that enables innovation

To catalyse innovation, government regulatory agencies can encourage investment, streamline
regulation, and set standards to promote industry best practices

William D. Eggers, Sam J Walsh, Carsten Joergensen, and Pankaj Kishnani



Introduction

Traditionally, regulators aim to mitigate social, eco-
nomic, safety, and environmental risks for consumers
while ensuring fair markets. As sweeping changes
in technology alter the regulatory environment,
regulators increasingly aren't just reacting—they are
being proactive, anticipating innovations and even
encouraging them. In an era where Al diagnoses
symptoms of diseases, climate change poses an
existential risk, and technology-based business
models can rise and fall within days, regulators
are anticipating and preparing for change more
than ever.

Regulatory agencies are being called upon to
not only protect consumers from the negative
effects of technology and economic shifts, but
also to help catalyse innovation in areas such as
climate sustainability and Al ethics. The twin role
creates a strategic tension for regulators: protecting

consumers and citizens through regulation while

ensuring regulations don't discourage innovation
and growth.

Wind energy projects, for example, struggle to thread
this regulatory needle. Many wind farms worldwide
are stuck in the permitting process. Only 19% and
21% of planned projects are under construction
in Europe and the United States respectively. The
South Fork Wind project off the coast of Rhode
Island, proposed in 2015, started its permitting
process under The National Environmental Policy
Act (NEPA) more than four years ago and remains
undeveloped.? The Environmental Impact Statement
process lasted nearly three years and required a
bevy of permits related to fisheries, endangered

species, clean water, and clean air.?

Regulatory agencies worldwide are adapting to
these tensions. Strategies include clarifying risks
to encourage investments, incentivising innovation,
streamlining regulation, and setting standards that
promote industry leading practices.



Walls coming down

Innovation vs. consumer safety: The safety of
consumers shouldn't come at the expense of
innovation. Regulators are deploying several
tools, such as sandboxes and accelerators, to
ensure consumer safety while promoting an
environment conducive to new technologies
and new business models (see infographic,
By the numbers: Regulation that enables in-

novation).

Pace vs. effective regulation: Effective reg-
ulation doesn't necessarily require years of
drafting regulations. Soft law instruments,
such as guidelines and standards, can rapidly

adapt to new business models.

Regulated entities vs. regulators: A custom-
er experience lens and risk-based regulations
can improve the relationship between busi-

nesses and regulators.

Higher protection for consumers vs. lower
regulatory requirement: Agencies can cut
red tape while maintaining consumer pro-
tections. Digital technologies can streamline
regulatory processes; and regulators can
proactively engage with regulated entities to
develop standards and guidelines that pro-
tect consumers from risks but at the same
time do not put unnecessary burden on

regulated entities.



By the numbers: Regulation that enables innovation

Fintech regulators are adopting innovative regulatory
initiatives to create a conducive regulatory environment
and improve oversight

Introduced new initiatives or accelerated planned
regulatory initiatives

Leversging suptech
Regulatory sandbox

Innovation office

Financial regulators are also using technology
(suptech) to become more data-driven and
proactively monitor risks

Number of suptech initiatives in 30+ countries

In development

Experimental
Operaiona

Regulators globally have embraced sandboxes
as a regulatory instrument to test innovative
business models

East Asia and Pacific
Europe and Central Asia
Africa n

Middle East and North Africa m
Latin America and Caribbean

6|

North America

South Asia

Regulatory innovation offices across
the globe

Energy sector sandboxes

Implemented In progress
+  Germany «  Austria
o ltaly «  France

«  SouthKorea «  Norway
«  The Netherlands «  Sweden

«  Singapore
«  The United Kingdom

Innovation offices

Australia  Hong Kong The Netherlands
Austria Hungary Norway

Bahrain Iceland Poland

Belgium  Indonesia Romania

Canada  Ireland Singapore

Cyprus Italy Spain

Denmark Japan Sweden

Estonia Latvia Switzerland
Finland Liechtenstein ~ Thailand

France Lithuania The United Kingdom
Germany  Malaysia The United States

Regulator/central bank-linked accelerators

AbuDhabi  Hungary
Bahrain Portugal
Dubai Singapore
France South Korea

Note: Suptech is supervisory technology that helps agencies to support supervision using innovative technologies.

Sources: World Bank and Cambridge Center for Alternative Finance, The global Covid-19 FinTech regulatory rapid assessment study, accessed February 10, 2023; World Bank, “Key data from regulatory
sandboxes across the globe,” November 1, 2020; ISGAN, Innovative regulatory approaches with focus on experimental sandboxes—casebook, May 2019; Simone di Castri et al., FSI Insights on policy
implementation no. 19: The suptech generations, Financial Stability Institute, October 2019; UNSGSA, Early lessons on regulatory innovations to enable inclusive FinTech: Innovation offices, regulatory

sandboxes, and RegTech, accessed February 10, 2023.



Trend in action

Encouraging investment by clarifying or
mitigating risks

Stakeholders rely on regulations to set expecta-
tions for risks. Regulatory uncertainty, on the other
hand, could foster distrust among consumers, limit
investments, and can even endanger markets The
recent implosion of a cryptocurrency exchange left
many wondering if tighter regulations could have
prevented disaster.’

Regulatory tools, such as sandboxes, can provide
increased certainty to regulators and regulated
entities. Sandboxes are safe testing environments
in which innovators can see their inventions play
out with certain regulatory leeway and appropri-
ate consumer protections. The use of such tools
signals to investors that regulators are inclined to
support innovation but will closely watch how the
market develops.

A Bank for International Settlements study anal-
ysed how entering the United Kingdom's fintech
regulatory sandbox affects fintech firms' ability
to raise funding. Firms selected for the sandbox
witnessed up to a 15% increase in capital raised.®
The sandbox reduced regulatory uncertainty, helped
firms bake in appropriate safeguards, and reduced
expenditures on regulatory consulting.’

Singapore’s regulatory sandbox that aims to mitigate
risks around autonomous vehicles (AV) has been
attracting investment to the city-nation. The launch
of Singapore’s AV sandbox in 2015 attracted many
foreign AV players. In 2017, Singapore introduced
traffic rules to regulate AV trials. Key requirements
included mandatory liability insurance, installation
of a data recorder, a safety driver, and obligation to
report malfunctions. Singapore set up a testing centre
to assess AV capabilities before allowing new tech on
the road.® Engineers train public transit AV at the same
facility.® Singapore is counted among the world’s

top countries ready for accepting and implement-
ing AVs® The country has gradually opened public
roads spanning more than 1,000 km to AVs."

Promoting innovation for regulators and
funding innovators

Regulatory agencies must evolve to adapt to inno-
vative new business models. Regulatory innovation
requires experimenting with new approaches, such
as sandboxes, and a shifting mindset that calls for
protecting the public while ensuring sustainable
market growth. Adopting regtech technologies
that improve oversight and enforcement can pro-
mote regulatory innovation. For example, Denmark
aims to develop digital-ready legislations that are
interoperable and less burdensome for public
administrators and businesses.? The country requires
every new legislation to go through a digital-ready

assessment.”®



Encouraging such innovations is the purpose of
the UK Regulators’ Pioneer Fund. The fund invests
in regulatory projects which encourage business
innovation, investing up to £10 million between
2018 and 2022 Care Quality Commission, the
UK's regulator of social and health care services,
received funding to test its sandbox ideas, engage
stakeholders through open discussions, and set
innovation principles as a guidebook for future
regulatory experiments.”®

While the United Kingdom funds regulatory inno-
vations through the Pioneer Fund, Australia funds
businesses through challenges and grants to
encourage regulatory innovation. One startup, with
a grant from the Business Research and Innovation
Initiative, developed an Al-powered, sensor moni-
toring system to monitor the health of exportable
livestock.® Another startup developed language
processing solutions to analyse disclosures of
listed companies in real-time. Another grant-funded
innovation will allow regulators to perform more

accurate asbestos testing.”

Similarly, governments can also fund innovators,
especially early-stage R&D in promising areas
that might be too high risk for private investors.
Government's many funding tools include grants,
challenges, prizes, loan guarantees, advanced
purchase agreements, and in some cases, direct
equity. Government financing propelled the research
and development (R&D) of COVID-19 vaccines and
helped assure businesses that they could invest in

vaccine production.”®

Similar grant mechanisms have also been used for
green energy and climate funding. The Swedish
Energy Agency has supported 250 startups with
approximately US$100 million in grants. The agency
grants up to US$770,000, depending on stages
of development, from concept development to
viable pilot.”®

Government agencies and regulators can also
use loans, loan guarantees, and direct equity to
boost innovation. The US Department of Energy

manages US$35 billion of debt and loan guar-
antees (see section, How US Department of
Energy catalyses innovation for clean energy).?
Morocco and Israel allow startups to choose
financing either as a refundable grant or equity

investment.?

Incentivising businesses to invest in and
consumers to adopt innovations
Incentives shape markets. Regulators can incen-
tivise investment in innovations through a slew of
direct and indirect tools.

The growth in Norway's electric vehicles (EV)
market has been buttressed by policy incentives.
In 2021, nearly 65% of cars sold in Norway were
EVs.22 By 2025, the country aims to reach 100%.%
The government's car tax system incentivises this
transformation. Low emission cars are exempt from
purchasing and vehicle registration tax, import tax,
and annual road traffic insurance tax. EVs also enjoy
reduced tolls, subsided parking, and access to bus
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lanes. Norway also has in place the “polluter pays'
principle, where high-emission vehicles pay more
taxes than EV owners.?*

Charging infrastructure has kept pace with EV sales.
In 2015, the Norwegian government subsidised
a push to construct a charging station every 50
kilometres along main roads, resulting in 21,000
charging stations across Norway in 2022.5 The
country also passed legislation empowering people
with the “right to charge,” including those living in
apartments and buildings—giving them the right
to access charging stations.?

Some regulators are going far beyond financial
incentives. The German government is funding
the KelRide, an on-demand autonomous electric
vehicle (AEV) ridesharing project for public trans-
portation.” Though the funding is sizeable, the key
attraction noted of the project is an ecosystem
of stakeholders and an AEV testing environment.
The project allows electric AVs to run on a 14 km

public road with dynamic re-routing of AVs (as
opposed to fixed routes) and a chance to test
AVs under real-life adverse weather conditions
such as rainfall, snowfall, and fog.?® If success-
ful, the project is expected to act as a blueprint

across Germany.?®

Likewise, Germany's Energy Agency (Deutsche
Energie-Agentur) launched the Start-Up Energy
Transition (SET) awards in 2017. The top 15 finalists
receive promotional videos and introductions to
potential customers, investors, and corporate
partners.®® Since 2020, SET has also added an
element called SET Mentoring that allows start-
ups to get their business models reviewed by the
energy agency.’’ When engaging with businesses
and offering advice, regulatory agencies should
guard against “regulatory capture.” Keeping sepa-
rate teams for regulatory and advisory functions,
providing equitable participation platforms, and
reforming internal decision-making processes, can

help agencies prevent regulatory capture.®

Endorsing and setting standards to
drive growth and convergence

Standards contribute to flexible, agile policymak-
ing.®® Standards also encourage collaboration, allow
technologies to interface with each other, and give
consumers accepted baselines of quality. They can
be a powerful tool.

The introduction of the Global System for Mobile
Communications (GSM) standards represents
a major success story in standard setting. The
European Telecommunications Standards Institute
(ETSI) defined protocols for telecom operators and
telecom equipment manufacturers. GSM made
technologies interoperable, saved development
and production costs, and allowed users to roam
freely across the globe.3* The GSM, first launched
as European standards and then adopted glob-
ally, currently has more than 5 billion unique

mobile users.®



Similarly, the Boiler and Pressure Vessel Code (BVPC),
first created in the United States and issued every
two years, has been adopted in over 140 countries.
The standards improve safety, prevent accidents,
and mitigate adverse environmental impacts by
avoiding leaks.”

As emerging business models mature, we may see
agencies setting standards to prevent online harms,
protect privacy, and encourage convergence of
technologies under metaverse.®

Streamlining regulatory processes

Long delays involved in permitting infrastructure
projects can be frustrating. This is particularly
problematic for green infrastructure given many
countries are committed to move towards green
energy. In the US, an Office of Management and
Budget-led effort to shrink those delays reduced
the average time needed for obtaining a permit
from 4.5 years to 2.5 years, a 45% reduction that
saved billions of dollars.®®

Australia has also recognised the issue. The 2022-23
Australian budget provides AUD$139.6 million to
advance environment law reform.* This includes
AUD$10 million for a single touch system to remove
the patchwork approval process at the federal,
state, and local level* The on-time decisions have
markedly improved, from 21% in December 2019 to
83% in June 2022.%

Moving forward

« Catalyseecosystemtobringinnovationfrom
lab to market: Regulatory agencies should
catalyse stakeholders, including researchers,
academia, industry, and philanthropies, to
build self-sustaining markets.

« Usesoftlaws to drive convergence: Soft laws
such asindustry guidelines, codes of conduct,
and standards can help regulators drive con-
vergence, enable interoperability between
different products, and set quality standards.

Mitigate risks to increase consumer confi-
dence: Proactively mitigating risks in markets
such as AVs and fintech can protect consum-

ers, encouraging consumer confidence.

Experiment and innovate: To promote agil-
ity, regulatory agencies should experiment
with new regulatory approaches to catalyse

innovation.



How the US Department of Energy catalyses innovation for clean energy

The US Department of Energy (DoE) has prioritised incentivising clean energy technology. DoE appointed its first chief commercialisation officer in 2018 to
ensure that technologies developed in national labs are commercialised for the American people* The DoE recognises that funding is not enough to catalyse
innovations. It also acts as a partner, regulator, and convenor to encourage businesses to innovate in clean energy.

« Funder: DoE funded projects include the small business innovation research (SBIR) program, technology commercialisation fund, and the Advanced Re-
search Projects Agency-Energy (ARPA-E)* DoE's funding is not limited to early-stage R&D. They have issued over US$35 billion of loans and loan guarantees
for 30+ large-scale energy projects®

« Partner: The Lab Partnering Service (LPS) is a collection of online services that connect businesses to information on leading specialists, successful inno-
vations, and patents across the DoE and national labs* DoE's American-Made challenge even offers startups vouchers to access DoE's 1/ national labs#

« Convenor: The LPS also connects investors and innovators. The National Renewable Energy Laboratory's (NREL) Innovation Incubator program, funded by
private philanthropies, assigns a researcher to each startup. The researcher guides them through the capabilities of the lab and its network of researchers,
investors, and industry partners?

« Regulator: DoF sets energy efficiency standards—another catalyst for innovation. The DoE authorised an industry council to create uniform standards
for low-emissivity windows. Some states mandated the standards, which substantially increased demand for such windows. The construction industry
benefited, not to mention power grids and consumers.



My take

Scott Streiner
Scott Streiner, former chair and CEOQ,
Canadian Transportation Agency
(CTA), 2015-21, now senior advisor,
Deloitte Canada

Reforms in regulatory mechanisms to ease the

way for citizen-centred innovation

In 2016, the Canadian Transportation Agency

(CTA)—a quasi-judicial tribunal and independent

regulator—launched a regulatory modernisation

initiative that involved a comprehensive review

of all regulations made and administered by the

organisation. The initiative's goals were:

« Ensuring that industry's obligations are clear,
predictable, and relevant to arange of existing

and emerging business practices

« Seeing that the demands associated with
compliance are only as high as necessary to
achieve the regulations’ purposes

« Facilitating the efficient and effective iden-
tification and correction of instances of

noncompliance

This ambitious project was completed in three years.
It resulted in the elimination of some requirements
and simplification of others to reduce compliance
burdens and allow transportation companies to
operate with greater agility. For example, the need
for the CTA to approve code-share agreements
between airlines was removed and the advance
notice airlines need to provide for certain leasing
arrangements was shortened from 45 to 15 days.

The initiative also produced a common set of air
passenger rights for the first time in Canada. Given
the high level of interest sparked by this compo-
nent of the initiative, the CTA used a creative mix
of methods to allow stakeholders and the broader
public to have their say: traditional written submis-
sions, online questionnaires, randomised surveys

of travellers in airports, bilateral discussions with

industry and consumer group representatives,

and virtual and public sessions across the country.

While the Air Passenger Protection Regulations
were criticised by some airlines for going too far
and some consumer advocates for not going far
enough, they spurred adoption of a range of inno-
vative techniques by industry to keep passengers
informed in real time when flights were delayed,
to track luggage, to process compensation claims,
and the like.

Alongside new rules for consumer protection, the CTA
enacted groundbreaking Accessible Transportation
for Persons with Disabilities Regulations aimed at
eliminating barriers for travellers with disabilities.
Based on feedback from disability rights groups and
the broader industry, these regulations were made
relatively prescriptive to avoid debate about complex
technical specifications—but critically, they were
accompanied by a legislative provision allowing
the CTA to exempt a company from a particular



requirement if the company has a different way of
achieving equivalent or better results.

That provision was designed to facilitate innovation
by allowing transportation providers to develop and
implement new technologies and approaches for
ensuring accessible travel without running afoul
of the rules. This strategy for reconciling detailed
requirements with scope for innovation may be

worth considering in other regulatory contexts.

The CTA was under no obligation to undertake
such fundamental and sweeping regulatory reform.
But it recognised that the status quo, while not
intolerable, was far from optimal; so, it decided
to be a catalyst for change—a choice more and
more regulators are making as business models
and public expectations rapidly evolve.
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TREND 7

Teaming up to deliver whole health

Governments are exploring an approach that centres on wellness and prevention,
not just treatment of disease
David Betts, Julia Elligers, and Alison Muckle
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Introduction

For centuries, a reductive approach to health care
divided patients into components: organs, tissues,
cells, organelles. Doctors would identify the parts
responsible for iliness and attempt to treat those
parts. Only recently have treatment approaches
begun to recognise that patients don't just break
into smaller systems; they exist within larger ones!
Centuries after John Snow removed the handle of
the Broad Street Pump,? we still rely on curious cli-
nicians to identify patterns among the population,
and we still diagnose and treat patients roughly like
wed fix a broken car. But health care can do more
than just conceive of an ideal body, compare it to
the patient, and address the faulty parts.

Advances in medical science have improved our
understanding of complex biological systems and
how they contribute to disease and dysfunction.
We've also learned that human health is influenced
profoundly by factors such as pollution, the built
environment, and economic conditions.?

As costs continue to rise, health care systems
everywhere face pressure to meet increasing de-
mand with limited resources.* Cost savings from
prevention thus look extremely tempting. To reap
these benefits, many governments are exploring
what we're calling “whole health,” an approach
centred on wellness rather than illness.’ A whole-
health approach emphasises the many external
factors involved in human health and encourages
community investments that foster it. It stresses
communication, collaboration, and integration
across health services, sectors, and agencies.

The whole-health approach is not altogether
new—for decades, health leaders have coordinated
care to manage chronic conditions like diabetes,
and more recently, health-financing models are
beginning to prioritise population health.t Today,
governments across the globe are committing to
creating capacity for populations to invest in their
goals, satisfy their needs, and optimise their health
and well-being.

Whole health can help improve health outcomes,
reduce health care costs, and enhance the experi-
ences of both patients and caregivers.” It attempts
to unite the aims of public health and health care,
aligning the often-competing incentives of the two
sectors behind shared objectives. Many agencies
today are working with multiple partners to improve
population health while increasing the value and
reach of their investments, with shared mechanisms

for governance, accountability, and funding.



07

Walls coming down

Among health services: Primary care phy-
sicians, specialists, and psychological and
therapeutic providers collaborate to put pa-
tients first.

Across government agencies that support
health: Agencies recognise that their collec-

tive impact could improve with coordination.

Between health care and other sectors that
support health: Understanding how social,
economic, and environmental factors influ-
ence health can shape expectations for many

sectors.

Between government agencies and the
private sector: Businesses realise that
contributing to healthy communities, and
investing in the health workforce, improves

their bottom lines.
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By the numbers: Teaming up to deliver whole health

Percentage of city leaders who responded to the survey across the Percentage of city leaders surveyed across the globe who plan to use
globe who plan to increase investments in mental health services public-private partnerships to deliver public health, mental health or

addiction treatment services over the next five years
89% 9
83% 76%
0 71% 68% Percentage
4% - - e e T1%

Asia MENA Latin Africa North Europe

America America

Percentage of citizens surveyed across the globe who want their

city leaders to expand mental health and social services over the 59%
next five years
Expand mental | Expand
health services | social services
, 50% 48%
Emerging
economies
46% 29%
Advanced
economies

Source: Thoughtlab, "A roadmap for the next phase of urban transformation,” accessed February 10, 2023.
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Trend in action

To leverage a whole-health approach, governments
can help support care recipients, care deliverers,
and the entire health ecosystem.

The “whole person” receiving care

The World Health Organisation defines health as
"a state of complete physical, mental and social
well-being and not merely the absence of disease or
infirmity."® Yet, our health systems are still designed
largely to target and treat disease, not to optimise
whole health. Given ever-rising health care expen-
ditures, policymakers are seeking new ways both
to improve population health and reduce costs.®

Community-integrated health systems

A whole-health approach often implies integrating
care across different organisations and settings,
linking hospital and community-based services,
physical and mental health services, and social care.

In 2022, England's National Health Service (NHS)
established 42 geographically based Integrated
Care Systems across England as part of a statutory
reorganisation.® These systems were designed to
connect NHS providers and commissioners with
local authorities and other area partners to plan,
coordinate, and administer health and social care
services; each receives a budget based on an as-
sessment of local needs.

Other organisations apply a personalised approach
to care. In 1998, Anchorage, Alaska's Southcentral
Foundation (Southcentral) introduced the Nuka
System of Care, an award-winning and globally
influential approach to health. According to the
foundation, “The Nuka System of Care focuses
on understanding each individual’s unique story,
values, and influences.”” The entire staff takes
core training in Alaska Native storytelling culture;
patients in turn use stories to relate to their health
and continue their personal stories in treatment.

Patients make care decisions in conjunction with

their families and a team of care providers. This
focus on the patient's individual history, self-image,
and relationships helps the system identify and
address factors such as access to housing, food,
and safe neighbourhoods.”

Southcentral has achieved a 98% patient satisfac-
tion rate, reached the 95% percentile in national
standards of diabetes care, and sustained a 58%
reduction in visits to specialist clinics.”® Nearly 900
organisations and 33 nations around the world
have studied the Nuka system for best practices.”
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Taking a more holistic approach to health, as well
as addressing gaps in equity, is a key goal of New
Zealand's health reforms. The Pae Ora (Healthy
Futures) Act 2022 provides a new vision for holistic
care and Maori health.® The legislation aims to
provide a platform to address health inequities
faced by Maori and better health outcomes for all,
by encompassing three key elements:

1. Mauri Ora: Healthy individuals
2. Whanau Ora: Healthy families

3. Wai Ora: Healthy environments

These elements of Pae Ora are interconnected
and mutually reinforcing. The reforms aim to bring
decision-making to the local level through place-
based strategies; Maori Iwi Partnership Boards
play a key governance role in development of
locality-based plans. These plans extend beyond
just health care needs and consider social, housing,
and other service needs through a community-led
consultation process.

To help address the large gaps in equity, Pae Ora
centres on the importance of matauranga Maori,
or Maori knowledge, being critical for finding a
pathway forward. It emphasises Maori leading their
own health gains and strategic direction for the fu-
ture: Maori solutions developed by Maori for Maori.

A new value proposition for population health
Common fee-for-service payment models can limit
the transformative potential of integrated care ap-
proaches. Some US states are legally restricted from
billing for both primary care and behavioural health
services on the same day, and Medicare coverage of
collaborative care can be inadequate. Startup costs
to implement integrated care, including staffing and
technology, are not always reimbursable.

To realise savings through integrated care, some
health systems now link payments with results
through value-based care models that reward phy-
sicians for the quality of care provided, rather than
the number of patients treated. \Value-based care
allows patients to drive their own care and considers
them in context of their families, communities, and
the entire health ecosystem. These models have
picked up steam over the last decade; investments
in them quadrupled during the COVID-19 pandemic.'
Figure 1visualises the whole-health approachin a

value-based care framework.


https://www2.deloitte.com/content/dam/Deloitte/us/Documents/life-sciences-health-care/us-lshc-leveraging-virtual-health-within-a-value-based-care-framework.pdf

FIGURE 1
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Avalue-based care framework for whole health

Community involvement

Community engagement
and trusting relationships

Health care embedded into

larger ecosystem of community
resources

NS

Community support
network and enhanced
infrastructure

Patients
Activated and informed

Refining and influencing
the system

Improved health outcomes

Health system

Health system and
provider support

Incentives aligned to health
equity and value

NS

Proactive care teams
supported by training
and data insights

Source: David Betts et al., Leveraging virtual health within a value-based care framework: Advancing health equity in the Medicaid population, Deloitte and United States

of Care, January 23, 2023.”

Extending the reach of health care

Health leaders increasingly seek to prevent health
problems before they occur. Clinicians care for the
whole person by screening for social and environ-
mental risk factors linked to health outcomes. A
recent US Bureau of Labour Statistics survey found
that 70% of community health centres screen for
these risk factors.®

One model is Developmental Understanding and
Legal Collaboration for Everyone (DULCE), currently
in use at 13 sites across the United States.”® Since
families are most likely to visit the doctor during a
child’s first six months, those entering the program
are screened for a set of social-related health needs
and then connected to a multisectoral care team
of specialists that meets weekly to review each
case.”? Each team includes clinical care workers,
a representative of a community early-childhood
organisation, a family specialist trained in evi-
dence-based and empathetic care and a legal expert
to help with access to programs.?
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A whole-health program treats veterans

American veterans are twice as likely as the general population to die from opiate overdose.
Drug abuse problems are particularly complex, often involving both physical conditions and
social factors. In 2018, the US Veterans Health Administration (VHA) introduced its Whole
Health program, which works with veterans to develop personal health plans and teaches
them skills for ongoing self-care. An integrated clinical care team helps manage each vet-
erans treatment and seeks to account for factors such as the veteran's sense of purpose,
psychological profile, and physical health.

Veterans meet with fellow veterans trained as peer facilitators to discuss their lives and aspi-
rations. They also can take advantage of evidence-based complementary health approaches
offered in their communities, such as acupuncture, meditation, yoga, and tai chi.

VHA piloted the program at 18 sites, reaching more than 130,000 veterans. In two years, 31%
of veterans with chronic pain had used whole-health services. Average opioid use among the
participants fell by 38%, versus just 11% for nonparticipants. Veterans who used whole-health
services also reported less stress and increased healthy behaviours, indicating improve-
ments in overall well-being.

A randomised-controlled trial of the program found
that it resulted in quicker access to supports, better
completion rates for well-child visits and immuni-
sations, and reduced use of emergency room care
by DULCE families.??

The “whole person” delivering care

Whole-health care requires a capable and healthy
workforce. Yet many health workers face growing
workloads, daunting administrative burdens,
inadequate funding, and mental and emotional
exhaustion.? A 2020 survey of more than 2,700
health professionals in 60 nations found that more
than half reported signs of burnout.?* Many health
professionals are leaving the field; in 2023, the United
States alone may face a shortage of up to a million
nurses.?> Some have posited that health worker
burnout is not just a matter of individual emotional
exhaustion but could also involve inadequate and

outdated systems.? The current workforce crisis
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represents an opportunity to rebuild our care de-
livery systems and refocus on meaning and value
in health care work.”

A better-supported workforce can better support
its patients. Australia’s Stability, Encompassing,
Endurance and Direction (SEED) program is a
team-based approach to health worker wellness
codesigned by health workers to meet their specific
needs.”® The model works to create a supportive
workplace atmosphere to foster collective resilience,
by encouraging personnel to look after their own
well-being while on the job.

Examples of some of the activities SEED has imple-
mented include a “S(Crap) Notebook” communal
journal allowing frontline staff to reflect and share
their stressful and unique stories during the pan-
demic. Another example is a handcrafted wooden
“Reflection Tree" placed upon the wall to reflect
the growth of a hospital after it was endangered by
bushfires. Staff used the tree to post acts of kindness

or thoughts of gratitude. SEED's Wellness Warrior
Training trained staff members in ways to create a
supportive work environment, such as purposeful
listening to colleagues’ concerns. Participating staff
have described a sense of human flourishing as a
result of SEED.?®

Diversifying and expanding the workforce can also
help relieve some of the pressures on health workers.

Some governments are redefining “health care
worker” to include nontraditional workers, such
as faith leaders, barbers, teachers, and other com-
munity members, expanding the workforce in ways
that increase community connections. Community
health centres have long led the way in bringing
community members, or peers with lived experi-
ence, into health care through the incorporation
of “promotores” or community health workers.*°
This approach can help ensure the values and pri-
orities of the communities served are embedded
into care delivery.

Community members can also be trained in mental
health awareness to identify common concerns
and help treat people in the community or refer
them to care. In Zimbabwe's Friendship Bench
program, “grandmothers” offer problem-solving
therapies to community members, stationing
themselves at benches. Participating older women
are taught to identify the symptoms of common,
easily managed mental health conditions and offer
support. The Friendship Bench has demonstrated
promising results, with one study of more than 500
participants finding that after six months only 14%
of those assigned to the Friendship Bench report-
ed depression versus 50% assigned to standard
psychiatric care.’

In short, caring for the whole health of care work-
ers—and expanding the definition of who can
be a health worker—can lead to a more resilient,
satisfied workforce better equipped to go be-
yond disease-centric care to creating healthier

communities.
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The whole health of the care ecosystem

Whole health should be a collaborative effort, link-
ing health aims, data, and incentives with services
such as housing, transportation, education, and
social supports. Federal, state, and local agencies
can partner with the private sector, nonprofits,

and local communities to leverage population
data about what factors drive health and scale
effective programs.

Investing in population health data systems
The pandemic forged a number of relationships
between health agencies and nonhealth sectors.®
Some countries created new infrastructure to enable
data-sharing and communication between health
agencies and health care entities.

The US Centers for Disease Control and Prevention
funds cross-cutting initiatives to help bolster the
infrastructure for future pandemic preparedness.®
The program has scaled up a number of efforts to
modernise public health data, including electronic
case reporting, a method for real-time data-sharing
between health care entities and health agencies.
The effort also resulted in the creation of a national
centre for epidemic forecasting and outbreak analytics,
which acts as a hub for advanced disease modelling
which can disseminate data rapidly for public health
decision-making.?*

In Sweden, the Hope platform offers a one-stop
destination for health data. It enables communica-
tion and data-sharing between patients and health
care and research entities. Through the HOPE app,
patients can share their data, book appointments,
receive notes and reminders, and access records

from all of their care providers in a single place.®

Multisectoral collaboration

Linking health services with multiple government
services like housing, transportation, education, and
social care can equip government to make whole
health a collaborative aim. Various federal, state,
and local agencies are partnering with the private
sector, NGOs, and local communities to address
social determinants of health and scale programs.

The US Department of Health and Human Services
launched in 2023 a first-of-its-kind Federal Plan for
Equitable Long-Term Resilience and Recovery (EL-
TRR), which details a whole-of-government strategy
for federal agencies to collaboratively strengthen
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the vital conditions for community well-being and
resilience across the United States.* The 35-mem-
ber interagency work group is composed of senior
leaders in both health and nonhealth agencies.
The plan aims to foster community-centred col-
laboration within and outside of government to
achieve the aim of “all people and places thriving,
no exceptions.”” Notably, the plan also recommends
adapting steady-state and other current funds to
transform systems and enable wellness. Leveraging
existing flexibilities across federal assets can allow
for more efficient and impactful spending toward
whole health.®®

In Los Angeles, the Magnolia Community Initiative
(MCI) exemplifies a whole-health, whole-of-com-
munity approach to care. More than 75 partners
including local nonprofits, government agencies,
early-childhood care providers, universities, and
faith-based organisations, collaborate to co-design
policies and practices for improving child health

and educational outcomes.?® The initiative serves

35,000 children living in a neighbourhood where 50%
of children live in poverty, 35% are overweight, and
70% are not proficient in reading by the third grade.*
Leveraging data from a population dashboard that
measures actions toward improvement, MCI devel-
oped a daily reading practice tracker, with family
support programs, teachers, and families tracking
children’s daily reading routines. The program works
to increase child language acquisition and reduce
childhood vulnerability.*

MCI has also become a physical and virtual one-
stop-shop centre for family support. Residents
enter information only once to access all commu-
nity-based services. When families visit MCI, they
have access to a range of educational, health, and
social service providers in one location.”? The halls
are covered with cheerful murals, a nature centre
allows for exploration, and once a week, a farmers’

market is stationed on site with subsidised produce.

Likewise, the Healthy Chicago initiative began with
an effort to directly address the social determinants

of health, creating strategies to increase access
to healthy foods and create more walkable neigh-
bourhoods. Hundreds of community partners from
different disciplines contributed to more than 200
coordinated strategies. The Chicago Department
of Transportation, for instance, began redesigning
streets to make them more walkable for the elderly
in low-income neighbourhoods. In the next iteration
of the initiative, Healthy Chicago 2025, partners are
working to develop a citywide equity dashboard to
measure progress against a set of indicators for
health and racial equity. The dashboard will serve
as a North Star for planning, implementation, and
evaluation of all city programs.

On-the-ground knowledge and shared purpose
of community can complement government and
medical expertise to help create a whole health eco-
system. Data collection and sharing can render this
combination more powerful. Communities, health
organisations (public and private), and government
services each have important roles to play.
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Moving forward

Globally, health care is often a convoluted patch-
work of misplaced incentives, interwoven social
conditions, and urgent, real-life needs. Keeping one
community healthy may rest on the shoulders of
neighbours, community organisations, hospitals,
schools, counsellors, insurers, employers, health
departments, and city planners.

Aligning their different interests isn't easy. And
that's why the public sector should explore al-
ternate funding models, such as broadening the
use of value-based care models and incentivising
interagency collaboration, and recognise the influ-
ence of social determinants of health on patient
wellness. Connecting the big picture to the acute
problem can save money, produce better health
outcomes, and hopefully improve some of society's
interrelated problems.
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TREND 8

End-to-end justice

Creating a more just society calls for collaboration and resource-sharing across the justice system and
beyond with businesses, non-profits, and communities

Alex Mirkow, Karen von Monsjou, Claire Gibson, Lauren Jackson, and Joe Mariani



Introduction

“"Who is not against child labour?” That is the
question that occurred to Alberto Mora when he
was general counsel for an international food and
candy company. Travelling to Ghana to visit the
farms where cocoa was harvested, he quickly real-
ised the situation was more complicated. Much of
the cocoa was grown on family farms of 1-2 acres,
where cocoa pods were laboriously harvested by
hand with machetes and baskets. While these
families desperately wanted their children to get an
education (without exception, none of the families
Alberto met wanted their children to follow them
into cocoa farming), they had very limited resources.
So, if another family member fell ill or there was
another problem, they often had no choice but to
pull their children from school to be able to turn
in the harvest.

A trained lawyer, Mora came to understand that
simply passing a law against child labour would

not change this situation. But he also saw that his
company could play a role and, indeed, had to play
arole. Much of the child labour he encountered in
Africa resulted from the economic realities faced
by poor families living on the margin. Being against
child labour required more than just regulatory
compliance; it demanded that companies also
work to improve the economic situation of their
farmers, providing them with the resources to
hire workers so that they could both earn a more
secure livelihood and still send their children
to school.

Improving the economic situation of farmers in
West Africa is a complex problem that even a large
multinational company cannot affect alone. In this
way, it illustrates one of the major trends emerging
in justice today: creating a more effective and equi-
table justice system takes more than just laws and
police; it takes organisations from the public and
private sectors working together to tackle some
of society’s most difficult challenges, particularly
for those at the bottom of the production chain.

Justice is not the purview of a single government
entity. It takes shape from multiple moving parts,
including government agencies, civil society, the
private sector, and policies that influence incentives
in our communities. Even the three major compo-
nents of the justice system—courts, corrections,
and law enforcement—are themselves made up
of thousands of moving parts. Law enforcement in
the United States alone includes more than 18,000
distinct police departments at the federal, state,
county, and local levels.?

As a result, achieving a justice system'’s desired
outcomes—whether a reduction in crime or swifter,
fairer operations—demands collaboration. An
effective justice system works together.

Take court backlogs. Backlogs, like other outcomes
of the justice system, are a complex phenomenon
beyond the control of any one organisation. A 2021
report found that each US state and local court faces
an average backlog of 1,274 cases.® The Hawaiian



Island of Oahu’s courts were no exception. How-
ever, an analysis of Oahu's backlogs revealed that a
large chunk of cases belonged to a relatively small
group of repeat offenders in the homeless popula-
tion—with an average of over 10 cases each. They
faced violations related to homelessness, such
as sitting or sleeping on sidewalks. This wasn't an
issue of courts needing to move faster—it was of
courts being the wrong venue. The Prosecutor and
Public Defenders’ offices collaborated to create an
alternative—the Community Outreach Court, with
multiple locations across Oahu. The alternative court
cleared 601 cases in its first year by focusing on
solving homelessness rather than on prosecution.?

Walls coming down

Sharing data, budgets, programs, intelligence,
and other resources among different compo-
nents of the justice system not only curtails
errors and redundancies but also enhances
the capacity of justice organisations to fulfill
their mission.

Proactive collaboration between justice
organisations and other government entities
when dealing with common issues reduces

friction and enhances efficiency.

Partnerships between justice organisa-
tions and nongovernmental entities such
as commercial companies, universities, civic
organisations, and community groups make
the justice system more responsive to pub-
lic needs and resilient to sudden shocks (see
infographic, By the numbers: End-to-end
justice).



By the numbers: End-to-end justice

Countries are building interoperability within
their criminal justice systems

HM Courts and Tribunal Service Common Platform,
United Kingdom

A €300 million digital case management system
that replaced multiple outdated software in the
legal system with a single cloud-based platform,
Common Platform enables all stakeholders to
access and log case information on a single portal.

Justice organisations are collaborating
with private players to expand their reach
and capacity

Law enforcement agencies in 35 countries worked
collaboratively with technology companies,
cybersecurity firms, internet service providers, and
domain registries to take down the Necurs botnet,
which had infected more than 9 million computers
globally.

Law enforcement agencies are collaborating with other public entities to enhance justice outcomes

Police coresponder program, Boulder County (United States)

In Boulder, Colorado, clinicians ride along with police when
responding to emergency calls to divert persons dealing with

Cost . US$600,000

mental health crises into treatments instead of incarceration.
The program costs around US$600,000 a year but saves the

community US$3 million by reducing jail costs.

Savings USS$3 million

Sources: Catherine Baksi, “Common platform for case records ‘so flawed it has a mind of its own'’,” Times, September 21, 2022; Brian
Barrett, "How Microsoft dismantled the infamous Necurs botnet,” Wired, March 18, 2020; “Christopher N. Osher, "Mental health and

substance-use disorders are growing problems in Colorado. Pairing police with mental health professionals could help," Denver Post,

January 2, 2018.

Trend in action

Complex problems typically cut across the remits
of different organisations and sectors. Breaking
the barriers between organisations creates more
opportunities for collaboration and data-sharing,
helping justice organisations make progress on
the toughest challenges they face.

Unlocking efficiencies within the justice
system

Justice organisations are not monolithic. Courts
pursue very different missions than law enforcement
or corrections. Yet, the common goal of creating
a more just society creates interdependencies.

Sharing information, resources, or expertise among
justice organisations can improve outcomes. For
example, India is setting up the Interoperable Criminal
Justice System (ICJS), a cloud-based national platform
to enable the seamless transfer of data and information
among different pillars of the criminal justice system,



including police, courts, jails, and forensic science
laboratories. In Phase | of the project, designers
implemented and stabilised individual IT systems.
They also enabled a function to search records.
Phase Il, which is targeted for completion by 2026,
will build on the system to enable the principle
of “one data, one entry,” whereby data entered
once in a single pillar is seamlessly available in all
other pillars.’ By enabling seamless data-sharing,
the ICJS platform aims to increase effectiveness
and efficiency across the criminal justice system.
Providing all the relevant case information to
courts in real time should enhance case and
court management. The analytics built into the
platform will also help improve investigations and
enable lawmakers to make timely, evidence-based
decisions.®

Coordinating interagency response

The very nature of a justice organisation’s work
brings it in close proximity to other government
agencies. For example, when responding to vio-
lent crime, the police collaborate with traffic,
emergency medical, and health agencies on the

same incident.

Agencies have disparate missions, cultures, and
processes. They also have different areas of expertise.
Collaboration, done effectively, can provide beneficial
perspectives and aligned goals. Proactive collabora-
tion even allows agencies to establish protocols for
situations involving multiple jurisdictions, like the inter-
agency incident command structure developed after

Hurricane Katrina.”

Collaboration is key to police helping people
undergoing a mental health crisis. It is estimated
that at least 20% of police calls for service in the
United States involve a person with a mentalillness

or substance abuse.? Such calls require more of a

police officer's time than burglaries, assaults, or
traffic accidents.® While the police are trained to
investigate crime, they typically are not equipped to
support mental health crises. Therefore, many cities
are experimenting with coresponder programs, where
teams of police officers and social workers respond
to calls together. The logic for such partnerships
is clear; getting more people into social programs
not only helps them overcome their crises but also
lightens the load on police, freeing up resources
for crimes within their training. For example, the
Denver Police Department has partnered with the
Mental Health Center of Denver to launch the
Crisis Intervention Response Unit (CIRU). CIRU is a
coresponder program in which trained clinicians
ride along with police officers to offer assistance
to people suffering from mental, or substance-use
issues.® Coresponder programs not only help peo-
ple dealing with mental or substance-abuse crises,
but they also save money. A coresponder program
implemented in Eugene, Oregon, saved the city
more than US$14 million in ambulance rides and
emergency room visits in 2018 alone."



Deploying community-enabled
solutions

Crime doesn't happen in a vacuum. It affects every-
one in some form, be they citizens, businesses, or
nonprofits. With the involvement of this wide swath
of stakeholders, the past few years have witnessed
arise in community-driven solutions to tackle some
of society’'s biggest problems, including crime.
Justice organisations and the government at large
are increasingly collaborating with an extensive
network of problem-solvers.

Take, for instance, cybercrime. Cyberattacks have
become increasingly pervasive. Their targets are
widespread—citizens, universities, businesses, and
governments. The current stream of attacks may be
the tip of the iceberg. It is estimated that there will
be new ransomware attacks every two seconds by
2031, up from every 11 seconds in 2021.? The sheer
scale of cyberattacks makes it impossible for any
single organisation, government, or even a country

to have visibility into the entire spectrum of cyber-

crime, let alone deploy countermeasures. Therefore,
countries are beginning to share information and
take collaborative action against cybercrime.

One transnational public-private cybersecurity
collaboration took down Emotet, the world's largest
botnet. Europol, the European Union's law enforce-
ment agency, led a coalition of law enforcement
agencies from eight countries—the United States,
Canada, the United Kingdom, the Netherlands,
Germany, France, Lithuania, and Ukraine—and
private security researchers to eradicate the Emotet
infrastructure® To disrupt Emotet, law enforcement
agencies and a large group of security industry players
collaborated to simultaneously hijack hundreds of
Emotet’s command and control infrastructure (spread
across more than 90 countries). The expertise of
technology firms also played a critical role in the
global takedown. For instance, in the United States,
Team Cymru—a threat intelligence company—
helped the US Federal Bureau of Investigation (FBI)
pull off the operation. The company detailed and

validated the IP addresses of Emotet’s controllers
and recruited network operators to help take down

the servers.”



Dutch investments to tackle organised crime

Organised crime doesn't respect borders. It cuts across nations, and its negative impacts touch every aspect of the justice system. So, when authorities in the
Netherlands decided to tackle organised crime, they did so not with a single investment but with many investments spread out across both justice organisa-
tions and industry. The goal was not just to catch more criminals but to deprive criminals of the opportunity to commit crimes.”

That goal required actions that prevented, disrupted, and punished crime:

« Prevention. Recognising that turning youth away from a life of crime would deprive organised crime of a key source of new recruits, Dutch authorities
dedicated €103 million to programs for youth workers, teachers, and community officials to divert youth from crime.®

« Disruption. Denying the opportunity to commit a crime also means disrupting criminal activity where it takes place, often in public markets and places.
Therefore, Dutch investments spread beyond purely government organisations and extended to private industry as well. For example, €73 million was
dedicated to beefing up screening and surveillance at ports and airports, while another €10 million went to entrepreneurs to counter money laundering
and help spot illegal activity.”

« Punishment. Organised crime leaders stop at nothing to continue running their operations, even from behind bars. Therefore, authorities in the Netherlands
invested €34 million in corrections to establish a higher-security division of prisons to house organised crime leaders to help prevent them from continuing
to run the business while incarcerated.® By working with courts to adopt video hearings, corrections officials can even cut down on escape risk by reducing
the need for high-risk transits to court.

Complex justice problems such as countering organised crime defy easy solutions. They take concerted efforts spread across many players, both within and
outside government.



Moving forward

Align on a common vision. Proactively engag-
ing with multiple stakeholders can help justice
organisations set community-defined goals,
which can in turn help justice organisations
think of outside-the-box approaches to solv-
ing challenges. Further, setting measurable
metrics of success in achieving those goals
can align priorities, operations, and resources
to better match the needs of the broader

community.

Execution by network. Justice organisations
should nurture collaborative public-private
ecosystems of technology companies, univer-
sities, research labs, and other public sector
entities. These ecosystems can contribute
to collective intelligence that exponentially
increase justice organisations’ ability to mit-
igate society's biggest challenges.

Set clear expectations and boundaries for
collaboration. Setting terms and establishing
protocols at the onset of collaboration helps
define each organisation’s role in situations
involving multiple organisations. It also helps
organisations avoid overstepping boundaries.

Look to peers for examples of success. While
no two justice systems are identical, many are
wrestling with the same challenges. There-
fore, establishing “coalitions of the willing” of
justice organisations grappling with similar
challenges can help surface success sto-
ries, gather data on what works and why, and
accelerate the success of end-to-end justice
for all participants.



My take

Toby Hayward-Butcher
Head of strategy and delivery for
BOLD, UK Ministry of Justice

Connecting data to better help society’s most

vulnerable

Governments around the world hold vast amounts
of data, but it's not always in the best shape. Our
data sets have grown organically over decades;
as a result, they vary in quality, are sometimes
on outdated systems, and are often held across
multiple departments.

In the United Kingdom, we recognised that im-
proving and joining some of those data sets could
help us better design support for the people we
want to help. For example, suppose we could link
employment data to prison data. In that case, we
could better understand whether the rehabilitative
interventions we provide to prisoners are helping

them find work when they leave prison. That's why
we set up the Better Outcomes through Linked
Data (BOLD) program.

BOLD is focused on four pilot projects: reducing
homelessness, supporting victims of crime, reducing
substance misuse and reoffending. Ultimately, the
program seeks to understand peoples’ pathways in
these areas—and crucially, the interplay between
them—to identify which government interventions
make a difference. We want to know how best to
support people and invest taxpayer’s money.

Our approach focuses on “use cases,” so we start
with real-world applications in mind where linking
data could lead to improvements. From there, we
identify which data sets to link, analyse the linked
data to generate insights, and augment our findings
with user research. The use-case approach means
we don't look for data for the sake of it, and we
don't deploy technology just because we can—we
see both data and technology as enablers for the
improvements we want to unlock.

Of course, linking data is not straightforward.Across
the United Kingdom’s government departments,
there isn't yet a central catalogue of data sets,
and we pseudonymise data to ensure privacy is

respected at every step.

But the overarching challenge is creating shared in-
centives between different agencies and departments
to collaborate and share their data. In contrast to
the traditional transactional model of data-sharing
across government, BOLD is a cross-government
program designed upon the shared problems that
government departments will be motivated to
collaborate on. We have hired staff into multiple
government departments (health, justice, housing),
and they all work out of those departments but as
part of a single unified program.

Data linking in government and public services has
transformative potential—and the BOLD program
aims to show precisely that.
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Security by network

Aligning business and government interests for national security
Beth McGrath, Darren Hawco, Elizabeth Mardell, Adam Routh, and Akash Keyal



Introduction

On May 13,1972, the newly christened USS Nimitz
slid down Slipway 11 of Newport News Shipbuilding
and Dry Dock Co., launching not just one ship but
the largest class of warships ever built.2 Indeed,
the Nimitz, at more than 1,000 feet long, was more:
an advertisement for and indicator of American
dominance in the entire scope of national security.
The US government was the world’s largest player
in technology and innovation; lawmakers in Wash-
ington, D.C., could set industry agendas through

purchases, grants, and regulations.

Decades later, the global security environment has
shifted. The Nimitz class of warships would remain
the world's largest for the next four decades,® but
they no longer served as the same metaphor for
supreme federal power. Globally, commercial
R&D spending eclipsed government levels,* and
democratising technology meant that indus-

trial decisions would now be driven by a host of

different international public and private participants,
each with differing agendas and incentives. When
it comes to national security today, government is
less an aircraft carrier than one ship—albeit a large
ship—among many, with routes intersecting and
crisscrossed with destinations varied.

Russia’s invasion of Ukraine has highlighted this
trend toward a more disaggregated, interest-driven
world, with a wide range of public- and private-sector
organisations making independent decisions, each
with an impact on military and security outcomes.

Shortly after Russia's invasion of Ukraine, companies
began to pull out of the Russian market,® motivated
not by any central security decision, such as a
nation's imposition of sanctions, but by the diverse
pull of shareholders and customers overwhelmingly
opposed to Russia’s actions and the business risk
they believe resulted from Moscow's choices.® The
trend of disaggregated action continued as the

conflict evolved. For example, when attacks threat-

ened Ukrainian communications infrastructure,
Ukraine's deputy prime minister tweeted an appeal
to SpaceX, which moved quickly to provide Starlink
internet service and terminals.” The satellite-based
technology’s ubiquity and jamming resistance helped
Ukraine, in the words of an adviser to President
Zelenskyy, “survive the most critical moments
of war.”® But the nation's appeal to and reliance on
the actions of a private company—one based thou-



sands of miles away, no less—to bolster its national
security put Ukraine in an awkward position where
it had to consider the interests of a private sector

actor to preserve a critical wartime capability.®

As governments around the world grapple with this
trend, it is increasingly clear more collaboration
with public and private participants is necessary
to protect national security. Indeed, leaders are
beginning to evolve new approaches and new
tools to shape commercial partners’ incentives
and protect public security.

Walls coming down

Traditional distinctions between purely
commercial and national security issues
are becoming increasingly fuzzy with corpo-
rate actions to pull out of countries, relocate
manufacturing plants, or provide/deny service

having significant national implications.

Renewed strategic competition between
major powers is driving new collaboration
between other nations on issues beyond
security as they find their interests currently
aligned.

Global, interdependent supply chains also
increase the shared risk for both government
and businesses as conflicts, or other disrup-
tions, can cause whole industries to grind to
a halt.



By the numbers: Security by network

Independent commercial Increasingly blurred lines

decisions have an impact between good and bad Researchers assess that at least four of the

on security outcomes actors in cybersecurity most advanced cyberthreat groups in the world
are freelancers who work for both nation-states

companies have curtailed operations in Russia
since its invasion of Ukraine.

and criminal interests.

Consolidation of commercial supply chains can create national security vulnerabilities

63% 80%

Global market share Global market )
in assembly, testing, share in photovoltaic
and packaging of cell manufacturing
semiconductors China

Taiwan

China

South Korea

Japan

94% 91%
Global market share Global market
in rare earth permanent share in rare earth
magnet production metal oralloy
China production

China

Sources: CELI, “Over 1,000 companies have curtailed operations in Russia—but some remain,” February 8, 2023; Mandiant, “Advanced persistent threats (APTs)," accessed February 9, 2023; Saif M. Khan,
Alexander Mann, and Dahlia Peterson, The semiconductor supply chain: Assessing national competitiveness, CSET, January 2021; US Department of Energy, Solar Photovoltaics, February 24, 2022; Vasileios
Rizos, Edoardo Righetti, and Amin Kassab, "Developing a supply chain for recycled rare earth permanent magnets in the EU," CEPS, December 2022.



Trend in action

The breaking down of these walls is creating
perceptible shifts in how national security
is achieved.

Shift from central control to disaggre-
gated action

Once centrally controlled, security is now increas-
ingly driven by the actions of disaggregated players.
For example, military supplies traditionally flowed
to foreign countries through a closely regulated
sales process tightly controlled by ministries or
departments of defence. But the increasing dual-use
applicability of consumer technologies to military
tasks means that suppliers increasingly have the
opportunity to sell directly to militaries around
the world. Defence ministries already purchase
consumer-grade drones, hacking software, and
more—SpaceX developed its Starlink internet
system for consumers, not for Ukrainian national

security.

And if companies are free to do business with
countries, they can choose not to do business
as well. Traditional government tools such as
economic sanctions or military blockades have
long controlled the process of limiting a country’s
markets to certain buyers, but corporations pulling
out of Russia showed that the same effect could be
achieved by individual companies electing—based
on their own commercial interests—to no longer
do business there." While the Russia pullouts
happened to align with Western nations’ security
goals, they raise the troubling issue of whether a
government could influence, much less control,
such actions if commercial incentives and national
security interests pulled in opposite directions.

The intelligence space is confronting rising tensions
between security needs and other potentially com-
peting incentives. The proliferation of commercial
satellite imagery, online data, and, especially, social
media has given amateur analysts the tools to track

even sensitive military radar systems in real-time

while sitting at their kitchen tables! While internet
detectives had used these tools to do everything
from tracking warship deployments in the Syrian
conflict to identifying those responsible for downing
Malaysian Air flight 17, the Ukraine conflict focused
fresh attention on the trend.” In advance of Russia’s
invasion, online communities were able to track
and share details of Russian troop buildup and
accurately predict the invasion's movements.* Once
the invasion began, communities used social media
posts and facial recognition to identify individual
Russian service members serving in Ukraine®
particular munitions used,® and even members of
a clandestine Russian military unit programming
missile flight paths.”

Again, in all of these cases, the actions of these
online sleuths aligned with key Western security
goals. But there's no guarantee that future indepen-
dent initiatives will share those objectives.



The clash of familiar roles and shifting
interests

The proliferation of players now acting in the secu-
rity space means that government must adjust
traditional roles to work within a more diverse
ecosystem, often only able to exert influence—not
control. In place of fixed rules set by a department
of state or ministry of defence, each participant is
often guided by their own unique, ever-shifting set
of incentives: how they can make money, what sales
and activities align with stated organisational values
or brand, how certain contracts might conflict with
others, and so on. The way a government agency is
currently organised or equipped may not be suited
to meet changing private-sector incentives.

Nowhere might this struggle between government
roles and industry incentives be more visible than
in cyberspace, where lines between sanctioned
and freelance, legitimate and rogue, often blur. In
April 2022, a Russian hacker group launched a ran-
somware attack on the government of Costa Rica,

crippling the nation’s electric grid. As with previous
cyberattacks on Brazil and Argentina, Costa Rica
found itself in discussions and negotiations with
other governments, private companies, and hackers

to bring the issue to resolution™®

The conflict in Ukraine sounded a clarion call for
online freelancers on all sides, guided largely by
their own sense of right and wrong: Russia-backed
hackers aimed to take down Ukrainian government
websites; Western hackers targeted Russian sites
and even Russia-backed hackers themselves® And
this activity often occurred without state sanction
and, thus, outside of any internationally agreed-upon
principles of conduct.?’ This type of behaviour—which
will likely become more common?—not only com-
plicates attribution and response by other nations
but can make these activities difficult for even an
aligned state to control. What do you do if a hacker
invokes your nation's name in taking down a hospital,
whetherin an allied or enemy country? Are you legally
responsible? Can an adversary legitimately encourage
its own freelance hackers to respond?

Finding mechanisms to coordinate these disag-
gregated, interest-driven actions is key to solving
or at least mitigating these difficult possibilities.

This shift challenges traditional tools

For government leaders looking to steer behaviours
through a new set of incentives, the challenge
is exacerbated by the ineffectiveness of many
traditional tools. National security is increasingly
tangled with economic and other considerations.

Take semiconductors, for instance. A critical com-
ponent of electronic devices, from personal vehicles
to fighter jets, semiconductor availability is vital
to a country’s economic and national security.
But their production is highly concentrated, with
companies in Taiwan, the United States, China,
and South Korea owning 84% of the global mar-
ket share in assembly, testing, and packaging.??
Furthermore, just two regions—Taiwan and South
Korea—manufacture nearly all advanced chips.? This
concentration creates supply chain chokepoints and



vulnerabilities, which could leave entire industries
and countries without access to semiconductors
during heightened geopolitical tensions or other
trade disruptions.?

As the COVID-19 pandemic and the Russian
invasion of Ukraine disrupted a range of global
supply chains, some governments moved to bolster
or jumpstart domestic semiconductor indus-
tries: The European Union recently announced a
€43 billion EU Chips Act with the aim of making
the region self-sufficient in semiconductors, while
the US government's CHIPS Act laid out plans for
more than US$52 billion in federal funding.?® Yet
some governments—especially those without the
means to stand up a new high-tech industry—may
have little choice but to deal with an uncomfortably
tenuous supply chain.

The promise of making national security more, well,
secure—aligning the interconnected challenges of

semiconductors, cybersecurity, and open-source

intelligence, among other areas—demands tools
more fine-grained than the blunt instruments of
export controls and similar regulations. Agencies
need agile tools that can inform and align pri-
vate-sector interests and guide decisions without
costly consequences for government or industry.

Efforts to shore up vulnerabilities have thus far
focused on encouraging closer collaboration
around shared interests. For example, the FY2023
US National Defense Authorization Act requires
key government agencies to study how to build a
more collaborative cyber information environment.?
The European Union has also doubled down on
collaboration through Horizon Europe, a research
and innovation program with particular emphasis
on pressing transnational or regional issues, such
as climate change and support to Ukraine. The
program pays special attention to open-science
policies and new approaches to partnerships with
industry.? It's likely that governments and agencies
will further expand such initiatives as national

security ecosystems continue to sprawl.



Battling hotnets

Governments, often through law enforcement agencies, have traditionally taken the lead in investi-
gating and preventing crime. But in the cyber domain, tech giants such as Google, which see a huge
chunk of global internet traffic pass through their systems daily, are increasingly incentivised to take
down wrongdoers.

Governments had long tracked the Glupteba botnet. Spread by tricking users into downloading mal-
ware via third-party “free download" sites; the malware would then steal user credentials and data,
secretly mine cryptocurrencies on infected hosts, and use infected machines and routers to channel
other peoples internet traffic.”® Glupteba posed a real and growing threat to not only victims' finances
but entire systems, both private and public.

Google took the initiative to study the extent of the problem and found that Glupteba had infected
around one million devices worldwide and that hackers were using Google's own services to distrib-
ute the malware. Google moved to shut it down. The company terminated around 63 million Google
Docs, more than 1,000 Google accounts, and over 900 Google Cloud projects that hackers were using
to distribute Glupteba. Google also worked with internet infrastructure companies worldwide to dis-
rupt the botnet's command-and-control infrastructure, preventing infected devices from receiving
new commands from their controllers.?® And Google successfully sued two Russia-based hackers it
alleged were behind Glupteba's operations.® The effort suggests how broad cybersecurity moves may
be increasingly public-private partnerships.

Moving forward

A more disaggregated and interest-driven world
means that government agencies and ministries
cannot go it alone even when it comes to national
security, a role topping any list of government
responsibilities. Increasingly, governments must
collaborate with a broad ecosystem that includes
awide variety of players—often quickly, with crises
and events still developing—to advance national
security outcomes. If that collaboration is well-man-
aged, new and more effective security capabilities
may emerge. Recommendations to establish and
manage that collaboration include:

« Bereceptive to shifting interests and adjust
plans accordingly. As is evident from the
private-sector pullout in Russia, companies’
interests can change rapidly. Government and
business leaders should carefully assess the
significance of changing interests to identify
where opportunities for collaboration exist

and where they may arise, communicating



to discuss potentially aligned agendas. For
government agencies and ministries, this may
mean challenging entrenched organisational
culture and assumptions that may blind peo-
ple to the realities of a changing world. For
business leaders, this may mean not waiting
until government requests and/or requires
action but, rather, being proactive in recogni-
tion of shifting security imperatives as well as

business interests.

Identify bridgebuilders who can span both
worlds.’' Whether in industry, academia, or
government, sectors often speak different
languages. Finding leaders who understand
the nuances of various interests and can
translate is often a first step to establishing
the trust and communication necessary to
work together on tough security issues. Rec-
ognised bridgebuilders need to be empathetic
of partners and their positions and be incen-
tivised to grow strong relationships around
shared—or at least not opposing—interests.

Create platforms for collaboration. Once
initial trust has been established, govern-
ment and the private sector need forums
where they can share information and work
out the details of the collaboration. These
forums should be outcome-oriented, flexi-
ble in design, quick to stand up, and easy to
dissolve as interests shift. The internet gover-
nance community offers this through various
technical and policy working groups and task
forces.

Take an iterative approach. Finally, wherever
conflicting interests are concerned, progress
will not be instantaneous or assured—espe-
cially when the stakes are so high. But the
consequences of conflicting government
and private-sector interests are likely to
impair security equally. Where collaboration
proves difficult, remain agile in changing
people, processes, and techniques to allow
new ideas, tools, and practices to break

barriers. Sustained dialogue over time will cre-
ate opportunities for increased alignment and
collaboration.



David Perry
PhD, president and senior analyst,
Canadian Global Affairs Institute

Aligning national and commercial interests
requires new forms of knowledge-sharing and
collaboration

The last few years have brought into sharp focus
the tension between industry and government in-
terests and the need to work together in response
to a seemingly ever-shifting national security
landscape. In Canada, we've seen the COVID-19
pandemic, supply chain issues, and Russia’s inva-
sion of Ukraine stress government and industry's
capacity to respond to unexpected national security
threats. Whether the goal is to quickly procure per-
sonal protective equipment to save lives during the
pandemic or provide timely critical aid to Ukraine,
government and industry tend to understand what

a good solution looks like, but struggle to identify
and align interests to realise it, at least at first.

This tends to stem from weak linkages between
government and industry, leading to poor knowl-
edge-sharing. Indeed, assumptions often underwrite
too much of government and industry's relation-
ship: what industry may assume the government
needs or government's assumptions about the
risks or vulnerabilities that might be influencing
industry interests. This problem makes it difficult
to identify shared interests, synchronise resources,
and identify courses of action across the national
security enterprise.

Strengthening industry and government link-
ages to align interests requires new forms of
knowledge-sharing and collaboration. Improving
knowledge-sharing requires better communication
between government and industry, with particular
focus on avoiding assumptions about what the
other may know or need. A strong dialogue should

include a process for quickly understanding what
resources or solutions each can bring to a problem
set and what each needs to offer additional solu-
tions. Improving collaboration should include joint
efforts to forecast national security needs, enabling
government and industry to identify cross-sector
solutions and any challenges that may impede a
desired response. Improved collaboration should
also include mechanisms to act before a forecast

risk becomes real.

At the Canadian Global Affairs Institute, we've been
working to prompt conversations on improving
industry and government linkages. Our recent
conference assessing defence procurement chal-
lenges, including rebuilding the industrial base and
overcoming labour shortages, is one such exam-
ple. We understand that as the national security
environment changes, the relationship between
industry and government will also change, and that
they must make these changes together.
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