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Proposed Changes to the Australian Privacy Act

5. Strengthened controls for overseas data flows

2. Strengthened consent requirements 

3. Enhanced protection for employee personal information

7. Clarified definition and protections for de-identification 

4. Introduction to new individual rights 

1. Expanded definition of personal information 6. Shorter timeframe for data breach notification

8. Additional rights and protections for marketing and targeting 

9. Introduction of a ‘fair and reasonable’ test 

10. Transparency and review of retention periods 

On 16 February 2023, the Attorney-General's Department released their Privacy Act Review Report, containing116 proposals to strengthen Australia’s Privacy Act 
1988 (Cth) (Privacy Act). The below provides a snapshot of 10 key proposed changes which are likely to have significant impact on a superannuation fund. The 
proposed changes represent a continuation in the uplift of the current Australian privacy law framework and a greater alignment with global privacy laws.
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What do the proposed changes mean for your organisation?

2. Strengthened consent 
requirements 

3. Enhanced protection for 
employee personal information

4. Introduction to new 
individual rights 

5. Strengthened controls for 
overseas data flows

1. Expanded definition of 
personal information 

There are 10 key proposals in the new Privacy Framework which are likely to have considerable impact on a super fund’s day-to-day operations. 

How can you prepare?

• Undertake a data mapping 
exercise to identify all personal 
information held by your 
organisation including additional 
information that will fall under the 
expanded definition.

• Review and update the privacy 
framework including all 
supporting processes, procedures 
and documentation to extend 
existing privacy protections to new 
information types, to ensure it is 
protected and destroyed when no 
longer required.

• Communicate and educate 
technical, data and customer 
facing staff on the expanded 
definition through training and 
awareness.

How can you prepare?

• Move to a privacy-by-default 
model for all online privacy 
settings. For example, do not use 
bundled consent or pre-ticked 
boxes to collect consent as these 
may not meet the new proposed 
conditions for consent.

• Review how consent is currently 
obtained and consider how more 
meaningful consent can be 
collected from individuals.

• Develop and test consent 
withdrawal processes to 
determine whether they would 
meet the proposed requirement 
for being as easy as the provision 
of consent.

How can you prepare?

• Consider whether any existing 
personal information processes 
can be leveraged for the 
protection of employee personal 
information and if any new 
processes need to be developed 
(e.g., a procedure for handling 
employee personal information, 
data mapping of employee 
information).

• Determine how enhanced 
transparency can be provided to 
employees regarding the 
collection and use of their 
personal information (e.g., through 
review/uplift of privacy policies).

• Update data breach response 
plan to include employee personal 
information.

How can you prepare?

• Understand where all personal 
information in the business 
resides (e.g., through data 
mapping and development of a 
register of personal information 
processing activities).

• Update individual rights 
processes and procedures to 
cover requirements for new and 
amended individual rights and to 
ensure that they can be fulfilled 
within 30 days.

• Train all relevant staff on what 
individual rights are and how to 
fulfil an individual rights request.

How can you prepare?

• Identify and document all data 
flows with third parties and 
interorganisational data flows 
outside of Australia.

• Review controls for sharing 
personal information with third 
parties and consider how these 
can be strengthened (e.g., check 
that a contract exists with third 
parties to govern all international 
transfers of personal information).
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What do the proposed changes mean for your organisation?

7. Clarified definition and 
protections for de-identification 

8. Additional rights and 
protections for marketing and 
targeting 

9. Introduction of a ‘fair and 
reasonable’ test 

10. Transparency and review 
of retention periods 

6. Shorter timeframe for 
data breach notification

How can you prepare?

• Review and uplift data breach 
response plan and processes to 
allow for the identification and 
reporting of eligible data breaches 
to the OAIC within a 72 hour 
window.

• Update and test data breach 
response plans and processes 
through simulations and/or table 
top exercises and amend as 
required.

• Train staff on what constitutes a 
data breach and the process for 
reporting one.

How can you prepare?

• Identify all de-identified data 
sets held and assess whether they 
can still be considered as de-
identified under the proposed 
definition. This should include an 
assessment of the re-identification 
risk.

• Consider removal of de-
identified data sets that are no 
longer required, and which are at 
risk of re-identification.

• Consider how current security 
and overseas disclosure 
requirements and controls can 
be extended to de-identified data 
sets.

• Review de-identification 
techniques and assess whether 
they are still fit for purpose or if 
they need to be strengthened.

How can you prepare?

• Review all direct marketing and 
targeted advertising activities 
and consider limiting, amending or 
ceasing activities that do not align 
with the proposed requirements 
and with the expectations of the 
individual.

• Review all direct marketing and 
targeted advertising activities 
directed at children, assess 
whether these activities are in the 
best interest of the child and cease 
activities that are not in their best 
interest.

• Develop an opt-out method for 
targeted advertising and ensure 
that it meets the requirements for 
withdrawing consent as easily as 
providing the consent.

How can you prepare?

• Review existing personal 
information uses in line with the 
'fair and reasonable' test and 
remediate where activities do not 
align with the test.

• Document the fair and 
reasonable test prior to 
processing personal information 
for any new uses to demonstrate it 
has been considered.

• Review privacy policies, 
collection notices and consent 
and consider how they meet the 
fair and reasonable test, in 
particular, transparency and 
appropriate collection and use.

How can you prepare?

• Review retention schedule and 
associated records management 
policies and define minimum and 
maximum retention periods, 
considering legal and business 
requirements for retention.

• Update privacy policies to 
include specified minimum and 
maximum retention periods for 
personal information.

• Review personal information 
retained against the retention 
periods defined and conduct 
remediation of any records that 
are no longer required.

There are 10 key proposals in the new Privacy Framework which are likely to have considerable impact on a super fund’s day-to-day business operations. 
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A shift to digital has reduced the robustness of the identity assurance process and the ability to rely on this data in isolation.

Identity Trends Overview

KYC processes emerged from the 100 
point check which is a pre-digital world 

process 

Seismic shift to digital
services

Significant degradation in 
identity assurance

Identifiers can be 
shared and copied

Physical possession 
was key

No comparable rethink of 
physical equivalence 

Reliance on identifiers 
which are simply data

Identifiers proliferate on
the dark web 

The Challenge: 

How can we better bind the physical identity to those identifiers that are used in a digital environment?



8CONFIDENTIAL©  2023  Deloitte Touche Tohmatsu

It is critical now more than ever before to think about how members move safely and seamlessly through the onboarding journey…

Unknown

Verification Authentication

Known Trusted

Establish the identity Verify and bond the identity
Assure and personalise the 

experience

• User Behavioural Analytics • Traditional Identity Proofing
• Document Scanning (using facial 

recognition to verify the data, 
document and face) 

• Biometric Bonding for trusted devices
• Verified attributes (such is phone 

number and email) 

• Strong Authentication, using Multi-
factor Authentication 

• Trusted Devices 
• Risk-based Interaction Controls 
• Event-based customer notification 

Identity Trends Overview
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Now Next Into The Future

New Members

Existing Members

New Members

Existing Members

New Members

Existing Members

Identity Verification (documentation 
and visual sighting)

Knowledge Based Authentication 
Review

User Behavioural Analytics

User Behavioural Analytics

Scalable Identity Proofing 
(digital onboarding)

Device Bonding and Push 
Multi-Factor Authentication

Mitigation – Short, Medium and Long-Term Considerations 

Considerations to overcome the challenges that will be faced by your fund now, and into the future. 

User Behavioural Analytics for 
Targeted Processes

Control Review and Monitoring 

High Risk Transaction Review

Hard stops and Channel Shifting

Data-driven identification of Impacted 
Members

Channel Agnostic Identity Proofing 

Data Minimisation

Mandatory Multi Factor 
Authentication (MFA)

Enhanced Know Your Customer 
(KYC) Processes

Mandatory Member Notifications 

Data Minimisation

Digital Identity (Citizen identity)

Passwordless Authentication 
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As organisations put data to use strategically as a business asset in increasingly complex and innovative ways, and regulatory and public scrutiny of data 
practices continues to mature, building trust in data is a business imperative

Digital and AI-driven transformation is increasing the scale and 
complexity of the data eco-system

Regulation and regulatory scrutiny of data practices is maturing

Data innovators and predators are driving disruption and 
competition for incumbents

Members and other stakeholders expect data will be safe

The data quality challenge is persistent and is becoming more 
transparent to stakeholders

Organisations expect their data capability investments will 
generate a return

Governance

The risk that data isn’t managed 
such that it is understood, 

trustworthy, fit-for-purpose and 
available

Cost of Ownership

Inability to control costs due to 
ineffective coordination of data 
investment or proliferation of 

data debt

Member Outcomes

Poor member experience, 
unsuitable products/services and 

not meeting data use expectations

Competitive Advantage

Margin loss and not being able to 
compete through new products, 

services, channels and technology

Compliance

Failure to demonstrate that data 
is managed sufficiently to satisfy 

regulatory scrutiny and regulatory 
and legal obligations

Decision Making

Impact on decision making which 
may be inefficient or ineffective 

due to untrustworthy data

Momentum has been building behind the key drivers of data risk We see the impact of data risks playing out across six domains

The scope, granularity and complexity of regulatory data 
collections is expanding

Why managing data risk is important to the super industry
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Supports the organisation’s operational 
risk, improves decision making and 
planning, and offers operational 
efficiencies in being able to enhance 
responsiveness and resiliency. 

Enables an organisation to manage its 
data as an asset, ensuring data 
accuracy, consistency and reliability, 
reducing and mitigating risks and 
improving the ability to respond to 
regulatory requirements.

Effective management of data risk 
reduces the likelihood of loss or failure 
to meet business objectives, and/or loss 
of the value associated with data.

High quality, reliable and trustworthy 
data helps organisation’s realise and 
potentially increase the value of its data, 
as well as reducing risk associated with 
poor quality data.

CPG235: 

Managing Data 

Risk

CPS230: 

Operational Risk 

Management

Data Governance

Demonstration of strong governance, 

including senior management and 

Board oversight of data. 

Clearly defined roles and 

responsibilities.   

Data Risk

Adopting a systematic and formalised 

approach to data risk management, 

identifying and mitigating risks 

throughout the data lifecycle including 

business continuity. 

Operationalisation and assurance are 

key components, regular assessments 

to measure and ensure ongoing 

effectiveness of data risk and the 

control environment.

Data Quality

Being able to assess and manage its 

data quality through clear 

framework/processes to identify, 

resolve & report data quality issues.

Data Controls

Adopting a risk-based approach which 

designs and implements data controls 

and regularly assesses the operational 

effectiveness of the controls 

(commensurate with the size, business 

mix and complexity of the activities 

they undertake) to ensure that data 

requirements are met at all stages of 

the lifecycle. 

APRA's 

Superannuation 

Data 

Transformation 

Project

What does this mean for Superannuation Funds?

What are the benefits?

Data risk regulatory and compliance drivers
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Based on our experience with clients within the financial services and insurance industry, there are 4 key focus areas which super funds also need to consider. 

R I S K  A P P E T I T E

Data risk appetite must be defined at enterprise and division/BU levels, including tolerance levels for key risk indicators (KRIs). 
Divisions/BUs ultimately own the data risk and therefore need to drive the definition, management and monitoring of appetite 
statements, tolerances and indicators.

D A T A  R I S K  P R O F I L E

Undertaking data lineage and value chain exercises including determining if any of the assessed material data risk could 
manifest, identifying a control (or set of controls) for each risk and consideration for how the data is being used downstream. 
Data controls need to be recorded in the same GRC system as other material risks and assessed for effectiveness. 

T H I R D  &  F O U R T H  P A R T Y  R I S K

Organisations must identify, assess, manage outsourced service providers, identify material service providers that enable 
critical operations or expose the organisation to material operational risks. 

A L I G N M E N T  O F  D A T A  A N D  T E C H N O L O G Y  S T R A T E G I E S

Dependencies and linkages between data and technology strategies are understood and explored. Evidence of embedding 
the data management and architecture principles in the target state design decisions and overarching environments.

Industry data risk focus areas
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Panellist Q&A
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