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Foreword

For feedback or questions,
please contact:

Drew Propson, Lead Author
drew.propson@weforum.org

+1 (917) 224-6239

The World Economic Forum applies a multistakeholder approach to address issues of global importance. Consistent with
this mission, the creation of this report involved extensive outreach to, and dialogue with, numerous organizations and
individuals. These included the Forum’s financial services, innovation and technology communities, and leaders from
academia and the public sector.

The outreach comprised over one hundred interviews and seven global workshops, conducted virtually and in person, over
the past twelve months. The aim of these dialogues was to capture insights around sectoral and regional forces that
influence the spread of technology-driven systemic risk across the financial system and to identify targeted mitigation
opportunities available for financial services players.

The holistic and global content of this report would not be as complete without contributions from the subject matter experts
who helped to shape our thoughts on the emergence of technology-driven systemic risks and possible risk mitigation
approaches. We particularly thank this project’s Steering Committee and Working Group. Their expertise and generosity
with their time have been invaluable. Also critical has been the ongoing institutional support for this initiative from the W orld
Economic Forum and the leadership of our Chairman, whose vision for a more inclusive, resilient and sustainable world,
particularly in these times of increasing complexity and fragmentation, has been integral to this work. Finally, we are
grateful to Deloitte for their commitment to, and support of, this project.
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Editor’s note

The deepening adoption of technology within global financial services continues to come with considerable benefits while also introducing new risks that threaten
the stability of the financial system if not properly managed. In an effort to better understand these risks and identify approaches to addressing them, the World
Economic Forum launched the Technology, Innovation and Systemic Risk (TISR) initiative in 2021 to explore the role of technology in both increasing and
mitigating systemic risk in the financial system and, by extension, the economy.

The publication of Beneath the Surface in 2021 raised new questions about the sectoral and regional conditions under which technology-driven risk can originate
and spread across an ecosystem and which targeted mitigation opportunities will warrant further exploration. While mitigation approaches for systemic risk in
financial services have been examined in other research studies, few have looked at how technology and sources of innovation can be used to identify and
mitigate specific technology-driven systemic risks, with consideration for jurisdictional circumstances and geographical nuances.

This comprehensive study brings together a global community of stakeholders across industries and disciplines to better understand these research topics and
provide strategic insights to the public and private sectors.

The outcomes of this research have reinforced the urgency for financial ecosystem players to sharpen their understanding of the origination points and spread
of technology-driven risk from sectors and regions to implement effective mitigation solutions.

It is hoped that this document will help you push through the undercurrents influencing technology-driven systemic risk and inspire you to initiate new
conversations around mitigation opportunities.

Drew Propson Rob Galaski
Head, Technology and Innovation in Financial Services, Vice-Chairman and Managing Partner, Financial Services,
World Economic Forum Deloitte

Other recent reports from the Future of Financial Services series

2019 2019 2020 2021


https://www.weforum.org/reports/beneath-the-surface-technology-driven-systemic-risks-and-the-continued-need-for-innovation/
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Recent explorations of technology-driven systemic risk in financial services have raised new questions
about which hidden forces influence risk and what targeted mitigation opportunities are available

» The Forum’s most recent report of the Technology, Innovation and Systemic Risk (TISR) Initiative, Beneath the Surface, was launched in 2021 to
explore the relationship between adopting technologies in financial services and systemic risk.

» This current report, Phase Il of the TISR initiative, explores the underlying sectoral and regional forces that influence technology-driven systemic risk
and targeted mitigation opportunities.

TISR Phase | identified six systemic risk themes that have ...while raising new questions for Phase Il about the sectoral and regional forces that
emerged from the growing adoption of technology... influence technology-driven systemic risk and mitigation
Phase | systemic risk themes: Core research objectives:
% Digital avo _ i How do technology-driven systemic risks originate and spread within sectors in
o —'dha *k¢ 5y EMerging sources & the financial services ecosystem?

o . o
interdependencies ® " ® of influence

, , : : 90— What types of entities in financial services have the most influence in
17 -% New drivers of B3 Gaps in entity- @ S>> ) o . o
] _ _ _ .g . y. @ exacerbating or mitigating technology-driven systemic risks?
financial exclusion based regulation

i)

ogo Shared model e{a Conflicting
vulnerabilities ® national priorities

What sectoral and regional opportunities exist to mitigate technology- driven
I ’ l systemic risks?


https://www3.weforum.org/docs/WEF_Technology_Innovation_and_Systemic_Risk_2021.pdf
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Over the past year, over 100 financial services and technology experts have been engaged in global
workshops and expert interviews.*

Global workshops - mmﬁ ‘?l% UBS bung @ cakNorth @y diginex

of Singapore ﬂﬁﬁ
i i i m bradesco \‘\:; EURDSY‘YEMANCF DST THP"” F/ForwardLane
Seven workshops were conducted during 2022, both virtually and in 3 ~% % GLOBAL ® | eciNexs.
person. These sessions brought together leaders across the financial AlB a5 INVESTCORP R'S“{}LJT'““‘-’k E E; delitvv
ecosystem: financial institutions (e.g. banks, asset managers, S Chainalysis MOELIS & COMPANY % Veris
. . . . . . ANK HONG KONG MONETARY AUTHORITY
exchanges, infrastructure providers), financial and non-financial Cﬁi afff\ S&P Global %:;;:f& Nile University @{') W 4
i icy- - ShY P WS NOVA
technt_)logy firms, regulator_s gnd_po!lcy makers. Non govern.mental. pe 54 ﬁEGON @THEWOHLD R DT:C @ SREDIT
organizations and academic institutions were also engaged in a series Compl
; . . . R .. AdVCI . Pa Pa’ NNasdaq n LORD ABBETT
of interactive discussions with these entities. Three workshops explored SwissBanki BI ykR i Bdatavento . ' sy
. R . . wissBan ing »\
the sectoral and regional forces influencing the trajectory of technology- . ische Bank /| ]Phig - c‘;‘i] o P mon;% = manTumg
driven systemic risk. Four workshops tested and refined insights on - feedzal Tunit21 ' ‘% mstfiete
11 CORPORATIC 4fica

o . . . RESERVE M\K ‘X}HSBC
targeted and technology-led mitigation opportunities available for SlL\lLSlRLLIRabOba PR

sectors, entities and regions. Swift VISA OMERS S
F A FITHORITY Bl{ll.lx"\tulle
Deloitte BOOTH Calisign § Bfest
Expert interviews 8 vaez\‘i;g:rtners 2 julins Bir € mEE@RE estpac
4? pomelo ZURICH - ENP PARIBAS Algg{gmod" @ UﬂN&W TR U I ST E

Interviews were conducted with over 100 public and private sector

leaders from prominent entities and experts adjacent to the industry. _ _ _ o
The inclusion of company case studies or references within this report does not

reflect an explicit endorsement of the company or its products and services by the
World Economic Forum.

*Note: Please see Acknowledgements for a list of individuals who participated in the workshops and interviews
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This report introduces leaders, regulators and policy-makers to the sectoral and regional forces that
influence technology-driven systemic risks in financial services and how these risks can be mitigated

o
— This report WILL: — This report WILL NOT:
- Explorg hC_)W sectoral forces influence the way technology-driven - Identify idiosyncratic risks that an individual financial ecosystem player
systemic risk spreads faces from the adoption of emerging technology
— Explore how regional forces influence the spread of cross-sector risks - Investigate sectoral forces influencing systemic risks that are not driven

_ _ " » o or amplified by technology
— Determine which entities are best positioned to lead mitigation

opportunities to address technology-driven systemic risk - Provide detailed implementation approaches to execute mitigation

N opportunities.
— Present targeted opportunities to strengthen efforts to address

technology-driven systemic risk.

This report seeks to help:

— Leaders focused on strategy, innovation and/or risk at financial and non-financial organizations to gain clarity into:
— The sectoral and regional forces that drive their unique exposure to technology-driven systemic risk
— Targeted mitigation opportunities for public and private sector players.

— Policy-makers and regulators better understand how to design targeted policies and mitigation strategies to support private entities across different
sectors and regions.
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The sectoral and regional forces that underlie technology-driven risk present both challenges and
mitigation opportunities for financial services ecosystem players

Technology-driven risks can proliferate across sectors and regions to grow systemic when...

o ... there is fragmentation across product development and distribution areas in financial services

~
\ N — e ... Speed, accessibility and cost are unintentionally emphasized over long-term resilience and transparency
7
— -
P |

e ... highly dynamic geopolitical and regional forces outpace a financial institution’s resilience measures for cybersecurity,
workforce shortages and environmental threats.

Sectoral and regional forces reveal targeted opportunities for public and private players to enhance mitigation efforts by...

e ...promoting trust-enhancing products that help consumers make informed decisions and minimize the trade-off between
bringing transparency and offering convenience

a ...dismantling information siloes to identify clusters of technology-driven risk at the ecosystem level

e ... extending predictive analytics capabilities to better determine the effects of future geopolitical and regional uncertainty on a
financial institution’s resilience.

13
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Technology-driven risks can proliferate across sectors and regions to grow systemic when there is
fragmentation across product development and distribution areas in financial services

Three areas where fragmentation is most prominently occurring are the extension of financial infrastructure, provisioning of credit and sourcing

of market intelligence

Where is fragmentation coming from?

‘ Extension of financial infrastructure

> Provisioning of credit ﬁ

4 Sourcing of market intelligence

B

How is this accelerating the spread of technology-driven risk?

The fragmentation of financial infrastructure is advancing through “as-a-service” models that are
being offered by regulated financial services entities. The risk of incomplete oversight will grow as
the entities responsible for risk oversight (e.g. regulated financial institutions) decouple from those
that manufacture and distribute financial products (e.g. non-financial players).

Example: Regulated traditional financial institutions are extending their existing infrastructure to
non-financial players through banking-as-a-service (BaaS) products and depending on partnerships
with platform and application programming interface (API) providers to participate in embedded
financial offerings.

Large multinational technology platform providers are strengthening their alliances with non-
financial players to displace traditional financial credit offerings and harvest more first-party data.
This pattern has increased blind spots to credit default risk and fragmented the development and
distribution of credit products into multiple non-financial entities.

Example: Point-of-sale credit offerings from technology platforms (e.g. buy now pay later) are helping
retail players grow faster, giving these technology platforms access to first-party consumer spending
data, and forming credit ecosystems that operate without traditional financial players.

The mainstream distribution of market intelligence has fragmented into partially regulated entities
like data brokers and social news providers. This intelligence is feeding directly into artificial
intelligence (Al) models that make real-time financial decisions and has the potential to amplify the
impact of data deception tools (e.g. deepfakes) on financial markets and consumer trust.

Example: Investment firms are relying on unregulated data brokers for access to non-financial data
generated and sold by adjacent players (e.g. retailers) to expedite their access to rich sources of
market intelligence.
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Some new entrants across sectors are unintentionally emphasizing near-term competitive advantages
over long-term resilience and transparency

Transparency for consumers and long-

‘ term resilience for institutions

Short-term competitive
advantages of speed,
accessibility and low cost

What is fueling the trade-off across the ecosystem? A

"k

The separation of risk management and product
distribution functions

The rising cost of conducting due diligence and
reinforcing trust with consumers

— Value propositions from groups of new entrants are focused on
enabling instant and affordable access to financial products for all

— The cost and complexity of conducting due diligence will continue to
rise for financial institutions as the externalization of infrastructure

15

consumers and less on the ability to manage and anticipate the
associated long-term risks. This is leaving the ownership and
management of risk downstream to traditional financial services
players.

Separating risk management and product distribution capabilities is
beginning to reduce end-to-end visibility for consumer protection (e.g.
protection against chronic overborrowing) and fuel future product

liability challenges and potential consumer distrust in the industry (e.g.
distrust from a lack of transparency in how personal data is managed).

and data services will increase the number of third-party relationships
to manage.

Inefficiencies in centralized due diligence and transparency solutions
(e.g. third-party audits and certifications that verify financial solvency
and data protection measures for consumers) will continue to
challenge financial services players in bringing transparency to
consumers while competing on speed, cost and convenience.
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Highly dynamic geopolitical and regional forces are outpacing a financial institution’s resilience
measures against cybersecurity, workforce shortages and environmental threats

Highly dynamic geopolitical and

regional forces

Sophisticated and
geopolitically-motivated
cyberattacks

Heightened competition for
technology talent pools

Chronic changes in climate
patterns

Where regional vulnerabilities are growing

1. Risk assessments for vulnerable critical service providers and
institutional clients

Cyberattacks are becoming increasingly geopolitically motivated, sophisticated
and frequent against financial institutions and critical service providers. Given
limitations in the speed and granularity of risk assessments currently conducted
for a financial institution’s client base and supplier network, the evolving nature
of cyberattacks on these types of institutions may be putting financial institutions
at risk.

2. Maintenance of critical operations

Regional competition for technology talent and growing competition from
adjacent industries are leaving some regions vulnerable to shortages in the skills
required to maintain critical operations (e.g. disaster recovery solutions).
Localized dependencies to fulfil critical services (e.g. customer support) are also
creating potential clusters of concentration risk should talent availability in these
regions be disrupted.

3. Pricing of climate-related risk within financial services products

Limitations in the availability of, and accessibility to, climate-related data,
including data on the chronic effects of climate change (e.g. a long-term gradual
change in agricultural productivity!), are affecting financial institutions’ ability to
price in the financial risks of climate patterns, loan adjudication, insurance
policies and investment policies.

Example

Cyberattacks on businesses providing
critical services to a nation can be used
as a gateway for damaging a nation’s
economy (e.g. Hydro-Quebec’s critical
role in supplying energy to the US?),
making these institutions more likely
targets for cyberattacks. This can
increase credit default risks for financial
institutions that fund these institutions.

A 2022 global report on talent trends
revealed that 49% of C-suite and
human capital leaders in the banking
and financial services industry (BFSI)
report talent scarcity for IT skills.3

Government-sponsored enterprises,
such as Fannie Mae and Freddie Mac,
hold over $6 trillion in mortgage debt
that does not price flood risk.*
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There is an emerging opportunity for incumbents and fintechs to offer
trust-enhancing value propositions in a fragmented product landscape

— The fragmentation of financial services capabilities has led to gaps in
holistic consumer protection practices, as fewer private entities offer
end-to-end visibility on consumers’ financial health or are obligated to
make a customer whole.

s — Thereis a growing market gap for offering consumers personal

financial management across their financial dealings while maintaining
a highly convenient and affordable shopping experience.

v

How can financial services entities address this opportunity?

— Traditional financial institutions are uniquely positioned to “connect the
dots” and extend their role as trusted partners for consumers who have
multiple financial dealings with niche and adjacent players.

— In partnership with fintechs, traditional financial institutions can also
use insights into their customer’s financial activity across niche
offerings to further deepen customer relationships and reinforce value
propositions that are centred on trust and transparency.

Sectoral and regional nuances reveal targeted opportunities for traditional financial institutions and
fintechs to promote trust-enhancing products and services that help reinforce financial system stability

Where can traditional financial institutions and fintechs offer
trust-enhancing products and services?

-

— As consumer data becomes democratized through open banking

platforms, connecting consumer financial activity across different products
can enable automated money management intelligence services that
financial services players can offer to guide long-term customer
choice and balance decisions that protect long-term financial health.

— Example: Finicity and Plaid are aggregating consumer and small
business account data and applying advanced analytics to offer
personalized financial advice®

Liability insurance products can protect consumers from data breaches
or unauthorized activities that cannot be attributed to a single third-
party provider or financial institution (e.g. a consumer’s bank account
data is compromised in a merchant’s website, which is built on a platform
by a third-party provider).

Alongside existing financial and media literacy efforts, financial institutions
and fintechs can embed authentication and digital credential services
for financial services-related content to help protect consumers from the
effects of disinformation and data deception tools.
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LEGEND

How can information siloes be dismantled and distributed?

— Regulators can aggregate existing open banking platforms and
transactional data to monitor the trajectory of regional credit risk trends.

— Standardized data aggregation from open finance ecosystems can help
regulators across jurisdictions compare regional risk trends and design
data-driven approaches to regulation (e.g. by analysing the implications
of active regulation on a customer’s financial activity).

Data aggregators

Financial
institutions ) —>

(across sectors) .,

Third-party providers (e.g.
fintechs, e-commerce
players)

Regulators for

financial JRRRELTTIN
institutions, Big

Tech, and adjacent

players

End
consumers

Open
finance
platform

Subset of existing players Future potential data flows

@ Subset of existing data flows Future potential players

Public and private sector players can collectively dismantle information siloes to help better identify
technology-driven risk at the ecosystem level

As an entity’s network size grows more relevant in determining systemic importance (as identified in the Phase | report), regulators and
institutions can use existing open data platforms to access and aggregate real-time and verifiable insights on technology-driven risk

How can technology-driven risk be identified at the ecosystem
level?

LEGEND
. ‘ Sector A financial players
. . @ Sector B financial players

® ® Systemically important

® . third-party service

providers for one

. sector

® Systemically important
° o .
third-party service
providers cross-sector

— Mapping the degree of common service provider relationships across

cloud infrastructure, alternative data providers and API stack providers
will help regulators identify common dependencies across financial
institutions (regionally or by sector).

Generating and aggregating these datasets can make way for intelligent
monitoring solutions that predict disruptions to a third-party vendor’s
financial health and security posture and enable proactive action by
financial institutions and regulators.
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Financial services players’ predictive analytics capabilities should reflect future geopolitical and regional
uncertainty and be applied towards resilience efforts

In what ways can private and public financial ecosystem players use predictive analytics capabilities to better meet the evolving speed of
geopolitical and regional forces?

8 8
8’8
8 8

Consider new dimensions with which to
predict and monitor a financial services
players’ operational resiliency

D

— Scenario implications and resilience strategies
must include geopolitically-motivated
triggers and conditions that can
compromise critical third-party service
providers or critical institutions to whom
financial institutions have sold products and
services.

— Exposure to regional risk vectors (across
regulatory, cyberattack targeting and
environmental factors) should be embedded
as an input variable when updating risk
profiles and pricing financial products for a
financial institution’s client base.

Embed real-time and forward-looking
geopolitical data-gathering mechanisms

D

— Financial institutions can engage automated
operational resilience platforms using global
market intelligence data to aggregate
operational resilience risk scores and
evaluate a firm’s risk exposure before
engaging them as a third-party provider.®

— Financial services players should use
synthetic datasets to enrich intelligence data
from regions where diagnostic data is difficult
to procure. These datasets will ensure better
representation of regional forces when
simulating future geopolitically-triggered
events and response plans.

Test for sectoral resilience through
cross-jurisdictional exercises that use
simulation techniques

D

— International resilience exercises should focus

on simulations that disrupt a sector’s shared
global infrastructure (e.g. a global payments
network) and test response patterns and
regional exposures for geopolitically-
motivated cyberattacks.

International resilience exercises and outcomes
should also be analysed at a regional level to
determine what future public funding
backstops and buffers are required to
contain the systemic effects of attacks.
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This report is comprised of three core sections that explore the origination of technology-driven
systemic risk across sectors and regions, and the targeted mitigation opportunities available

1 L Sectoral exposures to systemic risk and targeted Regional influences and
Key findings o . S "
mitigation opportunities mitigation opportunities

— Description

Explore the systemic nature and Explore the regional forces that

Review key takeaways for . . Examine existing efforts and influence the proliferation of
) : underlying forces behind . " : : I
public and private sector players . : emerging opportunities available technology-driven systemic risks
o . . . technology-driven risks . ; . . .
within the financial services L Y : : to identify and address sector- across financial services sectors, and
originating in financial services e o ”
ecosystem specific risks the targeted mitigation opportunities

HOHDS (SEERr SR e available for consideration

20
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A collection of sector-specific risks have been identified as originating within a sector and having the
potential to become systemic

Sector-specific criteria: In order to be classified as a sector-specific risk, the risk must meet all three criteria below.

1. Originates in 2. Highl)_/ 3. Potential to
dynamic risk become
SNE SR vectors systemic
The technology-driven risk The underlying risk vectors are The risk has a high potential to grow
originates uniquely within a highly dynamic and increase the and become systemic should it
sector probability of the risk materializing materialize

Prioritized sector-specific risks: Two sector-specific risks have been identified for each sector (non-exhaustive) and will be explored in the following
section of the report.

Market manipulation from Market volatility from Accumulation and Risk exposure from Vulnerabilities in
the distribution of synthetic speculation fuelled by securitization of buy now banking-as-a-service parametric insurance
media social media pay later (BNPL) debt (BaaS) offerings smart contracts

Potential for contagion to
spread into traditional
markets if crypto-asset
ecosystems collapse

Investor manipulation from securinpvilnerahliiiesio Inadequate stabilit
P decentralized central bank q y

compromised sensor- mechanisms for stablecoin

generated data g;%ﬁigi?&rrzncy (EBDC) arrangements

Growing protection gap for
catastrophic cyberattacks

22
*In this report, capital markets includes market infrastructure sector players
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The following section shares findings on the top sector-specific risks alongside targeted mitigation
opportunities

Each sector-specific risk exploration will include the following:

Sector-specific risk analysis Findings on targeted mitigation opportunities

1. Overview of sector-specific risk N 1. Desired mitigation outcomes and opportunity landscape

— Background and context on the Lo o — A summary of mitigation outcomes required to address the sector-
sector-specific risk - = specific risk

— Findings on the highly dynamic risk — A summary of current mitigation efforts and emerging opportunities

vectors that exacerbate the sector- E— for consideration to enable desired outcomes
specific risk

2. Deep-dive into current mitigation efforts

2. Plausible systemic scenario and i L

amplifying forces - A summary of collaborative mltlgatlc_)n_ efforts I_argely government- or
sector-initiated that are currently gaining traction across the

— A potential systemic scenario that ecosystem (including relevant examples)

illustrates the second-order impacts _ ) ) .
on other ecosystem players if the — Analysis of the areas of opportunity available to strengthen existing

sector-specific risk materializes efforts

— Exploration of the entity and regional
forces that increase the probability
and impact of the sector-specific risk
materializing

3. Deep-dive into emerging mitigation opportunities

— An exploration of each emerging mitigation opportunity, how the
solution can be executed to address the effects of the sector-
specific risk, and the conditions necessary for success

23
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Market manipulation from the distribution of synthetic media

Novel deception tools like deepfake voice phishing and synthetic social botnets that are
underpinned by Al are becoming increasingly popular methods to spread disinformation that
can maliciously influence financial markets.

Background

The rapid growth of the synthetic media market and research advances in deep-learning algorithms have quickly lowered
the financial and technological barriers for malicious actors to manipulate financial markets, specifically through the
proliferation of deepfake videos and synthetic botnets. Generative Al modelling companies are seeing a rapid increase in
deepfake applications, with content on the internet growing at the rate of 400% year on year.” While the adoption of
synthetic media by legitimate actors grows in parallel (e.g. using synthetic datasets to enrich investment simulations), the
implications of non-malicious inaccuracies within synthetic datasets may not yet be systemic.

Deepfake technologies are also beginning to take up a larger share of cyberthreats. Two out of three respondents in the
2022 Global Incident Response Threat report indicate that malicious deepfakes are increasingly being used for attacks.
This trend reflects a 13% increase from 2021.8

Emerging risks

— Connected devices controlled by malware (“synthetic botnets”) are increasingly being used to produce synthetic
social media content positioned to induce withdrawals from fake “run on the bank” scenarios (impersonations of bank
customers claiming to be unable to withdraw their deposits) and flash crash events (hacking and posting messages
about fictional market-moving events on behalf of trusted accounts, like the Twitter account of a central bank chief).®

— With the increased availability of large image and video databases accelerating the accuracy of Al models
used to generate deepfake videos and images and the growing maturity of deepfake algorithms, it is becoming
increasingly difficult for fraud-detection software to identify deepfakes that target multiple attack surfaces (voice and
video), meaning the risks from synthetic media are primed to grow with potentially systemic implications.

Risk vectors

Ease of access to deepfake
tools, open-source libraries
and generative Al
applications (e.g. ChatGPT)
are lowering the cost of
producing synthetic media

The growing volume of
images and videos of
systemically important
individuals (e.g. central bank
governors, bank CEOs)
increases the precision and
effectiveness of malicious
synthetic media

Systemically important
institutions that use social
media channels to
communicate with the public
can increase the degree of
trust placed in these
platforms
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Systemic risk scenario and amplifying forces

Potential systemic risk scenario (if the sector-specific risk is not mitigated)

If disinformation about interest rates proliferates across credible social media platforms and accounts through the use of synthetic media (e.g. the social
media account of a trusted public official is compromised, and a face-swap video about a dramatic drop in interest rates is posted nationwide), shifts in
public sentiment about financial markets can lead to the following second-order impact:

Impact on investor portfolios through bond price volatility

In response to dramatically lower interest rates, retail and institutional
investors may begin selling their positions on bonds or money market
accounts, resulting in sharp movements across financial markets.

&
—

Consumer mistrust and scepticism in government institutions

Individuals may not trust future communications made by public officials
on social media platforms. As a result, long-term reputational damage to
government institutions and lingering scepticism around current monetary

policies may contribute to prolonged market volatility.

Forces that can amplify and accelerate the risk

()

Communities with high dependency on
alternative media for information access

Communities with unaffordable or unstable internet
connectivity are primed to consume most of their
information from social media providers that have
partnered with local network carriers (e.g. Meta’s
FreeBasics Program in Philippines).10

8

Technology companies lowering
the financial barriers to generate
synthetic media

The cost of generating synthetic media is dropping
as companies are improving video-generation
methods (e.g. Microsoft, GPT-3 language models)
that enable users to use off-the-shelf or open-
source machine learning software to quickly
generate fake content.

®

Regional force @ Entity force

High-frequency trading algorithms
connected to real-time high-speed data feeds

High-frequency algorithmic trading programs that
read real-time high-speed data feeds may not
distinguish real news from disinformation and can
amplify the systemic effects of synthetic media that
are deployed on credible channels.

®
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Target mitigation outcomes and opportunity landscape
Mitigation opportunities to address the risks from distributing synthetic media about financial markets must centre on more robust

media moderation, equipping users to recognize disinformation and strengthening authentication efforts for both content and users.

@ Current mitigation efforts growing in adoption
Target mitigation outcomes @ Emerging mitigation opportunities for consideration

Stronger synthetic media Str(_)ng_er content : Stronger user authentication
authentication and media

moderation : on alternative media platforms
literacy

Mitigation opportunity landscape

@ Limit the monetization opportunities @ Embed digital content credentials within @ Extend biometric authentication
available for synthetic media shared on the social media upload process to requirements for systemically influential
social media. maximize transparency. individuals’ social media accounts.

@ Crowdsource social media fact-checking @ Decentralize transparency efforts through
capabilities by encouraging digital plug-in tools powered by artificial
citizenship and collective trust. intelligence.

The following slides will summarize current mitigation efforts that are growing in adoption and provide thorough analysis of emerging mitigation opportunities for

27 consideration
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Current mitigation efforts growing in adoption

Current efforts to identify disinformation and boost media literacy among communities are gaining traction, while unrealized
opportunities remain to better protect influential social media accounts from being compromised and sharing disinformation.

Limit the monetization
opportunities available for
synthetic media shared on social
media

The European Commission’s Code of
Practice on Disinformation was updated
in 2022 to ensure that disinformation
distributors do not benefit from
advertising revenues and that
signatories commit to stronger
measures to avoid the placement of
advertising next to disinformation
shared on media platforms.*!

Crowdsource social media fact-
checking capabilities by
encouraging digital citizenship
and collective trust

Large social media platforms are
beginning to employ users to police
disinformation and publish
recommendations within posts to scale
their fact-checking capability, maximize
transparency for users, maintain
neutrality and help reinforce media
literacy (e.g. Birdwatch/Community
Notes, Twitter’s fact-checking tool).

Considerations to strengthen existing mitigation efforts

v

As a part of the European
Commission’s media literacy initiatives,
platforms should be encouraged to
publicly classify the content subject to
limitations in advertising revenue due
to the Code of Practice on
Disinformation.

v

A crowd-sourced fact-checking tool on
social media would need to reach
mass consumption levels to gain
credibility and would need to be
continually monitored for diversity in
the user base to gain credibility and
minimize bias.

Embed digital content credentials
within the social media upload
process to maximize
transparency

Content creator platforms are
championing initiatives that increase
users’ visibility into digital credentials
(including edit history) for content
shared online, thereby helping users
distinguish reality from fabrication (e.g.
Adobe’s Content Authenticity
Initiative).1?

v

Partnerships with mainstream social
media platforms, advertising agencies
and regulators will be crucial for digital
content credentials requirements to
become an industry standard;
partnerships should also be used to
increase education for consumers and
producers of content.

Government-initiated

Sector-initiated

Decentralize transparency efforts
through plug-in tools powered by
artificial intelligence

Fintechs like Factinsect offer plug-in
fact-checking software for users to
compare alternative media content
against selected quality media by
visually spotlighting contradictory or
disproved text within seconds.3

v

Al-powered fact-checking capabilities
for users should include abilities to
fact-check video content and identify
fabricated user engagement coming
from synthetic botnets.
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Extend biometric authentication requirements for systemically influential individuals’ social media

Opportunity overview

Biometric authentication requirements (e.g. face authentication with liveness assurance checks) should be extended for
social media accounts that belong to systemically influential entities (e.g. bank CEOs, governors of central banks, high-profile
investors) and influential individuals with high followership volumes to curb the negative second-order effects that can reach

financial markets.

How it could work

g

Governments set shared standards on
what constitutes a systemically
important social media account (e.g.
followership volume, government
officials, relevance to market
movements).

Capital market providers share market
datasets and correlation metrics to
support the development of standards.

Conditions necessary for success

Data privacy mandates in place for
biometric authentication data received
by social media

29

a:‘@}@

Social media platforms pull facial
recognition, fingerprint or voice data
for systemically influential entities
and their designated social media
managers as part of their onboarding
process and security settings for
verified accounts that meet
government standards. They can also
verify if the post is outside of the normal
pattern and tone of past posts by the
systemically influential individual.

Input from capital market makers,
social media platforms and fourth-
party software-as-service providers
on government standards that define
systemically influential entities

Q

Systemically influential entities or their
associated social media managers
perform additional biometric checks
before every content upload.

Social media content posts should be
verified and confirmed as not being
produced by generative Al
applications

Relevant case studies

Baaz, a social media platform in the
Middle East, has partnered with
IDMission to enable an end-to-end
encrypted identity process that
authenticates its users’ identities
through passive liveness,
biometrics and industry-compliant
security practices.4
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Potential for contagion to spread into traditional markets if crypto-asset
ecosystems collapse

Should levels of retail and institutional investment in crypto rebound and outpace the effects of
regulatory action, current lending and custody processes used in crypto-asset ecosystems may
spread contagion into traditional markets should cryptocurrency exchanges fail.

Background

Institutional cryptocurrency investments dropped by 95% in 2022 in response to the latest string of cryptocurrency
exchange bankruptcies.*®> While the crypto market has remained largely isolated from traditional markets due to relatively
low institutional exposure, the structural barriers that protect traditional markets from crypto contagion remain permeable.

Amid growing anticipation for regulatory action, institutional investor interest is beginning to resurface.® As established
regulatory regimes formalize protection measures for crypto assets, retail and institutional investors may regain new
levels of confidence and acceptance in cryptocurrencies as a long-term store of value.'’ In response to growing demand,
investment firms can reaccelerate the channels available for investors to gain direct exposure to crypto-assets (e.g.
through partnerships with cryptocurrency exchange platforms, bitcoin-backed loan offerings or cryptocurrency options for
pension funds).

If the speed of renewed institutional and retail demand for crypto exposure outpaces the effects of enforcement and
monitoring action from crypto regulators, traditional financial institutions may become vulnerable to the risk vectors from
cryptocurrency exchanges’ lenient lending models and complex investment products available to unsophisticated clients.

Emerging risks

- Unchecked use of consumer funds: Unlike conventional stock exchanges that generate revenue exclusively from
trading fees, many cryptocurrency exchanges also preserve client funds, provide counterparty services, and lend and
borrow money outside regulatory oversight. Their multi-faceted role can create conflicts of interest when providing
their investors with the best execution obligation (e.g. exchanges may face off one of its investors for a trade) and
when borrowing funds (e.g. exchanges using their tokens as collateral for loans and incentivizing their customers to
purchase their tokens to increase its value).'®

- Unrestricted access to leverage: Many crypto-asset exchanges have allowed unsophisticated retail investors
unrestricted access to significant amounts of leverage (up to 125 times) to purchase crypto-assets, often without
sufficient disclosure and understanding of the associated financial risks.*® Permitting overleveraged trades with limited
restrictions heightens the insolvency risk for a cryptocurrency exchange.

Risk vectors

Democratized access to
highly-leveraged trades can
threaten the liquidity of
exchange operations

Limited transparency on
leveraged trading volume and
capital reserve data can make
investor deposits vulnerable
to loss

Pseudonymous design of
the underlying blockchain
technology can make credit-
worthiness assessments
challenging

Custody, lending and
borrowing offerings can
create conflicting incentives
for an exchange when
facilitating trades
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Systemic risk scenario and amplifying forces

Potential systemic risk scenario (if the sector-specific risk is not mitigated)

A large cryptocurrency exchange has a growing user base of traditional investors who make multiple levered bets on crypto assets. The exchange is not yet
required to disclose daily capital reserve data or customer protection practices. During a period of intense leveraged trading activity, the cryptocurrency
exchange cannot meet customer withdrawal requests and puts a freeze on future requests. In response, other investors begin withdrawing funds from other

cryptocurrency exchanges in a panic, contributing to a sharp drop in cryptocurrency values.

N~
S~

Swings in institutional investor portfolios Growing credit risk for banks

Balance sheet write-offs for large asset

managers Investors that lose a significant volume of

cryptocurrency value from an insolvent
exchange (e.g. life savings, frozen pension
funds) may face insolvency, which can threaten
their ability to repay bank loans.

Institutional investors will unwind funds
invested in traditional markets to repay debt
and cover their cryptocurrency losses, resulting
in sharp swings in traditional markets.

Asset managers that have developed
cryptocurrency products (e.g. private trusts,
crypto-backed loans) and have balance sheet
exposure may need to write off values in their
balance sheet, which can affect their solvency
ratios.

Regional Force @ Entity Force

Forces that can amplify and accelerate the risk

\I/ b
==

High fragmentation and inconsistency in
crypto-asset regulation

Regions with inconsistent regulations placed
on cryptocurrency exchanges increase the
risk of redirecting high-risk, low-transparency
trades into fewer communities and increasing
the concentration of trading risk into fewer
economies.

&

Growing adoption of decentralized
cryptocurrency exchanges

Decentralized exchanges, which coordinate
crypto-asset trading by using automated
algorithms and operate outside regulatory
perimeters, are beginning to gain market
share over centralized exchanges that have
recently enforced new crypto regulations and
reporting requirements.?°

25

Interconnectedness of decentralized
finance applications

Because lending collateral can be recycled and
reused between different DeFi protocols,
insolvencies in one token can lead to rapid
second-order impacts on other liquid staking
protocols (e.g. terraUSD with Lido, and MIM
stablecoin).?! @
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Target mitigation outcomes and opportunity landscape

Mitigation efforts to minimize the contagion from cryptocurrency exchange activities must increase the transparency of exchange
solvency for investors and control access to leveraged trading for creditworthy exchanges and investors.

Target mitigation outcomes

Protection of investor deposits

Mitigation opportunity landscape
@ Impose usage restrictions on customer
deposits held in exchange custody

@ Establish shared reserve pools across the
industry to address isolated liquidity
challenges

32

Controlled access to leveraged
trading for investors

@ Design on-chain credit scores based on
publicly available blockchain transaction
data

@® Enhance know your customer (KYC)
measures for exchanges that verify proof
of funds via Open API platforms

consideration

@ Current mitigation efforts growing in adoption
o Emerging mitigation opportunities for consideration

Transparency on indicators of
exchange solvency

@ Mandate Proof of Reserve certificates
from third-party auditors

@® Mandate real-time Proof of Solvency
disclosures using zero-knowledge-proof
protocols

The following slides will summarize current mitigation efforts that are growing in adoption and provide thorough analysis of emerging mitigation opportunities for
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Current mitigation efforts growing in adoption

With the significant collapse in multiple leading cryptocurrency exchange platforms, the focus of mitigation efforts has been on
protecting investor deposits and identifying creditworthiness, while some opportunities to maximize exchange transparency remain

untapped.

Impose usage restrictions on
customer deposits held in
exchange custody

Securities regulators in regions like
Canada and New York have prohibited
registered cryptocurrency trading
platforms from using customer deposits
to fund risky proprietary trading
strategies or offering high-leverage
derivatives in order to disincentivize
risky decision-making.22

Establish shared reserve pools to
address isolated liquidity
challenges for good actors

Industry leaders like Binance are
driving efforts to design an industry
recovery fund to help financially
healthy exchanges that face a liquidity
squeeze during market distress and
investor confidence crises.??

Considerations to strengthen existing mitigation efforts

v

Since many investors trade on
unregistered platforms operating in
jurisdictions with little to no regulation,
more funding should be dedicated to
educating investors and discouraging
advertising on unregistered platforms.

v

Regulatory bodies should contribute
towards defining the criteria with which
cryptocurrency exchanges are deemed
eligible for recovery funds during
market crises.

Government-initiated

Design on-chain credit scores
based on publicly available
blockchain transaction data

DeFi applications like Spectral, Polygon
and Amplify use publicly available
blockchain transaction data by
connecting crypto wallets?* and zero-
knowledge identity methods to assess
creditworthiness while maintaining user
privacy.2®

v

On-chain credit scoring protocols
should also connect to off-chain credit
history (via oracles like Chainlink) to
recognize creditworthiness and offer
higher yields for new crypto-asset
investors with no on-chain credit score.

Sector-initiated

Mandate Proof of Reserve
certificates from third-party
auditors

After the meltdown of the
cryptocurrency exchange FTX in
November 2022, many exchanges are
now beginning to implement Proof of
Reserve certificates that can be
securely verified using cryptographic
methods and attested to by third-party
auditors.?6

v

Proof of Reserve certificates should
extend to showcase an exchange’s
liabilities in real-time to identify
solvency issues more efficiently.



WORLD
ECONOMIC
FORUM

34

Mandate real-time Proof of Solvency disclosures using zero-knowledge-proof protocols

Opportunity overview

The accuracy and transparency of cryptocurrency exchanges’ solvency can be maximized through an on-chain, real-time
reporting mechanism. This solution can help ensure real-time solvency data is considered in downstream lending products
offered by an exchange and can be made accessible to retail and institutional investors. Real-time Poof of Solvency
disclosures are less costly than certificates that require third-party audits and can better sustain continuous investor trust in
exchange operations.

How it could work

Proof of Solvency can be designed through the execution of DeFi protocols using zero-knowledge proofs, which verifies an
exchange’s liabilities while protecting customers’ balance data and privacy.?’

0 == 0O

Proof of Assets Proof of Liabilities Proof of Solvency Cryptocurrency exchanges can
The exchange publishes its An investor can privately The exchange reconciles the  adjust collateral requirements for
capital reserves daily on- verify through a zero- difference between total lending products to sustain and
chain to prove ownership of knowledge-proof that the assets and liabilities and stabilize solvency.
sufficient capital to cover all exchange’s commitment to confirms solvency if the
their customers’ balances. their balance exists and is difference is greater or equal @

to zero.

the right amount.
Crypto wallet providers and API
platforms can integrate real-time
solvency disclosures into their user
interface, enabling easy access for
investors.

Conditions necessary for success
Standardized interoperability design for infrastructure

providers and API platforms that integrate cryptocurrency
wallets to exchange data (e.g. Zabo, Plaid)

Guidance from governments or self-governing bodies
on the minimum cadence and degree of solvency
required to be disclosed by an exchange

Relevant case studies

THORCHhain is a decentralized
liquidity network that prioritizes the
security of locked assets, and those
exchanged on the network. It uses
security-enhancing mechanisms like
bug bounty rewards and proactive
on-chain solvency verification to
build trust with users and community
members in the network.?8

CACHE Gold, a DeFi protocol that
supports tokenized gold assets, has
integrated with Chainlink’s Proof of
Reserve protocol to enable
continuous verification and
transparency of the true status of the
gold reserves that back their
tokens.?°
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Enhance KYC measures for exchanges that verify Proof of Funds via open API platforms

Opportunity overview Relevant case studies

Investors should be given the opportunity to share their proof of capital and reserves (including fiat currencies) as part of an
enhanced KYC process to gain access to leveraged trades for lower interest in a cryptocurrency exchange. Access to a
combination of on-chain credit scores with credit report data outside of cryptocurrency investments can help exchanges better
price their interest rates according to risk and offer different tranches of interest based on their investors’ creditworthiness.3°

How it could work @ PLAID

Today, KYC measures embedded in cryptocurrency exchanges are aimed at preventing illegal activities such as money

laundering, terrorist financing and tax evasion.3! Pl GHERS E ey

exchange support by aggregating a
————————————————————————————————————————————————————————————— o customer’s cryptocurrency accounts
A centralized data transfer network aggregates: Eligible investors are offered through an API, giving investors a

different “tranches” of interest . . .
depending on the output of their SRIE T ENE Vs At Il

S : On-chain credit scores Traditional credit : data-driven KYC check. flnances: It helps_ them share crypto
ek for crypto investments bureau repor@ data | € --- account information, asset types,
L From a blockchain oracle : : balances and transactions for other
Lo ! ' services. 32
! : via an open API that connects data from investors’ different | : -
! : digital wallets and account balances. : :
Investors are given the option to share Cryptocurrency exchanges conduct
their proof of solvency and crypto credit enhanced KYC checks that include an
scores with exchanges ahead of being exhaustive review of liquidity outside
eligible for specific types of leveraged cryptocurrency trades.
trades.
Conditions necessary for success
Interoperability between open API layers and multiple Mandates from government authorities on capital
cryptocurrency exchanges to maximize consistency thresholds required for leveraged cryptocurrency trades
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Market volatility from speculation fueled by social media

With retail investor activity reaching record highs and speculation on social media platforms
continuing to proliferate, the market volatility introduced by strategies like meme-stock investing
could grow to have systemic implications.

Background

With retail investor activity and meme-stock speculation having reached unprecedented levels in 2022, the influence of
both trends on financial markets continues to widen.33 While the rise of commission-free trading platforms has lowered
the barriers for individuals to participate in direct investing, this rise has also resulted in the growth of “meme stocks”,
where asset prices are highly disconnected from the underlying value of a company and are often driven by speculation
on social media.3* This dislocation has raised concerns among regulators, leading them to actively investigate the impact
of digital engagement practices on market structure conditions.3>

While social media-driven market effects are not limited to meme-stock activity, their influence is well observed in this
space. For example, algorithmically-driven social media platforms (Reddit, Twitter) are pivotal in amplifying stock volatility
and heightening individual risk appetites by creating “echo chambers” for investors to frequently communicate with others
with similar interests and views, potentially reinforcing speculative investment decisions.3¢

Emerging risks

- Meme-stock strategies are now being extended to short-term options positions where investors place bets on
prices with unlimited downside risk.3” In the third quarter of 2022, S&P 500 options expiring within one day accounted
for more than 40% of the total trading volume. Meme-stock episodes may also threaten sectors that depend on
consumer trust (e.g. banking) if their upward trajectory continues. In October 2022, a social media post shared with
more than 300,000 followers and reshared more than 3,000 times questioned the solvency of Credit Suisse and led to
widespread rumours about its bankruptcy across markets. The firestorm resulted in retail investors participating in
short trades with no-cap downside, with the bank’s shares plunging nearly 6%, shaving about $600 million off its
market capitalization.38

- The increase in many retail investors’ risk appetites may not be sufficiently calibrated within investment firms’
risk models to reflect the volatility and market loss that meme-stock episodes may trigger.3° If meme stock activity
continues along this trajectory, well-capitalized institutional investors with well-researched positions may be forced to
unwind and liquidate their positions earlier, creating a significant multiplier on the overall market disorder.

Risk vectors

The democratization of
trading complex investment
products through online
trading platforms can multiply
the effects of speculative
trading by unsophisticated
investors

Social media platforms being
recognized as a trusted
source of market data by
retail investors can create
echo chambers that reinforce
speculation and bias

Minimally available leading
indicators of meme-stock
episodes make it difficult for
investment firms to update
their risk models and for retail
investors to make informed
investment decisions
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Systemic risk scenario and amplifying forces

Potential systemic risk scenario (if the sector-specific risk is not mitigated)

False rumours about undervalued stocks are shared on social media and spark multiple activist online campaigns on alternative media, leading to herd
buying behaviour across retail investors. The resulting meme-stock herd buying behaviour may trigger the following second-order impact:

N

N
Liquidation of institutional investor portfolios Retail investor solvency leads to credit risk for banks
Large investment firms that underwrite the put/call options that retalil Retail investors that have purchased short-term options and invested on
investors buy begin liquidating their holdings and cutting short their margin against meme-stocks may face a liquidity crunch as markets
losses in response to volatile and sudden changes in portfolio value restabilize, threatening their ability to pay back their liabilities with other
(from long or short positions), creating a second-order effect on market lenders in the financial ecosystem.

destabilization.

Forces that can amplify and accelerate the sector-specific risk

: N
&

Online trading platforms gamifying trading Social media penetration rates

and encouraging risky trading behaviour across communities

Online trading platform features are designed Regions with younger populations and

to maximize user enjoyment, which may be unrestricted access to social media channels
directly correlated with risky trading (e.g. Brazil, South Africa, Philippines*?) may
behaviour.?° Platforms also redirect investors be at the most risk of participating in meme-

to high-attention stocks with little access to stock trades due to social media-driven

formal financial advice available for speculation.

unsophisticated investors.#! @

Regional Force @ Entity Force

Investors “reverse engineering” meme-
stock campaigns

Investors with controlling interest in public
companies may be incentivized to spark
activist campaigns on social media platforms to
boost a company’s stock price as a path to
satisfying shareholders instead of increasing
the financial viability of a company.43
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Target mitigation outcomes and opportunity landscape

Mitigation efforts to protect against the market instabilities introduced by intense speculation should focus on deterrence from
participating in speculative trades and the ability for institutional investors to detect meme-stocks proactively

@ Current mitigation efforts growing in adoption

Target mitigation outcomes @ Emerging mitigation opportunities for consideration

Deterrence from participating in speculative Greater transparency for institutional investors
trades on leading meme-stock indicators

Mitigation opportunity landscape

@ Embed financial literacy programmes within online trading platforms. @ Setup exchange-traded funds (ETFs) and indexes that help
. . , investors track emerging meme stocks.
@ Increase retail shareholder engagement through social media. ° ging
. . . . Use machine learning algorithms to spot warning signs of a meme-
@ Launch an automated adviser model in online trading platforms for stock surge gayg P gsig
proactive investment recommendations. '

@® Embed real-time alternative data feeds into institutional investors’
risk models.

The following slides will summarize current mitigation efforts that are growing in adoption and provide thorough analysis of emerging mitigation opportunities for
consideration
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Current mitigation efforts growing in adoption

While efforts to identify retail activity through social media tracking, and educate retail investors on stock fundamentals, are growing,
new opportunities exist for institutions to proactively support healthy risk-taking behaviours and develop forward-looking indicators to

embed in investment risk models.

Embed financial literacy
programmes within online trading
platforms

Trading platforms like Robinhood have
launched in-app educational
experiences (Robinhood Learn) that
make financial lessons accessible to all
customers across topics like stock
trading, options trading, EFTs, initial
public offerings and cryptocurrencies.*

Increase retail shareholder
engagement through social
media

Firms like RCI Hospitality Holdings
have hosted their earnings calls on
social media platforms (e.g. Twitter
Spaces) to make financial
fundamentals more accessible to
younger retail investors and to increase
their shareholder engagement beyond
equity research analysts and fund
managers.*®

Considerations to strengthen existing mitigation efforts

v

Online trading platforms can consider
embedding financial literacy
assessments for retail investors as part
of onboarding for online trading
platforms to tailor their
recommendations for investment
products.

v

Attendance and shareholder
engagement data from company
sessions on social media can serve as
valuable input for algorithms to detect
early retail investor interest and identify
leading meme-stock indicators sooner.

Government-initiated

Set up ETFs and indexes that help
investors track emerging meme
stocks

Roundhill Investments has launched an
ETF that tracks the performance of
stocks exhibiting a combination of
elevated social media activity and high
short interest through data from third-
party data providers.*® Robinhood has
also launched an index tracking the
performance of stocks most traded by
its users.4’

v

Rebalancing ETFs more frequently
(e.g. hourly instead of biweekly) and
reducing their market capitalization
requirements can increase the
likelihood for investors to track the
early indicators of meme-stock
behaviour.4®

Sector-initiated

Use machine learning algorithms
to spot warning signs of meme-
stock surge

Post 2021, many hedge fund
managers across North America and
Asia regularly use algorithms to scour
forums such as r/WallStreetBets or
other data sources to spot coordinated
buying behaviours. Fintechs are also
providing “short squeeze risk” scores to
Bloomberg terminal users and selling
social media data to fund managers.*8

v

Data inputs for model algorithms can
be in real-time, sourced from third-party
data providers to help proactively
identify and monitor heightened risk
exposure for institutional investors’
existing holdings.
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Launch an automated adviser model in online trading platforms for proactive investment

recommendations

Opportunity overview

The articles, guides and help forums offered by commission-free trading platforms are generally insufficient at proactively
managing and identifying risky retail investor activity. To encourage real-time support for retail investors, trading platforms’
existing digital engagement prompts can be rebranded to educate investors on making trading decisions that encourage healthy
risk-taking behaviour. Platforms can embed investment portfolio software intelligence algorithms within commission-free trading
platforms to proactively monitor, identify and offer guidance to investors making trades based on their trading activity, purchasing

power and portfolio make-up.

How it could work

Alerts to diversify portfolio

if it is too heavily dependent

S 2 on performance of one stock
or asset class

Recommendations to

to promote portfolio
balancing

All retail investors gain
access to an automated
investor assistant service
as part of their default
account settings

Detection of heavy trading activity
on margin, and prompting any
negative portfolio forecasts to retalil
investor

Conditions necessary for success

To ensure consistency across platforms and prevent risky
trading activity from being redirected, regulatory mandates
should be placed on the minimum set of activities for all
licensed online trading platforms to monitor.

explore new investments

19

Retail investors have
autonomy on what advice
to take and can opt out of
the investor assistant
service at any time

Data sharing permissions by retail investors to share their
investment data anonymously and service the models that
enable the smart assistant service.

Relevant case studies

KBC

Belgian bank KBC'’s digital
robotized investment assistant
“Matti” offers automatic
monitoring of clients' investment
portfolios. The smart assistant
is available for KBC and Bolero
clients and non-customers with
a minimum of €1,000
investment. Based on the profile
and preferences of an investor,
Matti proposes a portfolio and
continuously monitors the
investor’s portfolio. It is up to
the investor whether or not to
follow Matti’'s advice.>®
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Embed real-time data feeds about retail investor activity into institutional investors’ risk models

Opportunity overview Relevant case studies
In order to proactively understand the evolving risk appetite of retail investor communities and new risk variables introduced,

investment firm risk models should rely more heavily on forward-looking sources of data and real-time data feeds to aid in trade

decisions and portfolio rebalancing instead of using historic time series data and batch processing methods.

By supplementing real-time social media mentions and short squeeze activity data with additional forward-looking indicators and
rate of change statistics, institutional investors can better track the value of a company as perceived by retail investors and
understand what existing sentiment data translates to impact on financial markets.

ANSON

How it could work — FUNDS —

Real-time data pipelines®?

Real-time data pipelines sourced from
third-party providers:

» Social media ticker mentions

» Short-squeeze risk scores

« Retail investor attendance to earnings
calls

* Investor Index data from online trading
platforms (e.g. Robinhood’s Investor
Index showcases the top stocks owned

by users, weighted by the percentage of

portfolio)

» Percentage of trade volume for a stock
that comes from retail

Real-time data pipelines that operationalize data into model algorithms and model outputs instantaneously can help
investment managers identify the rate of change in leading indicators for meme-stock behaviour.

g

Batch data pipelines®?

Batch datasets on company
performance, index performance,
daily social media mentions

Recommendations on portfolio
balancing to maintain risk
tolerance provided in batches

Datasets enter model framework
for “batch prediction” at specific
time intervals

ko

Conditions necessary for success

Real-time data pipelines that come from trusted data
sources from third-party data providers

Thresholds in place within risk models for investment
managers to contextualize real-time data feeds and identify
when portfolio holdings need to be rebalanced to maintain
risk profile

Hedge funds like Anson Funds
are quantifying the risk that
comes from retail activity by
analysing retail trading activity
as a percentage of daily trade
volume and gathering evidence
of divergence on platforms like
Twitter, which signal when
investor comments are shifting
from positive to negative or vice
versa.%3
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Investor manipulation from compromised sensor-generated data

As real-time sensor-generated data becomes a mainstream approach for investment firms to
improve portfolio alpha, the attack surface for malicious actors to compromise and manipulate
market data for financial and political gain is rapidly widening and introducing new
opportunities to destabilize markets.

Background

Two-thirds of hedge funds currently rely on alternative data platforms (most accessible via APIs®4) to a significant or
moderate degree to inform their investment decisions, identify market inefficiencies and predict future market moves.5®
The large-scale use of real-time sensor data in commodity industries (e.g. agriculture, energy, metals, etc.) specifically
has led to greater confidence from traders in their investment decisions within commodity markets.>¢

With more than 50% of the global datasphere expected to be generated from sensors by 2025,57 sensor-generated data
from satellites, CCTV footage, smartphones, and consumer and industrial internet of things (IoT) devices will make up a
greater share of the datasets that investment firms will rely on to inform their decisions.

Emerging risks

— Deploying 10T botnets and tampering with sensor data feeds are becoming low-cost, high-reward methods for
cybercriminals to disrupt commodity markets for economic and political gain. Attack variants like the
Manipulation of Demand via loT (MaDIoT) are becoming financially accessible methods for malicious actors to deploy
high-energy consuming botnets to manipulate the total demand of energy to influence global prices in favour of
specific market players.>® Research suggests deploying as few as 50,000 botnets (e.g. infected thermostats, air
conditioners, etc.) can successfully impact a region’s power grid and influence market prices, creating economic havoc
in a region.®

— A growing black market for fake or corrupted sensor data may increase the likelihood and damage of False
Data Injection attacks, which compromise measurements from 10T sensors by small margins such that the
manipulated sensor measurements bypass the sensor’s basic ‘faulty data’ detection mechanism.®® Gartner has
forecasted a black market dedicated to selling fake sensor and video data for enabling criminal activity as large as $5
billion,51 making loT attacks on financial markets more lucrative and accessible.

Risk vectors

Open-source channels help
cybercriminals share
malware source code
quickly and accelerate the
rate of new types of IoT
attacks

High-speed 5G network
infrastructure helps
investment managers gain
instant access to real-time
sensor data feeds

The wide attack surface
from managing multiple loT
end points makes
comprehensive security
oversight challenging®?

Interconnectedness
embedded in sensor
architecture makes devices
vulnerable if one device is
compromised
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Systemic risk scenario and amplifying forces

Potential systemic risk scenario (if the sector-specific risk is not mitigated)

If multiple investment firms depend on a shared set of sensor devices that is compromised for a global commodity (either through manipulated or falsified
data), misinformed trading decisions can be made across investment firms and hedge funds with the following second-order impact:

7

N
A reinforcing cycle of instability within capital markets Investor liquidity challenges
Conflicting information between industry participants and sensor Altered investor sentiment and liquidity challenges as a result of flash-
datasets leads to scepticism of the general market intelligence data Cra_Sh events may trigger panic sell-offs from institutional investors and
provider industry, seeding further instability in capital markets and drain the market from significant volumes of funds.

resulting in a withdrawal of capital across multiple commodity
businesses due to a lack of trust.

Forces that can amplify and accelerate the risk

() A

Regions democratizing 5G connectivity Consolidation and merger trends within
between devices the sensing industry

Regions enabling service providers to use The sensing industry has seen a wave of
non-proprietary components from multiple consolidation between device vendors in
vendors to connect devices to 5G networks 2022,%4 which will reduce the number of

will become more vulnerable to the vendors that investment firms depend on for
interoperability risks and security gaps that devices and can heighten the future collective

may come from a more diverse and complex impact of compromised sensor devices on
vendor landscape.®3 ‘ markets.

®

Regional force @ Entity force

Unregulated data broker industry

There is limited transparency today on the
permissions, usage restrictions and data
sources for alternative datasets sold to
investment firms by the largely unregulated
data broker industry. Unregulated data brokers
may play a role in contributing to the growth of
a black market for fake data sold to
cybercriminals. @



Target mitigation outcomes and opportunity landscape

Mitigation efforts against compromised sensor-generated data should focus on increasing data quality sourced from sensors, slowing
the spread of malware across a network, and proactively identifying false data injection attacks.

@ Current mitigation efforts growing in adoption

Target mitigation outcomes @ Emerging mitigation opportunities for consideration
Increasing data quality Containing malware contagion Detecting and monitoring false
sourced from sensors across a sensor network data injection attacks

Mitigation opportunity landscape

@ Establish global certification and labelling @ Protect sensor data through Entropy-as-a- @ Decentralize data due-diligence processes
programmes for connected devices. Service. through continuous identification of
@ Mandate due diligence processes for @ Employ extended detection and response authenticated devices.
alternative data vendors. techniques that integrate data across
devices.

The following slides will summarize current mitigation efforts that are growing in adoption and provide thorough analysis of emerging mitigation opportunities for

e consideration
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Establish global certification and
labelling programmes for
connected devices

Governments in Singapore, Germany
and the US have championed
government-backed labels that help
customers easily recognize, which
devices meet the highest security and
privacy practices (e.g. default
passwords, security updates,
functionality when offline).°

Mandate due diligence processes
for alternative data vendors

After recent violations have been
placed for analytics firms misusing
alternative datasets that are sold to
investment firms (e.g. App Annie), the
US government is beginning to
scrutinize an investment firm’s use of
alternative data in the investment
decision-making process.%®

Considerations to strengthen existing mitigation efforts

v

Certifications should be mandated
within asset managers’ data vendor
due diligence processes and can be
made dynamic in response to industry
security updates.

v

Investment firms can use RegTech
solutions for vendor management
compliance to strengthen their due-
diligence processes for alternative data
vendors, stay compliant with
government guidance and minimize
overhead costs from due diligence
efforts.

Current mitigation efforts that are growing in adoption

While mitigation efforts to boost consumer confidence in connected devices are gaining traction, unrealized opportunities remain for
investors to trust the devices and the resulting data they receive to make trading decisions.

Protect sensor data through
Entropy-as-a-Service

The National Institute of Standards and
Technology (NIST) in the US has
recommended creating new sources of
“‘entropy” to better secure the data that
is held and transferred from sensor
devices (e.g. random number
generation used for encryption and

decryption). Fintechs like Quantropi use

quantum computing power to supply
businesses with additional encryption
keys to protect against loT attacks.®’

v

Data providers and companies
generating data from sensors should
publish their partnerships with entropy
providers to establish trust with
investment firms and third-party
alternative data platforms.

Government-initiated

Sector-initiated

Employ extended detection and
response (XDR) techniques that
integrate data across devices

Large technology companies like
VMware are helping companies
enhance their visibility into companies’
networks through technology that
provides 360-degree visibility on
suspicious activity and contextualizes
seemingly unrelated attacks identified
across different connected devices
(XDR).68

v

Investment firms should consider the
breadth of security capabilities and
technologies sensor data providers
have (e.g. XDR) when sourcing data
for trading decisions.
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Decentralizing data due-diligence through continuous identification of authenticated devices

Opportunity overview

Companies that generate data from sensors can use device identification frameworks (that use a combination of sensor profiling
variables and machine learning algorithms) to proactively protect against false data or counterfeit devices deployed in a network
to manipulate sensor data feeds. Continuous device identification can verify all 10T devices in a network, their data sources and
variance in network traffic to ultimately prevent false data from being sent through maliciously deployed devices.5°

By embedding these requirements as part of the vendor procurement process for alternative data sourcing, investment firms and
alternative data platforms can decentralize due-diligence efforts for 10T devices and minimize the systemic impact of malicious

sensor data tampering.

How it could work

Illustrative data flow of company producing data (e.g. construction

company)’®

How this can be extended

Data collection
Sensors

oo
oo

Collect data
using real-
time network

traffic
Sensors

data

Real-time sensor data

Analysis engine

Classification
engine to match
and authenticate
loT devices and

related data
sources

Security management

Security layer
identifies
device as

“legitimate” or

“malicious”

Service A
(e.g. alternative data platform)

Filter data from only authenticated connected
devices through API gateways accessed by

external clients (e.g. investment firms, alternative
data providers)

API gateway
for investors

Conditions necessary for success

Regulatory mandates for players across the value chain
(sensor manufacturers, network controllers in enterprises) to
declare security measures in place for device identification.

a7

Interoperability of identification framework and data
collection technigues across a majority of sensor
vendor providers.

Relevant case studies

portnox*

Portnox is a security startup that
has launched the first cloud-
native loT fingerprinting and
profiling solution, which is helping
enterprise and mid-market
businesses detect and
authenticate all their IoT devices
with 95% accuracy.’®



Payments
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Accumulation and securitization of buy now pay later (BNPL) debt

Easy access to BNPL credit coupled with weak underwriting rules may lead to overborrowing
and potentially spill over to the financial system through debt securitization.

Background

Demand for BNPL products, a short-term credit option for consumers looking to pay for purchases in instalments, is on
the rise. While BNPL is not a new concept, it has grown in popularity due to lenient credit approval processes and ease
of access in e-commerce channels through partnerships between fintechs and retailers. In 2021 alone, BNPL payments
hit over $120 billion and are projected to grow by 24% over the next three years.”2 By 2025, 12% of global e-commerce
spend is estimated to come from BNPL transactions.”® BNPL provides easy credit with the convenience of interest-free
instalment payments for consumers who may not qualify for a bank loan or who have overdrawn their savings or credit
cards. For merchants, BNPL has been instrumental in boosting sales and acquiring new customers.

Emerging risks

— The nature of BNPL credit creates opportunity for overborrowing and the piling up of shadow debts. BNPL
loans appeal to consumers who may not be eligible for loans from traditional channels, have maxed out their credit
limits or exhausted savings. Research shows that consumers are inclined to spend spontaneously and are three times
more likely to complete their online purchases instead of abandoning them in the cart when presented with a BNPL
financing option.” Millennials are notably high users of BNPL credits, with the volume of transactions by this age
demographic increasing by more than 400% in the last couple of years.” According to Barclays, a quarter of BNPL
users already feel unsure about their ability to settle their BNPL debt. Additionally, the Federal Reserve Bank report
indicates that 18% of young consumers have already fallen behind on their repayments.’®

— BNPL default risk may also spill over to the broader financial system through securitization. As a capital-raising
strategy, BNPL providers package outstanding BNPL debt and sell it to investors as securitized assets. In a weak
economic cycle, the ability of consumers to repay their loans may be impacted, potentially leading to large
delinquencies. Similar to the mortgage-backed security crisis in 2008, if the scale of BNPL securities grows
significantly, large-scale defaults may have a spiralling effect on the financial system. Research by S&P has indicated
that the volume of securitized BNPL assets is on the rise in Europe,’” with Fitch sounding the alarm on the credit risks
associated with this product.”

Risk vectors

Weak credit controls create
opportunities for impulse
buying and easy
accumulation of debt

Limited reporting
requirements for BNPL debt
limit the visibility of
consumers’ total debts

Securitization of BNPL debts
could create contagion to the
wider financial system

Conflicting incentives exist,
between protecting customer
interests and increasing sales
which may accelerate debt
accumulation levels
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Systemic risk scenario and amplifying forces

Potential systemic risk scenario (if the sector-specific risk is not mitigated)

If the volume of BNPL debt were to grow to significant levels and a large percentage were securitized as subprime borrower debt, a protracted economic
recession event may impact consumers’ ability to repay their loans synchronously, resulting in large delinquencies with the following second-order impacts:

Bank credit delinquencies

Bank loans given to customers who have
accumulated BNPL debts may experience
large delinquencies as their ability to repay
existing debts diminishes. Banks could also
tighten the requirements and willingness to
lend credit to customers.

&
—

Investor losses

Firms that have invested in BNPL-backed
assets may absorb large losses when
securitized assets decline in value.

Forces that can amplify and accelerate the sector-specific risk

Entrance of Big Techs into BNPL credit
space

The new BNPL products that Big Tech players
are embedding within their existing product
ecosystems (e.g. Apple Pay Later, Amazon

Pay Later) are rapidly widening the userbase
that is exposed to short-term instalment

credit. @

&

Jurisdictions with regulatory guidelines not
covering BNPL loans

The absence of regulatory guidelines in
jurisdictions where BNPL finance is offered has
created opportunities for arbitrage (exploiting
regulatory loopholes across jurisdictions),
resulting in lending practices that may be
detrimental to consumers’ financial well-being,

Decline of consumers’ well-being

Consumers that have accumulated large and
unsustainable levels of debt may struggle and
experience financial distress.

Regional Force @ Entity Force

Low financial literacy rates

Consumers in jurisdictions with lower financial
literacy rates and inadequate access to money
management resources are more susceptible
to impulse buying and likely to overborrow.”®
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Target mitigation outcomes and opportunity landscape
Mitigation opportunities to address the risks from short-term instalment credit products like buy-now-pay-later must protect customers

from overborrowing, improve transparency on customers’ ability to pay and inform investors on the quality of securitized debt.

@ Current mitigation efforts growing in adoption
Target mitigation outcomes @ Emerging mitigation opportunities for consideration

Transparency on quality
of securitized debt to
protect investors

Customer protection Transparency on
from overborrowing customers’ ability to pay

Mitigation opportunity landscape

@ Design safeguards to protect against @ Enhance data sharing between BNPL @ Design a rating framework to evaluate and
overborrowing and misleading advertising. providers. rate securitized BNPL debt portfolios.

@ Develop a code of conduct for BNPL o Include BNPL data in credit bureau
providers to support appropriate loan reporting.
labelling. @ Use open banking platforms to enhance

affordability checks on customers.

The following slides will summarize current mitigation efforts that are growing in adoption and provide thorough analysis of emerging mitigation opportunities for

o1 consideration



Current mitigation efforts growing in adoption

While current mitigation efforts are focused on minimizing debt accumulation levels, unrealized opportunities remain to protect
investors from securitized BNPL investments and enhance transparency for credit providers.

52

Design safeguards to protect
against overborrowing and
misleading advertising

Regulatory authorities across Europe
and Oceania are designing safeguards
(affordability checks, borrowing limits,
fair promotional practices etc.) to protect
consumers from overborrowing.
Jurisdictions across Asia are also
exploring rules prohibiting consumers
with unsettled balances from further
borrowing (e.g. Singapore).8° The
Financial Conduct Authority (FCA) will
now sanction firms breaching financial
promotion rules.!

Enhance data sharing between
BNPL providers

Regulatory authorities like the
Monetary Authority of Singapore (MAS)
are beginning to encourage BNPL
providers to exchange data of
consumers, including those with past-
due obligations, to check against loan
stacking and enhance affordability
checks.82 BNPL providers are also
using accessible alternative data to
adjudicate credit applicants more
thoroughly.83

Considerations to strengthen existing mitigation efforts

v

Development of regulatory frameworks
for BNPL products should include input
from BNPL providers and other market
participants to ensure buy-in and
balancing of consumer and product
owner interests.

v

To protect consumers’ interests, data
privacy should be prioritized so that
data is shared between BNPL
providers safely and securely. Due
diligence on alternative data sources
should also be done to ensure
synthetic data from generative Al
applications is not used to pass
creditworthiness assessments.

Government-initiated

Develop a code of conduct for
BNPL providers

In Australia, BNPL providers are self-
organizing to standardize lending
practices and ensure minimum
operating standards are adopted. The
Australian Finance Industry Association
(AFIA) published a set of commitments
in March 2021 that members are
required to comply with to protect
consumer interests and ensure
transparency.8*

v

Codes of conduct that are developed
regionally should be assessed and
compared with other regional
associations to acknowledge any gaps
or contradictions that may encourage
arbitrage.

Sector-initiated

Include BNPL data into credit
bureau reporting

To enhance affordability checks, some
BNPL providers like Zilch and PayPal
are running soft credit checks before
loans are approved. Credit bureaus like
Equifax, Transunion and Experian
have also launched the inclusion of
BNPL payment information as part of
their credit reporting data
requirements.8®

v

Credit bureau reporting models should
consider increasing the frequency of
BNPL reporting given the short-term
instalment nature of BNPL loans.



WORLD
ECONOMIC
FORUM

Make use of open banking platforms to enhance affordability checks on customers

Opportunity overview Relevant case studies

Aggregating data from banks and other players within the open banking ecosystem can provide BNPL providers access to a
comprehensive view of the customer’s spending habits, which can subsequently feed into their lending decisions. Consumers
already overextended with other lenders and at risk of overborrowing can be identified and precluded from new credits until
outstanding balances are settled.

How it could work

Using APIs, BNPL providers could connect with already existing open banking ecosystems to gain secure access to customer data
held by other banks. Consumers who consent to their data being accessed and used in the underwriting process may be rewarded
with rebates on service costs such as late fees and interest charges. Zilch, a BNPL provider

headquartered in London, uses
open banking in addition to soft
credit checks to connect with

consumers’ bank accounts to
} } get a real-time view of
consumers’ spending habits and

to gauge affordability before

Consumer opts for BNPL BNPL providers get approval Customer transaction approving BNPL loans.86
finance option on retailers’ to access consumers’ data data is aggregated and
online shopping e- from other financial institutions used for KYC and
commerce site via open banking platform lending decisions

Conditions necessary for success

Admission of BNPL entities into the open banking Strong data privacy and security requirements for BNPL
ecosystem. providers.

53
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Design a rating framework to evaluate and rate securitized BNPL debt portfolios

Opportunity overview

To better assess the quality of underlying debts for BNPL assets issued to investors, rating organizations like Fitch Ratings,
Moody's Investors Service, and S&P could incorporate an assessment of BNPL securities as part of their ratings services. Similar
to how banks are rated based on the quality of their credit portfolio, BNPL providers with sound credit underwriting processes and
risk management in place can be assigned ratings to guide investors in pricing their credits. BNPL firms with positive ratings will
be less likely to default and, therefore, more trusted by investors.

How it could work

Credit rating agencies
design framework and
criteria for assessing BNPL
credits

Conditions necessary for success

The rating criteria should be clear and
transparent, so that investors can
understand the basis for the ratings

54

Periodically, BNPL firms open
their credit portfolio for
scrutiny and assessment

Credit ratings should be objective
and independent without external
influence

Rating grades are
assigned based on the
quality of the loan book
and risk management

processes in place

Credit ratings should be consistent
and comparable across different
BNPL providers

Relevant case studies

S&P Global
Ratings

Although rating agencies have
not yet commenced rating BNPL
credits, some are signalling
interest in this space. S&P
Global, for instance, has
indicated that in addition to
evaluating BNPL credits on a
case-by-case basis, they would
likely examine the extent to
which BNPL providers rely on
third-party services such as a
trust account or back-up servicer
(a firm that manages portfolio of
assets or receivables when the
primary servicer is unable to
perform).87
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Security vulnerabilities of decentralized CBDC architecture

Due to their complexity and the involvement of multiple entities, CBDCs running on
decentralized ledger technology widen the attack surface for malicious actors.

Background

Central bank digital currency (CBDC) is a digital representation of fiat currencies issued and backed by a central bank
authority. Central banks are exploring the use of CBDCs for wholesale (e.g. interbank settlement) and retail (e.g. cross-
border payments) applications to improve payment efficiency, expand access to the financial system, and facilitate the
execution of monetary policy.® There is a growing interest in CBDCs, with several central banks in different stages of
exploration. As of January 2023, 119 countries are exploring CBDCs, with 11 countries at launch stage.°

Several design variants are being considered for CBDC implementation, including centralized, per