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Deloitte Cybersecurity Monitoring and Dashboard

Solution overview

Vulnerabilities, security misconfigurations, and user privileges

What is it?

Deloitte has developed an asset -Cybersecurity Monitoring and Dashboard for SAP

-to provide continuous visibility and transparency into the vulnerabilities and security
best practices of the monitored SAP S/4 landscapes. It provides organizations easy to
understand dashboards, enabling monitoring and detection of security loopholes which
are very complex to achieve in a SAP environment, especially in large landscapes.

five Summary

What are the benefits?

+ Provide management transparency to their SAP cyber
security control profiles.

- Easy-to-understand dashboard interface for continuous
control monitoring cross all SAP landscapes.

+ One-stop view for multiple SAP cyber data, ABAP, JAVA, Fiori
and HANA DB.

+ Cost savings to avoid the need to perform regular SAP
vulnerability assessments and security testing.

Who's it for?

Designed for use by CIO, CRO, IT Security, Risk and
Compliance, as well as Internal Audit functions to
proactively mitigate SAP security risk, vulnerability,
data protection, and cyber attacks.

Cybersecurity Extension in SolMan
and SAC Dashboard

Leveraging on native integration with Solution Manager
(SolMan), this asset deploys extension into SolMan
enabling a major shift in security monitoring for SAP
landscapes, without requiring additional hardware or
installing additional SAP applications.

Monitor security KPIs using interactive dashboards.
This asset performs scheduled scans for thousands

of vulnerabilities in SAP platforms including
misconfigurations, missing patches and user privileges.
Security checks are benchmarked against industry
standards and SAP recommendations.

Follows best practices
- Monitoring is performed against Security Baseline, Security Notes and
HotNews published by SAP and Best Practice recommended by Deloitte.

+ Check points are also mapped to industry standards such as NIST
Cybersecurity Framework, SOX T controls, etc.

- Baselines will also be refreshed periodically for emerging threats and
vulnerabilities. and provided as part of Deloitte’s suite of services.

SAP Security Baseline NISI-
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How it works
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Security Monitoring Coverage | 300+ control points

Example of control points on SAP security hardening
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Number of control points
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Solution details

Deloitte SAP Cybersecurity Dashboard consists of 4 key components to enable continuous control monitoring (CCM).

Backend ABAP Frontend presentation

N N
I

SAC
Dashboard

Security
Baseline

ooooo

Target Systems

SAP.
SAP



06

Deloitte Cybersecurity Monitoring and Dashboard

SAC dashboard

Overall compliance status of all controls are fully integrated into pre-built SAC dashboard.
For clients who do not have SAC, the same dashboard can be built in Power Bl / Tableau / Qlik.

Analytics Cloud
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Want to know more? Let's talk

Executive Director Senior Manager Senior Manager
tke@deloitte.com vichandrahas@deloitte.com juloh@deloitte.com
+65 6216 3231 +65 6800 2124 +65 6800 2172
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