
Internal controls 
Considerations related to COVID-19
High quality corporate reporting that 
includes disclosures of timely, reliable, and 
insightful information is critical in the 
current environment. Auditors act as part 
of a financial reporting ecosystem that 
includes management, those charged with 
governance (TCWG)(e.g. boards, audit 
committees), regulators, standard setters, 
investors, and other stakeholders. The 
purpose of the financial reporting 
ecosystem is to produce corporate 
reporting that is complete, accurate, and 
transparent. The foundation for the 
financial information is a sound internal 
control environment maintained by 
management and overseen by TCWG. One 
of the roles of the auditor is to understand 
an audited company’s internal controls as 
part of determining the nature and extent 
of procedures to perform in order to 
evaluate whether the company’s financial 
statements are fairly presented.  

Considerations for companies 
A company’s management and TCWG 
should consider the broad implications of 
COVID-19 on the company’ internal 
control environment, including 
management’s ability to complete its 
financial reporting process and prepare 
financial statements on a timely basis. The 
Appendix below includes examples of 
impacted areas and key questions for 
companies to consider.  

In addition to the increased complexities 
created by the current environment on 
developing estimates and making going 
concern judgments, there may be 
increased pressures and opportunities to 
commit fraud. While the risk of fraud is 
typically not a new risk, COVID-19 has 
caused significant operational and 
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financial disruption, resulting in increased 
pressures on businesses, their employees 
and their stakeholders. Weakened internal 
control environments where key control 
owners are working remotely or have 
been fired or furloughed, combined with 
situations where companies, their supply 
chain, and customers may be distressed 
and struggling financially create 
opportunities for fraud – whether that is 
through manipulation of financial results, 
misrepresentation of facts or 
misappropriation of assets.  

In accordance with most accounting and 
auditing frameworks, the primary 
responsibility for the prevention and 
detection of fraud rests with both 
management and TCWG1 of the company. 
Companies typically have a process in place, 
monitored by TCWG, to identify and assess 
risks and ensure there are controls in place 
that prevent and detect misstatements. 
Management and TCWG should assess the 
heightened risk of fraud presented by the 
COVID-19 environment and ensure their 
control environment is able to mitigate such 
risks, including re-evaluating their fraud risk 
assessments in response to the current 
environment and throughout the year as 
circumstances change. 

1 https://www.aicpa.org/content/dam/aicpa/eaq/audit-committee-checklist-coronavirus-covid-19.pdf represents a list of questions that those charged with governance 
should consider asking companies’ management.  

Considerations for auditors 
Auditors recognize that evaluating internal 
controls has never been more important, 
and it should not be treated as a discrete 
part of the audit. There are likely to be 
changes to certain controls that have been 
operating throughout that 12-month period. 
For example, these changes could include 
changes in control operators due to staffing 
changes, changes in documentation of 
control operation due to remote workforce, 
or changes in control frequency/consistency 
due to competing priorities. These changes 
could apply to the entity or outsourced 
service providers used by the entity. 
Auditors should consider the potential for 
changes in evaluation of the design of 
controls and tests of operating effectiveness 
throughout the period of the audit. Auditors 
are also responsible for assessing the risk of 
material misstatement due to fraud. 

Deloitte is responding to challenges 
presented by COVID-19 using a 
coordinated approach. At Deloitte, we 
take our responsibilities in serving the 
capital markets and the public interest 
very seriously, and we are deeply 
committed to investing in capabilities and 
continuous improvement to deliver high-
quality audit services.  

Connect with us
If you would like to discuss Deloitte Global 
initiatives further, please reach out to:

Wally Gregory, Regulatory, Independence, 
and Conflicts Leader, Deloitte Global 
wgregory@deloitte.com 
Jeff     Kottkamp, Audit & Assurance Quality 
Leader, Deloitte Global 
jkottkamp@deloitte.com
Kat Sityar, Managing Director, Deloitte Global 
ksityar@deloitte.com

Pressure Management should be vigilant of the pressure to perpetrate fraud created by the distress of 
COVID-19 including: 
• Pressure to keep the company a going concern 
• Pressure to inflate share prices or pay dividends and thus maintain distributable reserves 
• Pressure to continue to pay employees and suppliers 
• Pressure to meet bank and other covenants 
• Financial pressures on individual employees due to lost jobs, pay-freezes/cuts, unpaid 

leave, no bonuses or promotions 
• Pressure to report all bad news now and make un-necessary write-offs that can be wrongly 

attributed to COVID-19 
Rationalization There will be those that see this as an opportunity to commit a fraud believing they are less 

likely to get caught as the current disruption draws management’s attention to other areas. In 
addition, those that would not normally commit fraud may see it as acceptable in these 
circumstances ‘for the greater good’ of protecting their company, employees, or themselves. 

Opportunity Disruption and changing working patterns may lead to companies needing to change their 
usual internal controls to allow operations to continue. For example: approvers of journal 
entries or other financial decisions may change if key people are off work; system access rights 
for employees may be increased to allow remote working; and documentation requirements 
may be reduced. However, disruption may cause existing fraud schemes to surface as the 
perpetrators are unable to keep them hidden. 

Deloitte Global A&A has taken several 
actions to support engagement teams in 
evaluating and testing internal controls in 
the COVID-19 environment, including the 
following:

1. Internal controls and fraud risks as a 
featured topic on the weekly COVID-19 
webcasts for Audit Quality, Regulatory, 
and Risk leaders. 

2. In March-April 2020, issued on-going,
clear, and consistent guidance and 
toolkits for Deloitte practitioners and 
audited companies such as (not all 
inclusive):

a. Internal Control Considerations in a 
COVID 19 Environment containing 
practical guidance and tips.

b. Forensic Focus on COVID-19: 
Financial Statement Fraud, 
highlighting areas that may be more 
susceptible to fraud created by 
adverse events such as COVID-19. 

c. Reacting to COVID-19 in Internal 
Control over Financial Reporting 
paper to help organizations 
anticipate challenges in internal 
control over financial reporting, 
including business and IT control 
implications, internal control 
framework and governance, and 
control testing considerations.

3. Additional activities are put in place to 
remind practitioners of their 
professional obligations, importance of
the increased level of the professional 
skepticism, including frequent 
leadership messaging and strong tone 
at the top that “we are not done until 
we are done,”, and presentations by 
the Global Ethics Leader. 

https://www.aicpa.org/content/dam/aicpa/eaq/audit-committee-checklist-coronavirus-covid-19.pdf
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