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Executive summary

Growth in the global aerospace and defense (A&D) sector, as

in other manufacturing sectors, is often dependent on global
economic growth. The current subdued global economy has
made it an uphill task for many manufacturers to achieve strong
growth. Manufacturers, including those in the A&D sector, that
can differentiate themselves by offering competitive products at
competitive prices are the ones that will likely stand out. What
makes these companies excel? How are these companies able to
outperform the market? The answers may lie in their intense focus
on certain competitive capabilities.

To understand which capabilities companies are focusing on,
Deloitte Touche Tohmatsu Limited, along with the Council on
Competitiveness, conducted a study where we asked global
executives about the capabilities they believe are important for
current competitiveness and how important these capabilities

are going to be for the future. These capabilities are typically
transient by nature and companies will likely have to be constantly
vigilant to identify and invest in capabilities that will help them

be differentiated leaders in the market. To improve their
competitiveness, companies in the A&D sector are focusing on:

Building a skilled workforce base and retaining talented

employees. Talent is a key competitive capability for manufacturing

organizations. A skilled workforce is required throughout the
organization, starting from the boardroom to shop floor. Talented
employees help companies carry out the critical research and
development (R&D) needed to bring innovative products to the
market. In addition, a skilled workforce is required to work with

the advanced technologies that A&D companies are investing in

to develop new products, improve existing products, and provide
an enhanced aftermarket experience. To carry out the critical R&D
required, as well as to work on smart machines, A&D companies
can tap into different sources, such as working with high schools to
attract young talent, recruiting women who often constitute a large
untapped demographic, and investing in continually training their
employees.

Investing in cybersecurity and protecting intellectual
property (IP). Deployment of digital advanced manufacturing
technologies carries new risks associated with the unauthorized
access to systems. As regulations concerning protection of patents,
copyrights, trademarks, or other intellectual property are not
strong in all countries, there are chances of imitation products

being developed. Building cyber risk management strategies along
with constant monitoring of the sources of cyber risks, and being
prepared for vulnerabilities, can help A&D companies build defenses
against cyber theft and protect their intellectual rights.

Leveraging Industry 4.0. Investing in and implementing new
manufacturing models, such as Industry 4.0 or smart manufacturing
that integrate the physical world with the digital world, can aid in
higher productivity, lower risk, and additional revenue. Many A&D
companies are using advanced technologies such as Industry 4.0

to not only develop new products in a cost-effective way but to

also improve existing products by leveraging data generated in the
smart manufacturing production process. Leveraging advanced
technologies to introduce new and differentiated products and
services in the marketplace will help A&D companies grow both their
top and bottom lines as these products and services typically carry
higher margin. Moreover, advanced technology investments can
provide disproportionate benefits in technology-intensive sectors
such as A&D, as it will be difficult to easily mimic products and
services.
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INntroduction

The aftermath of the 2008-2009 financial crisis has created many
challenges. Despite the large-scale quantitative easing carried out
by major central banks and fiscal stimuli offered by governments,
global economic growth has yet to regain its strength. Though the
global economy is likely to grow at 2.7 percent in 2017 compared to
2.4 percentin 2016, concerns remain around protectionist policies
espoused by governments, which are likely leading to slowing global
trade, uncertainties surrounding global value chain integration, and
increased trade policy uncertainty.!

In these uncertain times, it is often increasingly difficult for
manufacturing companies to generate sustainable growth. And
the A&D sector is no exception. Global A&D sector revenue grew
2.4 percentin 2016 and likely will post 2.0 percent growth in 2017,
lower than the average 3.1 percent growth posted over the period
2010-2015.2 Growth is expected to be particularly slower in the
commercial aerospace subsector at 0.3 percent, compared to the
defense subsector which will likely post growth of 3.2 percent,
mainly driven by defense spending in the United States.?

Of the companies that comprise the A&D sector, high performers
have executed better on financial metrics, such as profitability
margins, return on assets, return on invested capital, free cash
margin, and other parameters. This study aims to identify the
probable reasons for improving competitiveness and becoming a

high performer. What are the capabilities that help an A&D company

become a high performer and generate superior returns? What

capabilities do A&D companies think are important in maintaining
their current competitiveness and what capabilities do they think
are needed for the future?

High performers reported stronger financial metrics than other A&D
companies over the last five years. To understand the importance of
being a high performer, Deloitte conducted an analysis of pure-play
A&D companies, or companies with A&D as their major business
(more than 75 percent of revenues from A&D), and with 2016
revenue greater than $2 billion.

We calculated an overall score for each company based on the five-
year average of five equally weighted financial performance metrics
that place significant emphasis on operational excellence: revenue
growth, operating income growth, operating margin, free cash
margin, and return on invested capital (ROIC). We normalized the
overall score to convert the values in the range of 0 to 1. Based on
the normalized score, we ranked the companies in descending order
and identified the top quartile as well as bottom quartile companies
in the A&D sector.

As seen in figure 1, top quartile A&D firms grew much faster. Their
profitability and free cash margins are double that of bottom
quartile firms, and their returns on invested capital are more than
three times that of bottom quartile A&D firms.

Figure 1. Financial performance of the top quartile versus bottom quartile A&D firms (2012-2016)
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Source: Calculated by S&P Global Market Intelligence, https://dupress.deloitte.com/dup-us-en/snp-global-market-intelligence-disclosure-notice.html.
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Framework for analyzing high
performers

To better understand the specific capabilities that high-performing 1. The positioning of 35 specific capabilities along two dimensions
manufacturing companies are focusing on, the study asked more of (a) how competitive an organization is today with regard to the
than 500 CEOs to rate their company's current competitiveness capability; and (b) how important the organization believes that
relative to their closest global rivals on 35 specific capabilities (refer capability is to their future competitiveness (figure 2).

to methodology section at the end of the paper to learn more about

the executive study). They were also asked to rate how important 2. Identifying the capabilities high-performing companies are

they thought each capability is relative to future competitiveness. focusing on to improve their performance in the future.

These ratings were then normalized, converted into a 10-100
scale, and positioned on a scatterplot. This helped conceptualize a
framework with two principal elements:

Given the limitations of a small sample of A&D companies, we
plotted the average scores of all A&D companies to identify the
competitiveness capabilities A&D companies are focusing on now
and in the future. Note, this is a slightly different methodology used
than in the broader High-performing manufacturers study.

Figure 2. Framework for analyzing high performance
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The scores of A&D companies were plotted on a scatterplot with current competitiveness shown on the x-axis and future importance on the
y-axis (figure 3).5 The capabilities that are at the top and above the diagonal line are the ones on which high performers intend to place higher

importance in order to differentiate themselves from other companies in the future.

Figure 3. Competitiveness map for A&D companies
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What are the focus areas for A&D
companies to become high performers?

Identifying the key capabilities that A&D companies are focusing on can help us understand their priorities for being competitive now
and how they plan to remain competitive in the future. Figure 4 illustrates the certain capabilities A&D companies are focusing on

relative to current and future competitiveness.

Figure 4. A&D companies focus on key competitive capabilities
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Availability of skilled talent is key

Many manufacturers, including those in the A&D sector, consider
talent-related capabilities to be very important for their company's
current and future competitiveness. Not only for company
competitiveness, but also for a nation to be globally competitive,
talent is considered to be the most important capability. The global
study conducted by Deloitte and the Council on Competitiveness
found that manufacturing executives worldwide ranked “talent”

as the most important driver of country-level manufacturing
competitiveness.®

A&D companies recognize the increasing need for a skilled and
talented workforce in the face of an evolving manufacturing and
technology landscape. In fact, A&D companies have assigned a
rating that is close to 100 to skilled workforce availability for
future importance.

For the entire manufacturing industry, talent will be a key
competitive lever going forward as the skills gap issue becomes
increasingly pervasive. As many as two million manufacturing

jobs in the United States are likely to go unfilled between 2015

and 2025 due to the unavailability of skilled workers.” However,
concerned with the challenges posed by the skills gap and the
difficulty of attracting new, top talent, many A&D companies are
placing relatively high emphasis on employee retention now and
for the future. In addition to skills and talent, high-performing A&D
companies are assigning high future importance to leadership
capabilities, such as leadership and management and leadership
succession.

In 2015, Boeing started targeting high
school talent through an accelerated
hiring and training program to fill future
workforce gaps. The original equipment
manufacturer (OEM) focused on
partnerships with academic institutions to
help ensure that school curriculums match
the skill set required by the company.
Boeing has had partnerships with nearly
30 high schools, skill centers, and technical
colleges, specializing in specific areas.8




What makes high performing A&D companies tick? | Capabilities that can bolster competitiveness

Leadership to steer the company

In a highly complex, globally developed sector, strength and stability
in leadership help in overseeing the development of new products
that take years to develop, and in successfully executing long-
gestation projects that are typical to the A&D sector. These long
lead times may be the reason why A&D companies have assigned
higher scores on leadership and management and leadership
succession capabilities, for both current competitiveness and future
importance, particularly for the future.

Advanced technologies to drive growth

United Technologies' leadership steered
the game-changing Geared Turbofan (GTF)
engine project. It proved to be disruptive,
as it helped OEMs launch new-generation
aircraft at least a decade earlier than
planned. The company’s success was
possible due to the company leadership's
vision to develop a revolutionary engine
that would improve fuel efficiency as well
as reduce emissions and noise.’

Among the different manufacturing sectors, A&D is one that has
pioneered many innovations that have found applications in other
sectors of manufacturing, as well as in other industries. Commercial
aircraft, human spaceflight, the Internet, global positioning system
(GPS) navigation, and satellites are a few examples of game-
changing technology innovations that are applied extensively across
industries.'® Leadership in the use of advanced technologies
continues even today with the sector being at the forefront of

digital innovations, helping lead the way for adoption of such
technologies as additive manufacturing, machine learning, advanced

analytics, smart automation, and blockchain, among others. A&D
companies have assigned the highest possible rating of 100 to the
use of advanced technologies on future importance. Many A&D
companies are now using advanced technologies for a range of
products, from complex engine parts and wing components to
relatively simple, yet customized parts such as armrests and food
trays.

A&D companies are using advanced technologies to develop
completely new cost-effective products and services, making
existing products smarter by adding sensors and connectivity and
better by using advanced materials. For instance, real-time flight
data collected from sensors in aircraft are used to reduce fuel
consumption, improve scheduling, and minimize flight delays. In
addition to design, development, and manufacturing of products,
advanced technologies also can help improve the aftermarket
experience by using data to track asset condition and predicting the
chances of parts and systems failures beforehand."

GE Aviation collects real-time data

from internet-connected systems on
aircrafts and runs advanced analytics

to identify faults in their engines, thus
helping to lower maintenance costs and
extend the life of the parts that go into
the aircrafts. Maintenance crews can
determine when to replace a component
before it malfunctions, avoiding costly
unscheduled downtime.™
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Raytheon, a US-based defense
contractor, has invested more

than $3.5 billion in cybersecurity
initiatives over the last 10 years. The
company expects to further increase
investments in cybersecurity-related
R&D and acquisitions, as combating
cyber threats is becoming a priority
for Raytheon's customers, including
the US Department of Defense. Since
2007, Raytheon has made 17 cyber-
related acquisitions, and it continues to
scout for more, according to the chief
technology officer of the company’s
cybersecurity and special missions
division.”™

Cybersecurity and IP protection to help ensure safety of
critical tangible and intangible assets

As A&D companies continue to invest in advanced technologies to
develop new products and make existing products smarter, they

are looking to protect their connected manufacturing systems
and processes from cyberattacks. In addition, they are also

concerned about other companies copying or reengineering their
products, technology, or intangible assets like intellectual property.
To protect their manufacturing assets that are now digital and
intellectual property, A&D companies are focusing on cybersecurity
and IP protection. Cybersecurity deals with the techniques of
protecting computer systems, networks, programs, and data from
unauthorized access, while IP protection is related to protecting
patents, trademarks, copyrights, and trade secrets.

Many manufacturing executives think cybersecurity is the largest
information technology (IT) risk. In addition, the number of times the
word “cybersecurity” appeared as a key risk factor in 10-K SEC filings
increased from 74 in 2011 to 339 in 2015, and that number is likely
to be surpassed in 2016 (by June 2016, the number of citations was
already 327)." Many companies, including those in A&D, understand
the importance of cybersecurity and are focusing on cyber risk
strategies to differentiate their performance.

More than a third of manufacturers mentioned that “theft

of intellectual property” is the top cyber risk they face.™ By

2020, businesses are likely to spend more than $100 billion

on cybersecurity software, services, and hardware.'® A&D
companies, think that this capability is a must-have for their future
competitiveness. Many defense companies that rely on government
orders for their revenue are making serious efforts to protect

their assets from cyber threats. Several governments affected by
terrorism threats have increased their spending on addressing
security matters, including cybersecurity measures. As part of
those efforts, many governments are interested in procuring cyber
protection and services equipment."”

10
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Bringing products quickly to market and catering to a global
customer base

A&D companies are placing higher future importance on global
sales and marketing and speed of new products to market to
enhance their future competitiveness. To grow their business,
A&D companies are developing products that carry higher margin,
investing in new services, and focusing on new customers and
markets.”

As the markets in developed economies have matured, many

A&D companies are targeting emerging economies as the new
growth drivers. For instance, the share of military expenditure

from the Asia and Oceania region rose to 26.8 percent in 2016

from 20.3 percent in 2010, while that of the Americas declined to
41.3 percent from 49.8 percent during this period. Hence, many
global defense companies are increasing their footprints in regions
such as India, China, and the Middle East.?° The A&D supply chain

is currently undergoing transformation with on-time delivery

being one of the primary objectives. Many A&D companies are
leveraging their supplier network strength as research shows
supplier relationships can play a major role in product development.
These relationships could be of great significance when there is

high technological complexity involved. In addition, involving major
suppliers early in the product development process can build trust
among all players and diversify the risk associated with new product
development.?!

In the development of its A380 aircraft,
Airbus collaborated with multiple suppliers
early in the aircraft development process
and widened its supplier base globally
instead of sourcing mainly from Europe.
Airbus also entered into risk and reward
sharing partnerships with its key strategic
suppliers.'®

1"
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Focus on risk management

The A&D sector is prone to program management issues, ranging
from technical delivery issues and changing government regulations
to delays in government budgets. The results can be cost escalation
that makes program management a challenge. To address the
program management issues, A&D companies need to identify

the root causes and address the problems to bolster their top and
bottom lines of growth.

Providing higher value for price

A&D companies are focusing on higher value for price and total
delivered cost to improve profitability margins. As governments

in major markets, such as the United States, are exerting pressure
on defense companies to limit costs, execute projects on time,

and deliver more value for the price they are paying, defense
companies have focused on cost reduction to protect their margins.
At the same time, A&D companies are focusing on managing total
delivered cost and labor costs to boost operating profit margin. As
part of those efforts, some aircraft manufacturers are restructuring
their businesses, which includes eliminating duplication of functions
between parent company and subsidiaries, reducing inventory
costs, adjusting payment terms with suppliers, and investing in
productivity to reduce labor costs.??

Lockheed Martin has been focused on
cost reduction to become more efficient
and competitive. In October 2015, it
announced a cost-cutting review to
reduce costs by 30 percent. By the end
of 2016, the company’s core operating
margin improved by 80 basis points

to 11.9 percent from 11.1 percent in
2015, which is higher than the average
industry operating margin of 10.4
percent in 2016.23

12
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How can A&D companies improve their
manufacturing competitiveness?

Globally, the A&D sector is likely to grow 2.0 percent in 2017 with
higher production requirements for both aircraft and defense
equipment.2* However, the sector is likely to experience pricing
pressure as customers, whether airlines or government defense
procurement officials, continue to expect more value for the
dollar, forcing A&D companies to be more efficient and cut costs
wherever possible.?s In these uncertain times, it can become
much more important for A&D companies to quickly address

any challenges they are facing and, at the same time, invest in
new technologies that can help them cater to changing customer
needs. A&D companies can improve their current as well as future
competitiveness by focusing on human capital requirements,
protecting intangible assets like intellectual property, and being at
the forefront of adoption of new manufacturing technologies.

To further understand the evolving human capital trends, in 2017
Deloitte conducted a survey of more than 10,000 business and
human resource leaders, including 49 leaders from A&D. Based on
the responses from the A&D leaders, the workforce implications for
various business issues are provided in figure 5. The top workforce
priorities for businesses in A&D include investing in people
development, improving productivity of their workforce, preparing
employees to understand changing customer requirements,

and retraining people to use digital tools as work becomes more
automated.?6

Figure 5. Business and workforce implications for A&D sector

Business implications

Production growth to meet strong demand for
next-generation aircraft and growing passenger traffic

Global competition increases from countries such
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Capacity demands require a transformation of the
supply chain
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family)
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rationalization of product portfolios

Focus on efficiency initiatives (e.g., risk sharing with
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Source: Deloitte, 2017 Human capital trends—A&D sector outlook

Invest in talent. Manufacturing, including the A&D sector, is
suffering from a shortage of skilled workers which can negatively
impact new product development and make meeting production
targets that much more difficult. At the same time, manufacturing,
including the A&D sector, is on the path toward deployment of
smart machines in their manufacturing processes. To work with
these machines, the workforce needs to be highly skilled.2”

For companies in the A&D sector to remain competitive, they should
consider not only hiring top talent but also retaining them. To
improve their talent base, A&D companies should consider:

Attracting young talent by engaging with local high
schools and elementary schools to build interest in
STEM skills 28

Women in manufacturing are typically one of the largest
pools of untapped talent. Though women formed 46
percent of the US labor force in 2016, they constituted
just 29 percent of the US manufacturing workforce.29

Investing in education. More than 90 percent of
manufacturing executives agreed that “internal
employee training and development programs” are the
most effective in addressing the talent shortage among
the workforce 3°

Organization and workforce implications

Invest in people development such as upskilling and
career progression

Improve employee productivity (e.g., manage cost
structures timely, rationalize/close factories)

Enhance organizational flexibility to adjust capacity and
focus and enable innovation

Prepare organization and employees for changing
customer requirements (e.g., more functionality, more
reliability) and technological advancements

w3 Adopt cognitive tools (e.g., Al technologies) and train
% :
people to work with these tools

13
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Make business secure, vigilant, and resilient. Manufacturing
companies, including those in the A&D sector, are increasingly

investing in digital technologies and advanced data analytics to they can:
hasten product development, improve existing processes, and

serve customers better. As the manufacturing value chain has

been globalized and cuts across geographies, companies in the
manufacturing industry are often exposed to threats from cyber-
attacks and theft of intellectual property. In fact, only half of the
manufacturing executives surveyed as part of Deloitte and MAPI's
Cyber risk in advanced manufacturing study were either very confident
or extremely confident of their organizations' assets being protected

from cyber threats.”

Figure 6. Cyber risk framework

Be secure
Take a top down,
risk-based approach to
implementing security
strategies for the most
critical networks,
systems, and data.

Source: Deloitte and MAPI, Cyber risk in advanced manufacturing
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Manufacturing companies, including those in the A&D sector, need
to be secure, vigilant, and resilient (figure 6). As part of those efforts,

Build cyber risk management strategies into the
enterprises and emerging technologies as they are
deployed.

Constantly monitor systems, applications, people, and
the outside environment to detect any incidents that can
breach their cybersecurity.

Be prepared for any incidents so the situation can
be brought under control as quickly as possible with
minimal disruptions to normal business and with

minimal cost to the firm.32

O

Be vigilant
Implement routine
monitoring mechanisms
for high risk networks,
systems, and data that will
alert the company to
abnormal activity and
enable prompt action.

Be resilient
Plan ahead before a
breach occurs so the
entire organization is
prepared to respond in
order to quickly neutralize
threats, prevent further
spread, and recover from
business impacts.
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Embrace Industry 4.0. A&D companies, like other manufacturing
companies, can improve their business by focusing on improving
productivity, reducing risk, and generating incremental as well as
new revenue. These objectives can be achieved either through

the traditional manufacturing model of a linear value chain or

by dynamic processes. For this, companies should integrate

their information technology with operations technology to aid

in physical-to-digital-to-physical connection—a state commonly
referred to as Industry 4.0 or smart manufacturing.

To better understand where value is created by Industry 4.0,
Deloitte has developed an information value loop that shows

the flow of information through the five value-creating activities
(figure 7). Industry 4.0, plays a role in the “act” and “create” stages
or in the physical-to-digital and digital-to-physical leaps that are
unique to manufacturing processes. The value of Industry 4.0 can

be felt particularly in the digital-to-physical phase—from connected,

digital technologies to the creation of a physical object. To learn
more, please refer to the Deloitte Insights study “Industry 4.0 and
manufacturing ecosystems.”

Figure 7. The information value loop
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Conclusion

To become high performers, A&D companies need to focus on

the right set of capabilities that help them maintain their current
competitiveness and drive their performance into the future. High-
performing companies, be it in A&D or in overall manufacturing,
garner substantial share of the market and typically have better
profitability through their superior products and exceptional service.
However, the journey toward becoming a high performer is fraught
with multiple challenges. Companies not only need to identify but
also invest in the right capabilities to transform themselves into a
high performer.

To remain competitive now and in the future, A&D companies are

focusing on capabilities related to:

* Skilled talent to bring innovative products to market and to operate
smart machines

» Advanced technologies to develop new ways of manufacturing
products

* Smart manufacturing to improve existing products and develop
new products as well as processes

* Protecting intellectual assets

A&D companies that strive to protect their competitive position
by being flexible to transform themselves to suit changing market
conditions will emerge as the high perfomers.

16
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Methodology

As part of Deloitte’s ongoing collaboration with the Council on
Competitiveness on the Global Competitiveness in Manufacturing
Initiative, we conducted a global study of manufacturing CEOs in
2010, 2013, and 2016. Together, these studies received more than
1,600 CEO responses.

On a broad list of capabilities, we asked CEOs to rate their
company's current competitiveness in each capability relative to
their closest global rivals, as well as rate how important they thought
each capability would be to staying competitive in the future. In
order to remove the variations in rating among countries (due

to culture), industry subsectors, and company revenue sizes, we
normalized the data by country, industry, and size, and calculated
current and future index scores for each of the capabilities on a 10-
100 scale for both current competitiveness and future importance.

In the High-performing manufacturers study, we separated the
respondents’ companies into “high performers” and “other
companies” (all other companies studied). High performers were
identified on the basis of four parameters: the company’s actual
profitability, its profitability when compared to its peers, whether
the company met or exceeded its profitability goals, and the
company's performance on return on assets.

For this derivative study, we have not categorized A&D companies
into "high performers” and “other companies” as the sample

size is limited to 19. Instead, we calculated the average scores on
current competitiveness and future importance for the broad list of
capabilities of all the 19 A&D companies that participated in

the study.

Please read the Deloitte insights study on high-performing
manufacturers to learn more.

17


https://dupress.deloitte.com/content/dam/dup-us-en/articles/3386_high-performing-manufacturers/DUP_High-performance-manufacturing.pdf

What makes high performing A&D companies tick? | Capabilities that can bolster competitiveness

Endnotes

18

World Bank, “Global outlook: A fragile recovery,” June 2017, pubdocs.
worldbank.org/en/997531493655496869/Global-Economic-Pros-
pects-June-2017-Highlights-Chapter-1.pdf.

Deloitte, “2017 Global aerospace and defense sector outlook,” Jan-
uary 2017, www2.deloitte.com/content/dam/Deloitte/global/Docu-
ments/Manufacturing/2017-global-ad-outlook-january.pdf.

Ibid.

Deloitte Insights, “High-performing manufacturers”, 2016, https://du-
press.deloitte.com/content/dam/dup-us-en/articles/3386_high-per-
forming-manufacturers/DUP_High-performance-manufacturing.pdf.

Ibid

Deloitte and US Council on Competitiveness, “2016 Global manufac-
turing competitiveness index,” 2016, www2.deloitte.com/content/
dam/Deloitte/global/Documents/Manufacturing/gx-global-mfg-com-
petitiveness-index-2016.pdf.

Deloitte and The Manufacturing Institute, “The skills gap in US man-
ufacturing: 2015-2025 outlook,” www?2.deloitte.com/us/en/pages/
manufacturing/articles/boiling-point-the-skills-gap-in-us-manufactur-

ing.html.

Boeing, “Boeing tapping into high school talent for manufacturing
jobs,” September 9, 2015, www.boeing.com/company/about-bca/
washington/boeing-tapping-into-high-school-talent-for-manufactur-
ing-jobs-09-09-2015.page.

Forbes, “The billion-dollar bet on jet tech that's making flying more
efficient,” https://www.forbes.com/sites/danielfisher/2013/01/23/
the-billion-dollar-bet-on-jet-tech-thats-making-flying-more-effi-
clent/#1c14e26d7713; Forbes, “Gamechanger: How Pratt & Whitney
transformed itself to lead a revolution in jet propulsion,” https://
www.forbes.com/sites/lorenthompson/2016/01/21/gamechanger-
how-pratt-whitney-transformed-itself-to-lead-a-revolution-in-jet-pro-
pulsion/#4ca37032195d.

Deloitte, “Aerospace Innovation-A New Dawn: How some innovation
leaders excel despite risks and declines in funding,” December 2015,
www?2.deloitte.com/content/dam/Deloitte/us/Documents/manufac-
turing/us-mfg-a-and-d-innovation-pov.pdf.

Wall Street Journal, “2017 Aerospace and defense outlook,” Febru-
ary 23, 2017, http://deloitte.wsj.com/cio/2017/02/23/2017-aero-
space-and-defense-outlook/ ; Business Insider, “Why every flight you
take is obsessively monitored”, June 16, 2015, www.businessinsider.
in/Why-every-flight-you-take-is-obsessively-monitored/article-
show/47694902.cms.

Forbes, “GE Digital: Beyond A ‘Cartoonish Version' Of The Internet
Of Things,” February 15, 2017, https://www.forbes.com/sites/ora-
cle/2017/02/15/ge-digital-beyond-a-cartoonish-version-of-the-inter-
net-of-things/#3d686f25c921.

20.

21.

22.

23.

Raytheon, 2016 10-K report; Boston Business Journal, “Raythe-
on bets big on cybersecurity as it seeks to fill ‘hundreds of jobs’”
September 5, 2015, www.bizjournals.com/boston/blog/tech-
flash/2015/09/raytheon-bets-big-on-cybersecurity-as-it-seeks-to.

html.

Deloitte and MAPI, “Cyber risk in advanced manufacturing,” 2016,
www?2.deloitte.com/content/dam/Deloitte/us/Documents/manufac-
turing/us-manu-cyber-risk-in-advanced-manufacturing.pdf.

Ibid.

IDC, “Worldwide revenue for security technology forecast to surpass
$100 billion in 2020, according to the new IDC Worldwide Semian-
nual Security Spending Guide,” October 12, 2016, https://www.idc.
com/getdoc jsp?containerld=prUs41851116.

Deloitte, “2016 Global aerospace and defense sector outlook,”
January 2016, www?2.deloitte.com/content/dam/Deloitte/global/
Documents/Manufacturing/gx-manufacturing-2016-global-ad-sec-

tor-outlook.pdf.

Thomas E. Johnsen and Michael Lewis, “Supplier involvement in the
development of the A380 super jumbo,” www.researchgate.net/
profile/Thomas_Johnsen/publication/301215392 Supplier_Involve-
ment in the Development of the A380 Super Jumbo/links/570c-
d31308ae2b772e41f63f pdf.

Deloitte, “2017 Global aerospace and defense sector financial
performance study,” 2017, www?2.deloitte.com/global/en/pages/
manufacturing/articles/gx-mnfg-aerospace-and-defense-finan-per-
formance.html.

Deloitte analysis based on data from Stockholm International Peace
Research Institute (SIPRI), www.sipri.org/databases/milex.

Thomas E. Johnsen and Michael Lewis, “Supplier involvement in the
development of the A380 super jumbo,” www.researchgate.net/
profile/Thomas_Johnsen/publication/301215392 Supplier_Involve-
ment_in_the Development of the A380 Super Jumbo/links/570c-
d31308ae2b772e41163f.pdf.

Financial Times, “Airbus prepares to launch restructuring and
cost cuts,” September 18, 2016, www.ft.com/content/e6f793f2-
7db2-11e6-8e50-8ec15fb462f4; Fortune, "How Boeing Is trying
to cut costs ahead of Its 100th anniversary,” July 7, 2016, fortune.
com/2016/07/07/boeing-budget-cuts/.

Reuters, “Lockheed eyes overhead cuts of up to 30 percent,”
October 2015, www.reuters.com/article/us-lockheed-costs-exclu-
sive-idUSKCNOSA20B20151016; Deloitte, “2017 Global aerospace
and defense sector financial performance study,” 2017, www2.
deloitte.com/global/en/pages/manufacturing/articles/gx-mnfg-aero-
space-and-defense-finan-performance.html.



http://pubdocs.worldbank.org/en/997531493655496869/Global-Economic-Prospects-June-2017-Highlights-Chapter-1.pdf
http://pubdocs.worldbank.org/en/997531493655496869/Global-Economic-Prospects-June-2017-Highlights-Chapter-1.pdf
http://pubdocs.worldbank.org/en/997531493655496869/Global-Economic-Prospects-June-2017-Highlights-Chapter-1.pdf
https://www2.deloitte.com/content/dam/Deloitte/global/Documents/Manufacturing/2017-global-ad-outlook-january.pdf
https://www2.deloitte.com/content/dam/Deloitte/global/Documents/Manufacturing/2017-global-ad-outlook-january.pdf
https://dupress.deloitte.com/content/dam/dup-us-en/articles/3386_high-performing-manufacturers/DUP_High-performance-manufacturing.pdf
https://dupress.deloitte.com/content/dam/dup-us-en/articles/3386_high-performing-manufacturers/DUP_High-performance-manufacturing.pdf
https://dupress.deloitte.com/content/dam/dup-us-en/articles/3386_high-performing-manufacturers/DUP_High-performance-manufacturing.pdf
https://www2.deloitte.com/content/dam/Deloitte/global/Documents/Manufacturing/gx-global-mfg-competitiveness-index-2016.pdf
https://www2.deloitte.com/content/dam/Deloitte/global/Documents/Manufacturing/gx-global-mfg-competitiveness-index-2016.pdf
https://www2.deloitte.com/content/dam/Deloitte/global/Documents/Manufacturing/gx-global-mfg-competitiveness-index-2016.pdf
https://www2.deloitte.com/us/en/pages/manufacturing/articles/boiling-point-the-skills-gap-in-us-manufacturing.html
https://www2.deloitte.com/us/en/pages/manufacturing/articles/boiling-point-the-skills-gap-in-us-manufacturing.html
https://www2.deloitte.com/us/en/pages/manufacturing/articles/boiling-point-the-skills-gap-in-us-manufacturing.html
http://www.boeing.com/company/about-bca/washington/boeing-tapping-into-high-school-talent-for-manufacturing-jobs-09-09-2015.page
http://www.boeing.com/company/about-bca/washington/boeing-tapping-into-high-school-talent-for-manufacturing-jobs-09-09-2015.page
http://www.boeing.com/company/about-bca/washington/boeing-tapping-into-high-school-talent-for-manufacturing-jobs-09-09-2015.page
https://www.forbes.com/sites/danielfisher/2013/01/23/the-billion-dollar-bet-on-jet-tech-thats-making-flying-more-efficient/#1c14e26d7713
https://www.forbes.com/sites/danielfisher/2013/01/23/the-billion-dollar-bet-on-jet-tech-thats-making-flying-more-efficient/#1c14e26d7713
https://www.forbes.com/sites/danielfisher/2013/01/23/the-billion-dollar-bet-on-jet-tech-thats-making-flying-more-efficient/#1c14e26d7713
https://www.forbes.com/sites/lorenthompson/2016/01/21/gamechanger-how-pratt-whitney-transformed-itself-to-lead-a-revolution-in-jet-propulsion/#4ca37032195d
https://www.forbes.com/sites/lorenthompson/2016/01/21/gamechanger-how-pratt-whitney-transformed-itself-to-lead-a-revolution-in-jet-propulsion/#4ca37032195d
https://www.forbes.com/sites/lorenthompson/2016/01/21/gamechanger-how-pratt-whitney-transformed-itself-to-lead-a-revolution-in-jet-propulsion/#4ca37032195d
https://www.forbes.com/sites/lorenthompson/2016/01/21/gamechanger-how-pratt-whitney-transformed-itself-to-lead-a-revolution-in-jet-propulsion/#4ca37032195d
https://www2.deloitte.com/content/dam/Deloitte/us/Documents/manufacturing/us-mfg-a-and-d-innovation-pov.pdf
https://www2.deloitte.com/content/dam/Deloitte/us/Documents/manufacturing/us-mfg-a-and-d-innovation-pov.pdf
http://deloitte.wsj.com/cio/2017/02/23/2017-aerospace-and-defense-outlook/
http://deloitte.wsj.com/cio/2017/02/23/2017-aerospace-and-defense-outlook/
http://www.businessinsider.in/Why-every-flight-you-take-is-obsessively-monitored/articleshow/47694902.cms
http://www.businessinsider.in/Why-every-flight-you-take-is-obsessively-monitored/articleshow/47694902.cms
http://www.businessinsider.in/Why-every-flight-you-take-is-obsessively-monitored/articleshow/47694902.cms
, https://www.forbes.com/sites/oracle/2017/02/15/ge-digital-beyond-a-cartoonish-version-of-the-internet-of-things/#490d95ad5c92
https://www.forbes.com/sites/oracle/2017/02/15/ge-digital-beyond-a-cartoonish-version-of-the-internet-of-things/#3d686f25c921
https://www.forbes.com/sites/oracle/2017/02/15/ge-digital-beyond-a-cartoonish-version-of-the-internet-of-things/#3d686f25c921
https://www.forbes.com/sites/oracle/2017/02/15/ge-digital-beyond-a-cartoonish-version-of-the-internet-of-things/#3d686f25c921
http://www.bizjournals.com/boston/blog/techflash/2015/09/raytheon-bets-big-on-cybersecurity-as-it-seeks-to.html
http://www.bizjournals.com/boston/blog/techflash/2015/09/raytheon-bets-big-on-cybersecurity-as-it-seeks-to.html
http://www.bizjournals.com/boston/blog/techflash/2015/09/raytheon-bets-big-on-cybersecurity-as-it-seeks-to.html
https://www2.deloitte.com/content/dam/Deloitte/us/Documents/manufacturing/us-manu-cyber-risk-in-advanced-manufacturing.pdf
https://www2.deloitte.com/content/dam/Deloitte/us/Documents/manufacturing/us-manu-cyber-risk-in-advanced-manufacturing.pdf
https://www.idc.com/getdoc.jsp?containerId=prUS41851116
https://www.idc.com/getdoc.jsp?containerId=prUS41851116
https://www2.deloitte.com/content/dam/Deloitte/global/Documents/Manufacturing/gx-manufacturing-2016-global-ad-sector-outlook.pdf
https://www2.deloitte.com/content/dam/Deloitte/global/Documents/Manufacturing/gx-manufacturing-2016-global-ad-sector-outlook.pdf
https://www2.deloitte.com/content/dam/Deloitte/global/Documents/Manufacturing/gx-manufacturing-2016-global-ad-sector-outlook.pdf
https://www.researchgate.net/profile/Thomas_Johnsen/publication/301215392_Supplier_Involvement_in_the_Development_of_the_A380_Super_Jumbo/links/570cd31308ae2b772e41f63f.pdf
https://www.researchgate.net/profile/Thomas_Johnsen/publication/301215392_Supplier_Involvement_in_the_Development_of_the_A380_Super_Jumbo/links/570cd31308ae2b772e41f63f.pdf
https://www.researchgate.net/profile/Thomas_Johnsen/publication/301215392_Supplier_Involvement_in_the_Development_of_the_A380_Super_Jumbo/links/570cd31308ae2b772e41f63f.pdf
https://www.researchgate.net/profile/Thomas_Johnsen/publication/301215392_Supplier_Involvement_in_the_Development_of_the_A380_Super_Jumbo/links/570cd31308ae2b772e41f63f.pdf
https://www2.deloitte.com/global/en/pages/manufacturing/articles/gx-mnfg-aerospace-and-defense-finan-performance.html
https://www2.deloitte.com/global/en/pages/manufacturing/articles/gx-mnfg-aerospace-and-defense-finan-performance.html
https://www2.deloitte.com/global/en/pages/manufacturing/articles/gx-mnfg-aerospace-and-defense-finan-performance.html
http://www.sipri.org/databases/milex
https://www.researchgate.net/profile/Thomas_Johnsen/publication/301215392_Supplier_Involvement_in_the_Development_of_the_A380_Super_Jumbo/links/570cd31308ae2b772e41f63f.pdf
https://www.researchgate.net/profile/Thomas_Johnsen/publication/301215392_Supplier_Involvement_in_the_Development_of_the_A380_Super_Jumbo/links/570cd31308ae2b772e41f63f.pdf
https://www.researchgate.net/profile/Thomas_Johnsen/publication/301215392_Supplier_Involvement_in_the_Development_of_the_A380_Super_Jumbo/links/570cd31308ae2b772e41f63f.pdf
https://www.researchgate.net/profile/Thomas_Johnsen/publication/301215392_Supplier_Involvement_in_the_Development_of_the_A380_Super_Jumbo/links/570cd31308ae2b772e41f63f.pdf
http://www.ft.com/content/e6f793f2-7db2-11e6-8e50-8ec15fb462f4
http://www.ft.com/content/e6f793f2-7db2-11e6-8e50-8ec15fb462f4
http://fortune.com/2016/07/07/boeing-budget-cuts/
http://fortune.com/2016/07/07/boeing-budget-cuts/
http://www.reuters.com/article/us-lockheed-costs-exclusive-idUSKCN0SA2OB20151016
http://www.reuters.com/article/us-lockheed-costs-exclusive-idUSKCN0SA2OB20151016
https://www2.deloitte.com/global/en/pages/manufacturing/articles/gx-mnfg-aerospace-and-defense-finan-performance.html
https://www2.deloitte.com/global/en/pages/manufacturing/articles/gx-mnfg-aerospace-and-defense-finan-performance.html
https://www2.deloitte.com/global/en/pages/manufacturing/articles/gx-mnfg-aerospace-and-defense-finan-performance.html

24.

25.

26.

27.

28.

29.

30.

31.

32.
33.

What makes high performing A&D companies tick? | Capabilities that can bolster competitiveness

Deloitte, 2017 Global aerospace and defense sector outlook, Jan-
uary 2017, www?2.deloitte.com/content/dam/Deloitte/global/Docu-
ments/Manufacturing/2017-global-ad-outlook-january.pdf.

Ibid.

Deloitte, “2017 Human capital trends—A&D sector outlook,” April
2017, www2.deloitte.com/content/dam/Deloitte/uk/Documents/
human-capital/deloitte-uk-2017-hc-trends-for-ad-sector-standard-
deck-incl-global-data.pdf.

Industry Week, “How to prepare your workforce for smart manufac-
turing,” August 12, 2016, www.industryweek.com/education-training/
how-prepare-your-workforce-smart-manufacturing,

Deloitte and The Manufacturing Institute, “The skills gap in US man-
ufacturing: 2015-2025 outlook,” www2.deloitte.com/us/en/pages/
manufacturing/articles/boiling-point-the-skills-gap-in-us-manufactur-

ing.html.

Deloitte, The Manufacturing Institute, and APICS, “Women in man-
ufacturing 2017 study,” April 2017, https://www2.deloitte.com/us/
en/pages/manufacturing/articles/women-in-manufacturing-industri-
al-products-and-services.html.

Deloitte and The Manufacturing Institute, “The skills gap in US man-
ufacturing: 2015-2025 outlook,” www2.deloitte.com/us/en/pages/
manufacturing/articles/boiling-point-the-skills-gap-in-us-manufactur-

ing.html.

Deloitte and MAPI, “Cyber risk in advanced manufacturing,” 2016,
www?2.deloitte.com/content/dam/Deloitte/us/Documents/manufac-
turing/us-manu-cyber-risk-in-advanced-manufacturing.pdf.

Ibid.

Deloitte Insights, “Industry 4.0 and manufacturing ecosystems,”
2016, dupress.deloitte.com/content/dam/dup-us-en/articles/man-
ufacturing-ecosystems-exploring-world-connected-enterprises/
DUP_2898 Industry4.0ManufacturingEcosystems.pdf.

19


https://www2.deloitte.com/content/dam/Deloitte/global/Documents/Manufacturing/2017-global-ad-outlook-january.pdf
https://www2.deloitte.com/content/dam/Deloitte/global/Documents/Manufacturing/2017-global-ad-outlook-january.pdf
https://www2.deloitte.com/content/dam/Deloitte/uk/Documents/human-capital/deloitte-uk-2017-hc-trends-for-ad-sector-standard-deck-incl-global-data.pdf
https://www2.deloitte.com/content/dam/Deloitte/uk/Documents/human-capital/deloitte-uk-2017-hc-trends-for-ad-sector-standard-deck-incl-global-data.pdf
https://www2.deloitte.com/content/dam/Deloitte/uk/Documents/human-capital/deloitte-uk-2017-hc-trends-for-ad-sector-standard-deck-incl-global-data.pdf
http://www.industryweek.com/education-training/how-prepare-your-workforce-smart-manufacturing
http://www.industryweek.com/education-training/how-prepare-your-workforce-smart-manufacturing
https://www2.deloitte.com/us/en/pages/manufacturing/articles/boiling-point-the-skills-gap-in-us-manufacturing.html
https://www2.deloitte.com/us/en/pages/manufacturing/articles/boiling-point-the-skills-gap-in-us-manufacturing.html
https://www2.deloitte.com/us/en/pages/manufacturing/articles/boiling-point-the-skills-gap-in-us-manufacturing.html
https://www2.deloitte.com/us/en/pages/manufacturing/articles/women-in-manufacturing-industrial-products-and-services.html
https://www2.deloitte.com/us/en/pages/manufacturing/articles/women-in-manufacturing-industrial-products-and-services.html
https://www2.deloitte.com/us/en/pages/manufacturing/articles/women-in-manufacturing-industrial-products-and-services.html
https://www2.deloitte.com/us/en/pages/manufacturing/articles/boiling-point-the-skills-gap-in-us-manufacturing.html
https://www2.deloitte.com/us/en/pages/manufacturing/articles/boiling-point-the-skills-gap-in-us-manufacturing.html
https://www2.deloitte.com/us/en/pages/manufacturing/articles/boiling-point-the-skills-gap-in-us-manufacturing.html
https://www2.deloitte.com/content/dam/Deloitte/us/Documents/manufacturing/us-manu-cyber-risk-in-advanced-manufacturing.pdf
https://www2.deloitte.com/content/dam/Deloitte/us/Documents/manufacturing/us-manu-cyber-risk-in-advanced-manufacturing.pdf
https://dupress.deloitte.com/content/dam/dup-us-en/articles/manufacturing-ecosystems-exploring-world-connected-enterprises/DUP_2898_Industry4.0ManufacturingEcosystems.pdf
https://dupress.deloitte.com/content/dam/dup-us-en/articles/manufacturing-ecosystems-exploring-world-connected-enterprises/DUP_2898_Industry4.0ManufacturingEcosystems.pdf
https://dupress.deloitte.com/content/dam/dup-us-en/articles/manufacturing-ecosystems-exploring-world-connected-enterprises/DUP_2898_Industry4.0ManufacturingEcosystems.pdf

Authors

Robin S. Lineberger

Global Aerospace & Defense leader
Deloitte Consulting LLP

+1 571882 7100
rlineberger@deloitte.com

John Coykendall
Principal

Deloitte Consulting LLP
+1 203 905 2612
jcoykendall@deloitte.com

Aijaz Hussain

Associate Vice President

Aerospace & Defense Research leader
Deloitte US Center for Industry Insights
Deloitte Services LP
aihussain@deloitte.com

Thank you to Srinivasa Tummalapalli from the Deloitte Center for
Industry Insights, Craig Giffi, Vice chairman, US Automotive Industry
leader, Michelle Drew Rodriguez, Manufacturing leader, Center for
Industry Insights for their contributions toward this study.

About the Deloitte Center for Industry Insights

The Deloitte Center for Industry Insights (the Center) provides premier insights
based on primary research on the most prevalent issues facing the consumer
business and manufacturing industries to help companies run effectively and achieve
superior business results. The Center is associated with the Deloitte US firm’s
Consumer & Industrial Products practice, which benefits from the insights of over
12,000 multidisciplined professionals with a wide array of deep, hands-on industry
experience.

This publication contains general information only and Deloitte is not, by means of
this publication, rendering accounting, business, financial, investment, legal, tax, or
other professional advice or services. This publication is not a substitute for such
professional advice or services, nor should it be used as a basis for any decision or
action that may affect your business. Before making any decision or taking any action
that may affect your business, you should consult a qualified professional advisor.
Deloitte shall not be responsible for any loss sustained by any person who relies on
this publication.

Deloitte.

About Deloitte

Deloitte refers to one or more of Deloitte Touche Tohmatsu Limited, a UK private
company limited by guarantee ("DTTL"), its network of member firms, and their related
entities. DTTL and each of its member firms are legally separate and independent
entities. DTTL (also referred to as “Deloitte Global”) does not provide services to
clients. Please see www.deloitte.com/about for a detailed description of DTTL and its
member firms. Please see www.deloitte.com/us/about for a detailed description of
the legal structure of Deloitte LLP and its subsidiaries. Certain services may not be
available to attest clients under the rules and regulations of public accounting.

Copyright © 2018 Deloitte Development LLC. All rights reserved.


mailto:rlineberger@deloitte.com
mailto:jcoykendall%40deloitte.com?subject=
mailto:aihussain%40deloitte.com?subject=

