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Challenging the orthodoxies of brand trust
Organizations increasingly understand the importance of building trust with their customers, 
partners, and workforce, but trust can be hard to earn, difficult to measure, and easily lost— 
and underlying assumptions may be hampering their efforts. 
By Ashley Reichheld with Amelia Dunlop

We aren’t going to tell you that trust matters. We trust that you 
get that already from your own personal and professional expe-
riences where you have gained and lost trust. To help leaders 
unpack what it takes to build trust, we have conducted exten-
sive research to help you quantify the value of trust. Our research 
demonstrates that trust is more than a lofty ambition; it is an 
economic imperative. Workers who trust their employers are 
260% more motivated to work (and 50% less likely to leave). 
Moreover, 88% of customers who trust a brand will buy again. 

And trusted companies outperform their peers by up to 400% 
in terms of market value, according to our research.

Yet, by definition, trust is as human and messy as the very 
humans who earn it or lose it. And there’s a gaping chasm of 
societal trust—a so-called “trust deficit,” defined as when there 
is more distrust than trust between two or more people. 

Measuring and building trust to climb out of that chasm is 
challenging. That’s why we wanted a measure that was both 
meaningful and actionable in approaching how trust impacts Ill
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human behavior—something that would help organizational 
leaders not just understand trust but also build it, leading to pos-
itive outcomes. We couldn’t find that measure, so we created our 
own open-source measure called the TrustID, which is based on 
the four factors of trust:

• Humanity: demonstrating empathy and kindness, and 
treating everyone fairly 

• Transparency: openly sharing information, motives, and 
choices in straightforward and plain language 

• Capability: creating quality products, services, or experiences 
• Reliability: consistently delivering on promises and  

experiences

To create this trust measurement approach, we analyzed over 
40 years of trust research conducted by others, conducted more 
than two dozen in-depth interviews with trust experts, collected 
more than 200,000 survey responses from customers and work-
ers across nearly 500 brands, ran in-depth focus groups with 
50 workers (with a particular emphasis on female workers and 
hourly/gig workers), completed a financial meta-analysis with 
more than 300 features per company, and implemented multi-
ple in-market pilots with leading Fortune 500 companies. 

Industries and companies develop internally held habits and 
rules that widely shape conventional wisdom over time. We call 

these orthodoxies, and some of the most noteworthy surprises in 
large studies like ours are when data-based findings turn ortho-
doxies on their heads.

Flipping orthodoxies can unlock value that was previously 
hidden. For example, Starbucks flipped the orthodoxy that cof-
fee is a commodity, instead designing its business around the 
idea that coffee is an experience. So in our research, we set out 
to test the following trust orthodoxies and discovered some 
surprising insights.

Orthodoxy 1:  
Well-known brands are the most trusted

Iconic brands regularly show up in annual, high-level trust sur-
veys.1 It seems intuitive that large, long-dominant brands with 
the most customers would also be the most trusted. However, 
we found that many household-name brands fell below bench-
mark trust scores in many industries (figure 1)—indicating that 
brand recognition is not synonymous with trust.

As we went deeper, we discovered a surprising flaw in previ-
ous high-level surveys. Asking simply, “Do you trust X brand?” 
doesn’t get at the details of the relationship people have with 
it. When asked about the four factors of trust, people show not 
only that they trust but why they trust. Well-known and “iconic” 

FIG 1: Brand recognition is not synonymous with trust: Our research shows that some iconic brands’ trust scores are well below industry trust leaders

Source: Deloitte analysis using TrustID.
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brands invest millions of dollars in marketing and branding. 
However, marketing alone is not sufficient to sustain high trust. 
Just having a warm and empathetic—or incredibly funny—
Superbowl commercial might keep you in the conversation on 
social media, but it won’t necessarily make customers actually 
trust you or buy your product.

Orthodoxy 2:  
Humanity and transparency trump capability

We believe that elevating the human experience is fundamen-
tal to winning in business. As a result, we expected humanity 
and transparency to be just as (or maybe even more) predic-
tive of behavior than capability and reliability. This was rein-
forced in our first round of research where we asked customers 
to rank the importance of each factor. Consumers stated that 
humanity and transparency matter more in terms of driving 
their purchase and loyalty. However, what people say is often 
different from what they do. As we watched what consumers 
actually did, both humanity and transparency were shown to 
be overstated in comparison to the importance of the brand’s 
capability and reliability.

As consumers, we like to think that we vote with our wal-
lets and support more human brands, but at the end of the day, 
many of us still put much of our spending toward brands that 
are highly capable and reliable above all else. Convenience is 
still really important: Who doesn’t buy what they need online 
from major retailers when they need it quickly? How many 
people have actually canceled their social media accounts? 
And who doesn’t weigh a low-priced item against an expen-
sive, purpose-driven one?

This is how we came to understand capability and reliabil-
ity as table stakes. They are required to compete. Companies 
with a huge footprint in the marketplace, underpinned by strong 
capability and reliability, have an advantage that is really hard to 
overcome. Some brands build trust by focusing on being more 
human in addition to being reliable and capable. But to be a 
“trust winner,” you need to deliver on all four factors. 

Orthodoxy 3:  
Trust winners are trusted by all 

We also tested the orthodoxy that top-tier trust winners are 
trusted by everyone. In our research, we surveyed both custom-
ers and potential customers who are aware of the brand—familiar 
enough that they could describe the brand to a friend—but 
who have not recently purchased or engaged with the brand. 
We expected to find a small gap between the trust scores from 
customers and “aware consumers.” The data told us otherwise.

Disney Cruises is an example of a trust winner with a large 
gap between trust among existing customers versus consum-
ers who are aware of the brand. We attribute this to what we 
call the “superfan effect,” which is when ardent customers are 
so enamored of the brand that they significantly increase the 
total trust score of the brand, nullifying the “neutral” scores of 
aware consumers.

In our data set of nearly 500 brands, Disney Cruises has the 
third-highest trust score among existing customers. Disney’s 
excellence in its businesses, including theme parks, films,  
television, and other forms of entertainment, earns consist-
ently high ratings. People who like cruises and trust Disney 
become superfans.

As a result, customers pay a premium for the personalized, 
high-touch Disney experience. The magic happens with intense 
attention to detail. For every externally visible experience, there 
are many things working behind the scenes to make it happen, 
including training and technology (capability). Disney ran a 
program in which stateroom hosts took an hour off in their 
eight-hour shift to engage and talk with guests directly, often 
recalling their names later (humanity). Cast members (Disney 
doesn’t use the words “worker” or “employee” 2) are there with 
guests every step of the way to answer questions and provide 
information (transparency), which is helpful when docking in 
unfamiliar ports. Underlying every customer experience is the 
consistency of the brand (reliability), from Disney tunes piped 
into hallways, to themed evening shows, to the promise of meet-
ing favorite Disney characters. It’s a brand focused on creating 
and serving superfans.
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Orthodoxy 4:  
Trust looks the same across industries

At first, we thought that the attributes that drive trust might 
look the same across industries because people are the same 
whether they are showing up at a bank or at a doctor’s office. It 
turns out that there are significant differences in trust with both 
customers and workers across industries. We drilled down on 
each factor to understand where leaders for different organiza-
tions can most readily increase trust.

For example, we looked at one factor, humanity, and found 
the following differences for workers in different industries:

• Feeling engaged by your company’s culture is more impor-
tant in tech and retail. This makes sense as a lot of superfan 
brands exist in retail, and a lot of tech companies put great 
effort and resources into developing a distinctive culture.

• Having an employer who considers the good of society and 
the environment is more important in health care. There, 
organizations are literally caring for society’s health. Nota-
bly, some of this data was gathered as health care workers 
were on the pandemic’s front lines.

• Employers having a purpose you believe in is more impor-
tant in banking. Consumer banks market themselves as an 
important pillar of local communities that serve as trusted 
guardians of customers’ financial well-being. A sense of pur-
pose among workers drives these messages.

• Feeling comfortable sharing new ideas at work is more 
important in travel and hospitality. This may be born 
from necessity: There is a vast array of stakeholders who 
are responsible for delivering on and improving customer 
experience, such as field agents, branch managers, and 
franchise owners in hotel, car, and restaurant businesses. 
The volume and diversity of frontline workers improve the 
customer experience.

We also found differences in the importance that people ass-
ign to the four trust factors based on whether they’re a worker in 
or a customer of the given industry. For instance, the humanity 

factor operates somewhat differently for customers in those 
same industries: 

• Customers’ belief that a brand or organization values the 
good of society and the environment is more important 
in tech. Tech companies are some of the largest publicly 
traded companies in existence these days. Their products 
permeate society and drive social change. Nearly two-thirds 
of our survey respondents expect chief executive officers to 
do more to make progress on social issues. 

• Fast and friendly customer support is more important in 
banking and health care. This attribute of humanity makes 
sense for these industries because there are often complex 
customer issues to be solved around payments or insurance, 
for example.

• Believing that a brand or organization values and respects 
everyone regardless of background, identity, or beliefs 
is more important in travel and hospitality, and retail. 
These are both experience-driven sectors with a lot of  
in-person interaction between a diverse population of  
customers and workers. 

Like other customer and stakeholder metrics, trust meas-
urements are only truly actionable if you understand the “why” 
behind them. Our research found that context matters when it 
comes to how people value the four trust factors: People weigh 
the importance of the factors’ attributes differently based on 
contextual details such as their role (customer versus worker), 
the industry, the company culture, and the brand promise, 
among others. Understanding differences at this level of granu-
larity helps organizations direct their resources to deepen trust 
with their stakeholders.

Ultimately, we believe it’s important as leaders to invest in 
building trust to deliver better experiences and outcomes for 
customers and workers alike. 

This is an edited excerpt from The Four Factors of Trust.  
Learn more at www.deloitte.com/fourfactors
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So, based on what we’ve learned from navigating through the onslaught of 
disruptions caused by COVID-19, geopolitical tensions, and concerns about 
an impending global recession, is resilience a way of being, or has it proved to 
be a means to an end—a way for organizations to weather the current storm? 

There’s a parallel to be drawn in the quality movement: Today, quality is 
embedded in the fabric of every organization, virtually a nonnegotiable expec-
tation from all stakeholders. It’s a way of being for 21st-century organizations.

Yet in the second half of the 20th century, quality was a competitive differ-
entiator and something that needed to be worked at through explicit levers 
such as statistical quality control, total quality management, and the imple-
mentation of ISO 9000 standards. We needed an exercise regimen to build 
the quality muscle repeatedly, until it became a lifestyle.

Isn’t resilience following a similar path? In conversations with executives, in 
business media, and in this very publication, there’s ample evidence that leaders  
of organizations around the world are following an exercise regimen of resil-
ience reps spanning strategy, supply chains, finance, systems, operations, and 
the workforce, with a goal of achieving resilience as a way of being—a means to 
its own end. It seems we’re in the midst of the resilience movement.

THE END NOTE

The organizational resilience movement
Some research and insights have a short shelf life, while others continue to gain color and 
context. In each issue of  Deloitte Insights Magazine, we look back on research we published 
and ideas we pitched, and evaluate whether they’ve stood the test of time.

“Resilience is not a destination; it is a 
way of being. A ‘resilient organization’ is 
not one that is simply able to return to 
where it left off before the crisis. Rather, 
the truly resilient organization is one 
that has transformed, having built the 
attitudes, beliefs, agility, and structures 
into its DNA that enable it to not just 
recover to where it was, but catapult 
forward—quickly.”
The essence of resilient leadership: Business recovery from 
COVID-19, Deloitte Insights, April 2020.

Access more insights on how to build a more resilient organization at  
www.deloitte.com/resilience

What we say nowWhat we said then

By Bill Marquard
Global leader of Deloitte’s resilient organization and leadership program
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