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Quantifying customer trust

Customers of technology companies often reward
trustworthy brands but punish those that aren't. Research
shows which domains are important to focus on for
building customer trust.
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HE PACE OF change and complexity of

challenges businesses have to navigate seem

as great as ever. Given the strategic and
operational challenges brought on by the pandemic,
social justice, climate change, geopolitical shifts, and
increasing competition, companies are under
pressure to act quickly, and make every move count.
Such a fast-moving environment can make it
difficult for companies to maintain stability and high
levels of customer trust.

These pressures are particularly felt by technology
companies. For example, overall trust in the
technology sector has fallen in the United States, as
the sector moved from first place among the most
trusted sectors in 2020 to ninth in 2021.* Recent
studies indicate that many tech customers, both end
users and business-to-business (B2B) purchasers,
lack trust in the organizations from which they
purchase. In a fall 2021 survey, almost three out of
four B2B purchasers surveyed said that “tech
vendors typically fall short of being honest.” This
lack of trust can make it challenging for technology
brands to drive growth and achieve their mission
and purpose.

Trust in an organization depends on relationships
with different stakeholders and is built through
incremental steps occurring over time. These steps
are actions that demonstrate a high degree of
competence and the right intent, i.e., both the ability
and desire to maintain a relationship based on trust.
Although many executives value the importance of
building trust with stakeholders, many also consider
trust to be too complex and multifaceted to address,
except very broadly.3

Deloitte’s research suggests that trust can be
managed and measured like other strategic
objectives on the C-suite agenda—by identifying
actions across the enterprise that affect trust, and

then tracking and managing the effectiveness of
these actions over time, both in terms of conveying
competence and good intent.* Dozens of interviews
Deloitte has conducted with senior executives and
subject matter specialists across industries since
2020 reveal a broad range of areas that can impact
stakeholder trust (figure 1). However, few studies in
the broader market so far have attempted to
quantify the impact of an organization’s actions and
stakeholders’ trust in them, as manifested in
positive behaviors, attitudes, and perceptions of
organizational performance.

To address this gap, we conducted a comprehensive
analysis looking specifically at the US tech sector.
We surveyed two types of customers in the US
technology sector in January 2022: end users and
B2B purchasers from large corporations (with more
than US$500 million in annual revenue). Our
analysis suggests that for these stakeholder groups,
certain trust-building actions are significantly more
valuable than others—actions primarily in the areas
of quality of customer service, the brand’s focus on
innovation and insights, and the foundational
security of its offering (including cybersecurity, data
protection, and conduct and crime (see the sidebar

“Our methodology” for an explanation of how the
survey was conducted).

Both surveyed B2B purchasers and end users
demonstrated positive behaviors and attitudes when
they strongly agreed that trusted actions were
occurring in these three areas. They also cited
potential damage to the brand that failed to take
these actions or do them well. In other words,
customers may reward brands for taking specific
actions, but they can also punish those that do not.
This suggests that executives should consider both
the positive gain and negative implications when
identifying and prioritizing trust-building efforts
with their customers (both B2B and end users).
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FIGURE 1
Trust manifests across a range of organizational operating domains
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OUR METHODOLOGY

Between January and February 2022, we surveyed more than 1,000 US technology end users and 600
B2B purchasers from large organizations. End users ranged across age groups, gender, income levels,
and US regions. B2B purchasers were cross-sector, and more than 80% of their organizations generated
more than US$1 billion annually. Nearly half (49%) of the purchasers had the authorization to make these
purchases, and 41% were part of teams making the purchase decisions. (This is consistent with reports
suggesting that many large technology transactions are purchased through cross-functional teams.® )

Respondents were asked to reflect on a recent purchase from a technology brand and answer a series
of questions regarding the “trusted actions” the brand took in areas such as customer service, cyber
protection, data protection, and employee experience. They were also asked to reflect on their behaviors
toward that brand (such as whether they paid more to purchase from that brand) and their view of that
brand's financial and competitive performance (such as whether they viewed the brand as profitable or
the market leader in its category). In addition, we measured respondents’ level of trust in the organization
and assessed the extent to which the brand demonstrated the following trust signals: capability
(possessing the means to meet customer expectations); reliability (consistently and dependably delivering
upon promises made); transparency (openly sharing information, motives, and choices in plain language);
and humanity (genuinely caring for the experience and well-being of others).6

Results of both the end user and B2B purchaser surveys were then analyzed through a set of
regression models to test the impact of each trusted action on customer behaviors and perceptions of
firm performance.
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How much trust do US
customers have in tech
brands?

Our analytical results are consistent with other
research and the general marketplace consensus:
Trust in technology brands is lacking and trailing
trust levels among many other consumer-facing
industries.” We found that fewer than 40% of our
respondents highly trusted the brand from which
they recently purchased. In other words, fewer than
40% of respondents strongly believed that the brand
demonstrated each of the four signals of trust
discussed above - capability, reliability, transparency
and humanity (figure 2).

FIGURE 2

While these trust scores may be low, technology
executives have reason to be optimistic. Trust levels
of those surveyed were significantly higher for brands
that successfully executed trusted actions in the
operating areas noted previously: providing superior
customer service; investing in innovation, intelligence,
and technology; and providing a strong foundation
for enterprise security (cybersecurity, crime, and
conduct). For example, surveyed B2B purchasers
who very strongly agreed that the brand employed
measures to prevent data loss and privacy breaches
were 24% more likely than average to highly trust the
brand, and end users who very strongly agreed the
brand leveraged its digital capabilities to enhance the
customer experience were 14% more likely than
average to highly trust the brand (figure 3).

Consumer trust in tech companies aligned to the four trust signals

Very strongly agree or strongly agree the brand from which they purchased

end users

demonstrates each of the following;

Competence

of B2B purchasers

Capability

Creates and delivers quality products, services, and/or experiences

Reliability
Consistently delivers on promises and experiences

Intent

Humanity
Demonstrates empathy and kindness

Transparency

Openly shares information, motives,
and choices in straightforward and
plain language

Source: Deloitte survey of the US tech sector, January-February 2022.




FIGURE 3
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Both B2B and individual consumers (end users) indicate significantly higher
trust in tech brands that successfully execute specific trust-building actions

Highly trust Improvement
the brand above average

Is known for superior 0 0
customer service 48% +9%
Employs measures to prevent data 63% +249%
loss and privacy breaches 0 0
Has defined standards of 49% +10%

employee conduct

Highly trust Improvement
the brand above average

Continuously monitors and 0 0
enhances product quality 55% +17%
Enhances the customer experience 0 0
through digital operations 52% +14%
Is transparent in its financial reporting

and communications with consumers,  §599% +13%

regulators, and investing public

Source: Deloitte survey of the US tech sector, January-February 2022.

“Table-stakes” actions that
impact trust can be crucial,
with the failure to do them
possibly having an outsized
negative impact on stakeholder
behaviors and perceptions

In addition to impacting trust, actions taken in
these domains—customer service; innovation,
intelligence, and technology; and the foundational
security of the brand—were also key to influencing
surveyed customer behaviors and perceptions of
firm performance.

Both end users and B2B purchasers who very
strongly agreed that the organization took
successful actions in these trust-building areas
were 4—10% more likely than average to have paid
a premium to purchase from the brand,
recommended the brand to others, or purchased
additional products from the brand, among other
behaviors. In contrast, respondents who very

strongly disagreed that the brand adopted actions
in these areas were 20—53% less likely than
average to have engaged in such behaviors (figure
4). Similar findings were observed in how
customers perceived the brand’s organizational
performance and competitive position, for instance,
whether they thought the brand was a strong
partner or collaborator, more innovative than
peers, or the market leader in its category. Previous
research suggests that such positive brand
perceptions are indeed important, being associated
with increased customer retention and loyalty, and,
by extension, greater sales volumes, reduced
marketing costs, and increased profit margins.®

Therefore, our research indicates that while the
gain of one action done well in isolation may be
incremental, the risk of inaction or poor action in
just a single area could be far more severe, with a
greater negative impact on customers’ perceptions
of the brand’s value and resulting behaviors toward
the brand. The following sections explore these key
trust-building domains and actions in more depth.
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FIGURE 4

The risk of inaction or poor action is far more severe than of actions done well,
with a greater negative impact on customers’ perception of the brand’s value
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Source: Deloitte survey of the US tech sector, January-February 2022.

Customer service

Providing a high-quality customer experience
emerged as one of the key trust-building domains
for both surveyed technology end users and B2B
purchasers (figure 5). B2B purchasers who very
strongly agreed that the brand provided superior
customer service were more likely than average to
have paid more for the brand’s products and to
have gone out of their way to purchase from the
brand. Meanwhile, end users who very strongly
agreed that the brand enhanced customer
experience through digital operations were more
likely than average to consider the organization to
be more innovative than peers, on a growth
trajectory, or the market leader in its category.

The results are consistent with current technology
purchasing trends. Many tech buyers today are
seeking to collaborate with their vendors, forming
a collaborative, tech-enabled relationship rather
than a transactional one.® Among IT buyers, one
survey showed that building trust with customers

was a key priority for technology companies when
addressing the challenges of COVID-19, and that
high levels of customer service were critical for
building partnerships with IT suppliers as well.*
Trust enabled through customer experience is
thus a key underpinning of a collaborative
relationship, adding to the benefits of purchasing
a high-quality product.

While the positive impact of great customer
service and a tech-enabled customer experience
may not be surprising, research findings show the
severity of the downside risk, by a factor of more
than four times in some instances. Prior studies
have shown that businesses could lose more than
US$75 billion a year due to poor customer service
experiences," and our research indicates that low
levels of trust could be an important factor
explaining such outcomes, for instance, by
discouraging customers from going out of their
way to purchase from the brand.
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Customer service trust actions have an impact on customer behaviors and

perceptions of firm performance
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Source: Deloitte survey of the US tech sector, January-February 2022.

Innovation, information, and intelligence
Another key trust-building domain in the tech
sector relates to an organization’s ability to invest
in innovation, information, and intelligence. For
instance, in both surveys, respondents who very
strongly agreed that the brand they purchased
from leverages research and insights-driven
intelligence to make effective business decisions
were more likely than average to have chosen the
brand over another option. In addition, end users

who very strongly agreed that the brand regularly

deploys new innovations were also more likely to

have recommended the brand to others, to have
purchased additional products from the brand, or
to have gone out of their way to purchase from or

use the brand. Most respondents also indicated

that for them, these trust-building actions made

them feel that the brand is profitable, likely to
increase its market share, and capable of
withstanding an economic downturn (figure 6).
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FIGURE 6

Investments in innovation, information, and intelligence have an impact on

customer behaviors and perceptions of firm performance
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These findings indicate that both surveyed B2B and
B2C customers pay attention to the level of
technological sophistication of technology brands
and that this can influence their purchasing
decisions. This is consistent with recent
marketplace research: A study of B2B purchasing
behavior indicated that accelerating the shift to
digital business was among the top five drivers for
IT buyers in 2021.1

But again, the negative consequences of
organizations not being able to build customer
trust appear more consequential. Technology
brands reading this article may think that their
organization is digitally enabled, and that they
have a customer base confident in its digital
capabilities. However, this sense of security may be
misplaced if the brand isn’t doing what it can to
ensure that its digital capabilities are apparent.
Brands should likely focus more on making
customers aware when they roll out new
capabilities and show how they are leveraging data
and insights to make objective decisions that
impact the customer experience.

Securing the foundation: Cyber, data
protection, crime, and conduct

The third important category of domains impacting
customer trust in the tech sector relates to
organizations securing the foundation of their
operations through innovations in cybersecurity,
data protection, and crime prevention, and having
clear standards of employee conduct for all
employees. For instance, end users who strongly
agreed that the brand can rapidly address criminal
activity and compliance breaches were more likely
than average to consider the brand to be profitable
and likely to increase its market share. In a similar
vein, for B2B purchasers, enterprise actions such
as having a strategic and enterprisewide regulatory
compliance program, promptly identifying and
addressing compliance breaches, and employing
measures to prevent data loss were all indicators of

Quantifying customer trust

positive behaviors and perceptions of the brand
having a strong competitive position (figure 7).

Research suggests that customers are indeed
becoming increasingly aware of surveillance
operations, and that organizations that prioritize
data privacy can increase both consumer trust and
loyalty.*® Apart from investing in data protection
measures, also having a strategic compliance
program can help brands increase trust by
enhancing the customer experience' and by
providing an added layer of assurance in response
to security and financial risks. Again, the negative
consequences of organizations failing to execute
these actions effectively can be quite severe.
Technology brands may need to revisit their
cybersecurity and compliance capabilities to
increase accountability with customers and

improve stakeholder trust.
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FIGURE 7

Cybersecurity and compliance trust actions have an impact on customer behaviors
and perceptions of firm performance
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So what should tech
organizations do next to
build trust?

Those familiar with Greek mythology will recall
Sisyphus, king of Corinth. Having been condemned
for his greed and trickery, Sisyphus was tasked by
Zeus to roll a giant boulder up a hill, only to have it
roll back every time, for eternity.s For executives,
building trust with stakeholders may feel the same:
It requires an ongoing commitment, the benefits of
which may not always be easily quantifiable or
appear incremental at best. But trust can be lost
when organizations misstep or face an unexpected
crisis, and the consequences for the brand can be
severe, as our research suggests.

The following principles may help leaders commit,
or recommit, to a trust-building mindset.

« Stay attuned to and be wary of shifting
customer perceptions. In today’s
competitive environment, organizations are
expected to deliver across a range of domains,
with customer service, information and
intelligence, and enterprise security among the
most important for the technology sector.
Organizations may not be aware of the extent to
which some customers may have become
dissatisfied with their brand offerings and
service, or the reasons why they feel that way,
making it important for leaders to establish
mechanisms to continuously monitor customer
feedback and identify shifts in attitude or
perception before these shifts can drive
negative consequential customer behavior.

« Recognize the scope of trust-building
actions when prioritizing investments.
The actions that drive the needle with
customers span internal as well as external

functions. Customer service and digitally driven
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customer experiences matter, but then so do
internal capabilities such as cyber and data
security and financial transparency.

« Enhance operational transparency
whenever and wherever possible. Given
the breadth of factors that can impact the level
of trust customers have in the brand from
which they purchase, look for ways to be
transparent across the life cycle of the customer
relationship, and be open to sharing the
capabilities and competences that make your
brand unique. This means, for example, being
more transparent when demonstrating digital
capabilities and showing how those capabilities
inform enterprise decisions. Further investment
in digital technologies to make supply chains
more resilient and transparent with customers
will likely also be important to consider.*

+ Look to build trust equity to mitigate
future risk. Trust equity represents the
accumulation of goodwill or support that
customers have in a brand, driven by the
organization’s success of delivering on its
promises over time."” It can serve as a reserve
for organizations to draw upon during times of
crisis when trust gaps may have emerged,
enabling the organization to be more resilient
and weather crises that arise without veering
too far off its strategic course.

Small moves made over time can help build trust
and positively impact key stakeholder behaviors,
but these moves when poorly executed can
similarly create large trust gaps. The opportunity
and the threat both exist. While our research
focused on technology customers, the lessons likely
apply to organizations across industries.
Organizations have it within their control to build
trust as a tangible asset and in a manner that can
prevent a landslide loss.

1"



Quantifying customer trust

Endnotes

1.

10.

11.

12.

13.

14.

15.

16.

17.

Edelman, 2027 Edelman Trust Barometer: Trust in technology, March 30, 2021.

Joshua Reynolds, “How B2B tech vendors can win over skeptical buyers,” Digital Commerce 360, January 17,
2022.

Frances X. Frei and Anne Morriss, “Begin with trust,” Harvard Business Review, May-June 2020; Paul J. Zak, “The
neuroscience of trust,” Harvard Business Review, January-February 2017.

Michael Bondar, Roxana Corduneanu, and Natasha Buckley, Can you measure trust within your organization?,
Deloitte Insights, February 9, 2022.

Beth Wasko, “How to market to B2B technology buyers?,” Gartner, October 12, 2020.
Deloitte Digital, A new measure of trust for consumer industries, accessed May 31, 2022.

Edelman, 2027 Edelman Trust Barometer: Trust in technology; Deloitte Digital, “Close the trust gap: Unlock
business value and improve customer engagement,” accessed May 31, 2022.

Samuel Thimothy, “Brand equity: Why it matters and how to build it,” Forbes, July 12, 2021.

Mark Yates, IT supplier customer experience and the acceleration of your digital transformation, Cisco,
October 2020.

Ibid.
Shep Hyken, “Businesses lose $75 billion due to poor customer service,” Forbes, May 17, 2018.

Paul Ferron, Vendors need to understand how IT buyers’ behaviors are changing to improve engagement, Forrester,
March 14, 2022.

Daniel Newman, “Honesty, transparency and data collection: Improving customer trust and loyalty,” Forbes,
February 24, 2021.

Vizolution, “Compliance and customer experience: How to get the balance right,” November 20, 2020.
Greekmythology.com, “Sisyphus,” April 7, 2021.
Jim O’'Donnell, “Supply chain disruption will persist in 2022, but tech may help,” TechTarget, December 23, 2021.

Deloitte, “The Future of Trust: How Trust in your organization can drive performance,” accessed May 31, 2022.

Acknowledgments

The authors wish to thank Don Fancher and Brenna Sniderman for contributing their insights. The
authors would also like to thank Saurabh Rijhwani, Selina Newstead, and Andrew Ashenfelter for
their marketing support; KS&R and Paula Payton for their research expertise and collaboration; and
Negina Rood for her research support.




Quantifying customer trust

About the authors

Michael Bondar

Michael Bondar is a principal in the Risk & Financial Advisory business leading Deloitte’s Future of Trust
offering. He focuses on helping clients improve organizational performance by building, protecting,
and enhancing levels of trust for companies across a wide range of stakeholder groups.

Natasha Buckley

Natasha Buckley is a senior manager with Deloitte Services LP and part of Deloitte’s Center for
Integrated Research where she leads research projects exploring Trust, digital transformation, and the
Future of Work.

Roxana Corduneanu

Roxana Corduneanu is a manager with Deloitte LLP's Center for Integrated Research where she
specializes in Trust and Future of Work thought leadership. Prior to joining Deloitte, she completed
her PhD in management at the University of Glasgow and was a visiting researcher at the University of
Sydney.

David Levin

David Levin is a manager at Deloitte LLP, helping apply behavioral-science-based machine learning and
artificial intelligence to business analytics programs/projects. Levin has spent the last 25 years working
in the areas of business development, intelligence, law enforcement, national defense, and public
policy, with a focus on machine learning/artificial intelligence applications in these areas. He has a PhD
in government from American University and is a certified Project Management Professional.




Quantifying customer trust

Contact us

Our insights can help you take advantage of change. If you're looking for fresh ideas to address your
challenges, we should talk.

Industry leadership

Michael Bondar
Future of Trust leader | Principal | Deloitte Risk & Financial Advisory
+1 404 220 1992 | mbondar@deloitte.com

Michael Bondar is a principal in the Risk & Financial Advisory business leading Deloitte’s Future of Trust
offering. He focuses on helping clients improve organizational performance by building, protecting,
and enhancing levels of trust for companies across a wide range of stakeholder groups.

Deloitte Center for Integrated Research

Natasha Buckley
Senior manager | The Deloitte Center for Integrated Research | Deloitte Services LP
+1 617 437 2585 | nbuckley@deloitte.com

Natasha Buckley is a senior manager with Deloitte Services LP and part of Deloitte's Center for
Integrated Research where she leads research projects exploring Trust, digital transformation, and the
Future of Work.

Roxana Corduneanu
Manager | The Deloitte Center for Integrated Research | Deloitte LLP
+44 20 7007 1172 | rcorduneanu@deloitte.co.uk

Roxana Corduneanu is a manager with Deloitte LLP's Center for Integrated Research where she
specializes in Trust and Future of Work thought leadership. Prior to joining Deloitte, she completed her
PhD in management at the University of Glasgow and was a visiting researcher at the University of
Sydney.

David Levin
Manager | Client and Market Growth | Deloitte LLP
+1 571 882 7454 | davlevin@deloitte.com

David Levin is a manager at Deloitte LLP, helping apply behavioral-science-based machine learning
and artificial intelligence to business analytics programs/projects. Levin has spent the last 25 years
working in the areas of business development, intelligence, law enforcement, national defense, and
public policy, with a focus on machine learning/artificial intelligence applications in these areas. He has
a PhD in government from American University and is a certified Project Management Professional.




About the Deloitte Center for Integrated Research

The Deloitte Center for Integrated Research (CIR) offers rigorously researched and data-driven
perspectives on critical issues affecting businesses today. We sit at the center of Deloitte’s industry and
functional expertise, combining the leading insights from across our firm to help leaders confidently

compete in today's ever-changing marketplace.

Connect

To learn more about the vision of the Center for Integrated Research, its solutions,
thought leadership, and events, please visit www.deloitte.com/us/cir.

Deloitte Future of Trust

Trust is the basis for connection. It is built moment by moment, decision by decision, action by
action. In an organization, Trust is an ongoing relationship between an entity and its varying
stakeholders. When performed with a high degree of competence and the right intent, an

organization's actions earn Trust with these groups. Trust distinguishes and elevates your
business, connecting you with the common good. Put trust at the forefront of your planning,
strategy, and purpose, and your customers will put Trust in you. At Deloitte, we've made Trust
tangible-helping our clients measure, manage, and maximize it at every opportunity.




Deloitte
INsights

Sign up for Deloitte Insights updates at www.deloitte.com/insights.

Follow @Deloittelnsight

Deloitte Insights contributors

Editorial: Aditi Rao, Emma Downey, Arpan Kumar Saha, and Dilip Poddar
Creative: Sanaa Saifi, Kevin Weier, Steffanie Lorig

Audience development: Kelly Cherry, Maria Martin Cirujano, Nikita Garia
Cover artwork: Steffanie Lorig and Kevin Weier

About Deloitte Insights

Deloitte Insights publishes original articles, reports and periodicals that provide insights for businesses, the public sector and
NGOs. Our goal is to draw upon research and experience from throughout our professional services organization, and that of
coauthors in academia and business, to advance the conversation on a broad spectrum of topics of interest to executives and
government leaders.

Deloitte Insights is an imprint of Deloitte Development LLC.

About this publication

This publication contains general information only, and none of Deloitte Touche Tohmatsu Limited, its member firms, or its
and their affiliates are, by means of this publication, rendering accounting, business, financial, investment, legal, tax, or other
professional advice or services. This publication is not a substitute for such professional advice or services, nor should it be
used as a basis for any decision or action that may affect your finances or your business. Before making any decision or taking
any action that may affect your finances or your business, you should consult a qualified professional adviser.

None of Deloitte Touche Tohmatsu Limited, its member firms, or its and their respective affiliates shall be responsible for any
loss whatsoever sustained by any person who relies on this publication.

About Deloitte

Deloitte refers to one or more of Deloitte Touche Tohmatsu Limited, a UK private company limited by guarantee (“DTTL"), its
network of member firms, and their related entities. DTTL and each of its member firms are legally separate and independent
entities. DTTL (also referred to as “Deloitte Global") does not provide services to clients. In the United States, Deloitte refers to
one or more of the US member firms of DTTL, their related entities that operate using the “Deloitte” name in the United States
and their respective affiliates. Certain services may not be available to attest clients under the rules and regulations of public
accounting. Please see to learn more about our global network of member firms.

Copyright © 2022 Deloitte Development LLC. All rights reserved.
Member of Deloitte Touche Tohmatsu Limited



