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Determine Scope
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Confirm the 
defined scope 
allows to reach 
the goals set. 

• Understand why the inventory is being 
created

• Consider practical aspects and 
prioritize

• Focus on where to collect data

• Coverage vs specific applications

• Data vs system focus

• Snapshot vs continuous collection
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Review Policies
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Assess whether 
policies are fit 
for purpose.

• Evaluate the quality and coverage of 
existing policies 

• Distill requirements from policies

• Consider adding additional 
inventory requirements, e.g. for 
Post-Quantum Cryptography 
(PQC)

• Update policies now vs continue 
based on industry standards
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Develop Framework
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Define 
cryptographic 

coverage of the 
inventory.

• Determine data fields based on policy 
requirements

• Evaluate the feasibility of gathering 
data

• Choose to cover data at rest, data 
in transit, and/or data in use

• Decide on the data model: 
spreadsheet, CBOM1 or other?
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Collect Data
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Define 
cryptographic 

coverage of the 
inventory.

• Consider the various methods for data 
collection and prioritize use of tools you 
already have

• Confirm collection matches with 
technologies deployed in your organization

• Identify where vendor tools can be 
used to gather data

• Decide which discovery non-
technical tools need to be 
implemented
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Analyze Data & Reporting Findings
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Define 
cryptographic 

coverage of the 
inventory.

• Identify archetypes in the inventory to 
understand common vulnerabilities

• Feed back the output into your normal risk 
management practice

• Select appropriate prioritization for 
effective remediation
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Thank you.
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This document contains general information only, and Deloitte is not, by means of this 
document, rendering accounting, business, financial, investment, legal, tax, or other 
professional advice or services. This document is not a substitute for such professional 
advice or services, nor should it be used as a basis for any decision or action that may affect 
your business. Before making any decision or taking any action that may affect your business, 
you should consult a qualified professional advisor. 

Deloitte shall not be responsible for any loss sustained by any person who relies on this 
document.

As used in this document, “Deloitte” means Deloitte & Touche LLP, a subsidiary of Deloitte LLP. Please see 
www.deloitte.com/us/about for a detailed description of our legal structure. Certain services may not be available to 
attest clients under the rules and regulations of public accounting.

https://www.deloitte.com/us/about
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