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Introducing Deloitte Legal
Where legal meets business

Blending business experience and legal excellence
we delive® Y G Gl W6 13Ut R2 DLWt Y

Celcitie’Legal protessionais
see the law as empowering,
We bring a global reach and collaborative mindset at a not confining. We bring
time of unprecedented change and transformation. business solutions to legal
issues and legal solutions to
business issues. Plain and
simple.
We focus on achieving better business outcomes leveraging
our crossfunctional and technological knowhow.

© 2025. For information, contact Deloitte Touche Tohmatsu Limited.

A different legal perspective

Traditional legal services provide evehased specialist advice.

At Deloitte Legal we seek out solutions aimed at delivering enduring
business value. We offer an integrated legal service focused on the
delivery of a solution to a business challenge or opportunity
leveraging our skills in each of these key areas.

s’ ) V- / N
&?dvisoryl ’ Operate ’

Jurisdictional advisory, legal function strategy process and
technology, and outsourced legal managed services

As part of Deloitte, our legal service offering is
, ,and , with a business

solution centered approach.
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Overview
A complex framework, a crosgurisdictional approach

In an era where digital transformation This fourth edition aims to continue toffer once Data protection
accelerates at an unprecedented pace, data again upto-date insights into the latest legal

remains the fundamental asset driving business changes, enforcement trends, and forward

innovation and resilience across all sectors and looking perspectives on data protection,

geographies. cybersecurity, and Al governance.

As regulatory landscapes around data The impact of these intricate and constantly

protection, cybersecurity, and artificial evolving regulatory frameworks is increasingly

intelligence continue to evolve rapidly, profound for businesses of all sizes.

organizations face increasing complexity and
heightened expectations. Beyond legal
compliance, the effective governance,
protection, security, and strategic use of data
are critical enablers of a competitive advantage.

Any organization, while leveraging data and
innovative technologies to drive innovation,
must simultaneously navigate this complex legal
landscape.

This report serves as a valuable resource for

S ERIEEE Ellinglotine complex (egal businesses seeking an international overview of:

landscape is crucial to navigating this evolving
data environment. A Recent developments: The most significant

o recent laws, regulations, guidelines
ERUADWR A WRURWGARY UWRUWE Mz W2 UK BRIV Hhekadf b W

el epeanntialireport has provided a cybersecurity, and Al; and Artificial intelligence Cybersecurity
detailed overview of global regulatory

developments in these critical areas. A Emerging trends: Potential upcoming

develo I_Bments in these fields.,
N6 IJWGI W2RYezat W el kt Wil RG]RYU bl q 0 R wiJ | RO]RYUb WRt W

accessiblehere.
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National updates
and developments
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EU framework

(Institutions, Authorities and Courts)

Contacts

Ida Palombella

Equity Partner, Deloitte Legal Italy
ipalombella@deloitte.it

Pietro Boccaccini

Director, Deloitte Legal Italy

pbocaccini@deloitte.it

(*) This section concerning the European Union has been prepared by the Deloitte Legal Italy team.

© 2025. For information, contact Deloitte Touche Tohmatsu Limited. Cross-jurisdictional data protection, cybersecurity and Al overview 6



Index

What are the most relevant data protection updates?

European Data Protection Board released 2024 annual report European Data Protection Board published guidelines on

On 23 April 2025the European Data Protection Board (EDPB) published its annual report for pseUdonymlzatlon
2024, outlining the activities carried out and key achievements. The report highlights, among On 17 January 202%he European Data Protection Board (EDPB) published Guidelines
other things, the following: 01/2025 on pseudonymization

A The increasing issuance of consistency opinions pursuant to Article 64(2) of the GDPR; The guidelines aim, among other things, to support data controllers in choosing effective
technigues Er’rﬁ)difying original data, clarify that the use of pseudonymizatiemderstood

. e L S . - _ , L i ques
AToDWE WnRURGRYUWY N LWa6 wlrateioy B 6 @RI (T mg]sthg pro‘cé@sﬂng of personal data intended to render the data no longer attributable to a

A The adoption of guidelines aimed at providing useful support to organizations in achieving specific data subject without the use of additional information (but still considered personal

and maintaining GDPR compliance, as well as guidance targeted to small businesses data) T contributes to:
identifying key obligations regarding personal data protection; A Reducing risks for data subjects arising from potential unauthorised access to data;
A Engagem_ent/wth stake.holders through the launch of public consultations and the A MeetingGDPR requirements, such as compliance with the data minimization principle,
organization of events; and ; . : ! - . ;
implementing privacy by design and by default principles, and ensuring the security of
A Activecontribution to ensuring consistency in the combined application of the GDPR and processing, including in the context of international data transfers; and

new digital legislation acts, including the Digital Markets Act, the Digital Services Act, the
Al Act, the Data Governance Act, and the Data Act, also through collaboration with

European and international partners such as the Al Office and the Higkiel Group on
the Digital Markets Act. The guidelines will probably undergo a review in the upcoming months, following the decision
of the Court of Justice of the European Uniortle case EDPS vs. SRB-413/23 P).

A Justifyinghe use of the legitimate interest as legal basis and demonstrating the
compatibility of further purposes with the original one.

© 2025. For information, contact Deloitte Touche Tohmatsu Limited. Cross-jurisdictional data protection, cybersecurity and Al overview 7
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What are the most relevant data protection updates?

European Commission issued guidelines to enhance privacy,
security, and online protection of minors under Digital ServiCe Act

On 10 October 2025the European Commission (the Commission) published the Guidelines
on measures to ensure a high level of privacy protectmrsuant to Article 28(4) of the

Digital Services Act (DSA). The guidelines primarily aim to support providers in adopting
appropriate and proportionate measures to ensure a high level of protection for minors,
particularly to prevent their exposure to content such as the sale of alcohol, pornographic
material, and gambling.

According to the Commission, the most reliable age verification measures depend on the
specific context and purpose and can be classified as follows:

A Self-declaration, where individuals state their age;

A Ageestimation, which involves methods to determine whether the user meets a certain
age threshold; and

A Ageverification, a system based on physical identifiers or other sources of identification.

In all cases, the adopted method must meet requirements of accuracy, reliability,
robustness, and nordiscrimination.

The Commission also provides guidance on how to ensure a suitable environment for minors
from the moment of account registration, offering advice on online interface design, the
actions an account can perform, methods for monitoring various accounts, and content
moderation.

© 2025. For information, contact Deloitte Touche Tohmatsu Limited.

General Court dismissed actions against the BUS Data Privacy
Framework

In September 2025, in Case353/23,the General Court of the European Union dismissed a

casein which the applicant was seeking annulment of the Commission Implementing

Decision (EU) 2023/1795 which had designated the United States as a third country that

ensures an adequate level of protection of personal data in relation to US organisations
RUHAHG2T WT WRUWq6 WWh?2¢qce¢ WAI R2¢ H! Wx Rt q Ok W

Thus, conversely from the two well known cases in which the CJEU had declared the

invalidity of the previous EAWS adequacy decisions (Commission Decision 2000/5HL,

MEE N WWc el AYel AwWe UT WOYOGUGRIE RYUWF GGUNAGWUqRUNI
this time the new framework for the transfer of personal data between the European Union

and the United States has held its validity.
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What are the most relevant data protection updates?

Court of Justice judgment redefined the criteria to distinguish
between pseudonymized and anonymous data

On 4 September 2025, in the caseDPS vs. SRB {€13/23 P) the Court of Justice of the
European Union (CJEU) ruled on a central issue in data protection: the classification of
Gt Jel YU! GRt DT Wl ¢q¢ Wct WbuGUIt YUCTLWI ¢ aqc O
Pseudonymization involves processing personal data in a manner that prevents the data
from being attributed to a specific data subject without access to additional information.

According to the principle expressed by the CJEU, whether pseudonymized data is
considered personal depends on the entity processing it:

A For the entity that holds the additional information necessary to link the pseudonymized
data to the data subject, such data must be considered personal; and

A For the recipient of the data to whom technical and organizational measures (legally
available) effectively prevent identification, the data cannot be considered personal.

EU Court of Justice ruled on data controller status without legal
personality

With the decision of 27 February 2025 @rse G638/23, the Court of Justice of the
European Union ruled that an entity without legal personality can also be recognized as a
data controller.

The case originated from a preliminary ruling request submitted by the Austrian

TGRURY ql ¢qR21JW9Yel quwrRYURDI URUNWg6 3WI UnRURq!
GDPR. In this regard, the CJEU established that a data controller can be not only a natural or
legal person but also a public authority, service, or body, even if such entities do not have
legal personality under national law.

N6 1JI UnVYl JAWg6IWHRY 2l qWl 2007 WagéeaqWeUWIUqRa! WG
absence of legal personality. Furthermore, the court clarified that the controller must always

be capable of fulfilling the obligations established by the GDPR, regardless of whether the

entity has legal personality or capacity.

N61JWIs EOWSRNEGRNE T Wasé¢aqWs sI0WE + 13t + RUDWe WG+ YUkt WRT BOqRNRe ARG R! GWRqWRY WOWHIIL + €1 ! LW
AY Ut RT W1 Wee GaWEWe Ut will B¢t YOCAT! WEHADY + RAGU WY Was WWHYUql Yaaul wnVl WRT WOgRNRHEE qRY UOWR 6 13 Wi

recipient lacked the technical means to rénk the pseudonymized data to the data subjects.
Therefore, such data should not have been considered personal data.

Interestingly, the CJEU interpreted that such recipient would have to be listed among the
recipients provided in the privacy information notice made available to the data subjects.

© 2025. For information, contact Deloitte Touche Tohmatsu Limited.
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What are the most relevartybersecurity updates?

EU Commission issued ImEIementin%R_egulation for the application
of NIS2 requirements and European Union Agency for Cybersecurity
(ENISA) published the Technical Implementation Guidelines

The EU Commission approved thenplementing Regulation (EU) 2024/269Which lays
down rules for the application of EU Directive 2022/2555 (NIS2 Directive) as regards
technical and methodological requirements for cybersecurity risk management measures
along with additional clarification of the cases in which an incident is considered to be
significant with regard to providers of digital infrastructures and ICT service management
sectors due to their crossborder nature.

In particular, such requirements apply to DNS service providers, TLD name registries, cloud
computing service providers, data center service providers, content delivery network
providers, managed service providers, managed security service providers, providers of
online marketplaces, of online search engines and of social networking services platforms,
and trust service providers.

Following such Implementing Regulation, in June 2aGR8& European Union Agency for
Cybersecurity ENISA) published an operationaichnical implementation guidanceby
providing:

A Guidance that is, indicative and actionable advice on parameters to consider when
implementing a requirement;

A Examplesof evidence, that is, the types of evidence that a requirement is in place; and

A Mappingsfrom security requirements to industry good practices, European and
international standards, and national frameworks.

© 2025. For information, contact Deloitte Touche Tohmatsu Limited.

European Union Agency for Cybersecurity launched new interactive
map of national cybersecurity strategies

On 4 June 2025, the European Union Agency for Cybersecurity (ENISA) announced the
update ofR qjihtditddive map of national cybersecurity strategik3+

Specifically, this digital platform provides a detailed overview of the cybersecurity strategies
adopted by each EU member state, outlining their strategic objectives, implementation
measures, and best practices.

The map thus serves as a useful tool to monitor edebd IJG AIJI W q¢ qUkt WGl YNI

national cybersecurity agenda in order to meet new legislative requirements, including the
NIS2 Directive.

The platform will continue to be updated in line with the progress made by EU countries.

European Union Aﬁ_ency for Cybersecurity published a guidance
document on the skills and roles for the cybersecurity professionals

The European Union Agency for Cybersecurity (ENISA) publishiedce on the skills and
roles that cybersecurity professionalmust possess to meet the requirements of the NIS2
Directive.

This guide, based on the European Cybersecurity Skills Framework (ECSF), links the
obligations of the NIS2 Directive to the professional roles defined by the ECSF, aiming to help
essential and important entities understand which professional roles and skills are required

to fulfil their obligations as well as which stelpy-step approach can guide an organization in
implementing the necessary organizational, workforce and strategic planning.

Cross-jurisdictional data protection, cybersecurity and Al overview 10
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What are the most relevant cybersecurity updates?

European Union Agency for Cybersecurity published its Threat The increase in attacks on public administration is attributed to the riselistributed deniak
Landscape 2025 of-service (DDoShttacks carried out during hacktivism operations, which mainly affected
N6WWE21 YGWe UWOURYUW NUUHE! Wn Yl WO! Al + oz | Ra! Eﬁu E)"Cfa‘g”'”'“[ﬁ ﬁfﬁdo@ 'I” F(jﬁ‘nc‘flf§7%lu5a|éf 812@%(% AN SR GO w
Landscape 20251 wlls 6 REG WG| Y2 RT 134 We UWY2 131 2 RIs WY n wa 6 10ATEYCHIY PRIE a0 tceqi G CqWe nn WHqUT W6 13 LW

European Union during the period from July 2024 to June 2025, analyzing approximately As for cybercrime, although it represents only 13.4% of the total incidents analyzed in the
4,900 previously identified incidents. report, cybercrime activities continue to be a prevalent threat against EU organizations,

particularly with regard to ransomware (81.1%) and data breaches (15.2%), which have been

The report highlights how the threat landscape is continuously evolving, with an increase in L
documented as consequences of ransomware incidents.

the exploitation of vulnerabilities alongside the growing complexity of tracking the attackers.

Among the main threats detected, phishing remains the most common, accounting for 60% CER entities will be identified during 2026 The EU Commission

e e e oo 2+ /" published a communication with guidelines on the resilience of the
: : critical entities under the CER Directive

The report also focuses on the increased use of Al tools to facilitate network attacks,
particularly with reference to large language models (LLMs) used to make phishing emails L : . S
increasingly credible. It is highlighted that 80% of phishing emails identified between directive had to be transposed into national legislation by EU member states by 17 October

September 2024 and February 2025 used Al in some way, for example, in cases of vishing 2024. Pursuant to the CER Directive, EU member stagbsll adopt a national strategy for

cUT WYUGROWW He Gt AWq6! Y2 N6 Was WWHI 3¢ qRY 0WY n wi jgg?f‘” the iesilign ‘?thﬁ'“‘:@ f'“les\f"‘@d wolld] ] klﬁsfs‘?ﬁff‘uq5é{}hR]6”i“a§y2 RT 2

and ence ta | nto accoun hé outcome € risk assessmen membe
An interesting trend is also the use of Al itself as bait, with the proliferation of fraudulent states shall identify critical entities by 17 July 2026.
websites presenting themselves as legitimate Al tools.

On 16 January 2023 theritical Entities Resilience (CER) Directieatered into force. Such

During 2025, the EU Commission issued a communication offering EU member states

In the analysis of nearly 4,900 selected incidents, ENISA reported that the most targeted recommendations and practical guidance to help identify critical entitiszskey sectors,
sector was public administration, accounting for 38.2%. This sector is followed by transport including energy, transport, drinking and wastewater, food, banking, and digital
(7.5%), infrastructure and digital services (4.8%), finance (4.5%), and manufacturing (2.9%). infrastructure.

© 2025. For information, contact Deloitte Touche Tohmatsu Limited. Cross-jurisdictional data protection, cybersecurity and Al overview 11
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What are the most relevamil updates?

The Al Act gradually continues to become applicable

Althoughthe Al Actwas adopted on 1 August 2024, some of its obligations already came into
effect. From 2 February 2025 chapters in general provisions and prohibited Al practices
come into effect.

This obligation prohibits providers and deployers from placing on the market, using, or
putting into service Al systems that employ prohibited Al practices. These practices, listed in
Article 5 of the Al Act, include, among others, Al systems that:

A Use subliminal or deceptive manipulation techniques and exploit vulnerabilities related to
age, disability, etc.;

A EBvaluate individuals based on social behavior or personal characteristics (so called social
scoring);

A Carryout reattime biometric identification or categorization to deduce sensitive
attributes (e.qg., political and religious beliefs); and

A Conductassessments to evaluate the likelihood that an individual may commit a crime
based on their traits or personality.

From the 2 of August 2025, further sections became applicable

A Sectionon notified authorities and notified bodies in higisk Al systems chapter;
A Chapteron generalpurpose Al (GPAI) models;

A Chapteron governance;

A Chapteron penalties without the fines for GPAI models; and

A Articleon confidentiality in the chapter on postarketing monitoring.

© 2025. For information, contact Deloitte Touche Tohmatsu Limited.

Index

EU Commission published Guidelines on prohibited Al practices

On 4 February 2025, the European Commission approved thedelines on prohibited Al
practicesunder the Al Act.

The guidelines aim to ensure a consistent, effective, and uniform application of the Al law
across Europe by providing legal explanations and practical examples to help stakeholders
understand and comply with the Al regulation requirements.

The guidelines, after listing the areas excluded from the scope of the Al Act, analyze each
prohibited Al practice listed in Article 5 of the regulation, highlighting:

A The motivations and purposes (e.g., in the case of manipulative techniques, the rationale
AW RUT W6 WWGlI Y6 RARqRY UWRY Wa Y-hE@Ed);Y q IEqWRUT R2
A The definition of key concepts and components of the prohibition (e.g., in the case of
manipulation, the system must employ subliminal techniques aimed at materially
TRtqVYl qRUNDWE WG+ YUkt WAWG6¢2RY!I Awe U1 Wt 2 #6 WH
harm); and

A Anyexceptions to the prohibition and interactions with other European Union laws.

Cross-jurisdictional data protection, cybersecurity and Al overview 12
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What are the most relevant Al updates?

EuropeanCommission published Q&A on Al literacy

On 7 May 2025, the European Commission published th&A on the Al literacgbligation
set out in Article 4 of the Al Act, aiming to clarify its scope and compliance methods.

This obligation requires the adoption of measures to ensure a sufficient level of knowledge,
skills, and awareness of Al among all personnel within organisatioesitities such as
providers or deployers of Al systemravho use, manage, or interact with an Al system.

Compliance with this obligation, which also has been in effect since 2 February 2025, will be
supervised by the market surveillance authority. The authority will ensure compliance
starting from 2 August 2026, including through the application of sanctions.

In particular, the Q&A:

A Clarifiesthe minimum content that an Al literacy program should include and the
elements to consider (e.g., risks);

A Specifiesthat the national market surveillance authority is responsible for enforcing
Article 4, including imposing sanctions; and

A Suggestsspecific training initiatives for SMEs, also referring to the literacy practices
repository established under the Al Pact, and EU support programmes such as the
European Digital Innovation Hubs (EDIH) network.

© 2025. For information, contact Deloitte Touche Tohmatsu Limited.
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European Commission released final Code of Conduct for GPAI
models

On 10 July 2025, the European Commission presented the final version oftite of
Conduct for generalpurpose Al model{GPAI).

The GPAI Code of Practice (the Code) is a voluntary tool, prepareddgpendent expertsn o
amultirt q¢t IGYOT 1 WG YRIJE L AW 13t RDUWJT WY W6 Jd GWRU
for providers of generapurpose Al models.

The EU Commission and the Al Board have confirmed that the code is an adequate voluntary
tool designed to help the industry demonstrate compliance with the Al Act. The Code was
developed by 13 independent experts with input from over 1,000 stakeholders (providers,
SMEs, academics, civil society).

The objective of the Code of Conduct is to ensure safety and transparency in GPAI models
placed on the European market.

The Code is structured into three chapters:

A Transparency: The first chapter of the Code provides an etsg + 1J Wb~ YT 1Jd w
YR 0WUqCcqRYUWNIDOGUGCEqUwlaqd e qluéd It Gt WGI Y2RIT 1
required information effortlessly.

A Copyright: The second chapter offers GPAI model providers useful guidance to ensure
compliance with European copyright law.

A Safety and protection: The third chapter, aimed only at providers of more advanced )
models, contains a series of best practices for managingsoc G G IJ1 Wt '+ q 130 RH L
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What are the most relevant Al updates?

Eal YGU¢UWI9 YUa&Rtt RYUkpuipddeARmdddisk U 1Jt+ IBYRS [hublishétldnd Wpdated guidance to EU institutions on the

On 18 July 2025, the European Commission publishedgtsdelines on generapurpose Al processing of personal data when using Al systems
models, providing clarifications on the following aspects: On 28 October 2025, the European Data Protection Supervisor (EDPS) updated its guidance
AT6 W 1IN RUR q&e 0 IGFH WMD 18 WAV 00+ 16 Y UQidiantations for ensuring data protection compliance when using Generative Al systsiihb

) ) ’ A N 5 to provide practical advice and instructions to EU institutions, bodies, offices and agencies
AT0W 2aATUARQt Wadecqlt 6Yedl WAWWHRY U RT U1 U1 WbsGl ERIS bridie pracHs¥img o] pdrsofialdétdy whehiusing generative Al systems, to facilitate their

ATSUWENe ORUDWY nwe W] A f WiyT WaWANRON WsCEé HIIT m%@g{%‘rﬁew%tgg{ dtat%%]rol_Legtlon obligations as set out, in particular, in Regulation (EU)

A When downstream modifiers become providers of genegairpose Al models; On 11 November 2025, the EDPS publishe@aidance for Risk Management of Artificial

A Casesof exemption from certain obligations for providers of GPAI models; and Intelligence SystemsThe purpose of this guidance is to facilitate a systemic assessment of
N . risks from a data protection perspective when adopting an Al system, providing an analytical

A Enforcementof the obligations for providers of generplirpose Al models. framework for identifying and treating risks that may arise in Al systems, structured
The EU Commission also clarified that compliance with the Al Act obligations by GPAI according to the data protection principles potentially affected. The guidance focuses in
QYT DGt kK WGT Y2RT W1+ WReUWAIWT 3aYUt ql ¢ qdl WAH! W2 Y@aaidilar o tioispedtific ¥sfiedty of ninithbiAgdhheny draddsky rramhily Yisk idéndicatiort aq R # 1J
recognized as adequate by the Al Office and tEeropean Artificial Intelligence Board and risk treatment, listing specific risk scenarios and suggesting aexmaustive list of
Fai . - - technical countermeasures to illustrate how risks can be managed in practice.

ailure to voluntarily adhere to one of these codes will impose the responsibility on the

provider to demonstrate compliance of the model through alternative means, which must be
notified to the Al Office, which may also request additional information and access to the
GYT Wakt W YA23JUq¢ée qRYUIO
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m? RDRagc¢ W8 GURH2t wwé U1 Wnb? RNRa¢ G WS TheRFAetwillgfdduHlly tomtihivi to\beEdme @pplicable
On 19 November 2025, the EU Commission published a proposal for major reforms of the The general date of application will be the 2 August 2026, which includes the enforcement

T RODRqgc¢ O We Hat WY n Migiél@hEOs e IUY 6 Vile o R @ Wik? R N R qlésLVgitiolt Ay arhediiment, the Al Act will be fully applicable by 2027.
proposal is a step to optimize the application of the digital rulebook; it includes a set of

technical amendments to a large corpus of digital legislation, selected to bring immediate |J Nl \' | o ClUn Y
relief to bgsmesses public administrations, and citizens, and to stimulate competitiveness. g’r Y UGG | * ¢ uc
NEWWRAGGUT REQqUWYHATWHqR2 UWRY Waq Y WI IJIaHIJLIJHYuGuRcGAIJﬁI \H t?ll'l'l!lrcllc H%FﬁJaloRﬁUEngtu IJrJeuco]YI I
framework to a more volatile world. N6 WWEez!l Y G e U9 YO &Rt ARW BIBGacetp AL dJ0 #HREOIDNIL glin Y LG |

. . . . - . Co practical adoption of Al in key ecAonomic sectors and the public sector through targeted )
In particular, among the main aspects included in the Digital Omnibus proposal we highlight neUT RODSIWa6 1 WA WIU6¢ URRUNDWE2 | YGEUKT WHY & G a R«

the following:

A Amendmentsto the 2023/2854 (Data Act), to consolidate into it the provisions of the
Regulation (EU) 2018/1807 (the Free Flow of Data Regulation), Regulation (EU) 2022/868 A The first pillar involves the launch of a series of seespecific initiatives designed to
(Data Governance Act) and Directive (EU) 2019/1024 (Open Data Directive); and introduce and promote Al solutions in strategic areas such as healthcare, robotics,
manufacturing, defense, energy, agriculture, transport, telecommunications, culture, and
public administration.

The strategy is based on three fundamental pillars:

A Amendmentsto the data protection and cybersecurity framework, including Regulation
(EV) 2016/679 (GDPR), 2018/1725 (EUDPR) Directive 2002B8\acyDirective) and

targeted amendments that impact the Directive (EU) 2022/2555 (NIS2 Directive), A The second pillar addresses crossutting challenges, as common obstacles that slow
2022/2557 (CER Directive), Regulation 2022/2554 (DORA) and Regulation (EU) 910/2014 down Al adoption, especially for SMEs. It includes strengthening digital skills, professional
(eIDASRegulation). training and upskilling programs, and creating a clear and reliable regulatory framework

Furthermore, the EU Commission also published thegital Omnibus on Al proposal through the implementation of the Al Act.

proposing the amendment of Regulation (EU) 2024/1689 (Al Act) and Regulation (EU) A The third pillar aims to establish a unique governance mechanism that fosters dialogue
2018/1139. among the various stakeholders, such as institutions, businesses, and researchers,
q6l YensesWe wWwOWs W GGa! fW dadRecURUwWE UT We Wl 131
impacts, and trends. All of this will be coordinated by the European Al Council.
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Proposal for the simplification of the GDPR for SMEs and SMCs and Proposed regulation to prevent and combat child sexual abuse

other pOSSIbIe proposals to SImp"fy EU data protection laws During the vote on 14 October 2025, EU member states failed to reach an agreement on

TheEuropean Commission plans to simplify some EU laws, including the GDiRRarticular w9 6 ¢ q W9 Y Prgdoded reoml i gpdiriketlat preventing and combating child sexual

for the benefit of small and mediursized enterprises (SMEs) and small midp enterprises abuse (known as CSARChild Sexual Abuse Regulation).

(EhtiC)e Uils Gl EXPaE et &L [y @it CIER e lehe? el otEs eUilig LR 2 deel: The proposed regulation, introduced in 2022, seeks to protect minors online from serious

In particular, the EU Commission has issued a proposain which the EDPB and EDPS abuse by mandating messaging and email platforms to scan all messages, images, or videos
provided a joinpbpinionT which aims to modify Article 30(5) GDPR, with the aim to expand prior to sending and encryption, in order to detect child sexual abuse material or grooming
the derogation to the obligation to keep a record of data processing operations. Specifically, attempts aimed at minors.

under the proposal, the derogation to the obligation to keep a record of processing . . . .
. : L X To this end, these platforms would need to implement a proactive scanning system that
operations would apply to an enterprise or organization employing fewer than 750 people, n all eantent using a ori which. if i ts matches.with child sexual o
2001t W6 WG YHIUL  ROUDWYGNWI! ¢ qRYUWHE! | RIT WY e oﬁﬂiiyﬁ A ﬁOE qu 929 qigorithm which if R IeieEs TR RSV CRY U3 PHFR 01 R
. - . , material, reports it to the authorities.
rights and freedoms, within the meaning of Article 35 GDPR.
The proposal has generated intense debate, with contrasting views among EU member
; ; ; : states; on one side, concerns about violations of privacy rights and data protection, with
Update of the guidelines on pseudonymization | REEH WYNWEY qUUqQREGWBEEH W2l 2 0RGEHE ORI mwWE 0T 511
Following the ruling of the European Union Court of Justice inithihe case EDPS vs. SRB tool to limit the spread of child sexual abuse material and protect minors.
(C-413/23 P), we may expect that during 2026 the EDPB may want to update the Guidelines

01/2025 on Pseudonymization. The EDPB and EDPS had already expressed concerns in 2022 regarding data protection and

respect for privacy.
The vote has been postponed to December 2025.
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What are the most relevant data protection updates?

Privacy reforms: Raising expectations for data protection and A I YI 2 # g] R2Rq! YgaRt t RYUkt wf UqUl RO
transparency | RDRaq¢c¢ G WalJ oUYuYDlmm
ThePrivacy and Other Legislation Amendment Bill 20@2th) (Privacy Bill 202% reported in NS DWAI YT 2 #aqR2 RgimieWiraleised irRAvidust 2085, considers that
the 2024 Crossjurisdictional reporf, has been enacted and includes significant changes to individuals and businesses can increase value from products and services by accessing and
the privacy landscape in Australia, raising expectations for data protection and transparency. t+ 6 ¢ | RUNDWI ¢ q ¢ HOWf & GavdtandhTie)RERIAUARIIIGEC hEYsseld 1 w Ls R G O
These reforms include: YAGRNE qRY Ut we 0T wnY2Wl UaWU0qne URQRY Ut W6 e UNIJI
- : . . . . H6c¢cl ¢cHaqll Rt qRAL We UT W RNRacecdWicaqel Ra! IOwW? ¢ qc
e e £0VORWI DMa Yl AW ¢l aRODWS Rag W URaVI'| WAs G0l 0
) . AYt qt AWc Ul Waqdé WYt qft Wel W PJade¢ qR21I4! WIYs OwLW
(OAIC) involvement;
A Criminalizing doxing, with offenders facing a maximum of seven years in jail if found guilty; The pathways could include industrled data access codes for consumers to periodically _
' ’ IJ#GYIo1LLIUYUiIJUiRa]R2IJLLIICo]CLLIYILLHG]CUICIIRAIJILLII(':(
A Enhancing OAIC enforcement powers including to issue infringement notices and nl Whue JUOH! W ¢qeé¢ Wl ¢ Ut ndlt We Ul WRUqUI YGUI ¢ ARG R
e e o W moementor complancenotice uld 1 6 R W g bW GIDT WY1 WS HAY | RAG W ¢ a0 Ws ROQWE G |
e YI WHet RUDt + AW IJGT WY WAYUql YGOGWUJI W RODRacedda! W
A Clarifying that for organizations subject to the Privacy Act 198&] (Privacy Act), taking interactions.
ifr‘:f?)]r:;]];tignpaﬁdﬁc Ole Ul wyl neURAcqRYUcTWUWCt 21 Ut wllic IHlb]vaue{/eIrJt?n*s t?/(pLeJ 81‘ da?aléllcl'cuéss?]alﬂ qiaggJL%erU}alu(;kl)e\6uollojene81b|3|7|%é‘]0|bllgeﬁlgng HtH‘le
’ Al R2¢#H! W HaqWHI WeqRUNWe UWmIFHEIIE Y R2IWI WNz2d¢qVl
A Allowing for countries with substantially similar privacy protections to Australia to be RUTR2RT eac¢c it tomWNGWWF Uqll REWANDGY!I quw IEYGGUIUOT t |
identified in regulations to make it easier for businesses in Australia to transfer personal outcomes-based privacy compliance pathway targeted at outcomes, rather than
information to recipients in those countries. To date, no countries have been designated, HY GO GiUR¢ UR W WsHR G I HA e Wadlt ¥

however the legislation is only new, and this may change in the future. [2] q6101 AWq6 Wt Gaqill Ra WAIGY! qul WHYGGWOT | WENER

Ao Wl 2 WqY Wa6 Wb RN WRY G GERe URIDWA2 1 T 130w WR q LU
Gl R2¢#H! WHUUWNRat wlWRalls Yedl WGI Y2RT UqYWRUT R2 |
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What are the most relevant data protection updates?

Privacy and the use of biometric information A The facial recognition technology appeared to have limited effectiveness in detecting and

The Commissioner initiated investigation into Kmart Australia Limited (Privacy) [28R5inr el el =) Gk ()

155 (26 August 20290 # ¢ G RU T Wu G ¢ | q W Keariapepboynent efifadtall R qp 1IJT & tALURG 131 1 Ws 1 UWmwsd Jt + WGI R2¢H! WRUq! 2t R2IWAWNqd6 YT #
recognition technology in 28 retail stores in Australia over a {year period. The facial

. ; ] - ¢ While Kmart had an entry notice at the relevant stores noting the use of facial recognition
recognition technology was collecting biometric information of every shopper who entered

. ) . technology in that store, the Privacy Act requires individuals to be notified of the collection of
28 of its retail stores and those shoppers who presented at a product returns counter in that . i ; X : S .
store their personal information at or before the time the personal information is collected or if that

o ) S o ; o _is not practicable, as soon as practicable after collection. Kmart had a notice at store entries
7TRYONql RAWRUNYI GcqRYUWncGat Ws Rag6 RULWa 6 IJLWH 2 Hi HIandLby Ry Wpudl idsU d) drainRie T Itbeaytg Y, Wiidiots hartREeRfasial ReddgiationJ LUA 1 R 2 ¢ H
its collection and use is restricted to individuals who have consented to collection, unless an qUASUYTOYND! wllec UI LE WGl R2 ¢ H! WGyt qlJl Wl Rt Gq ¢! 13T L
exemption applies. P 6YGGUI + WaqYWudcel qkt WGI R2¢H! WGYURA! KOWc Yz 132131 !

Kmart claimed it used the biometric information to detect and prevent fraudulent refunds 1 A Adequately notify or make shoppers aware their personal information was being )
cUI Wmnet t Rt qWRULWRIT JUqRN! RUNDWRUI R2RI 2c¢clt Ws §Y WG collettes) otltiReRoNeefuncedl 6F th&lrqpérddnaliffomationiriotading totettedz | WY | LWq
Kmart argued consent was not required because of an exemption in the Privacy Act that

allows for organizations to collect personal information if they: A Specify the purpose for collecting personal information was to prevent and detect refund

fraud; and

Acez20Wml Wet YOWqY W 2t GUAqWa6caqlle Udésne W cﬁqgﬁé?%

I Jadcqlt WagYWgé JWIUgqRaq! Kkt WneaUrqRYUt WY We HqR Hillfyrs
e

}
AmAUCiYUCHu'mMHUuRU2UMmmocquoUMHYuuUHqRYU%M@{ q
BUqRaq! WaVYWget JWe GGl YGI ReqUlWe #qRYUWRUWI Jae¢ )

ecognltl r?ltechn Iogy was |
The Australian Information Commissioner accepted that refund fraud was unlawful activity

IJ A Waq 6

A t'f*%hopp*ﬁf%ﬁsﬂﬁkffﬁ% Aot

ns.
i H(J) éllr%l‘(]jlisplayed in sl'{'lores W en the If]amalf'ln Y
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L%(g] and there were no signs at the returns counter.
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o)
al i
|
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IchmRUDMmeuuclinanaUHqRYUiMCUIMCHmRQRmR&L R%MM%%%%%@H$%%#%JHB%@W ms WM“'WW
Gl 32100 qRYUOmWe Vs 132131 9L é 1JLW aiqlcuRcumenYIGCﬂ REF9LE WEraen, %lﬁ 3 ?i g2 % %q s ¢
réquirements’in the nvacy Act for having a clear and u odae pr|v cy po y con a|n|ng

not reasonable belief including because: information stipulated by the Privacy Act.

A The value of the fraud prevented as a result of the biometric data being collected was

decisionJefl br conc Q) t the proportionality of using invasive
GRURGCOWRYOGE! NT WaYWudel gkt WeUUecall W2WUe I‘E %&@gﬁe% reﬁﬁ?;@tﬁ@ﬁv Rodit robu Jbijstlflcatlon or safeguards and underscores the

A Kmart was collecting the biometric data of all customers entering the stores, not just need for organizations to priorities privacy when adopting emerging technologies, particularly
suspected individuals; those involving sensitive information.
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What are the most relevant data protection updates?

eSafetyCommissionert Introduction of new industry codes Class 2 materiaincludes films, publications, computer games and other material classified

21 q | aSafeR/Camidsioner has registered the following codes, each one of which is to as or which would likely be classified as, X 18+ or R 18+. Content classified as X 18+ is

: . . . : I 0t ql REqUT WqYWGUWYGOUWNYW! 3¢l + weUlt wyal 31 we Ul
be read in accordance with thé:pnsolldated Industry Codes of Practice for the Online HOctt RNRIIT WEt WAWNY SWRE W 13+ ql Regll WaV WEIY Cd 1l
T AUWYnnOt R2DWq VLW WHqRY Ut WYnIWa6 WWeT e dolUEYade!
A Schedule 1- Hosting Services Online Safety Code (Class 1C and Class 2 Material) a a a a
A Schedule 2- Internet Carriage Services Online Safety Code (Class 1C and Class 2 The Codes identify compliance measures for each industry. For example, the Social Media
Material) Services (Core Features) Online Safety Code specifies that a social media service provider
A Schedule 3- Internet Search Engine Services Online Safety Code (Class 1C and Class 2 must implement access control measures and age assurance measures where feasible and
Material) practicable before providing access to online pornography or dadfrm material.
A (S:f;sesdlzjlﬁ/lgrt;?acll)al Media Services (Core Features) Online Safety Code (Class 1C and IV CHRE L'J'H UlWs Ra 6 LLIcq'c'S L_] wo Vi 131 I.I_.II 3 hue R_I 13 *' WRGT 21 ql 1|
A Schedule 4A Social Media Services (Messaging Features) Online Safety Code (Class 1C Ire%s%ngb(lne*coSgl|Sr}cemmqf%s=3reui,£a[lj<lingelr}too??c?umvga(r:lciusqf?ggr;lgz(ltu%ng Euimil_rlll Bt W
and Class 2 Material) roportionate to the risk and the nature of the material classified as Class 1C or Class 2
A Schedule 5 Relevant Electronic Services Online Safety Code (Class 1C and Class 2 Fr)natF()'—,\riaI
Material) ’
A Schedule 6- Designated Internet Services Online Safety Code (Class 1C and Class 2 These Codes complement the existing codes and standards issued by the eSafety
Material) Commissioner for Class 1A material (which includes child sexual exploitation material; pro
A Schedule 7- App Distribution Services Online Safety Code (Class 1C and Class 2 terror material advocating for committing terrorist acts, including terrorist manifestos,
Material) extreme crime and violence material dealing with extreme crime, cruelty or violence without
A Schedule 8 Equipment Online Safety Code (Class 1C and Class 2 Material) justification (including sexual violence)) and Class 1B material (which includes unjustified
The above codes and Head Ternm3ddes) aim to restrict children accessing or being depictions, description, promotion or instructions in crime or violence and unjustified
exposed to viewing Class 1C and Class 2 material and provide Australianueseds with description, promotion, instruction or dealing with drug misuse or addiction).

BRUNY!I GecqRYUAWqYYat WeUT WYGqRY Ut WaVYWiIRGRaqWe HALE + We UT WI+FGYtH el UwllgY Wagd It YWaGeqldl Relt 1O

Class 1C materialncludes films, publications, computer games and other material

classified as or which would likely be classified as, Refused Classificati@)(and which

describes or depicts specific fetish practices or fantasies (excluding child sexual

exploitation, praterror and extreme crime or violence material). RC material is content

Yeqt RT DWsNUUOWI ¢cad! WeHABUGqUT WHEYGGaURg! W qce¢UT ¢l Tt wWeUT WR¢UUYqWAHWWG! Y2RT BT AWeT 2131 qRt 37 WY
legally imported into Australia.
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https://www.esafety.gov.au/sites/default/files/2025-09/Schedule-8-Equipment-Online-Safety-Code-Class-1C-and-Class-2-Material.pdf?v=1760933737400
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What are the most relevant cybersecurity updates?

Cyber Security Act Mandatory cybersecurity standards for A EffectedA! We¢ WaJd NI ¢ GERASAWqUG UGS YORAWY I W RARGC
consumer loT devices and ransomware reporting under the Australian Constitution, including the internet;

TheCyber Security Act 20240th) (Cyber Security Agtinstitutes: A Impedingor impairing a computer connecting to such a servia

A Mandatorycybersecuritystandards for smart devices, and A Seriouslyprejudicing the social or economic stability of Australia or Australians, national

b DRzl Ra! WYl W 2t ql ¢cdRekt W InWUOt IO

The timeframe for making the report to the Department of Home Affairs and the Australian
Signals Directorate is within 72 hours of making the ransomware payment or becoming

A Mandatoryransomware payment reporting for entities.

Cybersecurity standards for smart devices

The Cyber Security Aeind theCyber Security (Security Standards for Smart Devices) Rules aware that the ransomware payment has been made.
2025introduce cybersecurity standards for consumer smart devices which are intended for . .
personal use and are not a desktop computer, laptop tablet computer, smartphone, Reforms toSecurity of Critical Infrastructure Act

therapeutic good, road vehicle or road vehicle component. The security standards include
requirements regarding passwords, reporting security issues and publishing the period for
which security updates will be provided for the product.

TheSecurity of Critical Infrastructure Act 2018 (Ct(SOCI Ac}, which contains obligations
for owning, operating or having direct interests in critical infrastructure assets in Australia,
has been amended to:

Ransome payment reporting A Expandcritical infrastructure assets to include datatorage systems storing business
e er Securitjict an yber Security (Ransomware Payment Reporting) Rules critical data used in relation to a critical infrastructure asset;
The Cyber S ithct and theCyber S (R P R ) Rules 2025 tical dat d lation t tical infrastruct t
implement mandatoryransomware payment reporting obligations where a payment or A Expandd V2131 UG U0 qWEYs 01+ Wwnl Yol 31 RY et WH A3+ L

benefit has been maddor an imminent, occurring or occurred cybersecurity incident of: NS )
a critical infrastructure asset;

A An entity carrying on a business in Australia with an annual turnover of AUD 3 million and A Grant the government power to compel an entity to vary its critical infrastructure risk

which is not a Commonwealth or State body; or GeUcnNUaROqWE! YNNI ¢aWaqYWeT T 1 13tt Wt W1 RY 2t Wi 1In
A Aresponsible entity for a critical infrastructure asset to which Part 2B of the Security of A

Critical Infrastructure Act 2018Gth) applies. Allowthe government to compel risk management improvements and consolidate

telecommunications security under the SOCI Act.

A cybersecurity incident is defined in the Cyber Security Act as: Businesses operating critical infrastructure must reassess risk programs, data storage

A Involvinga critical infrastructure asset; compliance, and readiness for expanded government intervention.

A Involvingt FqR2RqRIJt WY nWe WRY!I GYl ¢qRYUW c ATWHqWaYWAE! RGN0kt WAY!I GYl ¢qRYUWGYs Wl + WRUOWq6 1IW
Australian Constitution;
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What are the most relevant cybersecurity updates?

Scams Prevention Framework

The Australian government has introduced the Scams Prevention FramewRPk)( Regulated sectors will need to comply with the following overarching principles, in addition to
establishing a scams prevention regime. any designated codes applying to them:

[ YI W6 WWGal GYt Ut WYnWad6 WWEA[ We Wt #e¢ G WR We Wne WA Rdvéirampet Bdcubhrilig Brid IdBiepisidtiog gédeérrGopé boliciéslduap priddedlirés ant] Y q LU
successful) to engage an SPF consumer of a regulated service where it would be reasonable performance metrics in relation to scams, maintaining records of this, and annual

to conclude that the attempt:ip LURU2 Y& 2 13t W WHUDGqRYUWs Wé UT Wb RR b Héstificatitins 6F toRpliditez A HIJE + n2 G AWAC 2t LW

loss or harm including obtaining SPF personal information of, or a financial or other benefit A pr

nl YOAWqS DWEA[ WHRYUt 20 WYl Wad JWEA[ kt wWRYUt 2 a1l
A scam attempt involves deception if the scam:

F fVﬁpélqgﬁcmﬁbﬁack%gl ga th[fe steps to prevent scams, which requires more than
acting on actionable Scan intelligence provided by another person;

B ) o R ) o A Detectingscams: Taking reasonable steps to detect a scam as or after it happens,
A rpeceptivelyl JGI 3t BUqt Wt YaWq8RUNWaY WA WL Y| Wa Y WA 1J Wlinkkdtigating Wheihey anlbididtyddidl sthin aakicgaeddontbld btegss e [as6nkble time

Amf GGUI YOequt Wew UNeadécaqul WIOqRa! WRULWHY G0 10HqRCOTNSRIBTIEINEY 135 Le5tanasedidy e R W1 w6
A rf i We Ole qaldt Gaqlig ¥ Wi 13 HiiRrbtiitgah Hdith Agnaitrey 01 2 o 171 LREBPHIYESCRS: Reporting on actionable scam intelligence;

regulated service; or (ii) facilitating another person to perform an action using the A Disruptingscams: Taking reasonable steps in a reasonable time to disrupt the scam
Il IJRD2dG¢cqlll W I 2RAIWLO WY I activity or prevent loss or harm; and

AnftwelOWeaqqlidGaqlgyY Wl WARUVR2 JWaq6 WWEA[ wWeY Ut 2 13 1ALReFodiophin R displiiedmedidbisnhs FHaAWIY lapéessilble rdporéing mephhhidins idrl 2 R H 1J FOH
reporting actual or potential scams and accessible and transparent internal dispute

The SPF protects natural persons and small businesses in Australia and extends beyond . ; .
resolution mechanisms for complaints.

Australia to natural persons who ordinarily reside in Australia and entities providing services
outside of Australia, but where the entity is an Australian resident or has a permanent Maximum penalties for breaching the SPF are:

establishment for income tax purposes. A For individuals: AUD 2.636.700: or

A For companies: The maximum of AUD 52,715,850, or three times the value of the benefit
obtained or 10% of the turnover during the period in breach.

Banking services, digital platform services and telecommunication services have been
identified as possible regulated sectors.
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What are the most relevant Al updates?

ALYLzHqR2Rq! WOVYGGRtt RYUkt Wf Oqlll R Capfrigheand /qtmhntnudmgpnhb RefetdnzélBraup (CAIRGY |

| RDRaq¢ G WgAD rsmbbtlveY D! il Responses to transparency discussion paper

NG IWWAI YT 2 #qR2 RginlBeMideised wRA\agust 2085, considers that most In September 2024, the Attorney General's Department circulated thepyright and Al

YnlWgé W Rt t+ W fWEYH WWe!l JWUOYqWUUs WRY + 2 3t AwWe UReldtigradddrddin TYandidibepapes t6 dbtiih fdddtzack framOAIRGAIpatfidip@ntsdm 1 LWt 6 Y 2

t
on mitigating theadditional riskof these harms occurring, rather than treating them as wholly BRY G IRNGanIT Wal ¢ Ut Gel WUH! WRY + 2 13t O W
0 1

OUs WGl YAGUGt IOwWNS W Uqll RGWAWNGY ! q Ul IJHYL”JGIJUT.lthLIoL(nga : - . .
eresporises receivedrom CAIRG participants advocate for clear disclosure requirements
ARSUDW 2t ql ¢cadRecOWNY211 UGWU0UqWe UT U1 ¢t WbNE G LD Al develofersiand qpératersitd itlentify avided doplyright imbatdrial hias heénlii$etlts deldktpd 1J |
qé 1t W Rt t Wel YW Wéetagqlls Rgd WA! W+ R qRUNWI 1J Meniodets YThel CAIRG gadidipanits lalgotsuppsttlihd useldtAd tedls i ithey ¢rdatibiRdi spmeY T 2 F
of Al regulations until this occursand content being identified. The CAIRG patrticipants also overall supported implementing these

A Al regulations are a last resort where the existing framework is not adaptable and requirements in a new piece of legislation, instead of amending @wpyright Act 1964Cth).

paldEE WMIeYN ¢ G W INad¢ qRYUL Wel WOYqlnJét RHAG I MWHIEICAIRG participants considered the EU regulatory approach, however:

NguWwf Oqll RGWANGY! quWUYaqUT Waécéc qllgd 3l WWs ¢t We U WY Batilipatidiid W i 10H @ dJUIR I dIE 1qIR/AMIALR I0IWTWHE VR U Bhé W g IRMADALY LL)
copyright to include training for Al models without obtaining consent from the copyright on general purpose Al (GPAI) providers of copyrighated transparency obligations and
holders. However, the Australian government hasU Y L1l Gtd intrdduce this exemption. the need to comply with EU copyright law, no matter the jurisdiction in which the GPAI

GYT Do Ws et W 2006 YGUT w6 We U1

New model Al clauses for Australian government contracts A Participantsn | YO WqUHSUOUYGYN! WeUT WYqd613l Wt WRqYI t Weel

The Australian government published model clauses to assist government buyers procuring Aags DODUWEOWeUT W 2t ql ¢ RCUWHYG! | RNSqiAn] ¢ G WUs
Al systems or in circumstances where the seller is using Al systems in the delivery of their transparency measures are explicitly tied to compliance with the aptt condition of its
services. generally¢ GGUO RACHO W WU+ qWc Ul Wl ¢qc¢ WIRURUNWI+FHIIGq

These model clauses address a range of Al matters including no use of banned Al systems,
notifications of Al hazards and incidents, disengaging the Al system, the Al system operating
ethically and complying with a range of legislation and principles and policies and complying
with new laws and policies as they are introduced, human oversight of the Al system, steps
to be taken regarding Al datasets and compliance with Al risk management systems.

These clauses can be amended to the specific Al requirements the government buyer, and
government buyers have been using and enforcing compliance with these clauses.
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What are the most relevant Al updates?

Australian Senate Select Committee on Al AAOT RUDWIEWNRE G¢cqRYUWqYWRUAGaT WWe Wbl RNG q LWn

The Australian Senate Select Committee on Adopting Artificial Intelligence releasethiis ?b_ou} oy SUpsic e ST D Ceiislens il (8L @ slitlietly smiesins e s el
; . o - ! ucl Unwo
reportcalling for consultation and new legislation to regulate higisk Al uses. The final * i ; o
report contains the following recommendations to the Australian government: A Managing f WWRUNI ¢t ql edgel WWRUW 2t ql ¢dRe¢Wet RUNLWE
A Introduction¥ n WE WG R IJH 1 WY n WG 1J RIRR §Gé LR VIGHULNOLE dfc R O 0 wesRIpRgle growth.
A Adoptingé WBGI RodsedRa@uroddh to defining high Rt t W f Wet It wli¢ HAY G Ge URIT WnH! We LW _ N L
non-exhaustive list of explicitly defined high Rt t W f We t It wils 6 RHE WR U+ Offices of ustralian Iaformation CommissionarGuidelines on
Gel GYt W fWaYTl UGt w6 privacy and Al

A Increasingn RU¢ URRe¢ G WE UT WOYUnRU¢ UARE G Wkt 2 GGY I q WY In Qdtolbe? 20241IFAIT Weldastd ftidelBes tbrssiRt qriailfatibts teeconuply with Rustrallan
AYORDUq! ¢ qRUDWYUWRB 2t ql ¢GREKE WI+RE qRUDLWCE | Iptvhciiéquittménts @hildsiop Rraridrtial] a2es-0le & pradilorddvaieithRine W[ R
¢cqRYUt WGWI + GUARQR21Jt w6 training Generative Al models

A The final definition of high Rt t W f WRUOFAG2aT It W f Wet WWRG G¢ H q RbeylidelhéstforlusingkALiot& N 6 at We UT Wa 6 ¢ q LW
SN AL - S 15 C A RIDES e O e Yl Ll . < ma B
UFRI@RUDWS VI € GTCHIWEDE 00 W ¢nal WG DRI G & oRY GINABILL s MAYAEE dideh oS ATt MRS e b rdoli bl Wa 6 ©
a ¢GGU! WqYWGHI+ YOcaWRUNYI G ¢ aqRYOWIUqEI BT WRUqY
A Wworkers WG GO Y! 31+ WeUT Ws Y1t wWweOT WIGGaY! 31 WY nNdheyRrdntai peisahal formafidds® Y Ut 2 Gq T WY UWagé JWURIT W

for, and best approach to, further regulatory responses to address the impact of Al on
5YI ¢t WeUl Ws Yl tGacHII wb

A9l UeaR2Ws Y1t 11 AW RD6at 6val U1 Wwe 0T wae R uf! HSEMHIeneaing of jpfaripg gersong DRRLAIEPLTUET Pur v 04 2 0 g1
me GGl YGI Re qUWt YaegRY UL WaV W6 Wwe UGH WHIT W0 q T G609 G UYAOEEHIRTWE YTH WA wie a qrUC qRYU¢ 0 WqHG
HYGGec URDY WYGWI ¢ qRUNWs Rg6RUW 21t ql ¢GRC¢ w6 A Organizationscan only input personal information into an Al system if it is for the primary

A Transparencyby Al product developers on the use of copyright materials in their training purpose for which it was collected, unless there is consent, or the person providing the

Tcaqcet Wat AWE 0T Wq6e qllaé it WWEeaqldl REat Wel 1JWme GGHe@O&?' 'E%m(?fﬂoﬁwqﬁ'ﬂ 153SONPLY EXPEELL 19 P8 sed g fhig way and this use
relates to the primary purpose the information was collected.
A UgenteH YUt ctigqg¢ qRYUWs Ré Wad DWHI e qR2VWRUT 2t gl ! WagYWRYUt RT U1 We UWe GGl YGI ReqlWaWEsée URY G Wa VY LW
ensure fair remuneration is paid to creators for commerciatlddnerated outputs based
YOWRYG! I RNEqUT WG ¢ aqldl RecdWet Ul WagYWagl ¢RUW fut !t qldt wo

A Privacy policies will need to be updated to account for the use of Al;
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What are the most relevant expected developments in data protection, cybersecurity and A

Transparency rules for automated decisiemaking Social media minimum age laws

New transparency rules for automated decisiemaking ADM) will take effect on 10 [ YGW?2UHEUJIGAIMN LWENMERAWGIGE MY HRC O WG UT Re WGHEaqn Y |

December 2026, requiring entities subject to the Privacy Act to include in their Privacy Policy to prevent Australian children under 16 years from having accounts.

J: OWmAeI !l REqIT W YHRE G WENT REWGHEqn VI dwWRE We UL
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L . o . wo end users. This'includes enablihg e T+ Y Wt ¢ 1 C ¢ ca

decision can affect an individual beneficially or adversely); ) o ) ) o ] -

AT6 W WHRERYOWY! Wi Wnet ¢awyl WneRael wwgywaere uhAVIPRET Y oluWEe Y WF BPLYe ¥ B WAL WRE Bl S o e dr
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Il YWaq6 D Waq6 RUNDwWY!I W Unet ¢cOGWY! WneRGe !l DWaY W Y Wepds o éesuldin n@ximum penalties of:

Here, the information includes: A For companies: A maximum of AUD 49.5 million; or

A The types of personal information used by the ADM system; A For individuals: A maximum of AUD 9.9 million.

A The types of decisions the ADM system is solely making; and On 16 September 2025, theSafetyCommissioner publishedeSafetySocial Media Minimum

AT6 WG Gt WYnWl UARE RY U1 Wen VI Ws 6 RA6 W Wa 6 R 0D 5 IS 90K C i gt YEREEE OB TR B B 5 wa e qut
Get RUDWS WWT DHRE RYUwlWRY WAY G GG WqIT WA Waé 1w SN reAUENES

Iffan entity fails to update its Privacy Policy as required, they could face maximum penalties

of:

A For companies: The maximum of AUD 50 million, or three times the value of the benefit
obtained or 30% of the turnover during the period in breach; or

A For individuals: A maximum penalty of AUD 2.5 million.
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What are the most relevant data protection updates?

Legislationt Farewell to official secrecy New data protection supervisory authority

Freedom of Information ActijformationsfreiheitsgesetZIFG)) The Parliamentary Data Protection Committee

The Austrian Freedom of Information A¢hformationsfreiheitsgesetZIFG)) came (mostly) The Parliamentary Data Protection Committee was established in 2025 as the supervisory

into force onl September 2025. On this day, official secrecy was replaced by the right of authority whichdecides on data protection complaintagainst legislative bodiesncluding

access to information. Additionally, the proactive duty to provide information came into their administrative affairs.

S The Parliamentary Data Protection Committee is responsible for the areas of work of the

Administrative, legislative, judicial, and state oversight bodies must, as a matter of principle, National Council, Federal Council, Court of Auditors, and Ombudsman.

Gl VeraRre ol WGe HORI GWRUNYI ¢ aqRYOWYnWRDUUNT & OUR AL MAPOsHBEE AN B oS 16 BTV aHifbhibd ©!
ge. in Austria, alongside the Austrian Data Protection Authority.

Furthermore, every person has a constitutionally guaranteed right to access information and
can request it from certain governmental (administrative bodies of the federal government,
states, and municipalities) or quasgovernmental bodies (foundations, funds, institutions,

and enterprises subject to the control of the Federal Audit Offife¢hnungshof or a State
Audit Office Landesrechnungshay).

If the right to data protection within the meaning of the GDPR is affected, this constitutes

mNI YeUTt WnY!I WRYUNRT DUqREGRq! wWe UT W1 W6 WWf[] AWs 6 RAEASWE ¢! WG W23 UqWRUNY!I G¢qRYUWNI YOG WAWRUON LW
disclosed. The body responsible for providing information must weigh up the interests in

each individual case and may only disclose information if the right to provide information

prevails.

According to Article 15 paragraph 1 IFG the Austrian Data Protection Authority (DSB)

meT 2RE VY WeUT Wt 2 GGY! gt W WWAYT Rt We Ul WRUY qRage qRYUY W e ATUHRqWgYWRUNY!I G¢qRYOW DRI BGUUqt W
providing guidelines and training opportunities on data protection issues relating to the

BUnY!I R0 0qWYnWn! 3IT YaWYnNnWRUNY!I G¢ qRY U IO LW
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What are the most relevant data protection updates?

LegislationT Access to data
Data Access ActDatenzugangsgesetidDZG))

The new Data Access AdDatenzugangsgesetfDZG)) came into force on 24 July 2025. The
law implements the EU Regulation on Data Governance (EU 2022/868) and makes a
significant contribution to the European Data Strategy.

The Data Access Act establishes central structures for data access:

A Competent authority The Federal Chancellery is responsible for supervising new players
in the data economy, such as data brokerage services and data altruistic organizations.

A Central information point Together with Statistics Austria and the Federal Computing
(data.gv.at) is being expanded into a osop shop for protected public data with an
interface to the EU portal (data.europe.eu).

A Responsible bodiesInstitutions such as Statistics Austria make protected data available
for research and innovation under clearly defined conditions in secure processing
environments.

Legislationt Messenger surveillance

Messenger Surveillance Act

The State Security and Intelligence Service Afia@tsschutz und Nachrichtendienst

Geset? and the Security Police AcBi{cherheitspolizeigesetgare to be amended to allow the
Directorate for State Security and Intelligence (DSNMonitor encrypted and unencrypted
digital communicationin the future.

To defend against particularly serious attacks that threaten the constitution, it should be
possible to read messages sent via messenger services, although surveillance should only
be used as a last resort and be subject to strict legal and technical controls. An independent
legal protection officer and the Federal Administrative Court are to be given central review
and approval tasks.

Theproposalhas already been approved by the National Council as well as the Federal
Council, but the law itself has not come into force yet.

The opposition has voiced strong criticismone party has even announced that it will be
filing a lawsuit before the Constitutional Court. Particularly controversial is the fact that, in
case of encrypted messages, the usagesgywareis necessary. Written inquiries regarding
the procurement of said spyware have already been submitted by several members of

NGIWW?2 0] WG Y2RT 3t W WNa2d¢cqlll WeHADE t WaVY WbGl Y q lJFadidhentl] ¢ q¢ mlWeRIOJIOAWGI! + YU TG W ¢q¢cAllgl ¢ T W IHI

strict compliance with legal requirements and technical security standards. This opens up
new opportunities for research institutions and companies for dal@sed developments
from health research to sustainable mobility.

In addition, the law establishes data brokerage servicese., neutral data intermediaries in

law for the first time and places them under supervision. At the same time, it creates a legal
framework forseR ¢ G G T Wbl ¢ q¢c Wedal e Rt GwalIRUI R2RI 2c¢ it

data available free of charge for charitable purposesuch as scientific studies or
combating climate change.

© 2025. For information, contact Deloitte Touche Tohmatsu Limited.

EU Project

Project to improve data protection compliance among small and meditgized
enterprises (SMES)

(95 FRRIUG020PR Mg AusitaTalg Broteron utharigy has begrmworkino winng,

n Federal Economic'Ch er on a hew project. The aim ot the project (provisional
name: GDPR4SMES) is to develop an onlineselfiit tool that SMESs can use to assess their
company's data protection maturity level. In addition, various tools, checklists, and videos
will be provided to help companies comply with the GDPR.
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What are the most relevant cybersecurity updates?

NIS2 Implementation
Austrian NIS Act 2025 The wait continues

Since the rejection due to lack of a twihirds majority in the Austrian National Council, there
have been no changes with regard to the national implementation of the NIS2 Directive.
When exactly implementation will take place in Austria depends on the parliamentary
legislative process and is currently still unclear. However, it is currently expected that the
regulations could come into force in 2025.

CER Directive Implementation

Austrian Resilience Act for critical facilitie®R@silienzgeset#ir kritische
Einrichtungen(RKEG))

The Critical Entities Resilience Directive EU 2022/2557 (CER) is the counterpart to the NIS2
Directive and refers solely to physical security risks. The Resilience Act for critical entities

(RKEG) explicitly excludes matters relating to cybersecurity that fall under the NIS2 Directive.

However, the RKEG requires the establishment of a coordination procedure between the
authorities regarding the CER and the NIS2 for the purpose of exchanging information on
cybersecurity risks as well as neayber-related risks.

The RKEG will enter into force on the 1 March 2026.

© 2025. For information, contact Deloitte Touche Tohmatsu Limited.

CSA Implementation
Cybersecurity Certification Act

With the adoption of theCybersecurity Certification AcfBundesgesetzmit demein
Bundesgesetdiber Daten-Governance AnbietervonDatenvermittlungsdiensterund
datenaltruistische Organisationemach der Verordnung(EU) 2022/868iber europaische
Daten-Governance undzur Anderungder Verordnung(EU) 2018/1724Datenzugangsgesetz
(DZG)) and the establishment ofreational authority for cybersecurity certificatiogmustria is
implementing an EU regulation on cybersecurity (Cybersecurity Act (CSA)), which requires
EU member states to designate national authorities for cybersecurity certification.

The aim is to ensure appropriate security standards for ICT products, services, and
processes across the EU. The new authority will be based at the Federal Chancellery
(Bundeskanzleramy. It will be responsible for monitoring and enforcing the rules of a
cybersecurity certification scheme.
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What are the most relevant Al updates?

The Austrian Data Protection Authority on the relationship between The Austrian RTR GmbH on the Al Act

data protection law and the Al Act On the occasion of the adoption of the Al Regulation, Austrian RTR GmbH has also published
On the adoption of the Al Act on 21 May 2024, the Austrian Data Protection Authority (DSB) FAQwith regard to the applicability and implementation of the Al Act in Austria.

provided initial information on the relationship between data protection regulations and the

Al Regulation on its websité-£Q on Al and data protecticand circular letter to public and

private sector controllers; only available in German).

The essential aspects of this information are summarized as follows:

A The work of the DSB and the obligations of providers and operators of Al systems in their
role as controllers or processors according to the GDPR remain unaffected by the Al
Regulation.

A The GDPR remains applicable in parallel with the Al Regulation insofar as the processing
of personal data is concerned.

™

In connection with Al systems, Article 22 of the GDPR is particularly considerable.

A The Al Regulation also supplements the data protection obligations in some respects. For
example, Article 10(5) of the Al Regulation is used as an exception to the prohibition on
processing sensitive personal data

A A market surveillance authority for the supervision and enforcement of the Al Regulation
has not yet been established in Austria. In preparation for the implementation of the Al
Regulation, an Al service center has been set up at RTR GmbH to serve as a point of
contact and information hub on the subject of Al. The DSB is responsible for data
protection issues relating to Al systems.
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What are the most relevant expected developments in data protection, cybersecurity and A

Budget cuts lead to reductions in the activities of the DSB In its statement, the DSB expressed its hope that there will be a sustainable increase in

The budget for the DSB for 2025 and 2026 has been reduced compared to the previous ?;i %ﬁgsiﬁi@mg ol L NI SD Bl I 617 I GIgElln Ul ) et €l b
year, which will have an impact on the DSB's activities. P :

In detail, this means:

A The focus will be on treating complaints. However, according to the DSB, delays in
treatment are inevitable

A Official investigation procedures will only be initiated if the submission gives rise to
sufficiently concrete suspicion of a serious violation of the GDPR or the Data
Protection Act, with particular attention being paid to vulnerable groups (e.g.,
children, employees);

A Announcement of the (annual) audit focus (topic: e.g., data security) in the sense of
an annual strategy without disclosing the industry in January of each year, with
simultaneous announcement of the actual start of the audit (e.g., in May)

A Reports pursuant to Article 33 GDPR are reviewed in terms of content. However, a
notification is only sent to the controller if the DSB is of the opinion that foligov
measures are necessary, or the report is incomplete

A Availability by phone will be limited:;

A written legal information will only be provided with a reference to the detailed
information on the DSB website;

A The participation of DSB employees in events, including as speakers, will be
restricted;

A The DSB will only participate in meetings of the EDSA subgroups if the topic under
discussion is of significant interest to the DSB;

A Business trips will be reduced to the absolutely necessary minimum; and

A Statements in the legislative and regulatory review process will only be made if the project
touches on fundamental data protection issues.
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What are the most relevant data protection updates?

Market Court decision 2022/AR/2921AB case Recommendation 01/2025 regarding the processing of personal data
Market Court decision for direct marketing

In the2024 edition, we discussed the IAB Europe casé\B). The IAB is an association of e Be_Iglan Datq Prptectlon Agthorlty (D.PA) hgs updatetitidelines on Dwgct
dii - . . . TvE Marketing(the Guidelineg 1 originally published in 2026 to account for evolving legal

igital advertising undertakings which developed a wkilown mechanism facilitating the : tafions-case industry. nractice o _ 5
GeUcnuauUqWyniet W1+ kWG Indl WOHDE Wn VI WY 0a R 00 TIEREPpRE BYYF NAYSBARFISER T R OnoWR6 131 WHIT ¢ gl Waé 1)

Transparency and Consent FrameworkK@GH which regulates how advertisers should use the Thisrecommendation aims to aid controllers in fulfilling their obligations regarding the

reaktime bidding system, a system used for selling advertising space on the internet. Through  protection ofpersonal data.As theGDPR falls short in defining thB Y UR I G q WY n Wl R |
this system, advertisers bid on the features of the user. Processing of personal data takes el t Dg&RUVMABINRcUOW?2 A W WnRUVT WRaWEt Wbne G LWe Haf
GicHIUWq6! YenN6Wqd WWRYUL DUqWY nWaqé WWet 31 We UT Wad tddskades WithigRoinatidnial tbetErd thiéhey or RdydIdehtified dF identdidbie Higu@IR # 6 WR U
the personal data of the users. The DPA qualified this TC String as personal data. personsklhere are multiple elements to the definition:

[ 2l @61 GVl DAWq6 WW?2A W UWHERT UI Waqé ¢ qllf 7IWs ¢t We YR Uq. Y0 Y gal 2. Ul 1] 2. A ATOWN G112 A K -
decision in 2022 held IAB liable for a variety of GDPR infringements and imposed a fine of E&ﬂﬁjﬂ;g : G]GMT et a T]'IJI uas WMHF%M&%HMMWW%&%C a RK\) d
k250,000. IAB however, appealed the decision, after which the Market Court posed two ’

preliminary questions to the CJEU. A It relates both to wanted and unwanted communications

The CJEU repliedtothea 13t qRY Ut WH! WHYURGaT RUNWaS ¢ q g 6 1J AN E procesEing bffgersodalaid@an 2 q 1IJ1 WG+ YU¢ 0 W ¢ q¢ W
where those data may, by reasonable means, be associated with an identifier (including the he identity ofthe alor | erson whose services. qoods. or activities are
f ALWCT TAddilionblly, e EUruled that /ef 7 WE 2 | Y G WHEE O WA W 1013 a 177 [HE ?yp?d ' ARl or1g0d) Bepsen whp » goods,

o Lo . . promoted in the direct marketing message is not relevant;
with its members if it influences the personal data processing for its own purposes, and SoE o B o 3
determines, jointly with its members, the purposes and means of such processing, which is ATUWaqUl GWh Gl YaYqRYU¢ G WHYUaqlabbgk W6 ¢t Wa VY WA We C
2GUqYWq6 W7 JGNRecUWIYel qWyYnlW GGUcGWgqYW2IJI Rn! LeIJ

The Market Court has ruled on the case, taking into account the ruling of the CIeU.
Market Court concluded that the TC string fulfills all conditions to be considered personal
data.

meansused tosendthe direct marketing communication is not relevant.

The recommendation discusses in greater detail the processing of personal data, GDPR
principles such as the proportionality principle and the grounds for legitimate processing, the
purpose and transparency. Additionally, it mentions the rights of natural personals such as

It is information that can be used to identify a natural person. Furthermore, the court the right of objection and the right to access.

concluded that IAB possess the necessary resources to identify natural persons regardless of

the fact that they had to require third parties to help them.
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What are the most relevant data protection updates?

Dispute committee decision 61/2025 of 25 March 2025 case nr.: Guidance and warning of the Flemish Supervisory Commission to
D0OS2023-03455 and DOS2023-03186 cities and municipalities regarding ANPR cameras
Dispute committee decision Guidance and warning Flemish Supervisory Commission

Facts The Flemish Supervisory CommissioR$Q has, in the year 2024, received multiple
complaints from citizens regarding the use of ANPR cameras, which triggered the FSC to
This case relates to the installation of a geolocation tracking system by an employer in an issue a guidance and warning, including some critical remarks.
employee's company car. The employee disputes the fact that the employer informed him
thereof. Additionally, it was no possible for the employee to turn the geolocation device off
during vacations of after work. In its capacity of controller, the employer invoked
Article(6)(1)(f) GDPR (necessary for the purposes of the legitimate interest) as legal ground ARNSVUW] E9WRY WYNnWg6 WWYGRURYUWg6¢ql AAWReADI ¢
for the processing. without taking into account less invasive measures.

A It has been confirmed that the cities and municipalities qualify as controllers, even if (as
was argued) they just receive the information.

Dispute committee decision A The purpose of the use of ANPR cameras must be specific and clear. References to public
order alone are insufficient. There is a risk that purposes are expanded without a new
assessment (function creep), resultingy residents being constantly monitored.

Furthermore, enforcement must never be used as a source of financial income but should

The dispute committee assessed the validity to base the processinghaticle(6)(1)(j and
concluded that:

A The employer indeed had a legitimate interest; aim to prevent violations and protect public order.
A The necessity criterion was met. However, the committee does highlight that a suspicion A Another remark is about transparency. There must be transparency about the potential
of fraud is not enough of a reason to install a geolocation tracking device; and risks to citizens, whereby a public debate is necessary. Data protection impact

assessments must include all affected parties and not just residents of that city or
municipality. Additionally, the purpose has to be communicated, alongside other
elements such as the contact details of the controller and the data protection officer.

A Afterperforming the balancing test, the employer could legitimately relyAmicle(6)(1)(f)
GDPR.

Nevertheless, the committee did determine multiple other infringements, including an A

L i The fifth remark mentions that the controller, thus the city and municipality, must make
infringement of:

an assessment of the risks according to the GDPR. The FSC mentions some risks that the
A Principleof purpose limitation; city and municipality have to take into account such as unclear purposes, registrations
and monitoring of citizens. The risks for the persons involved are considered severe and
are insufficiently detected. Thus, there are also not enough protective measures put in

A Accessto information. place.

A Principleof transparency; and

© 2025. For information, contact Deloitte Touche Tohmatsu Limited. Cross-jurisdictional data protection, cybersecurity and Al overview 34


https://www.gegevensbeschermingsautoriteit.be/index.php/publications/beslissing-ten-gronde-nr.-61-2025.pdf
https://assets.vlaanderen.be/image/upload/v1733482566/repositories-prd/VTC_O_2024_03_richtlijn_en_waarschuwing_ANPR-camera_s_trajectcontrole_1_1_sykkxh.pdf

Index

What are the most relevartybersecurity updates?

Publication of Guidance on the NIS2 Act SafeonWehaunches national prevention campaign against

Belgium has taken up a leading role with regard to NIS2 implementation. As introduced by investment fraud

this publication last year, Belgium was the first to transpose the NIS2 Directive including a The CCB has prioritizeunching an awareness campaign against online investment fraud ;
concurring Royal Decree. via itsSafeonWebplatformA Wn YOG G Ys RUND W6 JWe G ¢l G RUNWK NPLWA R

first half of 2025. The two primary sources of these fraudulent losses were fake trading |
GicaqnyYl Gt WeUl WHI ! GagY#Hel | JUR! W Ac Ot AlWs 6 RAG Wa®
times the amount lost through these channels during the same period last year.

The authority ensuring NIS2 compliance in Belgium is the for Cybersecurity Belgium (CCB).
The CCB has been very active over the past year to support businesses with regard to NIS2
compliance. Publishing guidelines, implementation documents based on the risk level and

most importantlythe Frequently Asked Questions on the NIS2 Alri 2025, the CCB This sharp increase in losses is particularly concerning. Additionally, 1,289 complaints were

published two versions of their FAQ, with the second one incorporating and addressing filed with the Financial Services and Markets Authority (FSMA), although this figure likely

specific queries and issues coming from the private sector. 2UT W1 UG ¥t 30qt WagdWWe AgecaWrAet I OWNGIIWE 2131 ¢ |

N6 UWO Q7 &t Wl At WweT T 1 Wi WwewsRT YW ¢ UnWWYn whe wi YRYY AN EPEIMERGRgMen agec 50 and avove. Emerging fraud trends incllide
sctams conducted via recovery rooms, where fraudsters falsely promise to help previously

A General queries regarding the scope of the NIS2 Act such as, the territorial scope of the scammed victims recover lost funds, and through social media platforms.

NIS2 Act, clarification on the sector interpretations, group structures and iRgrup The awareness campaign will be rolled out across cinemas, linear television, and online

service providers and the calculation of the size of an entity; channels, aiming to raise public vigilance and educate citizens about the risks of online )
A Questions relating to (the concept of) the public sector; RUZ2IJt qaUqWnl ¢a21 WOWNGJIWHAEOGGERNDUKT WAt + ¢NIJWRY |

A Clarifications regarding the obligations for essential and important entities subject to the public services, schools, banks, and other institutions.

NIS2 Act. This ranges from simple registration obligations to supply chain obligations
imposed by the NIS2 Act;

A lllustrating the enforcement of the NIS2 Act, including the competent authorities,
conformity assessment bodies, possible administrative measuresnd

A Other miscellaneous questions relating to the NIS2 Act.
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What are the most relevant cybersecurity updates?

Clarification on intragroup service providers

Belgium positionedtself as a frontrunner in NIS2 implementation. As the CCB implemented
the NIS2 Act and published itsl|S2 Act Frequently Asked Questiojthe CCB received a lot
of questions on the practical implementation of the NIS2 Act.

Under the NIS2 Act, every legal entity must independently assess whether it falls within
scope, based on its activities, headcount, and financial thresholds. While size assessments
can consolidate data from linked or partner entities, the core analysis of sectoral designation
remains entityspecific. However, there was uncertainty regarding the designation of intra
group managed/IT service providers who provided services falling in the scope of NIS2. In its
second FAQ the CCB provided clarity on this matter.

For intragroup IT service providers, such as those offering cloud hosting, IT support, or

cybersecurity services exclusively within the corporate group, the NIS2 obligations still apply

RnlWqé6 JWIUqRq! Wi WWat W RADWaS! It 6YGT+ AWwe U7 Wags Wt 31 2RAVE WneddWs Rg6RUWq6 W fE=ZW Hakt W InRU
CCB clarifies that providing IT services to another legal entity qualifies as an activity under

NIS2, regardless of whether the services are limited to group members. Such providers must

implement risk management, incident notification, and supply chain security measures as

required by their designated rislevel.

The CCB also introduced an exception in case group entities jointly share infrastructure,
networks, or systems without a clear provideustomer relationship. Here, costs and
resources are pooled, and the group functions collaboratively rather than hierarchically.
However, practical guidance regarding this specific exception remains limited.

As such, the CCB obliged intrgroup service providers to abide by the same rules as
companies providing the same services as external providers. This had an important ripple
effect on large conglomerates and corporate groups relying on irgraup IT service
providers.
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What are the most relevamil updates?

Charter for the responsible use of artificial intelligence in public (In)Action with regard to the EU Al Act
services when providing services to individuals, companies and https://economie.fgov.be/nlthemas/online/artificieleintelligentie

organizations
In the context of Al Act obligations and more specifically Al Act enforcement, each European

On 11 July 2025, the Belgian government introduce@arter for the Responsible Use of overnment will have to designate a notifying authority, market surveillance authority and an
Artificial Intelligence (Al) in public serviceThe charter aims to guide the ethical deployment g ca6Vl Ra! WRU LI?H 5¢l DU LQLI]Y n LLI’ny:e OT ¢ frisk Blopystertsl RyI’J 6 at k L
of Al in interactions by governmental organizations with individuals, businesses, and other a < ¥ a

stakeholders, ensuring respect for fundamental rights and public trust. Belgium has failed to designate the national competent authorities, both the Notifying
Authority and the Market Surveillance Authority, pursuant to Article 50 of the Al Act.

The charter applies to all endorsing public services and aligns with the Al Act, GDPR, and Surpassing the deadline of 2 August 2025.

administrative transparency laws. The charter states that Al systems are complex and not

limited to the algorithmsan sichrather they are complex systems involving data, hardware, Nevertheless, the Belgian and local governments have taken action with regard to the
human input, and context. However, the charter also recognizes the value it could bring to designation of public authorities or bodies who will ensure the protection of fundamental
public services. rights in the context of highisk Al systems. The Belgian government has designated over 21

public authorities or bodies who will monitor the respect for fundamental rights pursuant to
article 77 Al Act. The link to the full list of respective public authorities or bodies can be found
here.

Public authorities who sign the charter will commit to using Al responsibly in administrative
decision-making and direct user interactions. The key message of the charter is
transparency. Citizens must be informed when they engage withand Alsupported
decisions must comply with legal requirements, including the right to appeal.

The charter confirms the human oversight obligation with regard to higk Al systems. It

also recognizes data quality and risk assessments as essential before deployment. The

charter also promotes ongoing monitoring to address ethical, legal, and security risks.

Furthermore, the charter codifies training for public servants to ensure responsible use of Al,

tackling issues like bias and transparency and fulfilling Al literacy obligations.

xct qi! AWt 2t q¢ RUCHRORq! WRYt Wedt YWaget DOWRUqYWHY Ut RT W1 ¢ qRYUWA! WIURY21 ¢ PRUNWE qaqlUqRYUWqY W f
environmental impact. Through the adoption of this charter, Belgium aims to lead in ethical

Al adoption in the public sector, balancing innovation with responsibility.
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What are the most relevant Al updates?

Artificial intelligence systems and the GDPR: A data protection Al strategy in the federal coalition agreement

perspective _ ] _ ] TheBelgian federal coalition agreememutlines a comprehensive Al strategy aimed at
By the General Secretariat of the Belgian Data Protection Authority responsibly integrating artificial intelligence across public services. It emphasizes a unified,
N6 UW7 WanRe UW? ¢ ge WAL YauHqRY OW ftgoNrieRapicd + w6 ¢ 1 TG RPN LIoRzes LpRspareay ¢y use, and complance with
. . A . . uropean regulations such as the Al Act. Central'to this strategy is the establishment of clear
Systems and the GDPHhe brochure aims to provide essential guidance on harmonizing Al - ; :
: . S governance frameworks, supported by competent authorities like the Belgian Institute for
system development with key data protection laws. It highlights the complementary roles of : AL ) .
. X . Postal Services and Telecommunications (BIPT), to oversee Al implementation and ensure
the GDPR and the newly enforced Al Act in ensuring that Al systems processing personal ; ; : .
: alignment with data protection and privacy standards.
data operate lawfully, fairly, and transparently.
The federal coalition agreement highlights the importance of balancing innovation with
safeguards, particularly in sensitive areas such as healthcare and law enforcement, where Al
can enhance efficiency, however, due to the sensitivities of the respective sector, always
with fundamental rights at the top of mind. It also promotes collaboration between -
NY2W1I UGWUqWl DGeE!l qd lUqt Wadél YenN6W q¢e¢Ul ¢l T RAIDI |
fostering accountability and flexibility.

The brochure clarifies the definition of Al systems and illustrates their use through practical
examples. It emphasizes core GDPR principles, such as purpose limitation, data
minimization, accuracy, storage limitation, and data subject rights, applied specifically to Al
contexts. Accountability is a central theme, with detailed requirements under both the GDPR
and Al Act for demonstrating compliance.

Security measures receive particular focus, stressing the need for robust technical and
organizational safeguards to protect personal data from risks unique to Al, including bias and
manipulation. The brochure also underscores the importance of meaningful human
oversight, especially for highisk Al systems, to ensure responsible development and
decision-making.

By embedding Al within a broader digital transformation agenda, the government aims to

improve public service delivery, boost trust in digital platforms, and stimulate economic

NI Ys q6 IOWNGS Rt W ql ¢qlN! WhnRat WRUOW7 WaGNRaGKkt WAHI Y
responsibly, ensuring that technological advancement goes hand in hand with legal and

ethical considerations.

Targeted at legal professionals, data protection officers, and technical stakeholders, this

brochure aims to bridge legal and technical perspectives and links GDPR concepts to Al Act

obligations. Furthermore, it offers practical insights and useentric examples to help

organizations embed data protectiofby-design principles in Al projects, mitigate ethical and

legal risks, and comply effectively with evolving regulatory requirements.
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What are the most relevant expected developments in data protection, cybersecurity and A

Cybersecurity: Awaiting the new National Strategy for Cybersecurity Al: Appointment of Market Surveillance and Notifying Authorities
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national adoption. As such, Belgium became the first country to transpose the NIS2 Directive appointment of Market Surveillance and Notifying Authorities as required by the Al Act.
and the CCB has developed a framework, including the necessary support, to guide entities

in scope of NIS2 towards NIS2 compliance, namely, BgberFundamentalsramework. Therefore, we expect that the Belgian government will focus on the appointment of the

Furthermore, it has also taken active steps to support non NIS2 entities to take steps relevant authorities in the upcoming months so that when the bulk of obligations come into

X I . force, Belgium is ready to provide guidance and to raise awareness regarding the Al Act. In a
towards cybersecurity. Lastly, the CCB has also focused on raising cybersecurity awareness follawina. oh h autharities.will nlav a role in enforcement. of the g )
Y lWaé WWNUOl ¢ alWGes Ao REIOW 00 WY nWa6 3t IWIa a0 qP g Rnasa fRese Ay ies:wil ey ke &15 [ §Hergmento ek A% ¢ o we q1 ¢
Cybersecurity for the period from 2021 to 2025. Furthermore, the Belgian Data Protection Authority has identified technological progress, of
which Al is a key aspect, as one of the most important challenges for the enforcement of data
protection rules in its draft strategic plan for 2028028 (which will be further discussed on
the next page).

As 2025 comes to an end, it remains to be seen when an updated National Strategy for
Cybersecurity will be adopted. However, we believe it is expected that the CCB will aim to
retain its position as one of the leading authorities with regard to NIS2 implementation. In
this context, it is to be expected that their will be shift from raising awareness and supporting The strategic plan also indicates the possible assignment of the Belgian DPA as (one of) the
companies implementing NIS2 obligations, towards compliance enforcement with regards Belgian Market Surveillance Authoritgé). As such, it is expected that the Belgian DPA will

to the most critical entities. also play a role in Al Act enforcement.

Furthermore, with other European cybersecurity regulation entering into force, such as the
Cyber Resilience Act and Cyber Solidarity Act, it is expected that these regulations will be
part of further guidance provided by the CCB.

Lastly, it is expected that the CCB will remain focused on raising awareness to the general
public, as it did this year through its awareness campaign regarding online investment fraud.
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What are the most relevant expected developments in data protection, cybersecurity and A

Data protection: Draft strategic plan of the Belgian Data Protection
Authority for 20262028

The Belgian Data Protection Authority (DPA) has publishedlitst strategic plan for 2026
through 2028 The draft strategic plan aims to provide insight in the priorities of the Belgian
DPA and it is an important to document to gain an understanding of the activities of the
Belgian DPA, the challenges it expects to face over the upcoming years, to ensure
transparency regarding the use of its resources and to provide insights regarding the
decision-making process of identifying priorities and enforcement decisions.

The Belgian DPA has set four strategic goals:

A Inform and raise awareness: The Belgian DPA has set out to remain the center of expertise

regarding data protection in Belgium. As such it wants to remain the key actor that
informs and raises awareness amongst citizens, data protections officers, politicians,
companies and other stakeholders;

A Recommendations: The Belgian DPA aims to follow sectoral, regulatory and technological
evolutions closely with the aim of quickly providing guidance where necessary;

A Advise, approve and authorize: Provide advice to lawmakers on data protection aspects of
new regulation, provide approval to binding corporate rules and certification schemes
and

A Mediation, treating complaints and enforcement: The Belgian DPA aims to remain as
accessible as possible while also focusing on the most societally impactful data
protection violations. By focusing on the most relevant infringements, the Belgian DPA
aims effectively allocate its resources where they are most impactful. As such, the most
strategically important cases will be assigned the most resources. Lastly, the Belgian DPA
also aims to adopt a more proactive approach where possible.

© 2025. For information, contact Deloitte Touche Tohmatsu Limited.

The draft strategic plan also identifies the following key challenges for the Belgian DPA:
A More and increased complexity of the cases brought before the Belgian DPA;

A Technologicaknd regulatory evolutions; and

A Hiringfreeze until 2029.

Nevertheless, the draft strategic plan also aims to address these challenges. Through
prioritization both on the level of the tasks and processes within the Belgian DPA as on a
substantive level, the Belgian DPA hopes to address these challenges in the most effective
manner possible without having to compromise on quality. The substantive focus of the
Belgian DPA for the period of 202028 will be:

A Largescale data processing, both in the private sector as in the public sector which may
pose a high risk for the rights and freedoms of those concerned; and

A Processingof minors' personal data.

These substantive focuses will be further developed in the yearly management plan of the
Belgian DPA.

Furthermore, the Belgian DPA makes it clear throughout its strategic plan that it does not see
data protection in isolation from other relevant regulation. Data protection rules are part of

the broader EU Digital Strategy and, as such, the Belgian DPA is aware and will take its
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Finally, cooperation will remain a key focus in the upcoming years as the Belgian DPA aims to
improve its involvement in the EDPB, wants to cooperate more closely with other authorities,
both focusing on data protection and other digital regulations, at the national level and to
improve cooperation with stakeholders and lawmakers where relevant.
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What are the most relevant data protection updates?

Opinions of the Bulgarian Commission for Personal Data Protection
Opinion on the use of facial recognition functionality in retail outlets

The Bulgarian Commission for Personal Data Protection (CPDP) issued ghRURY U Wt W
01 | &1-52/2025related to the admissibility of the processing of personal data through a
video surveillance system with facial recognition functionality in retail outlets (shops).

According to the CPDP, the entry and subsequent processing of facial images of customers,
who have attempted or committed theft or exhibited other illegal behavior, for the purpose of
facial recognition by the video surveillance system during future visits to retail outlets, does
not constitute a matter of significant public interest under Articl¢2(g)of the GDPR.

None of the conditions under Article 9(2) of the GDPR for the admissibility of processing
biometric data for identifying natural persons are applicable and cannot justify the planned
processing of such data for the purposes specified by the applicant. In particular, the
consent of the data subjects is not applicable. This leads to the conclusion that the planned
processing does not comply with the requirements of the GDPR and is therefore deemed
inadmissible.

The processing of biometric data by means of facial recognition technology may be carried
out based on a reason of important public interest, where it is established in EU or national
law, considers the nature of the data controller's activity and is a necessary, appropriate and
proportionate measure in a democratic society that guarantees an objective of important
public interest.

According to the CPDP, such a reason of important public interest may include ensuring
security in national security facilities or elements of the country's critical infrastructure.

© 2025. For information, contact Deloitte Touche Tohmatsu Limited.

Guidelines of the CPDP
Guidelines on the use of video recorders in private vehicles

The CPDP points out that the need for such guidelines is justified by the increased use of
technical means of recording installed in cars (the salled video recorders) and the

resulting risk of complicating consequences for the rights to protect the privacy and personal
data of other road users.

According to the CPDP, when personal data is processed and the exception for "purely
personal or domestic activities" is not applicable, the person responsible for recording with a
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must be observed:
A Personal data must be processed in a transparent manner;

A Personal data must only be stored for as long as necessary to achieve the purpose for
which it was collected;

b

Personal data must be kept secure;

™

Individuals have the right to access their data; and

o

The publication of filmed material, e.g., on social networks, is an additional processing
operation that may pose a risk of violating the data protection rights of the filmed
persons.

The full text of the guidelines is published hefetps://cpdp.bg.
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What are the most relevant data protection updates?

Recommendations, instructions and advice from the CPDP Instructions to data controllers
Recommendations for personal data controllers when assigning the processing According to the published announcement from the CPDP, data controllers are encouraged
of personal data to clearly and distinctly indicate the contact information for the competent supervisory

authority T the CPDPr to avoid misleading individuals seeking contact with the data

The Bulgarian Commission for Personal Data Protection (CPDP) has published .
controller itself.

recommendations for data controllers due to a significant number of instances involving a

formal approach to defining the conditions for regulating relationships when assigning The announcement is published heréttps://cpdp.bg.
activities to personal data processors, in accordance with the requirements of Article 28 of

the GDPR. The recommendations cover the actions that the data controller should take

before selecting a data processor, the actions required prior to concluding a contract for

processing personal data with the data processor, as well as the legal basis for managing the

relationship between the controller and the processoArticle 28 of the GDPR.

The full text of the recommendations is published heretps://cpdp.bg.

CPDP advice related to unintentional or thoughtless disclosure of personal data

The CPDP has published advice on unintentional or thoughtless disclosure of personal data.
The need for this advice is explained by the wide scope and sensitivity of personal data and
the increasing number of situations where personal data is inadvertently disclosed. In this
regard, the CPDP has noted an increase in inquiries and reports of cases where individuals
(data subjects) have inadvertently disclosed personal dataither their own or that of their
relatives.

The full text of the advice is published hereips://cpdp.bg.
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What are the most relevant cybersecurity updates?

Amendments to the Cybersecurity Act transposing the NIS2 Directive

On 12 DecembeR024, the Council of Ministers submitted a Bill on Amendments and
Supplements to the Cybersecurity Act (the Bill) to the Bulgarian National Assembly. This Bill
aims to shape the regulatory framework for cybersecurity by introducing the requirements of
the NIS2 Directive.

The adoption of the Bill is intended to provide high guarantees and opportunities for better
resilience of cyberspace and more effective measures to counter cyberattacks, especially
concerning major economic entities and state authorities.

The key change is a significant expansion of the sectors affected, which now include energy,
transport, the banking sector, financial market infrastructures, healthcare, drinking water,
wastewater, digital infrastructure, ICT governance (between businesses), public
administration, and space. Critical sectors have also been identified, including postal and
courier services, waste management, production, preparation and distribution of chemicals,
food production, processing and distribution, manufacturing, digital service providers, and
scientific research.

The adoption of the amendments would result in the assignment of additional powers to the
competent authorities in the field.

It is expected that the amendments to the Cybersecurity Act will simplify and accelerate the
process of interaction and resolution of crosborder and national incidents within the EU.

The Bill has passed its first reading in the National Assembly, and the second (final)
reading is anticipated* by the end of 2025/ beginning of 2026

*As of 12 November 2025, the second reading has not passed yet.
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What are the most relevant Al updates?

Bill on the Use and Development of Artificial Intelligence

On 8 October 2025, a group of members of the Bulgarian National Assembly submitted a Bill
on the Use and Development of Artificial Intelligence (the Bill). The purpose of the Bill is to
create a framework for the implementation of the EU Al Act, the use of Al in the public sector,
including for the provision of electronic administrative services. The adoption of the Bill is
expected to stimulate the development of employees' skills for using Al in their work and
foster investments in the development and use of Al. The Bill includes draft provisions to
minimize risks to national security that could arise from the malicious use of Al.

It is envisaged that the government policy regarding artificial intelligence aimed at public
administration will be led by the Bulgarian Minister of Electronic Governance. The Bulgarian
Minister of Innovation and Growth shall lead government policy aimed at encouraging the
use and development of artificial intelligence in the private sector.

Competent state bodies are determined by sector. For example, the Bulgarian National Bank
shall oversee the use of Al by credit institutions.

The Prime Minister, upon proposal by the Minister of Electronic Government, shall appoint a
National Coordinator for the use and development of Al. The National Coordinator will be
responsible for the adoption of the National Al Strategy and will coordinate projects under
various programs.

The Bill is intended to introduce a ban on the use of certain hiigk Al systems, such as
those used in remote biometric identification. Al systems that can be considered threats to
national security are identified in the Bill, which also introduces restrictions on the use of
third-party Al services that pose a risk to national security. The publication of deep fake
content created by artificial intelligence systems on online platforms is regulated in the Bill.

The Bill provides for administrative sanctions for failing to comply with its provisions, with
fines varying depending on the nature and extent of the violations committed.

The Bill will be reviewed by the competent parliamentary commissions and then voted on by
the National Assembly.
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Decision of the Council of Ministers for the designation of national
bodies for the protection of fundamental rights, including the right
to nondiscrimination, pursuant to Article 77 of the EU Al Act

On 19 June 2025, the Council of Ministers made a decision designating national bodies
to supervise or ensure compliance with obligations under EU law for the protection of
fundamental rights, including the right to nondiscrimination, in relation to the use of
hight-risk artificial intelligence systems listed in Annex Il of Regulation (EU) 2024/1689 of
the European Parliament and the Council of 13 June 2024, establishing harmonized
rules on artificial intelligence (Al Act).

The authorities designated according to their legal powers are as follows:
Ombudsman;

Central Election Commission;

Commission for Protection against Discrimination;

Commission for Personal Data Protection;

Commission for Consumer Protection;

State Agency for Child Protection; and

o o o o o o I

Executive Agency "General Labor Inspectorate.”
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What are the most relevant expected developments in data protection, cybersecurity and A

Data protection

Draft rules amending the Rules on the Activities of the CPDP and its
Administration

The CPDP is opening a procedure for public discussion of draft Rules amending the Rules on
the Activities of the CPDP and its Administration.

The proposed changes aim to address difficulties that have arisen over time in the
functioning of theadministrationand seek to achieve greater efficiency in organizing work
and ensuring supervisory activities. Additionally, they aim to overcome gaps identified in the
implementation of the Rules on the Activities of the CPDP and its Administration.

Strategy of the CPDP for Development in the Fields of Personal Data Protection
and Protection of Whistleblowers (horizon 2022029)

The CPDP's strategy for development in the field of personal data protection, which set
strategic goals for the period 2012022, has already expired. The CPDP is expected to
finalize the review of its strategic goals, a process that began in 2022. The new CPDP
strategy should identify priorities for development in its two areas of competence: the
protection of personal data and the protection of whistleblowers.
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Cybersecurity
Transposition of the NIS2 Directive

Bulgaria did not manage to transpose the NIS2 Directive into the national law by the
deadline of 17 October 2024.

The Bill on Amendments and Supplements to the Cybersecurity Act has passed its first
reading in the National Assembly, and the second (final) reading is anticipated* by the
end of 2025/beginning of 2026.

*As of 12 November 2025, the second reading has not passed yet.

National Cybersecurity Strategy

The National Cybersecurity Strategy of Bulgaria expired in December 2023, and a new
one shall be adopted. It shall cover, among others: goals, principles and priorities;
increasing awareness, knowledge and competences; stimulating research and
innovation in the field of cybersecurity; cyber diplomacy; etc.

Al

A Bill on the Use and Development of Artificial Intelligence has been submitted to the
National Assembly. It is expected to be reviewed by the competent parliamentary
commissions and then voted on by the National Assembly.
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What are the most relevant data protection updates?

Personal Data Protection Act Consolidated Debt Registry Act

Law N°21,719 or the Personal Data Protection Act amends the 1999 Chilean Law N°21,680 or the Consolidated Debt Registry Act creates an official registry of

Private Life Protection Act (Law’ll9,628). information on credit obligations and contains some personal data dispositions.

A The Chilean Congress has approved the new Personal Data Protection Act (the Act), A The Consolidated Debt Registry Act (tAet) was enacted as of July 2024, and will fully
elevating the standard of data privacy rights for citizens. enter in effect as of 1 April 2026, and aims to create an official registry of information

related to credit obligations, in order to improve the credit evaluation system of

A Although it has already been published, its full entry into force shall be as of 1 December individuals and to provide the Financial Market Commission (FMC) with more information

2025, for the exercise of its regulatory and supervisory powers and the fulfillment of its legal
A As it bears similarities with the European GDPR, the new Act strengthens the data functions.
Biesetion ecosyStem, in the ceuntry @nd Hus brings Chille closer tojiniemational A It contains some articles regarding personal data protection that interact with the Chilean

standards on the matter Private Life Protection Act No. 19,628, and its 2024 Amendment, the Personal Data

A The Act establishes the right of individuals to know, rectify, delete, block and oppose the protection Act NO. 21,799.
processing of their personal data. A In particular, the Act indicates that the treatment of personal data for the creation and

A It creates the Personal Data Protection Agency (APDP), an autonomous authority maintenance of the registry must always ensure data privacy in the terms of the Chilean
responsible for supervising and enforcing data protection regulation and establishes a Private Life Protection Act No. 19,628.
series of new obligations for data controllers and processors, introducing significant A The EMC shall regulate, by means of a general rule, the operational functioning of the

sanctions for violations, including fines of up to US$1.5 million. ; : : . ; ’
registry, the periods for updating the information online, and the access procedures for

A The new regulation applies to both public and private entities that process personal data. reporting entities, their representatives, debtors, and third parties authorized by the latter.

A The law emphasizes transparency, security, and the responsible use of personal data.

A It also includes provisions for the protection of sensitive personal data and the obligation
to report data breaches.
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the digital era in Chile.
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What are the most relevant cybersecurity updates?

Cybersecurity Framework Act Essential services providers (PSE) and operators of vital importance (OIV)

Law N°21,663 on Cybersecurity and Critical information Infrastructure A PSEs are public or private entities designated by the ANCI that provide services

A Enacted in March 2024, Law No. 21,663 or the Cybersecurity Framework Act (CFA) sets ’ essential to"the continuity of critical social or’ efonomlc acE|V|t|es, ar’nc’)’ngst ofhers. o
YeqWagVYW WNatd¢cqUWOSRINWKT WO¢cqRYUcTWR! AIJI + IRz 1 R @n theldtHeY hahd, @j\V3 érelthiike eldtitien WRHIER degedtbil digithRdd metw&kpad qq R Y U ¢
framework for dealing with issues related to the topic, setting out new responsibilities and systems for essential operations, provide those digital or networked services, and
categories of obligated entities, and establishing graduated sanctions in case of whose disruption would cause major consequences for national security, public order,
noncompliance with the law. or economic stability.

A The Act created the National Cybersecurity Agency (Agencia Nacion&iderseguridad _.A”IncludesA sectors such as energy, telecommunications, healthcare, finance, transport,
( 9f bbb lWet WagbWWARY2Uql ! Kkt WARKBUql ¢cdWeceqdbYl Rq! WY UdhdwatdddluppiyHa | Rq! 1O

A The CFA creates a national coordination framework for cybersecurity policy, crisis A The legal requirements set forth by the CFA are highly more stringent on OIVs, entities
response, and information sharing. which are required to:i} implement an Information Security Management System

(ISMS) aligned with international standards (e.g., ISO 27001), (ii) maintain business

A The CFA applies to both public and private sectors, creating the categories of essential continuity and disaster recovery plans to ensure resiliengi) report cybersecurity

services providers (PSE), and operators of vital importance and critical infrastructure

(OIV) incidents promptly to the ANCI and the National CSIRT, (iv) undergo regular audits, risk
' assessments, and emergency simulations, and (v) ensure coordination with sectoral
A The CFA: authorities and other critical infrastructure operators.

A Sets new cybersecurity standards, introduces mandatory incident reporting, and
enforces sanctions for noncompliance, with potential fines up to US$3 million. These
are graduated sanctions for noncompliance, including administrative, financial, and
reputational penalties;

A Imposes mandatory cybersecurity incident notification to the National CSIRT within
specified deadlines, for certain operators;

A Requires implementation of risk management frameworks, business continuity plans,
and security audits; and

A Defines and regulates OlVisentities whose disruption could significantly impact
national security, the economy, or essential public services, and which either work
with digital services or provide them to others.
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What are the most relevant cybersecurity updates?

Relationship with the Personal Data Protection Act (Lav2ill,719)

A While Law N21,663 (CFA) governs cybersecurity and infrastructure, La®2N719
(Personal Data Protection Act) regulatgersonal data handling

A Intersection:OIVs often process large volumes of personal or sensitive data (identity,
financial, or health information).

A Compliance withboth lawsis essential:
A Law N21,663 ensures network and system security; and
A Law N21,719 ensures privacy and lawful processing of personal data.

A The CFA reinforces a unified national approach to cyber resilience, data governance, and
digital trust, and $rongly complements Law RR1,719 on Data Protection, creating a dual
legal shield for both system security and information privacy.

A For critical entities, compliance with both frameworks is strategic, mandatory, and of
national importance.
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What are the most relevant Al updates?

Overview

A The Chilean government has taken significant steps in Al governance, focusing on ethics,
transparency, data protection, innovation and rigkased regulation.

A Major milestones include the update of the national Al policy, public consultations, and a
draft bill to legally regulate Al systems.

A These developments are important for any organization operating or using Al in Chile,
especially with respect to rights protection, system governance and regulatory
preparedness.

© 2025. For information, contact Deloitte Touche Tohmatsu Limited.
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National Al Policy 2024 Consultation and update

A oni15 January 2024, the Ministry of Science, Technology, Knowledge and Innovation
YGUUWUT Wé¢ WGe HIRAWARY Ut eliqc qRYUWYUWqé61IJWe GI ¢ qld
Policy 2024.

The consultation closed on 15 March 2024.
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climate change; children and workforce implications; gender, equity, nondiscrimination;
cultural heritage; secure digital ecosystems; and regulation.
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Recommendations on Al Ethics and OECD work.

o 3>

A The most significant Implication is that organizations must align Al strategies with ethical
and governance frameworks, anticipate regulatory changes.
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What are the most relevant expected developments in data protection, cybersecurity and A

Draft Bill for Regulation of Al System®ill No. 16,82119/15,869-19 Classification of Al systems by risk and principles

AsUWTW~¢! W=MZNAWe WAHRGGOWs ¢t WRUq! YT 2 #IJT WR U Wa 6THLBB ddBpis Idiskibaséd@pproathdiassifind LA? dysteensiRadFoutltbteéhorigsy 0 191 Wb7 R

regulEding A ee) I Eiee Sistsms (e ke L kb (0l A Unacceptable riskSystems that pose unacceptable threats to fundamental rights; these

A The draft proposes a riskased classification of Al systems: unacceptable risk would be banned;

{oreltze)), gl Inliee 18 g ot E e A High risk Systems that could significantly impact fundamental rights, safety,

A Requirements include system documentation, human oversight, transparency, liability, environment, or consumer rights; subject to stricter obligations;

nCHLCEACI S ISR S LB 2y SHUCEITIE d TS A Limited risk Systems with lower risk; subject to lighter obligations (e.g., transparency,

A As of October 2025, the Chamber of Deputies approved the bill and forwarded it to the user notification); and

SISl A No-evident risk:Systems assessed as having minimal risk; lowest regulatory burden.

A ;?gtﬁ(:tglrl] i@t?gijzg/sbg?gggi?; (ca)t\)/\lliig;:ijgrt;protection laws (such as the Personal Data The draft bill lays out a set gbvernance and ethical principlesncluding:
A The policy and draft legislation embed valdmsed aspects: nondiscrimination, equity, A Human oversight/supervision of Al systems
transparency, accountability, and heavily focuses on fundamental rights considerations. A Technical robustness, safety and security
ARG LIJ_F| ROGWERGY WY WnGl YEYqULWes WWHI B¢ qRYOALWI |A2 PiidiatyCHiata) doee shabd e @Gt YratectpR of petdonBl DafaR & Ga G DU q¢ qRY U WY n
L§jy§te5m%|r:bserwce of human beingsespectful of democratic principles and the rule of A Transparency and traceability
A It targetssystems of Aivhose output information is used in Chiteso even if the system is A Nondiscrimination, equity (social and gender) and fairness

GYHRcqUT WeHI YT AWRNWRat WYaqGe qlUl D¢ HG It W9 6 R tAISH&ahdbid eivirdadimental divélbeitbl 131 W6 WWI | ¢haqkt W #YGUIO

A The bill is structured around 10 chapters (titles) including: general provisions, A Accountability/responsibility of those who deploy or use;Ahd
classification of Al systems by risk, prohibited uses, higbkk systems, limited risk

- : : . : A Consumer protection and rights when interacting with-éiven decisions.
systems, incidents, governance, innovation support, consumer rights, and sanctions.
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What are the most relevant expected developments in data protection, cybersecurity and A

Governance and institutional framework

A The bill foresees the involvement of the AgenciaRi®tecciénde DatosPersonales
(APDP) as the supervisory authority for many obligations under the law.

A Entities subject to the proposed law include providers of Al systems, implementers, and
importers or distributors located in or whose output reaches Chile.

Obligations, sanctions and innovation support

A Providers/implementers of Al must document their systems, classify them according to
risk, implement safeguards (especially for higisk systems).

A The bill draft includeseporting obligationgor serious incidents involving Al systems.

A The draft sets fines up tIS$1.5 millionfor grave violations, among other administrative
or reputational consequences.

A The bill also includednnovation support measuresregulatory sandboxes/spaces for

controlled testing of Al systems, especially for SMEs; promotion of infrastructure enabling

Al.

© 2025. For information, contact Deloitte Touche Tohmatsu Limited.

Relevance and next steps

A If approved, this law would place Chile among the first in Latin America with a
AYOGI D610t R2ZIJAWHRUTI RUNW f W WNadc¢aqVYl ! Wiac¢s Wa
Act).

A Organizations operating in or entering Chile should monitor developments and prepare for
obligations around: system documentation, classification, transparency, incident
reporting, and data protection alignment.

A The legislative process continues; amendments may refine obligations, institutional
responsibilities and timelines.

A Final approval timeline is not yet fixetthe bill is now in the Senate stage.
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What are the most relevant data protection updates?

Guidelines for the Protection of Personal Data in Artificial Intelligence
Systems

External Circular No. 003 of 202dated 18 September 2025, Superintendency of
Industry and Commerce

This circular is intended to provide legal certainty to data controllers regarding the lawful
processing of personal data in the context of the development, deployment, and use of Al
systems. It also aims to ensure that data subjects can trust that their personal data will be
handled responsibly and transparently within such systems, which are commonly used for
autonomous decisionmaking or to support human decisiemakers through predictive
analytics and recommendations.

In processing personal data through Al systems, data controllers are required to implement
appropriate mechanisms to identify, evaluate, and mitigate associated risks, thereby
ensuring compliance with applicable data protection laws and regulations.

Furthermore, during the design and development of Al systems, a data protection impact
assessment must be conducted to determine the potential effects of such technologies on
personal data. This is essential to ensure that data subjects are adequately informed of their
rights in relation to the use of Al tools. As stated by the Superintendence of Industry and
Commerce, Al systems must incorporate relevant, effective, and demonstrable strategies to
uphold and guarantee the rights of data subjects.

© 2025. For information, contact Deloitte Touche Tohmatsu Limited.

Guidelines for the Processing of Personal Data within the Framework
of Fintech Operations

Circular 001 of 202%lated 18 September 2025, Superintendency of Industry and
Commerce

On 18 September 2018, the Superintendency of Industry and Commerce, the data protection
authority in Colombia, issued a circular containing instructions regarding the processing of
personal data in the context of offering products and providing services related to financing,
low-value deposits, and other similar activities aimed at promoting financial inclusion

through the use of digital technologies (fintech).

Within this framework, the entity established that fintech companies, although supervised by
the Financial Superintendency of Colombia, must comply with all constitutional principles
and duties, as well as those set forth in Law 1581 of 2012, in relation to the processing of
personal data they collect.

N6 JWHRI A#edc¢l Weat YWRUAGeT I3t We UWI+GI It + WGl Y6 R

or contact list for debt collection purposes. Additional specific obligations are included, such
as informing the data subject about which purposes are necessary for the provision of the
service and which are ancillary, as well as requesting authorization for various functionalities
of web applications, such as access to the camera and microphone.

In general, this circular reinforces the obligations of data controllers and processors that
provide services in the Fintech sector and adds certain requirements specific to their
activities.
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What are the most relevant cybersecurity updates?

National Digital Security Strategy of Colombia 202927 Resolution 02277 of 2025~ RUNf 9 kt WWOGT ¢ qLWa Y LWaq 6
National StrategyMarch 2025 Securll.:y Model

The National Digital Security Strategy of Colombia 262827 represents a comprehensive Re”SOIUtlon 02277 of 2025 o (] B N
and forwardlooking initiative designed to address the challenges and opportunities arising f UL=MZPAWOYGUGYOGHRCECKt W~RURYt gl ! WYnWf UnY!l G¢qRYUI
within a constantly evolving digital environment. This strategic framework aims to enhance issued Resolution 02277, updating the national Information Security and Privacy Model .
9YUYUHRCKt W RNODRagcOLWt IRz Ra! WGYt gqel WWH! Wdn™n |I(FSPR 2T Riiréfdutih angnﬁﬁémbdalwmum Yitdihhfioldal staRrdart) I5Qy1&C 27@0ar2022¢ U | LU
leveraging technological innovation to foster a more secure, resilient, and trustworthy I IndWAEqRUNDWO YUGYOGHRCGEKt WAYAGUORqGUUqWaqVYWNGYHE G LW
cyberspace. governance. The resolution aims to enhance the protection of digital assets across public

This strategic framework prioritizes four core pillars deemed critical to reinforcing .

OYUVYOGHRCGKkt WH! AJI + UH21 Rq! WGYt qeal Ua One of the key impacts of the resolution is the repeal of over 10 outdated technical
documents, streamlining the regulatory framework and reducing implementation complexity.
By modernizing the MSPI, MinTIC facilitates more agile and effective adoption of
cybersecurity protocols, especially in government institutions that manage sensitive citizen

A Strengthening digital security governance to address institutional fragility and improve
inter-agency coordination;

A Advancing national cyber resilience to mitigate exposure to increasingly sophisticated data and critical infrastructure.
cyberthreats; The updated model also introduces simplified compliance mechanisms, making it easier for

A Cultivating a skilled and sustainable cybersecurity workforce to close the gap in public entities to meet security requirements without compromising robustness. This 1 .7
specialized talent; and RURQRc¢qR2IW 2GGY! qt WOYUYUHRCGEKkt WHI YeTI I W RNR

institutional resilience and trust in public digital services. Resolution 02277 marks a
significant step toward harmonizing national cybersecurity efforts with international
standards.

A Updating and aligning the cyber legal and regulatory framework to effectively respond to
emerging technological and security challenges.

Through targeted strategic actions across key focus areas, the strategy aims to reshape

O9YUVYOGHRGEKkt W RNDRacaWt WHz1 Ra! Waec Ut #e GUAWH! WIU6¢ URRUNWUE qRYUC O WHE GEHRIRQRIY AW Yt qdl RUNWHI
sector and international cooperation, and promoting an inclusive digital security culture. This

holistic approach positions the country to effectively counter current and future

cyberthreats, safeguarding national interests and the digital wedling of its citizens.
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What are the most relevant Al updates?

CONPES 41449 Yii YG HRcGckt W ¢qRYUcG O W f LAY dLawv2502 of 2025 Criminal Code Reform on Al Identity Fraud
CONPES 4144 February 14, 2025 Law 2502, 2025

In February 2025, Colombia approved CONPES 4144, a strategic document that defines the In August 2025, Colombia enacted Law 2502, introducing a specific criminal aggravating
HYaUql ! kKt WUEqRYUCOWGYURH! WYUW f Wadél Ye N6 W= MOOti dlehtiiGraud eommitied tRrdugHlad) Yhidmdludes the uselaf| deépfake techtoRglas 0 2 -

sustainable Al development, positioning Colombia as a regional leader in responsible and digital impersonation tools to deceive, manipulate, or harm individuals. The reform

innovation. It outlines 106 specific actions across six strategic pillars: ethics and governance, updates Article 296 of the Criminal Code, reflecting the growing risks posed &yrigén

data and infrastructure, research and innovation, digital talent, risk mitigation, and sectoral deception.

CRUTRIT N6 WWaes WGl Y2RT W WaKWNedwWwW UnRORQRY UL Wn V1 WGl
The policy was developed through a muttiakeholder approach involving key government ¢cUT Wl RDROECTWRAGENUARWItY q¢ HI Rt 6 RUNDWE WHG e I U
entities such as MinTIC, MinCiencias, DNP, and MinEducacién. It emphasizes the importance  enforcement. These definitions are designed to support prosecutors and judges in identifying

of cross-sector collaboration, institutional capacity building, and the integration of Al into and sanctioning Afelated offenses, especially those involving falsified audiovisual content

public services and productive sectors. A total budget of COP 479 billion was allocated to or unauthorized digital representations.

ROIGINUWNUqUWa6 WWEYIRHA! AW Un i WA g Rémdgyed JWNDY 2 1 UgelyjoHoﬂb'ﬁn*iti\%%\éausuureg, (ﬂaltjwliébgl é‘l‘ljﬁ]n\ésu'r')ldbﬁcupaicy guidelines for prevention and

transformation. : : .

response. It calls for ethical standards in Al development, enhanced cybersecurity protocols,
CONPES 4144 also introduces mechanisms to ensure transparency, human oversight, and and international cooperation to combat cros®order digital crimes. Additionally, it
algorithmic accountability. It promotes the responsible use of Al while safeguarding mandates the creation of rapid response mechanisms to address technological incidents,
fundamental rights, including privacy, nondiscrimination, and access to technology. The I JRUNY!I HRUNWO YU YUGHRCEKkt WRAYGGRqGUWUqWagY W RNDRaqC

policy serves as a foundational framework for future regulatory developments and
international cooperation in Al governance.
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What are the most relevant expected developments in data protection, cybersecurity and A

Bill 043 of 2025r Al Legal Framework Proposal Bills for the Modernization of the Personal Data Protection Law
Bill 043 July 28, 2025 Bills No. 214 and 274 of 2026ongress of the Republic of Colombia
Bill 043 of 2025 was introduced in the Colombian Congress to establish a comprehensive The bills aim to update and strengthen the regulatory framework for personal data protection
legal framework for the development and deployment of Al systems. The bill proposes-a risk in Colombia, adapting it to the challenges of the digital economy.
based classification of Al technologies, distinguishing between low, medium, and figk . . - .
systems. It sets out guiding principles such as transparency, ethical design, human U2 S89 98 Gl [l Sde (e s Belip [1gliels iy (LI [preesssli il ee i Celogolan

> . . ' ' qll I RaqYl ! AW KJINecl T a3ttt WYnWgdJWI ¢ qec WHYUql YOl
supervision, and technological sovereignty. ; : - .

introduced, such as automated processing and profiling, acknowledging the use of

The proposed law defines legal responsibilities for all actors involved in the Al lifecycle, technologies without human intervention.
including developers, deployers, and users. It introduces administrative, civil, criminal, and N6 WWGEI Y6 RARGRY UWY UWGET YHRHIJE + RODWEROYI + & Wi ¢ qé LW

ethical liabilities, ensuring that Al systems operate in alignment with constitutional rights and
democratic values. The bill also mandates impact assessments and public disclosure for
high-risk Al applications.

of age with their consent, while maintaining state and societal obligations for their
protection. The legal bases for data processing are also broadened, including contract
performance, and supervisory functions are reinforced, promoting better coordination

Bill 043 complements the national Al policy by translating strategic goals into enforceable between the data protection authority and the Office of the Inspector General (Procuraduria
legal standards. It seeks to balance innovation with regulation, fostering trust in Al General de la Nacién).

technologies while protecting citizens from potential harms. If enacted, the bill would place
Colombia at the forefront of Al governance in Latin America, aligning its legal system with
emerging global norms.

Overall, these legislative initiatives represent a significant step toward a more robust,
adaptive, and rightshased data protection regime in Colombia, capable of responding to the
challenges posed by digital innovation and cro$®rder data processing.
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What are the most relevant data protection updates?

Personal Data Protection Law (Bill No. 23,097)

9Yt q¢c WARBACKkt W ¢q¢c WGl YqUHqRYUWNI ¢aG s YI t WRt Waa1 1 WUqG! WNY2131 U7 WH! Wx ¢s W YRWY®dZYHOWe Ys 3211 Al
there are significant amendments being are underway to align with international standards
such as the GDPR and Convention 108.

A Bill No. 23,987 proposes modernization of the law, introducing rights such as data
portability, erasure (right to be forgotten), and restriction of processing. It also establishes
a stronger Data Protection Agency with independent funding and enhanced enforcement
powers.

A Active legislative debate on a comprehensive amendment of Law No. 8968 to address
emerging technologies like Al and blockchain.

A Privacy Forum 2025 highlighted challenges posed by Al and cybersecurity, issuing
recommendations for impact assessments and robust incident response protocols.

Status: The bill is under discussion in the Legislative Assembly and expected to advance in
2026.
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What are the most relevartybersecurity updates?

National Cybersecurity Law (Under Legislative Review) National Cybersecurity Strategy 2023027
Introduced in 2025, this Bill responds to severe ransomware attacks suffered in NSRS 037 WIS ST Seis v Rl e
2022. A Governance and coordination;

Costa Ricahas made significant progress in advancing discussioms the Cybersecurity A Protection of critical infrastructure;

Law, which aims to establish a comprehensive legal framework for protecting critical

infrastructure and managing cyberthreat3he proposed law outlines several key measures, A Legal modernization and resilience;

including: A Education and awareness; and
A Creation of theNational Cybersecurity Agency (ANGhder MICITT; A International cooperation.
A Establishment of specialized centers: IncludesDirectriz N’ 133-MP-MICITTor public sector cybersecurity improvements and

A CSIRTCR(Incident Response Center): Decree N 44196-MSRMICITTon security measures for 5G networks.

A CIMRCR(Network Monitoring Center); and Guidelines and technical standards

A CID-CR(Cybersecurity Intelligence Center). A Adoption ofcloud-first policyfor public institutions (Decree R46-H-MICITT);
A Declaration of critical information infrastructure as a matter national security
A Mandatory compliance with international standards (ISO/IEC 27001, NIST); and

A Obligations for public and private operators of critical ICT infrastructure:

A Mandatory accessibility and network security measures for government websites; and

A Strengthening CSIRTR protocols for incident response and coordination.

A Business continuity plans;
A Risk management and incident reporting to CSIRT; and
A Certification of Information Security Management Systems (ISMS).

Status:Under legislative debate; controversial due to cost and technical challenges.
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What are the most relevamil updates?

Costa Rica launched its National Al Strategy (202@027) to promote Costa Rica has introduced several draft bills aimed at regulating Al:

ethical and secure adoption of Al technologies A Bill No. 23,771: Presented in May 2023, this proposal focuses on Al auditing and

The strategy focuses on governance, infrastructure, and talent development. accountability. It requires developers to implement measures to mitigate algorithmic bias
Highlights: and prevent discriminatory outcomes. The bill emphasizes compliance with human rights

principles and calls for independent oversight of Al systems.
A Seven strategic pillars including ethical Al, smart government, digital infrastructure, and A

i Bill No. 23,919: This initiative promotes the responsible adoption of Al as a matter of
workforce training;

public interest. While it encourages ethical use and innovation, it does not include

A Costa Rica ranks among the top in Latin America for Al readiness, excelling in governance specific provisions on Al auditing.
gaeippen cailgniatives; and A BillNo. (unassigned): This draft underscores the importance of auditability and due
A Research centers and universities are actively developing Al capabilities and regulatory diligence throughout the Al system lifecycle, advocating for robust governance
sandboxes. mechanisms.
Status:Implementation is ongoing with strong institutional support. These legislative efforts remain under review, with ongoing consultations involving

technology experts, legal professionals, and human rights advocates.
Global leadership in Al governance

Costa Rica is cdeading an intergovernmental initiative within the United Nations to
establish an International Scientific Panel on Atrtificial Intelligence and a Global Dialogue on
Al Governance. Launched in 2025, this effort seeks to develop a comprehensive global
framework for Al governance, addressing both challenges and opportunities in Al
development while ensuring alignment with the UN Sustainable Development Goals.
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What are the most relevant expected developments in data protection, cybersecurity and A

Data protection Al

A" Apending billin Congress seeks téully amend Law No. 896& align with GDPR A Landmark Al Regulation Bédldvanced in late 2025, aiming forgrinciples-based
principles (lawfulness, transparency, accountability, data subject rights). This framework
amendment has been under discussion since 2021 and is expected to gain traction by .
2026. A Transparency and accountability for Al systems;

- . . A Prohibitions on exploitative Al uses; and
A strongercross-border data transfer rulesind explicit consent requirementsor sensitive
A Riskbased approach for highmpact sectors (health, justice, finance).

data.
A Integration with Al governance: Al systems will ngeivacy-by-designand bias audits A Full enactment of Al law witmandatory algorithmic auditshuman-in-the-loop
especially under ENIA (Al Strategy). requirements anddata privacy integration
b ) A Establishment ofNational Al Center of Excellencend regulatory sandboxesor testing Al
Cy ersecurity applications.

A National Cybersecurity Strategy 2023027: Aiming to become a trustworthy digital
ecosystem by 2027 through governance, regulatory updates, infrastructure protection,
capacity building, and international cooperation.

A SOGCR (National Security Operations CenteBully operational for reatime threat
monitoring and incident response.
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What are the most relevant data protection updates?

U§Akt W=EM=nNWe O0z¢dlWl WYl quYUWGHI Y §¥é& alRlc OqueIuli@ Yd ok qiRYi R ! WG| Y2 RT 131 L
In March 2025, the Croatian Personal Data Protection Agency (AZOP) publishednual failure and serious GDPR breaches

report on personal data protection for the year 20ZBhe report provides an overview of CUSAWRGGYH VT wWweUWeT GRURY gl ¢ qR2IWNRUWWY n LK O= M
08§AKt WacRUWEHqR2ROQRIE AWe #6 RII21WA WUt Aawe U7 LW dwned distridtihehtihg coiiray KoY taultipleRvbldtiqrs of tia GOPR, lprithérily islatedita theG | Y

during 2024. failure to implement adequate technical and organizational measures and noncooperation

N6 1MW Wel WEMEMWs ¢4 Wael t 0T Wi wi ey T wée a A 1 ¥ PSSHREMRoN UMW in v wwe | et wYnwy Gyl ¢ qrY O W

enforcement, supervision, and education. UWRUI R2RI e cOWARYUIGUECRUDUI WagdécqAaAlWls 6 JULWI 1Jhue 13t q

U W6 Gt WYnW=M=NWROHG2T 13T W fmcUTquimRUquﬁéﬁ HW%M@%@@E?9ﬂ%%ﬁﬁ%HMEWhVFPﬁ?VHPHEEH&E@&W
AZOP participated, focused heavily on large language models (LLMs) and the adoption of €Il previous password.

guidelines on legitimate interest, pseudonymization, and the ongoing development of U8AKt WRU21t qRNecqRYUWNnYaUT Wa6¢c qaé WHYGGe U! |
guidance on anonymization and the Al AGDPR interplay. plain text within its database; the password reset mechanismsent the existing password

instead of generating a new one; no encryption, hashing, or other basic safeguards were in

Key figures for 2024. (i) 1,257 complaints/requests for determination of data protection place; the controller had not conducted any risk assessment nor applied security measures

violations, a 290% increase compared to 2023, (ii) 698 inspections conducted, an increase ; :
of 28% yeafon-year, (iii) 206 corrective measures issued, including 38 administrative fines, required under Article 32(2) GDPR.
q6éJWERNG IJt g WUe O Hadad (M)R,WAL case$ resolvddlGapresgniing a 32% Despite being aware of these risks, the provider deliberately chose a system design lacking
increase compared to 2023. fundamental safeguards and later failed to cooperate with AZOP during the inspection.
Major focus areas: The company did not provide the requested documentation or evidence of remedial

e . ) . N . measures, nor did it notify affected users after discovering the security flaw, violating Articles
A Artificial intelligence: Oversight of data processing in Al systems, particularly large 31 and 32 GDPR.

language models;

o ) . . . AZOP emphasized that storing passwords in readable form exposed users to serious risks of
A Cybersecurity incidents: An increase in data breaches and cyberattacks across Croatia cUceqéVl RADI WI R HaGYH 2| WIWE OT Wa RE 2+ we 07 Waq6 ¢

prompted several ex officio investigations; and aggravated the infringement,

A Education and awareness: AZOP organized 48 free educational events and 30 workshops o o ) o o )
l JeHSOGRUDWY 21 WOAPMMWE~EYt WeUI Wi¢ce URGRUNWqSE I WBEIR2REWWYUITRUNDWHEYIGIOGRECUHIIWaY YI WY W6 WG GLW
companies align with data protection laws.
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What are the most relevant data protection updates?

Sports betting operator fineg¢175,000 for poor data security and Parking operator fined 80,000 for unlawful processing of vehicle
improper retention of customer data owner data

USAWRGGY UT WeUWeT RURY gl ¢cqR2UWnRUNWY N WK NT P AMSVMUFY UEN LD TGLIHAE I dLTHAIR ) AR OdI LAY R 2518 W RUG 1 L YLim L8 kR I NRSDI
implement adequate technical and organizational measures to protect personal data and for services for the unlawful processing of personal data of vehicle owners obtained from the

unlawful data retention practices. Ministry of the Interior (MUP) database without a valid legal basis.

AZOP initiated the investigation after receiving a complaint that the betting operator required U8AKt WRU21t qRNcqRYUWI W2V c¢d T Wade qllgd IWHRY G G
\L/jvseebr:ittg send copies of their ID cards via unencrypted email for account verification on its A Accessed and used personal data from the MUP Vehicle Registiginally obtained

T . ) 5 ; ) ) ; under an agreement allowing access for a different purpose and a different city;

NORI WaWqd YT WGYH UT WE WS RNDG W RY ¢ WaYllet DIt & W R D,&) ﬂsieéleﬁapdlatg'ltg (Izollr(]alc‘% ba?(kilﬁg* feKe)é'L}or shopping centers and a general hospital,

The investigation revealed multiple serious deficiencies: activities outside its authorized purpose;

AOGt It kwGYl + YUcOWT ¢cq¢ WeiRUAG2T RUNDWUE G 13t AWf 2?2 UAUKad hdNdlid lsgalibabid unddrtie BOPRIUS f 71 AWe UT WHYGRIJt WY n Wf ? U

cards) were stored and accessed without sufficient safeguards; A Did not conclude a data processing agreement with the hospital as required by the GDPR;

A Weak employee passwords, in some cases only three characters long, allowed potential and
access to mailboxes containing ID scans of thousands of users; employees accessed the

administrative platform via insecure HTTP connections; A Failed to implement appropriate technical and organizational measures to secure the

data.
A gpeeagﬁir:]trog(retrigi’:glgt(jlt)(zed)e(lgeéepge(r:% TZI 2e}it§]g$$ealsgally required retention period, The company had obtained a local government concession forgireet parking

9 9 ' enforcement andbased on that, an agreement with the Ministry of the Interior for limited data
A The company refused to implement data backups, citing cost, despite processing data of access. However, it misused those access rights for unrelated private contracts, thus

over 70,000 users; this further violated its duty to ensure data integrity and availability engaging in unauthorized data processing.
under Article 32 GDPR.

AZOP concluded that the betting operator had systematically neglected data protection
obligations and prioritized costaving over compliance.
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What are the most relevant data protection updates?

ICT company finea50,000 for inadequate technical data protection
measures

AZOP fined an information and communications technology (ICT) compiehb,000 for
failing to implement appropriate technical and organizational security measures to protect
personal data, in breach of Article 32 GDPR.

The case originated from a data breach report submitted by the company after a hacker
caqaceéHt WI+FGYt Il Wet DI+ Kk WG+ YUCOLWI ¢qcetow

AZOP marked European Data Protection Day witHgtlused . |
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On 28 January 2025, AZOP celebrated thetiBuropean Data Protection Day by organizinga
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opportunities and risks of Al development and use.

The interconnection between the GDPR and the EU Atrtificial Intelligence Act was highlighted,

and it was noted that GDPR compliance is the foundation for developing Al that is ethical,
ric.
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against unauthorized access, alteration, or destruction of data.

Once the attacker gained entry, they were able to move freely across the entire IT system,
compromising all personal data stored on its servers.

Although the company acted promptly after detecting the breach, it was found to have
multiple systemic weaknesses in the design and maintenance of its processing systems
including the absence of regular testing, evaluation, and risk assessment procedures.

The conference gathered representatives of the Croatian government, Parliament, the
European Commission, academia, and the private sector, who agreed that responsible Al
governance requires crossector collaboration.

Speakers underlined that effective regulation should enable innovation while safeguarding
fundamental rights and privacy. A panel discussion explored how Al systems routinely
process vast amounts of personal data, making compliance with the GDPR essential
throughout all stages of Al system design, testing, and deployment. Panelists emphasized
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availability, and resilience of its systems constituted a serious violation of GDPR security
obligations, warranting the administrative fine.

© 2025. For information, contact Deloitte Touche Tohmatsu Limited.

democratic values.

In line with the Al Act, AZOP also announced preparations for establishing a national Al
regulatory sandbox by August 2026 controlled environment to safely test innovative Al
solutions under regulatory supervision.
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under the EU cefunded ARC Il project. Olivia is specifically designed to help small and
medium-sized enterprises (SMESs) understand and meet their GDPR obligations. The
platform combines: educational modules on key GDPR topics and compliance principles;
practical templates for privacy documentation and security policies; and knowledge tests
and certificates to strengthen internal awareness.
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What are the most relevant cybersecurity updates?

New Cybersecurity Regulation

On 21 November 2024, Croatia adopted the Cybersecurity Regulation (the Regulation) based

on the Cybersecurity Act.

The Regulation represents a key step in transposing the EU NIS2 Directive into Croatian law.

The Regulation establishes:

A Criteria for classifying entities (key and important) under cybersecurity requirements and
for maintaining a national register of entities;

A National risk management measures, including 13 specific cyber risk control measures,
each detailing goals, submeasures, IT/OT applicability, and implementation levels;

A Procedures for sellassessment of cybersecurity maturity, incident notification, and
information exchange between national authorities;

A Obligations for both public and private entities to provide data for classification and
maintain designated contact points for cybersecurity communication; and

A Three levels of cybersecurity maturity (basic, intermediate, and advanced) tied to
assessed national cyber risk levels.

The Regulation designates the Security and Intelligence Agency (SOA) as the authority
maintaining the national cybersecurity register, and the central state body for cybersecurity
as responsible for developing national risk assessments and implementation guidelines.

© 2025. For information, contact Deloitte Touche Tohmatsu Limited.

Secondary acts and guidelines to implement the Cybersecurity Act
and Regulation

Throughout 2025, Croatia adopted and published a series of bylaws and technical guidelines
to operationalize the Cybersecurity Act and the Cybersecurity Regulation ensuring effective
implementation of the national cybersecurity framework in line with the EU NIS2 Directive.

Key developments include:

A National Taxonomy of Cybersecurity Incidents: Introduces a standardized national
framework for the consistent classification, recording, and information exchange of
cybersecurity incidents.

A General Guidelines on Reporting Significant Cybersecurity Incidents: Define structured
procedures and reporting templates for notifying significant incidents to the competent
authorities.

A Guidelines on Cyber Risk Management for Categorized Entities: Provide practical support
for key and important entities in implementing comprehensive risk management
processes, including risk identification, assessment, mitigation, monitoring, and
continuous improvement for network and information systems.

A Guidelines for Correlation Review of Cybersecurity Measures: Offer a reference
framework that correlates national cybersecurity measures with international standards
and best practices, enabling entities to ensure alignment and interoperability with globally
recognized security frameworks.

A Security Certification Rules for Cybersecurity Audits: Establish a national certification
framework for managed security service providers authorized to perform cybersecurity
audits, requiring providers to hold a national or E&cognized security certificate.
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What are the most relevant cybersecurity updates?

Cybersecurity Exercise Implementation Plan through 2027

On 26 September 2025, the Government of the Republic of Croatia adopted the
Cybersecurity Exercise Implementation Plan for the period until 2027, in accordance with the
Cybersecurity Act.

The plan establishes a comprehensive schedule of national and international cybersecurity
exercises for 20252026, aimed at strengthening national capabilities, testing procedures
and communication tools, and enhancing coordination and crisis response mechanisms
across public institutions and critical infrastructure operators.

It includes:

A Four national exercises focused on technical, procedural, and strategic readiness of
public bodies and educational institutions; and

A Five international exercises conducted with ENISA, NATO, and other EU partners to test
cross-border crisis management and defense coordination.

Participating institutions are required to prepare peskercise analyses and reports
identifying lessons learned and areas for improvement, which are submitted to the National
Cybersecurity Center (NCSEIR) within the Security and Intelligence Agency (SOA).

© 2025. For information, contact Deloitte Touche Tohmatsu Limited.

Categorization of entities under the Croatian Cybersecurity Act

In September 2025, Croatian authorities responsible for implementing the Cybersecurity Act
completed the initial categorization process of entities subject to cybersecurity obligations.

As of Q3 2025, 713 entities have been categorized: 125 key entities and 588 important
entities. These organizations have begun implementing cybersecurity measures and
reporting incidents in line with requirements.

All categorized entities across relevant sectors have been notified by their competent
authorities and received guidelines on further compliance steps.

Organizations operating in listed sectors listed, which believe they meet the criteria but have
not yet received categorization notices, are invited to contact the relevant competent
authority.

In October 2025, the NCS@EIR also issued a call for voluntary implementation of
cybersecurity measures for noncategorized legal entities.

This voluntary initiative targets:
A Noncategorized private sector entities operating in the sectors covered by the Act; and
A Public sector bodies not falling under mandatory categorization.

Interested organizations are encouraged to apply, providing basic company data and an
overview of their IT infrastructure and services.
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new cybersecurity framework, ensuring broad participation and preparedness across both

mandatory and voluntary sectors, and supporting the gradual alignment with the EU NIS2
Directive.
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What are the most relevant Al updates?

Designation of competent authorities under the EU Atrtificial
Intelligence Act

In October 2024, the Ministry of Justice, Administration and Digital Transformation of Croatia
submitted to the European Commission the official list of competent authorities designated
under Regulation (EU) 2024/168%he Artificial Intelligence Act (Al Act).

Under Article 77(2) of the Al Act, EU member states were required to designate and publish
the public authorities responsible for monitoring and enforcing obligations related to the
protection of fundamental rights in connection with the use of higsk Al systems.

Croatia has designated the following bodies:

A Ombudsperson;

A Ombudsperson for Children;

A Ombudsperson for Gender Equality;

A Ombudsperson for Persons with Disabilities;

A Croatian Personal Data Protection Agency (AZOP); and
A State Electoral Commission Agency for Electronic Media.

While these authorities have been formally designated, their specific supervisory and
enforcement roles under the Al Act are yet to be defined. Further details are expected once
the implementation framework is adopted.

Croatia has not yet designated the national competent authorities required by Article 70,
specifically the Market Surveillance Authority and the Notifying Authority.

© 2025. For information, contact Deloitte Touche Tohmatsu Limited.
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Preparatory Phase for the Croatian Law Implementing the EU Artificial
Intelligencé Act

In 2025, the Ministry of Justice, Public Administration and Digital Transformation initiated a
public consultation on the Legislative Activity Form for the forthcoming Law on the
Implementation of the EU Al Act.

This consultation marks the preparatory phase before the drafting and adoption of the full
implementing law.

The proposal is currently under governmental procedure, with the public consultation
planned for the third quarter of 2025.

The next steps include drafting the legislative text and its submission to the Croatian
Parliament for adoption.

According to the explanatory notes of the Legislative Activity Form, the proposed law will aim
to:

A Ensure the implementation of the EU Al Act by establishing the legal framework for the
development, placing on the market, and use of reliable and safe artificial intelligence
systems within the EU.

A Improve the functioning of the EU internal market through a harmonized regulatory
framework for Al systems, promoting anthropocentric and trustworthy Al that guarantees
a high level of protection of health, safety, and fundamental rights, in line with the EU
Charter of Fundamental Rights.

A Support innovation and the free crossorder movement of Abased goods and services
by preventing Member States from imposing disproportionate national restrictions on Al
development and deployment, unless expressly allowed under the regulation.
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What are the most relevant Al updates?

Croatia begins drafting National Artificial Intelligence Development Criminal offence for Aftelated endangerment
Plan 2032 and accompanying 2028028 Action Plan 2], . - g
Croatia is proposing amendments to its Criminal Code that, for the first time, introduce a

In May 2025, the Minister of Justice, Administration and Digital Transformation presented the new criminal offence related to artificial intelligence.
Decision to initiate the drafting of the National Artificial Intelligence Development Plan (to N6 WY nnWOHLAWqRqa DT W0l ¢ Unwl RUDWE Rn IAWE! ¥ G|

2032) and the related Action Plan for 2028)28. . iy : . .
to address risks arising from rapidly developing technologies.
Under this decision, the Ministry of Justice, Administration and Digital Transformation is

tasked with preparing both documents, which will be based on three strategic pillars: The legal definition of an Al system is taken directly from the EU Al Act to ensure full

alignment with European law.

A Formulating and implementing public policies in the field of Al The Ministry of Justice, Public Administration and Digital Transformation emphasized that the

A Encouraging investment in the Al sector; and provision is intentionally broad, anticipating future technological developments and the need
for further updates.
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The National Plan will cover key thematic areas such as education and Al skills development, . s ) g
. . i . ) ; ; . criminal law framework and respond to new EU obligations, particularly in the areas of
digital transformation, economic and industrial growth, promotion of research, innovation

and startz Gt ALWWE UT Wa6 WWEl YaqUEgqRYUWY nWHRqRA WG ¢ WS FERQIQPYrelted fisis; orpanized grime g9f procedural efficiency.

The minister stressed the importance of balancing innovation and technological progress
with safety and data protection.

A Creating conditions for the effective application of Al across society and the economy.

The working group responsible for drafting the plans will include not only the existing Al Act
transposition team, but also representatives of the academic community, the private sector,

and experts from ministries and other state bodies, ensuring a comprehensive, cross
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What are the most relevant expected developments in data protection, cybersecurity and A

Data protection

A AZOP is expected to intensify its enforcement activities, continuing its trend of stronger
supervision and the imposition of administrative fines, particularly in sectors with
recurring compliance issues.

A Closer alignment between the GDPR and the Al Act is anticipated. AZOP has emphasized
the complementarity of both frameworks, and it is expected that the Agency will issue
guidance and opinions on the application of the GDPR in the context of Al.

Cybersecurity

A The operational rollout of the Cybersecurity Regulation continues, with all entities
classified under the Cybersecurity Act expected to conduct sesessments, report
significant incidents, and implement robust technical and organizational measures to
enhance resilience.

A The implementation of the national plan of cybersecurity exercises for 2@PR27 will
introduce a structured program of national and international drills designed to test
readiness, strengthen incident response capabilities and improve craastitutional
communication.

A Ransomware remains the most serious sheteérm threat to government and critical
sectors. Progressive implementation of Cybersecurity Act measures is expected to
improve the resilience of categorized entities.

© 2025. For information, contact Deloitte Touche Tohmatsu Limited.

A The drafting and adoption of a national implementation law for the Al Act is underway,

with the proposal progressing through governmental procedure and expected to provide
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The development of a comprehensive national Al strategy is anticipated to set clear
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the Al Act and EU digital objectives.

The establishment of Al regulatory sandboxes is anticipated to create controlled testing
environments for Al systems, particularly higisk ones, enabling safe innovation,
accelerating market readiness and supporting responsible technological development.

The designation and operationalization of national competent authorities for the Al Act will
nYIl 0WeWRIUq!l ¢ WGRGGCE! WYNW9I YEqRcEKkt WRAGHIWA N
oversight, enforcement and coordination in line with EU requirements.
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What are the most relevant data protection updates?

Czech Office for Personal Data Protection celebrates 25 years of
activity

The Czech Office for Personal Data Protection (the Office) is commemorating its 25
anniversary of supervising compliance with personal data protection laws in the Czech
Republic. Established by Act No. 101/2000 Sh. on 1 June 2000, the Office has evolved from

modest beginnings into an institution with significant regulatory responsibilities within the
country's governance framework.

Over the years, additional key pillars of its activities have been addpdrticipation in
eGovernment through operating the ORG information system and especially the agenda of
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protecting privacy has never been more important as society has moved from paper forms
and analog video cameras to a digital world of hybrid wars, mass identity theft, artificial
intelligence, and attempted manipulation of public opinion.

In 2025, the Office addresses key personal data protection challenges across both public
and private sectors. Priority inspections include monitoring the use of data from public
administration registers by private entities, such as banks, examining loyalty programs where
discounts depend on consent with processing personal data, and reviewing data handling in
freedom of information request procedures. The Office will also focus on camera systems in
public transportation vehicles and commercial communication practices by online
comparison platforms.

© 2025. For information, contact Deloitte Touche Tohmatsu Limited.

Czech Office for Personal Data Protection warns against email invoice
mARcCqcidYDNDwWt AC Ut

The Czech Office for Personal Data Protection issued a warning about companies that send
invoices via email demanding payment for allegedly ordered services. This practice
constitutes what is known as a "catalog scam," a deceptive business practice aimed at
tricking business entities into unintentionally entering into a contractual relationship by
misleading them and subsequently exploiting this confusion for fraudulent enrichment.

The Office strongly advises companies and individual entrepreneurs who receive such
communications not to pay these invoices. Such conduct can be considered an offense

potentially amount to a criminal offence. The Office has received several hundred complaints
from business entities, all stating they never ordered any services from the sending
companies. The accused companies defended themselves by claiming they obtained
contact information for business entities from publicly published company directories.

However, the Office clearly states that commercial communications may only be sent after
obtaining prior consent from the recipient or based on an existing customer relationship, and
publicly available catalogs cannot be used for sending commercial communications to
contacts listed in them. The Office considered it a highly aggressive practice when
companies not only sent proforma invoices but also various payment reminders, information
about unpaid invoices or due dates, and even notices about debt collection and violation of
general business terms.

For these catalog scams involving the distribution of unsolicited commercial
communications containing proforma invoices for unordered services, the Office imposed
fines on three totaling more than 5 million CZK. All these fines are now final, and
investigations into additional companies are currently being conducted by the Office.
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What are the most relevant data protection updates?

Recommendation on the use of camera systems in schools TheCzechOffice for Personal Data Protection and the Office for the
The Czech Office for Personal Data Protection issued Recommendation No. 1/2025 Protection of Competltlon Slgned a memorandum of mutual
, : . ot : cooperatlon
regarding the use of camera systems in schools and educational facilities. The guidance ) 2 ; B
follows public consultation and builds on the general methodology for deploying and §UWINOW~c¢ | A#S W=M=ZP 4AlWs REzRdhOffice fét Pdda@rildDéata Rrdtedtion) LY n L
operating camera systems. It responds to the need for more detailed rules in settings where and Petr Misna, Chairman of the Office for the Protection of Competition, signed a
children and young people spend a significant part of their daily lives, and where the impact memorandum of cooperation focused on digital services. The two authorities will jointly
on privacy can be particularly sensitive. organize workshops and training sessions on new business models, artificial intelligence,

and data use, while also sharing expert consultations and support in cases overlapping both

The recommendation outlines when and how camera systems may be justified, mainly for ; "
data protection and competition law

property protection or evidence purposes, while stressing that surveillance should not
disproportionately intrude on privacy. It discourages the use of cameras for monitoring
issues such as bullying, given limited effectiveness, and calls for a balancing test to weigh
legitimate interests against fundamental rights. The document highlights factors such as
camera placement, scope of footage, storage duration, and use of advanced technologies,
encouraging schools to consider less intrusive alternatives and ensure compliance with
GDPR principles.

New camera surveillance regulations in healthcare facilities

The Czech Ministry of Health has prepared an amendment to Decree No. 92/2012 Coll. that
introduces regulations for camera systems in healthcare facilities, addressing a previously
specifically unregulated area. The amendment, effective January 2026, requires camera
systems to enable tweway audiovisual transmission, feature on/off mechanisms, display
camera status indicators, and secure feeds against unauthorized access. The new rules
prohibit surveillance in sanitary facilities and mandate clear marking of monitored areas.
Healthcare providers will have until 31 December 2026, to bring their existing camera
systems into compliancewhile any newly installed systems must comply as of January
2026. This regulation aims to balance patient safety with privacy protection, responding to
concerns raised by the Public Defender of Rights regarding excessive monitoring in medical
facilities.
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What are the most relevartybersecurity updates?

NUKIB and intelligence services warn of Russian cyber campaign
against Ukraine supporters

The Czech National Cyber and Information Security Agency (NUKIB), together with Czech
intelligence services and partners from the United States, the United Kingdom, Germany,
Poland, Australia, Canada, Denmark, Estonia, France, and the Netherlands, issuiha
cybersecurity advisory on 21 May 202&rning about a longerm cyber campaign

conducted by Russiarsupported actors. These attacks specifically target logistics and
technology companies involved in foreign aid to Ukraine.

The campaign is attributed to Unit 26165 of Russian military intelligence (GRU), known as
APT28 (also Fancy Bear or Forrest Blizzard), which has been conducting espionage
operations against defense and transportation sectors for more than two years. The

attackers employ tactics such as password spraying, targeted phishing emails, changes to
email box settings in Microsoft Exchange environments, and exploitation of vulnerabilities in
software like Outlook (NTLM) or WinRAR. They have also actively monitored aid shipments to
Ukraine by accessing IP cameras at border crossings, railway hubs, and other strategic
points.

The advisory warns that these activities will likely continue, urging technology, logistics, and
transportation organizations to strengthen monitoring, actively hunt for signs of compromise,
and implement appropriate protective measures against these sophisticated threats.

© 2025. For information, contact Deloitte Touche Tohmatsu Limited.

Czech government approves new national cybersecurity strategy

The Czech government approved a new National Cybersecurity Strategy (NSKB) effective
from 2026, which sets longerm priorities and goals for the state in this area. The strategy
replaces the previous document from 2021 and responds to the deteriorating global security
situation and technological changes of recent years, emphasizing the need for more
intensive cooperation at both national and international levels.

The strategy, developed by the National Cyber and Information Security Agency (NUKIB) with
input from dozens of organizations from both public and private sectors and through public
consultations, establishes three main strategic areas: secure strategic infrastructure,

societal preparedness and development, and international cooperation and promotion of
interests.

According to the strategy, the Czech Republic will need to more intensively use new
technologies for organizational security, prepare for potential transitions to crisis situations,
improve working conditions for cybersecurity experts in public administration, and develop
alternative solutions to risky technologies, new platforms for information sharing, and an
internationally coordinated position to deter malicious state actors.
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What are the most relevant cybersecurity updates?

NUKIB issues warning against data transfer and remote management
from certain foreign countries or territories

The Czech National Cyber and Information Security Agency (NUKIB) issued on 3 September
2025 a warning about cybersecurity threats related to the transfer of system and user data to
certain foreign countries and remote management of technical assets from such
jurisdictions. The warning must be addressed by entities obligated under the Cybersecurity
Act.

NUKIB derived the security threat from three key factors: the increasing share of complex
technological solutions in critical sectors that transfer data to or are remotely managed from
these jurisdictions; confirmed malicious activities by actors linked to certain states directed
against the Czech Republic, the EU, and NATO; and the political and legal environments in
some countries that enable government authorities to access data stored in their territories,
significantly interfere with private companies' operations, or provides these authorities with
tools to enforce cooperation from private firms in statgponsored espionage activities.

The threat is assessed as "high" (probable to very probable), and while the warning does not
unconditionally prohibit data transfers or remote management from these countries and
territories, obligated entities must consider this threat in their risk analysis and respond with
appropriate security measures.

© 2025. For information, contact Deloitte Touche Tohmatsu Limited.

NUKIB releases report on the state of cybersecurity in the Czech
Republic for 2024

On 22 August 2025, the National Cyber and Information Security Agency (NUKIB) published
its annual report on the state of cybersecurity in the Czech Republic for 2024. The agency
recorded an altime high of 268 cybersecurity incidents, though this represents only a slight
increase from 2023. More significantly, the severity of incident impacts has decreased for the
third consecutive year, with only one very significant incident and 18 significant incidents
recorded in 2024r more than 50% fewer significant incidents compared to the previous year.

Distributed deniatof-service PDoS) attacks constituted a substantial portion of the

recorded incidents, primarily attributed to certain hacktivist groups, especially
NoName057(16), though these activities generally resulted only in sktterm website

outages. The report highlights new trends including an increase in hacktivist groups targeting
poorly secured operational technology and SCADA systems in Western industrial
enterprises.

Despite sophisticated campaigns by state actors comprising only a small percentage of total
incidents, their severity is typically high. The report also notes a concerning spike in
ransomware attacks in late 2024, with October recording a monthly high of seven attacks.

A positive development is the thregear trend of increased organizational cybersecurity
budgets, though a shortage of qualified cybersecurity professionals remains problematic.
The report also details NUKIB's legislative progress with a new cybersecurity law set to take
effect on 1 November 2025, and engagement in-&vel cybersecurity resilience

regulations.
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What are the most relevamil updates?

The Government of the Czech Republic approved the Action Plan of
tzhoezglatlonal Artificial Intelligence Strategy of the Czech Republic for

On 2 Aprik025, the Czech government approved the Implementation Plan of the Digital
Czechia program for 2025, which presents a collection of specific projects focused on
supporting digitalization in the Czech Republic, including artificial intelligence. This plan is
part of the Czech government's broader effort to increase the efficiency of state
administration, public services, and improve citizens' quality of life through advanced digital
technologies such as artificial intelligence.

The implementation plan incorporates project proposals from the Action Plan of the National
Artificial Intelligence Strategy of the Czech Republic 2030 (NAIS) for 2025. The Ministry
actively coordinates the implementation of projects within the Action Plan to create an
environment that fosters innovation and technological development.

An important part of this effort will be strengthening cooperation with experts and companies
in the field of artificial intelligence development, which will contribute to maintaining the
Czech Republic's competitiveness on the international stage.

The NAIS Action Plan allocates 19 billion Czech crowns for project proposals. Under the
approved plan, specific projects will be implemented focusing on the development and
implementation of artificial intelligence in key areas, including Al in research, development
and innovation, education and expertise in Al, Al skills and impacts on the labor market,
ethical and legal aspects of Al, security aspects of Al, and Al in public administration and
public services.

© 2025. For information, contact Deloitte Touche Tohmatsu Limited.
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Czech government approves plan for implementation of EU Al Act
with Ministry of Industry and Trade as new coordinator

On 28 May 2025, the Czech government approved a nonlegislative document addressing the
national implementation of the EU Al Act, development of a national Al law, and creation of
necessary supervisory infrastructure, with oversight transferring from Deputy Prime Minister
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potential to position the Czech Republic among world leaders in advanced technologies,
improving both business processes and public administration.

The ministry is making significant resource commitments, including creating an efggrson

Al department and allocating 24 million Czech crowns from its budget for implementation.
Multiple authorities will oversee rule enforcement, including the Czech Telecommunication
Office, Standards and Metrology Office, Personal Data Protection Office, Czech National
Bank, Standardization Agency, and Public Defender of Rights. A regulatory sandbox will allow
businesses and researchers to test innovative Al solutions in a controlled environment. With
the Al Act coming into force in August 2026, timely implementation is crucial to avoid

potential EU sanctions.

However, as the government is currently undergoing a change, it remains uncertain whether
the plan will ultimately be implemented in its present form.
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What are the most relevant expected developments in data protection, cybersecurity and A

Data protection

The new EU Regulation (EU) 2024/900 on the transparency and targeting of political advertising,
together with national law No. 234/2025 Coll., will become effective from October 2025. The
legislation seeks to strengthen trust in democratic processes by ensuring that political
advertisements are clearly identifiable and include information about their sponsors, campaign
context, and targeting methods. It also introduces strict data protection safeguards, allowing
personal data to be used for political advertising only with explicit consent, prohibiting the use of
sensitive data, and banning targeting of minors.

The Office for Personal Data Protection (UOOU) will oversee compliance with these rules,
establish supervisory practices, and cooperate with EU institutions to ensure transparent, fair,
and responsible handling of political advertising, particularly in the online environment.

Cybersecurity

The Czech cybersecurity landscape in the coming year will be primarily shaped by the gradual
implementation of the new Cybersecurity Act and subsequent decrees, which have transposed
the EU's NIS2 Directive and took effect on 1 November 2025. Starting on 1 November 2025,
organizations have 60 days to register their regulated services through the portal of the Czech
National Cybersecurity Agency

The new legislation expands the scope of entities subject to cybersecurity requirements
compared to the current law (Act No. 181/2014 Coll.). Organizations should expect adjustments
to compliance obligations, including enhanced security measures and revised incident reporting
procedures. This regulatory development coincides with ongoing cybersecurity challenges such
as ransomware threats and the continuing shortage of qualified professionals, though many
organizations have already been progressively increasing their security investments over recent
years.

The implementation will be supported by the newly approved National Cybersecurity Strategy for
2026-2030, which provides a balanced framework for improving infrastructure security, societal
readiness, and international cooperation.

© 2025. For information, contact Deloitte Touche Tohmatsu Limited.

Al

The Czech Republic is expected to advance the implementation of the EU Artificial
Intelligence Act through a minimalist national adaptation law prepared by the Ministry of
Industry and Trade (MPO). The proposal, currently undergoing interdepartmental
consultation, focuses on ensuring user safety while fostering innovation and minimizing
administrative burdens for businesses. The law, consisting of just ten pages, wilttiime
only the essential provisions of the EU regulation, aiming to create aiprmvation
environment and strengthen the competitiveness of Czech companies.

In the coming year, the Czedjpvernment plans to finalize and submit the bill Rarliament,

set up the necessary supervisory structures, and establish a national regulatory sandbox to

allow firms and startups to safely test Al applications before market launch. Oversight will be
shared among several institutions, including the Czech Telecommunication Office, the

Czech National Bank, and the Office for Personal Data Protection. Through these measures,
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What are the most relevant data protection updates?

Decision of the Danish Western High Court (in Danish: Vestre The Data Protection Agency (Datatilsynet) and Agency for Digital
Landsret) regarding breach of personal data retention obligations Government (Digitaliseringsstyrelsen) have Rubllsh_ed a joint guideline
regarding the use of cookies and similar technologies

ILVA

On 2 September 2025, the Danish Western High Court ruled that ILVA A/S was liable to pay a
fine of DKK 1.5 million for breaching data protection regulations concerning the retention of
personal data. This judgment represents a landmark decision, as it establishes a new The guidelinds addressed to the owners and providers of, inter alia, websites and apps. The
approach to the calculation of fines under the GDPR. guidelines examines the legal requirements established under the Danish Cookie Statutory
Order and the General Data Protection Regulation (GDPR), whilst providing practical
guidance and concrete examples to ensure compliance with the requirements. Further, it
addresses some common issues to be aware of.

Guidance for compliance with the Cookie Statutory Order and General Data
Protection Regulation

The central issue in the case concerned the basis for calculating the fine, specifically

whether it should be determined by reference to the company's individual revenue or the
group's total worldwide annual turnover for the preceding financial year. In 2021, the City
Court ruled that the fine should be based on ILVA's own revenue, resulting in a penalty of DKK

100,000. Updated guideline from the Danish Data Protection Agency
However, the case was subsequently appealed to the High Court, which referred questions (Datatilsynet) concerning handling of data breaches

to the CJEU concerning the interpretation of the term "undertaking” as defined in Article 83 of
the GDPR (Case 383/23). The CJEU held that the term "undertaking" must be construed in
accordance with competition law principles and the definitions provided in Articles 101 and
102 TFEU. Consequently, the amount of the fine is to be determined on the basis of the
undertaking's total worldwide annual turnover in the preceding financial year.

In continuation of the input provided in the previous year, the Danish Data Protection Agency
has updated the remaining sections of thriideling including those addressing reporting
obligations to the Data Protection Agency and the notification of affected data subjects.

In accordance with the CJEU's ruling, the High Court subsequently increased ILVA's fine to
DKK 1.5 million, basing the calculation on the annual turnover of the Lars Larsen Group.

This ruling is of particular significance for companies, as it establishes that the level of fines
for breaches of data protection regulations is to be determined on the basis of the group's
total worldwide annual turnover rather than solely on the revenue of the individual legal
entity.
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What are the most relevant cybersecurity updates?

The Danish NIS2 Act has entered into force

Denmark has completed the implementation of the Network and Information
Security Directive 2 (NIS2)

As of 1 July 2025, the NIS2 Act is effective in Denmiaatkoducing enhanced cybersecurity
requirements, encompassing risk management, incident response procedures, and supply
chain security measuresTheDanish Emergency Management Agency (Styrelsen for
Samfundssikkerhed) has publisheduidelinesfor compliance with the regulation.
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What are the most relevant Al updates?

The Agency for Digital Goyernment (qultalis,erin%ss Arelsen% has The Agency for Digital overnmem; Digitaliserin sstlyrelsen) has been
publls edaseAc G d I Ww] 2RI ¢ UH AcC AT ¢ DI wLWidekldgnatdd askup riy atihdrityl lerghd Al LN J

Accordingly, the Danish Agency for Digital Government, the Data Protection Agency
Pursuant to the Al Act, the initial provisions entered into force on 2 February 2025, (Datatilsynet) and the Courts Administration (Domstolsstyrelsen) share a joint supervisory
establishing prohibitions on certain use of Al. The Agency for Digital Government has responsibility related to the Al Act.

accordingly prepared a comprehensive guidance package to support compliance. The
guidance package can be accessed via the links below:

A Main Guidance on Prohibited Forms of Al Practices under Article 5 of the Al Act
Guidance on the Prohibition of Al Using Harmful Manipulative Techniques
Guidance on the Prohibition of Al Exploiting Specific Vulnerabilities

A

A

A Guidance on the Prohibition of Al Conducting Social Scoring

A Guidance on the Prohibition of Al Conducting Ndrargeted Collection of Facial Images
A

Guidance on the Prohibition of Al Inferring Emotions in Workplaces and Educational
Institutions
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Index

What are the most relevant expected developments in data protection, cybersecurity and A

Appealed ruling on compensation for breach of the GDPR ITRqRYUc¢GWNaRI WGRUWY WnY!I WGI R2¢ ql

On 20 August 2025, a ruling was rendered concerning compensation under Article 82 of the Following the completion of the regulatory Al sandbox projects with the involvement of the
GDPR, after a municipality mistakenly shared a citizen's health information with a third party. Danish Data Protection Agency (Datatilsynet), additional guidance material from the agency
The ruling has been appealed to the Danish Supreme Court (Hgjesteret), and if the ruling is is expected.

upheld, there will be a shift in practice.
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What are the most relevant data protection updates?

Law on promotion of Al and technologies
The Personal Data Protection Law came into effect on 23 November 2024.

This law aims to guarantee the right to privacy and informational-selfermination and
regulates the legitimate and informed processing of personal data. Its scope of application
includes all natural and legal persons, whether public or private, who carry out activities
related to or connected with the processing of personal data.

Among the principles governing this law are the principles of data accuracy, loyalty, consent
and purpose limitation, data minimization, transparency, data security, and lawfulness,
among others.

ARCOPOL rights

These are the highly personal and independent rights of access, rectification, cancellation,
opposition, portability, erasure and limitation; through which the holders can exercise
control over the processing of their data.

The main requirements of the obligated parties with respect to this law are listed as follows:
A Guarantee data subjects the exercise of their ARGOL rights;

A Appoint a data protection officer;

A Guarantee data subjects' access to information within the legal timeframes;

A Have a privacy notice, whether physical, electronic, or digital, to inform data subjects of
the terms under which their personal data will be processed,;

© 2025. For information, contact Deloitte Touche Tohmatsu Limited.

A Maintain security measures and apply technological, regulatory, and procedural
mechanisms that guarantee security, as well as notify data subjects of personal data
security breaches within a maximum of 72 hours;

A Obtain the prior consent of data subjects, especially for sensitive personal data; and

A Process personal data only for the purposes previously informed and with direct
relationship with the nature of the services to be provided.

Supervisory entity

The Cybersecurity Agency (ACE) will be responsible for controlling, inspecting, supervising
and exercising sanctioning power in matters of personal data protection.

From the first three months of its implementation (until February 2025), the ACE must issue
the policies, measures, guidelines, or provisions necessary for the application of the law, so
that, three months after its issuance (March to May 2025), the obligated parties can adapt
and implement the regulations. This means that the obligations should be fulfilled by
approximately the end of May 2025; however, this will depend on the ACE.
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What are the most relevartybersecurity updates?

Cybersecurity and Information Security Law
This law came into effect on 23 November 2024.

Compliance with this law is mandatory for government bodies, their agencies, autonomous
official institutions, municipal authorities, as well as any other entity or organization,
regardless of its form, nature, or legal status, through which public resources or state assets
are managed, acts of public administration are carried out in general, or that have an impact
YOWq6 WWO0e qRYUkt WHI RgRACGWRUNI ¢t ql eHageal WO

State Cybersecurity Agency

Through this law, the State Cybersecurity Agency (ACE) was created, which will have the
following responsibilities:

A Draft the National Cybersecurity and Information Security Policy, which will include the
guidelines, plans, and action programs to be applied for its compliance, and submit it for
approval by the president;

A Create and implement the necessary action programs to respond to cybersecurity and
information security threats or incidents involving obligated parties; and

A Monitor and review the cybersecurity and information security measures and actions
implemented by obligated parties, to establish mechanisms for improvement and risk
prevention; among others.
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Infractions and penalties
The law classifies infractions as minor, serious, or very serious.

A Minor infractions will result in a written warning or a fine ranging from one to 10 monthly
minimum wages.

A Serious infractions will result in dismissal or removal from office, along with a fine ranging
from 11 to 50 monthly minimum wages.

A Very serious infractions will result in dismissal or removal from office, along with a fine
ranging from 50 to 100 monthly minimum wages
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What are the most relevamil updates?

Law for the Promotion of Artificial Intelligence and Technologies National Registry for Al Development, Innovation, and Application
N6Rt Wié¢sWéet WARWUWRUWNY! #UIW RUARVWNZ W~ ¢ | #6 LW=mn@Eiestatcdiry ditaiivitied lisjng biigadroainlorfpieerietddyl Hatay dhdnwihds e dofeetd) q | | Kk
technological advancement and economic growth by promoting the development, research, are not intended for commercial purposes or for public use must register.

and application of artificial intelligence or similar technologies.
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nature, degree of autonomy, or incorporation regime, that engages in activities or provides

services related to the development, research, and application of technologies related to Al,

machine learning, generative models, and similar technologies, as well as those who carry

out or participate in the collection, storage, processing, and application of data for the

aforementioned activities.

National Artificial Intelligence Agency

This law creates the National Artificial Intelligence Agency (ANIA), which will be responsible
for:

A Coordinating and supervising compliance by obligated parties with the obligations
established in the law, in order to report to the relevant regulatory institutions, if any;

A Establishing technical assistance programs and training for the general population
regarding the activities contemplated in the law; and

A Coordinating state activities to promote the development, research, and application of Al
and similar technologies, among others.
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What are the most relevant data protection updates?

Regulation of cookies Data brokers
On 1 September 2025, the CNIL (French Data Protection Authority)fireesd _ The CNIL pronounced sanctions for soliciting prospects without their consent
1] YYDGWIWK O=ZP WG RG U RY Urititabilylfor f&ilingterodriply MiEhM LLIG R Gafidior tthnsmitting their data to partners without a valid legal basis.

rules regarding trackers. As part of its priority control theme on commercial prospecting, the CNIL focused on the
These fines are part of the ongoing actions led by the CNIL to regulate noncompliant practices of professionals in the sector, particularly those who resell data, including the
practices related to the tracking and targeting of internet users. The CNIL pays attention to many intermediaries in this ecosystem known as data brokers.

noncompliant practices such as placing trackers (i.e., cookies) without the user's consent,

as well as emerging practices like the use of "cookie pay walls.” The CNIlinspected a company which acquires prospect data mainly from data brokers

contest website publishers, and product testing sites and uses this data to contact the

Regarding this practice, the restricted formation (enforcement committee of the CNIL) individuals concerned by SMS or email on behalf of its advertiser clients. It may also transmit
reminded in its decision against Google that, while cookie walls are not inherently illegal, they =~ some of this data to its clients so that they can carry out prospecting themselves by phone or
are only permissible i€onsent is freely givenThis means that all alternatives offered to users by post.

must be presented in a balanced way, without nudging them towards one option over

another (for example, by making one choice more complicated than the other). Based on the findings made during the inspection, the CNIL considered that the company

hadfailed to meet its obligations under the French Postal and Electronic Communications

Additionally, as in aecent decision against Orangf4 November 2024), the enforcement Code and the GDPR regarding the collection and proof of conséritnposed, on 15 May
committee also found Google to have violated Article L.-84f the French Postal and 2025, a fine 0900,000, made public; and an order to cease carrying out electronic
Electronic Communications Code for displaying advertising messages in the form of emails commercial prospecting operations without valid consent.
within Gmail (in the "Promotions" and "Social" tabs) without obtaining prior user consent. L . . .
The amount of this fine takes into account, in particular, the very large number of people
The two fines issued against Google and Shein by the restricted committiae CNIL body #HYURUI 00T Weit 32131 ¢ 0 WG R@ariRghasiioh ihdhé nddiketthie G¢ U! k + LU
responsible for imposing sanctions¢ | IJWG¢ | qWYnWagdé W9 f x kt WHI Y ¢ Tidancikl Henefit@ariRed {dorh theViaiptioasgad Welll Hs the measures the company has taken
regarding trackers, which has been underway for more than five years. This strategy since the inspections to comply with some of its obligations.

specifically targets operators of highly visited websites and services. TheCNIL has imposed other sanctions on such companien the same date.
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What are the most relevant data protection updates?

Pixel trackers

The CNIL has launched in June 202%ablic consultation on its draft
recommendation concerning the use of tracking pixels in emails

Tracking pixels (also known as "tracking pixels" in English) are an alternative tracking method
to trackers/cookies. They take the form of a one pixel by one pixel image, embedded in a
website or an email, but are invisible to the user. When this image is loaded, its filename
contains a user identifier, which allows the tracker to know that the tracked user has visited a
page or read an email.

The goal of this recommendation would be to help stakeholders who use these trackers to
better understand their obligations, particularly regarding the collection of user consent. It

Digital death, uses and issues of poshortem data
N6IWIW9 fxkt Wf OUY2¢ qR YepditorcdiitHbdzath 9 b WGe Al R

The GDPR does not apply to the data of deceased individuals. However, Frenchdiaw (
informatiqueet libertés) allows people to decide what happens to their personal data after
death. Two types of instructions are possible:

A General instructions: Like a data will, registered with a trusted third party and changeable
at any time; and

A Specific instructions: For a particular service, sent directly to the provider and not based
on general terms of use.

complements the guidelinesand IJEY 0 0 1J0T ¢ qRY U WY UWbHYbByt RIJt e UThiodgh thisirepart; thesGNIL Explores different aspects of digital legatiieem practices

specifying how these rules apply to tracking pixels in emails, due to the specific technical
and practical characteristics of this environment.

In this draft recommendation, the CNIL establishes that:

. . ~ : . , tQ- ‘ain co sational agents with the-
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analysis of emails to assess the performance of campaigns, creating profiles of recipients
based on their expressed preferences and interests, detecting and analyzing suspected
fraud, etc.

A Some purposes can be exempt from consent such as implementing user authentication
security measures (in this context, the use of tracking pixels may serve the sole purpose
of helping to secure authentication (for example, by ensuring that an email containing a
password reset link is opened on a device known to belong to the intended user),
measuring the overall email open rate, etc.).

© 2025. For information, contact Deloitte Touche Tohmatsu Limited.

related to digital death, such as commemoration and grieving, to new possibilities enabled
by the rise and spread of artificial intelligence systems.

Nowadays, some tools promise a digital afterlife or even digital immortality by allowing users

: TRt dod oV kel 60 0 we

im to"ehable posinortem interactio

This report provides an overview of current practices and explores ways to raise awareness
about the legal and ethical issues surrounding pestortem data.
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What are the most relevant data protection updates?

Protection of minors

The CNIL has published different types of guidelines and documentation relating
to the protection of the personal data of minor.

A Geolocation of children Geolocation devicesAirTags GPS trackers, smartwatches or
connected toys, apps or builin smartphone features, etc.) are sometimes used to track
children. The CNIL highlights key points to be mindful of in order to protect their privacy

Political elections and digital communications

The CNIL has publishesix practical guides on elections and political
communication in the digital agen line with Regulation 2024/900 which is fully
applicable since 10 October 2025 and complements the GDPR by providing a
framework for the growing use of digital tools in the political sphere.

The CNIL is designated as the competent authority by Regulation 2024/900 to ensure the
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communicating with a child whenever their privacy is impacted and how to choose a
geolocation device wisely.

A The CNIL and the AFCDP (the French Association of Data Protection Officers) have
published a readyto-use toolkit for offer companies and public administrations to
distribute in the workplace. This toolkit providesarents with useful resources for
managing digital technology and preventing cyber risks within the family

A Video surveillance systems in schoalThere are several types of video surveillance
systems, but not all of them can be used in a school settingrideo protection cameras
located outside of schools and require authorization, iideo surveillance cameras
installed inside a school and subject to specific provisioys U T LLbIzRIRRIS Ubd T s LU
cameras which add software (artificial intelligence) to traditional camera systems and
are not permitted within schools, unless a specific law authorizes it.

A Sharing information of children of social medwhich can be misused for malicious
purposes and affect children in the long term.
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the use of personal data for political communication purposes. The practical guides
published aim to inform candidates, parties, and citizens about the responsible use of
personal data in political contexts, more specifically they address:

A Political communication tools, and detail the rules regarding the use of targeting
techniques and distribution of political ads online, and the use of other political
canvassing techniques, both online and offline;

A Political communication contact files and describe the regulations for creating contact
files, such as for primary elections or party membership lists;

A The use of electoral lists for political communication;
A The files prohibited for political communication;
A The precautions needed when using files originating from private companies; and

A The responsibility of political actors in order to remind them of their obligations regarding
data protection and responsible communication practices.
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What are the most relevant cybersecurity updates?

Ensuring the compliance of the annotation process and the security
of Al system development

In itsnew recommendations the CNIL offers practical solutions to ensure that
using the model does not involve the processing of personal data, such as
implementing robust filters at the level of the system encapsulating the model.

The CNIL has also published two practical guides regarding:

A Annotating data: The data annotation phase for training is crucial to guarantee the quality

The CNIL issues guidelines to strengthen the security of large
databases

2024 was marked by an increase in massive data breaches, affecting several
million people. The growing frequency of these incidents justifies the need to
reinforce the security of processing operations involving large volumes of
personal data.

The CNIldetails the necessary measures to achieve this ganld draws the attention of
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reliable and efficient Al systems.

A Ensuring the security of Al system development: The CNIL details the risks and measures
to be considered during the development of an Al system to ensure that such systems are
developed in a secure environment. In practice, for the development of an Al system
including the finetuning of a pretrained model used in the systenit is necessary to
combine:

)and whenever large' databases are’invo , partic y in view of
risks of massive data exfiltration. These measures go beyond and strengthen basic security
precautions. Furthermore, they must be adapted to the specific architecture of the data
processing.

A Secure external access to the information system through mdétctor authenticatiorn
This type of measure should be part of a broader identity and access management policy
that the organization must implement and maintain over time, according to the different
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environment, including infrastructure, authorizations, backups, and physical security);
and

A The security of software development and maintenance (such as the implementation
of development best practices, vulnerability management, and updates) with an
analysis of risks specific to Al systems and large training databases.
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A Log, analyze, and set limits on data flows transiting through the information systém
achieve this, the organization must have appropriate human resources and an adequate
organizational structure in place to analyze alerts and respond to them as quickly as
possible.

A Consider humans as key actors in securitprganize regular awareness and training
sessions tailored to different user profiles (employees, developers, managers,
subcontractors, etc.).

A Supervise data security with subcontractoend enter into a contracting agreement with
each subcontractor.

Cross-jurisdictional data protection, cybersecurity and Al overview 93


https://www.cnil.fr/fr/ia-finalisation-recommandations-developpement-des-systemes-ia
https://cnil.fr/fr/consignes-pour-renforcer-la-securite-des-grandes-bases-de-donnees

What are the most relevant cybersecurity updates?

Public consultation on web filtering gateway

The CNIL has submitted draft recommendationfor public consultation to
support data controllers implementing web filtering gateways and their providers.

A web filtering gateway, often referred to as a web filtering proxy, is a device or service used
to control and monitor internet access by filtering web content according to predefined
policies. Its main role is to block access to certain websites or categories of content for
security and compliance reasons.

These filtering solutions aim to address crucial cybersecurity challenges, notably by:

A Preventing access to illicit or inappropriate websites, whether they involve illegal content
(child pornography, terrorism), fraudulent and malicious sites (phishing), or websites
whose access is prohibited by the employer; and

A Preventing cyberattacks, particularly phishing or ransomware attacks, that could
compromise the information systems security of data controllers.

To secure the web filtering solution and the access logging solution, the CNIL
recommends:

AAunc!I TRUNDWNRGqWI RUNaWNY WG RGRaWaE WG Y2 RTAIKey dorisideraidiis Regatditinthé SR of idhdrenBerfactokis dolidibnk Haséchoihlspddiddlén R G
one-q RO WWHYT WWAH! WE~EAWY! WaéWet IWYNnWIGGTY! 131

solution; and

A Regarding logging: To (i) ensure the administrators sign a strict confidentiality clause,
(ii) store logs in an environment that ensures their security and confidentiaiiy
restrict access to logs to duly authorized administrators, and (iv) implement multi
factor authentication for administrators accessing the solution.

© 2025. For information, contact Deloitte Touche Tohmatsu Limited.

Recommendation on multifactor authentication

The CNIL hagpublished a recommendation intended to support users and
providers of multifactor authentication solutions

The purpose of this recommendation is to provide legal security for users of such solutions
and to encourage providers to integrate privacy protection from the design stage of their
products or services. This recommendation is specifically intended to guide data controllers
on:

A The conditions under which the use of MFA (milictor authentication) is appropriate,
considering security needs;

A Compliance with GDPR principles when using MFA, particularly the determination of a
legal basis, minimization of collected data, retention periods, and respect for the exercise
of rights by data subjects;

A Determining the qualification of the actors involved in an MFA solution;

A Choosing the appropriate methods (authentication factors: knowledge, possession,
inherence) and their compliance with the GDPR; and

Organizations wishing to implement MFA, as well as providers of rfatttor authentication
solutions themselves, must comply with certain rules, in particular those arising from the
GDPR and any sectespecific regulations that may apply to them.
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What are the most relevant Al updates?

Development of Al systems: The CNIL publishes its recommendations Al systems in educational institutions

on legitimate interes The CNIL has published twisAQson the use of Al systems in educational
Following a public consultation, the CNIL has published new recommendations institutions.

on the development of artificial intelligence systems. To support teachers and school administrators in integrating Al into schools, the CNIL

These recommendations clarify the conditions for relyinglegitimate interest particularly provides two dedicated FAQs:

1) 28 @ CELE WEIEEI (WWElD el A One FAQ for teachers, focused on concrete pedagogical uses, best practices, and

In line with the opinion adopted by the EDPB (European Data Protection Board) in December precautions to take in the classroom; and

2024, the CNIL considers that the development of Al systems does not systematically o - .
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; . authorities), focused on legal obligations and compliance requirements.

systems, provided that strong safeguards are implemented.

In these recommendations, the CNIL helps stakeholders assess in which cases they can rely . L.
on this legal basis by providing criteria for analysis, including for the specific case of online Al and privacy: Objecting to the reuse of your personal data for

data harvesting (web scraping). training conversational agents

The CNIL proposes concrete and tailored safeguards for different types of Al systems, such Without taking a position on the GDPR compliance of the methods offered, the

as excluding certain data from collection, increasing transparency, and facilitating the CNILexplains how you can object to the reuse of your personal data by the main
exercise of data subject rights. platforms of conversational agents

The recommendations also give practical examples of data processing that may or may not ~Y1I Qwe UT wayY!l JwerYAGGe URWPY Wel Wwet RUNWa6 WRI Wet 1JI
be based on legitimate interest. identifies the technical methods for objecting to such processing on major platforms such as

Gemini (Google), Meta Al (Meta), ChatGPT (Open Al), Copilot (Microsoft), Grok (X),

For example, reusing future user conversations from a chatbot to improve the Al model can DeepSeek, Le Chat (Mistral), Claude (Anthropic) and Linkedin.

be based on legitimate interest, provided that robust safeguards are in place: informing
individuals, offering a discretionary right to object, limiting processing to certain
pseudonymized or anonymized data, and so on.
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What are the most relevant Al updates?

"Augmented” cameras at sel€heckout terminals "Augmented” cameras to estimate age: The CNIL clarifies its position
Some retailers wish to deploy augmented cameras to detect errors or attempted The CNIL considers that the use of "augmented" cameras to estimate the age of
theft at selfcheckout terminals. The CNIL has published two sets of customers in tobacco shops, in order to control the sale of products prohibited
recommendations: one to remind data controllers of theles that must be to mmors isneither necessary nor proportionate
,tnhlz rue uarT:i 5 1 llig YWGIY G]dﬂd#(GU.I.IRI.IJ I I‘R]]ZCFRI GeReUY Likay 1 I.R.lll:FIlh'lSI me S ops%s% 'léllulg(]n*\en ed" l(::{a%eoraaé;'steurJngto eu'l|mate the age of their customers before

g selling products prohibited to minors (such as tobacco, alcohol, gambling, etc.). These
Generally positioned above the setheckout, these cameras film exclusively the checkout Hcal ¢t W o' wylweUWwe!l qRNRARCGWRUqUGIRNIJUFAII L
area, including the customer, their shopping basket and the items to be scanned, the whether they are a minor or an adult. These "augmented" cameras are currently used by
scanning zone, and the area where products are placed after being scanned. The algorithm tobacconists as a decisiorsupport tool: they are not intended to allow customers to prove

et DT WrcOWT DaqUWHqQW2¢l RYet Wwul200qt wllein YI W+ ¢ G Gtheldapell JRYNDURARUNDWYI Wal ¢ At RUNWGI YT 2 #qt AWGUY G
hands, or the position of a person relative to the checkout) in order to verify, in particular, that
each product is actually scanned (as shown in the illustration below). Some systems can
detect other anomalies or attempted fraud, which must be taken into account when

analyzing the legality of the system. In the event of an anomaly, an alert can be displayed to
allow the customer to correct themselves independently or to trigger intervention by an A Processing must be necessary to achieve the intended objective: Indeed, since the
employee. "augmented" camera can only provide an estimate, fulfilling their obligations still requires
tobacconists to systematically ask customers for proof of age. These tools are then not
necessary and should be replaced by the checking of an ID or wiailet applications.

Facial analysis performed by soalled "augmented" cameras constitutes the processing of
personal data, which must therefore comply with the principles established by the GDPR to
be lawfully implemented. The CNIL conducted its analysis based on the following criteria:

This type of system is generally not anonymous. It can be legally implemented, but it must
comply with GDPR principles: establishing a legal basis, data minimization, informing
individuals, limited retention periods, effective right to object, etc. A Data processing must not unduly infringe on the rights and interests of individuals: The

et VWY nWbeaNGWUqUT BWHe G ¢t Wn Yl WeNUWIt qREC q
rights and freedoms since these systems operate continuously by default, filming and
analyzing everyone in their viemincluding clearly adult customerg and prevent people

from exercising their right to object.

As a good practice, the CNIL recommends conducting a reairld pilot of the proposed
system to ensure its effectiveness, legality, and minimal impact on individuals before any
full-scale deployment.
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What are the most relevant expected developments in data protection, cybersecurity and A

Cookie pay walls and paying to access services without targeted coming recommendations on the responsibilities of actors in the
advertising A value chain
The CNIlcommissioned a surveyo understand how French people perceive the In the second half of 2025, the CNWill publish new recommendationgo clarify

use of their personal data and their consent to online advertising. This first part of  the responsibilities of stakeholders involved in the creation of Al systems (such as
a three-part series focuses on their willingness to pay to access services without model designers, hosting providers, nesers, integrators, etc.) with regard to the
targeted advertising. GDPR.

Several types of services are affected by these questions: audio and video streaming, video The main objectives of these recommendations will be (i) to clarify the consequences of
games, social networks, press services, health and fitness tracking, as well as Generative Al.  applying the GDPR to models that are not anonymous, and (ii) to examine the case of open
source, which is essential for the development of Al technologies. These recommendations

To better understand the evolution of these business models, an online survey was X . . oo ; ; e
will be subject to a public consultation in order to involve the entire community in the

conducted from 1823 December 2024, with a representative sample of 2,082 French

people aged 15 and over. The survey confirmed the growing popularity of paid subscriptions. discussions.

However, it also shows that this option is not the preferred choice for those survayeetn

though the results vary significantly depending on the specific service. For example, the ; :
study reveals that more than half of French people (56%) pay for a violedemand Al and sectorial recommendations
subscription, with an average monthly cost 0. This proportion drops when it comes to Al and the health sector

. . 0 ) o
audio services (27%) or video games (18%). A summary document outlining the rules applicable to the development of Al systems in the

The results also highlight the strong interest of the French citizens in protecting their personal  field of health, including concrete examples from authorization requests, the sandbox, or
[ ¢cqée¢Wec Ul WHEYUNRI GWaqd6 W ¥aK2¢URPIWY nlWad ILW9 f x kdnhHiocEiGUppNoct, ’vill belpYolsimetl so6hU N WG Y1 WWY GqRY Ut WaqVYWIUEC HG I
users to better protect their privacy and ensuring that their preferences are respected. Al and the work sector

Further guidance is expected from the CNIL on this subject.
The CNIL has initiated discussions with sector stakeholders (solution developers, employers
using Al, unions, professional federations, public and scientific institutions, etc.) to clarify
the regulatory framework for the use of Al in a professional context.
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What are the most relevant data protection updates?

Federal Data Protection Authority publishes questionnaire for Al tools

On 20 May 2025, the Federal Data Protection Authority has published a comprehensive
guestionnaire for ensuring the compliance of Al tools with applicable data protection law.
Although meant primarily for entities under the supervision of the Federal Data Protection
Authority, such as, e.g., federal administrative bodies and providers of telecommunications,
this questionnaire may also serve as useful guidance for all entities considering the
introduction and implementation of Al tools.

On 17 pages, the questionnaire contains detailed questions covering matters such as a
general description of the tool, training and testing, the legal basis for data processing
activities, contract management, confidentiality and data security. The questionnaire thus
provides a useful tool for entities and serves as a general starting point for the assessment of
tools and systems by the data protection officer and other relevant stakeholders.

Federal Data Protection Authority recognizes first web consent
management tool

On 17 October 2025, the Federal Data Protection Authority has recognized the first web
consent management tool to be in compliance with applicable data protection law, in
particular, the ePrivacy Directive (Directive 2022/58/EC).

The management tool offers users a free plugin to be installed on their devices. By using the
plugin, users can manage their consent over multiple devices and websites. Consequently,
users installing and using the plug in no longer need to give individual consent when visiting a
new website and/or service. This decision may give way to further facilitate web browsing and
managing consent in a usefriendly manner.

© 2025. For information, contact Deloitte Touche Tohmatsu Limited.

Federal Data Protection Authority imposes fines on Vodafone GmbH

As announced in their press release on 3 June 2025, the Federal Data Protection Authority
has imposed two fines on Vodafone GmbH, totalirg5 million, as well as issued a warning
to Vodafone GmbH.

The first fine ok 15 million was imposed due to a deficit in assessing and monitoring data
processors as required by Article 28 paragraph 1 sentence 1 GDPR. The second f{3€ of

million was imposed for gaps in the security of the user authentication process for
mp~WRUEYT ¢nYUUwWs 6 30Wet T WROWRYOGARUE qRYULWs Rq
these gaps could potentially enable unauthorized third parties to, e.g., access eSIM profiles.

A warning was issued for security gaps in some distribution systems.

In response to the investigation, Vodafone GmbH has undertaken comprehensive measures
to correct the identified matters. A subsequent assessment of the Federal Data Protection
Authority is currently outstanding.
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What are the most relevant data protection updates?

Data Protection Conference publishes guidelines on Al tools using
retrieval augmented generation (RAG) and on TOMs for Al tools

As Al is becoming more and more important with regards to data protection, the German
Data Protection Conference has recently published two guidelines on certain Al related
aspects.

In June 2025, they published a guideline on technical and organizational measures to be
considered in all lifecycles of an Al system, including the development and training phase. As
such, the guideline complements the Al questionnaire published by the Federal Data
Protection Officer by further detailing security considerations and requirements.

The second guideline was published in October 2025 and concerns the use of Al tools that
implement retrieval augmented generation mechanisms. RAG systems as described by the
guideline are Al systems that, after completion of their training, are used in a way that allows
them to obtain access to information only available to the system user or operator, e.g.,
databases. This may influence the quality of output generated by the Al system in
comparison to norRAG systems. However, there are other data protection matters to
consider when implementing RAG systems, e.g., concerning the correctness of outputs and
the transparency of the system. In addition, compliance with the guideline on RAG systems
does not guarantee a compliant system, in particular, where an LLM has been trained in a
noncompliant manner.

Although there are additional RAG systems available, the guideline has put an initial focus on
RAG systems working with embedding and vector databases. Additional guidelines may
follow at a later point.

© 2025. For information, contact Deloitte Touche Tohmatsu Limited.

Federal Civil Court to present questions on the interpretation of Art.
82 GDPR to the ECJ

In its decision dated 28 August 2025, the Federal Civil Court has decided to present three
guestions on the interpretation of Article 82 GDPR to the ECJ.

In the underlying matter, the defendant had previously claimed damages from the claimant,
alleging noncompliance with applicable data protection law due to the implementation of

] YYRGUW YUqt WwYUWagsWWHGERAGecUqkt Ws WA RaglIOWAI R

crawler to specifically search the web for websites using Google Fonts. When a website was
identified accordingly, another program used by the defendant then automatically generated
a visit to the website, triggering the alleged data processing activity. The defendant had then
sent a reprimand to the claimant requestingl70 in turn for refraining from further

measures. The defendant had sent out more than 100,000 letters with similar content and
damage claims.

The claimant had originally paid the damages claimed by the defendant, however, later
reclaimed the payment stating fraudulent conduct. In the first instance, the court ordered the
defendant to repay 70 to the claimant, which was raised to the fwjlL70 plus interest upon
appeal of the claimant. The defendant has requested revision of the judgment by the Federal
Civil Court, which has now requested a decision of the ECJ on the following questions:

A Is a dynamic IP address personal data in the sense Article 4(1) GDPR if only a third party
has the required information to identify a data subject? Or is it necessary that either the
controller sending the dynamic IP address or the recipient of the dynamic IP address
hold the required information for reidentification and, if yes, what is the required quality
of this information?

Can damages arise if the event constituting an alleged breach of applicable data
protection law has been caused by the claimant solely to raise a damage claim?

If the answer to the second question is yes, can a damage claim be denied if the data
subject is not acting in good faith? Is the intent of the data subject to be considered when
adjudicating a damage claim under Article 82 GDPR?
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What are the most relevant cybersecurity updates?

Federal Agency for Cybersecurity named as market surveillance
authority under the Cyber Resilience Act

The federal government has officially named the Federal Agency for Cybersecurity (BSI) as
the market surveillance authority under Article 36 paragraph 1 and Article 52 paragraph 2
Cyber Resilience Act.

As such, the Federal Agency for Cybersecurity is now authorized to notify conformity
assessment bodies, which may then assess the compliance of products covered by the
Cyber Resilience Act for conformity with the applicable requirements.

In addition, the Federal Agency for Cybersecurity may conduct assessments and
investigations concerning covered products both proactively and upon information or
notification of a third party and impose fines for noncompliance.

However, the Federal Agency for Cybersecurity has stressed that the exact form and extent
of administrative powers as well as the necessary administrative procedural steps are still to
be determined by a national law.
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What are the most relevant expected developments in data protection, cybersecurity and A

Federal government discusses centralization of data protection
authorities

With a total of 18 data protection authorities covering both the public and the private sector,
navigating data protection in Germany has often been found to be challenging. The new
federal government, elected in February 2025, has therefore stated their intention to revise
the current federal setup of data protection authority in the coalition contract and introduced
the possibility of a centralized data protection authority.

According to available information, the centralized data protection authority would cover the
whole private sector as well as federal administrative agencies. State data protection
authorities would still remain; however, their supervision would be limited to administrative
agencies of the respective state.

Discussions on this matter have been initiated, with a potential candidate for the centralized
authority being the Federal Data Protection Authority, currently covering the federal
administrative agencies as well as telecommunications providers. However, there has been
significant political pushback. Alternative proposals include, for example, the creation of a
centralized contact point for the private sector, simplifying notification requirements.

Under this second approach, requests and inquiries made to the centralized contact point
would initiate one proceeding and the result would be binding for all state data protection
authorities. This would put a stop to diverging assessments for the same data protection
related matter depending on the state, in which the inquiry was raised, further improving the
handling of data protection compliance matters.

© 2025. For information, contact Deloitte Touche Tohmatsu Limited.

NIS2 implementation law draft introduced into parliamentary
discussions

Although the implementation deadline for the NIS2 Directive has already expired on 17
October 2024, Germany is yet to implement the directive into national law. After the initial
government draft could not be passed before the federal elections in February 2025, the new
timeline for the transposition law had been uncertain.

However, in July 2025, the new federal government published its draft for the transposition
law, which has since been introduced into the federal parliament as well as the Bundesrat for
further discussion. A first parliamentary reading took place on 11 September 2025. The draft
proposal has since been delegated to the responsible working groups (internal affairs,
digitalization and state modernization, and internal budget). A second reading has not yet
been definitely scheduled.

The Bundesrat has considered the government draft and voted on a corresponding
statement with various proposals for changes on 26 September 2025. The federal
government has rejected the majority of these proposals in their answering statement.

Federal Ministry for Digitalization and State Modernization gublishes
gl?)lsterlal draft for a law to execute Regulation (EU) 2024/1689 (Al
c

On 12 September 2025, the Federal Ministry for Digitalization and State Modernization has
published its ministerial draft for a law to execute the Al Act in Germany. Under this law, the
Federal Network Agency would be named as a market surveillance agency.

Relevant stakeholder now have the opportunity to take position in relation to the law
proposal. It currently remains unclear when a governmental draft as well as the introduction
into the parliament and Bundesrat can be expected.
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What are the most relevant data protection updates?

Hellenic Data Protection Authority: Enforcement updates
HDPA decisions Decision No. 32/11 July 2025

In 2025, the Hellenic Data Protection Authority (HDPA) has shown increased vigilance in NSIWW] I WUt WennMRIREqUWYnWeWIel nWiedqRUcqRYUC |
enforcing GDPR compliance, issuing fines and sanctions to noncompliant organizations. We 2 RY@U ¢ qRUNDWa8 D WHY G G ¢ RU¢c Uqkt W RNSE qWY ™ n e HEIIL |
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requested call recordings or transcripts, breaching Articles 15(1) and 15(3) of the GDPR.
Additionally, the company was ordered to provide the complainant with the requested audio
Decision N0.23/23 June 2025 files or transcripts within 10 days and to notify the HDPA of its compliance.

The HDPA examined a complaint against a large Greek bank regarding the erroneous ) B ) ) N
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him multiple informational letters, although his data were never actually transferred to third In June 2025, the HDPA carried out ex officio investigations in different entities in Greece
parties. The HDPA found violations of the GDPR principles of lawfulness and accuracy =~ _operating across multiple business sectors, including retail, telecoms and financial
bl | qRAGI! WPBbINbbBICHL AWPBLINbbIT bAWEUI WEbING b WE UI WRiGs@Wions) {o HssedixGDRRAchnvwNadbe 6f thétrditine gdtacpapéessildgiaatiktied) (e, U LWa 6 13
while noting the breach concerned a single incident without financial gain or material services provided online via websites and mobile applications).
damage. As part of the relevant investigations, the HDPA, invoking the principle of accountability,
| Bhue It qJI W6 JWGI Y2ZRt RYUWYn W+ ql ¢ #Hat WY'n Wab 1J LI
Decision No. 27/25 June 2025 processing activities (_RoPAs), relating to the above types'of activities, as yvell as copies of the
relevant data processing agreements (DPAs) executed with any third parties acting as data
The Greek affiliate of a large multinational telecommunications company was fined a total of processors. They also requested the provision of documentation relating to the data
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GDPR Articles 5(1)(d), 28(1), 28(3), 29, and 32, as well as Articles 12(1), 12(3), and 13(4) of

Law 3471/2006 and Article 21(1) of Law 2472/1997. The company was also ordered to

implement technical measures within three months to enhance the security of activating

new mobile numbers under existing subscriber details, including notifying subscribers by

SMS or equivalent and informing the HDPA.
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What are the most relevant data protection updates?

HDPA Opinion, No. 3/8 July 2025

Review of the provisions of the draft law of the Ministry of Economy and Finance . k
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The HDPA, in relation to the planned provisions of Articlesé®on the establishment of the
National Registry of Benefits and Aid, calls on the Ministry of Economy and Finance to
reassess the necessity and justify the independent existence of the proposed registry, which
will contain nominative data of beneficiaries/natural persons. It also requests clarification of
the roles and responsibilities of data controllers and processors among the involved entities,
in connection with their assigned duties and powers.

a:

Furthermore, the HDPA urges the ministry to include in the proposed regulations explicit
provisions regarding the retention period of personal data, the obligation to conduct a data
protection impact assessment (DPIA), and the requirements for data security within the
registry. These recommendations are intended to ensure compliance with data protection
principles and safeguard the rights of data subjects.

Transposition of thédata Governance Adnh Greece
Law 5188/2025

Law 5188/2025 aims to make public sector data more accessible, especially for small
businesses and research, while ensuring data protection. Key measures include appointing
the Ministryof Digital Governancas the main authority for guidance, establishing data
intermediation service providers, creating data altruism organizations for public interest
purposes, and setting up a network of data officers in public entities.
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What are the most relevant cybersecurity updates?

Transposition of the NIS2 Directive in Greece
Law 5160/2024

Law 5160/2024 implements the EU NIS2 Directive (Directive (EU) 2022/2555) into Greek law.
The law defines the scope of cybersecurity obligations to cover sectors, including energy,
transport, health, and digital services. It introduces stricter requirements for risk

management and incident reporting. Law 5160/2024 aims to strengthen the overall
cybersecurity framework and resilience of essential and important entities in Greece.

Joint Ministerial Decision No. 1689/6 May 2025

Joint Ministerial Decision 1689/2025 supplements this framework by introducing detailed
national cybersecurity requirements aligned with Article 15(2) of Law 5160/2024. This
framework operates asex generaliand applies insofar as no sectespecific regulation
exists. In the financial sector, DORA (Regulation (EU) 2022/2554) servésxaspecialis
imposing more detailed and stricter rules on ICT risk management and digital operational
resilience.

Guidelines 28211/10 September 2025

Obligation for public sector entities to register on the digital platform for basic
and important entities under Law 5160/2024

All central government entities, such as ministries, independent authorities, decentralized
administrations, and legal entities of public and private law included in the Registry of
General Government Entities, as well as secotalel local government organizations
(regions), are required to register on the platform within the deadline set in paragraph 1 of
Article 9 of the relevant provision, with a final registration date of 30 September 2025.

© 2025. For information, contact Deloitte Touche Tohmatsu Limited.

Joint Ministerial Decision No. 2267/2 October 2025

According to Joint Ministerial Decision No. 2267/2025, fitevel local government
organizations in Greece (municipalities) must comply with the requirements of Law
5160/2024 (NIS2 Directive) from November 2026 onwards. This decision sets the official
compliance deadline for these entities, allowing them a transition period to prepare for full
implementation of the new cybersecurity obligations.

Ministerial Decision No. 1899/5 August 2025

On 5 August 2025, Ministerial Decision No. 1899/2025 was issued, defining the
gualifications, duties, incompatibilities, and obligations of Information and Communications
Systems Security Officers. The decision establishes the framework for their responsibilities in
ensuring the security and proper operation of ICT systems within public sector entities.

Joint Ministerial Decision No. 1990/4 August 2025

On 4 August 2025, Joint Ministerial Decision No. 1990/2025 was issued, establishing a digital
platform for the registration of essential and important entities as defined in Article 4 of Law
5160/2024. The decision sets out the procedures and technical specifications for the
operation of this digital registry.
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What are the most relevant cybersecurity updates?

Transposition of Digital Operations Resilience Act (DORA) in Greece
Law 5193/2025

Law 5193/2025 (published on 11 April 2025) supplements Regulation (EU) 2022/2554
(DORA) by introducing national supervisory mechanisms and enforcement measures to
enhance digital operational resilience across the financial sector. It designates the Bank of
Greece and the Hellenic Capital Market Commission as the competent supervisory
authorities, depending on the type of financial entity. Supervisory powers include access to
documents, onsite inspections, and administrative fines of up to 10% of annual turnover in
case of noncompliance.

© 2025. For information, contact Deloitte Touche Tohmatsu Limited.

Annual Report on Prudential Supervision and Resolution Activities of
the Bank of Greece DORArelated actions

In view of the requirements DORA and to support DORA compliance, the Bank of Greece has
undertaken the following actions. In early 2024, the Bank of Greece developed a self

assessment questionnaire on the maturity level and distributed it to all supervised

institutions falling under the scope of DORA. The aim was to document the current state and
future compliance plans of these institutions regarding key regulatory requirements, as well

ct WgqYWRUNY! GWqéWaGWeAHY2 qWe!l Wet WYnWeqaqlUqRY U
Greece created a dedicated section on its website to inform supervised institutions about

the overall regulatory framework and its requirements. The Bank of Greece has also issued
standardized templates for the notification of IGElated incidents by supervised entities.

Furthermore, the Bank of Greece has implemented a mechanism for the prompt collection

cUT WnYlscl TROUNWYNWGeTY! WRUABRI WUqWl WGY! qt WaVl
requirements. To address the obligation of selected institutions to undergo thrieat
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this supervisory responsibility.

Cross-jurisdictional data protection, cybersecurity and Al overview 107



What are the most relevant Al updates?

Greek bodies responsible for tharotection offundamentalrights

On 12 NovembeR024, the GreekMinistry of Digital Governance, in compliance with
the Article 77(2) of the EU Al Act, published the official catalogue of the Greek bodies
responsible for theprotection offundamentalrights. The catalogue includethe following
bodies:

A The Hellenic Data ProtectioAuthority;

A The GreelOmbudsman;

A The Hellenic Authority for Communication Security and Privaayc
A The National Commission for Human Rights.

These bodies havéhe following powers:

A Seeking access to any documentation generatedroaintainedby Al system operators to
illustrate adherence to the Al Act, as necessary to adequately perform their duties within
their scope of authority.

A They may alssubmit a wellfounded request to the market surveillance authority
to facilitate the testing of a highrisk Al system through technical methods in situations
where the documentation supplied by Al system operators is inadequate for assessing
potential violations of fundamental rights.

These powers will take effect on 2 Augu26.

HDPA Decision Ordering EU Representative for Hangzhou DeepSeek
Artificial Intelligence (Case No. 18/21 May 20R5

On 21 May 2025, the HDPA ordered Hangzhou DeepSeek Atrtificial Intelligence Co., Ltd. to
appoint a representative in the EU for its DeepSeek Al services, as required by Article 27
GDPR. The company was found to be in violation of this obligation, since it offers services to
individuals in Europe without an EU establishment or representative.

© 2025. For information, contact Deloitte Touche Tohmatsu Limited.

Index

Special Secretariat for Artificial Intelligence and Data Governance

On 17 July 2025, the Greek governmémiroduced theSpecial Secretariat for Artificial
Intelligence and Data Governance at the Ministry of Digital Governanitk the following
competences:

A The effective coordination of the involved bodies and authoritiegardingthe
implementation of the national and EU framework for Al and data

A The promotion of the responsible adoption and the lawful and secure use of Al by public
sector entities

™

The development of digital skills related to Al and data governance;

A The design and implementation of information and communication technology
projects, with an emphasis on Al and data governance, funded by national and
European resources;

A The promotion of cooperation between the private and public sectors in the fields of Al
and datg

A The representation of the country and its participation in the shaping of policy on
matters concerning Al and data at the European and international level

A The drafting of legislative and regulatory acts and the harmonization of the national
framework with EU and international law; and

A Thepromotion of actions to strengthen scientific research, as well as reseamtiented
activities related to Al and data governance applications.
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What are the most relevant expected developments in data protection, cybersecurity and A

Developments regarding the implementation of the EU Al Act in Developmentsregardingcybersecurityin Greece
Gl:eece’ B i The National Cybersecurity Authority of Greece has announced that its full supervisory and
fOWGRNGEqUWYNnWq6 I JWEOW f W Akt WIUql ! WRUQY Wn Y| AIDEALNIG HIILN 1Y U @ M IRAOMIIE YII! tLUILIMI2 11J L /6 1EHLANB Wpé)/ ATl &thi+ LGR) i
Greecein Q1 2026, with the publication of the below legislation anticipated by 1 December with audits and controls as of 2026, after issuing necessary regulations and decisions by end of
2025.: 2025.
A Determination of the Greek national authority responsible for overseeing and supervising National Cybersecurity Authoritis also preparing two key decisions due by end of 2025, one

the implementation of the EU Al Act; ' JnRURUDLWSs 6 ¢ q LIJEIj'(Ui qRaeqldt We Wwt ROURNRHAC Ug WH! |

YHOGRND¢EqRYUt AWec Ul WeUYq6 3 Wt q¢ HOI Rt 6 RUNLWE Wbt q «

A Amendment of the existing Greek Law No. 4961/2022 (which regulates the use of
emerging technologies such as Al in Greece, establishing an early legal framework for
their development and governance) to take into account the provisions of the EU Al Act;
and

A Promotion and enhancement of Al literacy, as a priority for the Grgekernment to
support the responsible use of Al.

entities.
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Contacts

Estuardo Paganini

Partner, Deloitte Legal Guatemala

egpaganini@deloitte.com

Johana Garcia Perdomo

Manager, Deloitte Legal Guatemala

johagarcia@deloitte.com
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What are the most relevant data protection updates?

Law on Access to Public Information (Decree-2D08 of the
Congress of the Republic)

Guatemala does not have a specific legislation addressing the protection of personal
data, but this law, even though it pertains to public records, does address the matter in
certain provisions that can be applicable to private parties.

This normative defines what constitutes personal data, sensitive personal data, and the
National Data Protection Authority

Article 64 establishes a prohibition for private parties to commercialize personal data
without consent. Violation of this provision results in imprisonment ranging from five to
eight years, a fine raging from GTQ 50,00@&) 100,000, and the confiscation of any
elements employed to commit the crime.

© 2025. For information, contact Deloitte Touche Tohmatsu Limited.

Law of Acknowledgment of Electronic Communications and
Signatures (Decree 42008 of the Congress of the Republic)

Electronic marketing is not considered-eommerce; however, it is regarded as a form of
communication and electronic communication, as it involves an exposition, statement,
claim, advice, request, or offer, as well as the acceptance of an offer, in relation to the
construction or execution of a contract.

This law helps expedite the registration of companies, trademarks, and company
modifications.
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Hong Kong

Contacts
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b kennelee @deloittelegal.com.hk
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What are the most relevant data protection updates?

Updated Guidance on Cloud Com utinB by the Privacy Theproposed Personal Data (Privacy) (Amendment) Ordinance (the
Commissioner for Personal Data (PCPD) Amendment Ordinance) put on hold

A The updated guidance reinforcés g1 RUNWUqWYHGRNE qRY Ut Wn Y1 WA 24 rolbwihgta Berids ef ddtalbieadited i) theldarly 20208, la domprehensive review of the

Personal Data (Privacy) Ordinance (PDPO). Organizations that utilise cloud services PDPO was undertaken. Since its enactment, the PDPO has been fundamental to data

whether private, public, SaaS, laaS, or Paaf&tain legal responsibility for data protection in Hong Kong.

[PEUEBIE, CHED [ AEREES SURLL o ikl 2ol A The proposed Amendment Ordinance for 2024 was initially scheduled to roll out in stages
A Key recommendations includencrypting data both while during storage and in starting in 2025, with full implementation expected by 2026

transmission, implementing robust authentication methods, regularly evaluating the A Key changes proposed include mandating that organizations notify the PCPD and affected

security practices of subcontractors, and negotiatirenhanced contractual protections

individuals in the event of a significant data breach, enhanced consent protocols for
beyond standard vendor terms.

sensitive personal data, such as biometric information and health records, and penalties

A In relation to crossborder data transfers, it highlights the importance of careful for noncompliance with the PDPO increasing significantly, with organizations facing fines
adherence to PDPO principles, including providing clear notifications to data subjects. up to 10% of their annual turnover or HK$10 million, whichever is higher.

A Additionally, the guidance stresses the necessity of thorough access logging, continuous A However, plans to amend the PDPO have been postponed due to concerns about the
monitoring, and secure data erasure or return upon the termination of contracts. financial burden on smaller businesses in complying with these new regulations.

A By considering the latest technologies and trends in cloud computing services, the ANsUIWNY211 UGWUqWRY WrRYUL RT WI RUNDWE WHGRIJHIIG 1T
guidance provides organizations recommended best practices to enhance the protection gradually, aiming to alleviate the impact on local enterprises. As of now, no definitive
of personal data privacy, covering various aspects such as service and deployment timeline has been announced for these changes.

models, standard services and contracts, as well as outsourcing arrangements.
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What are the most relevartybersecurity updates?

Protection of Critical Infrastructure (Computer System) Ordinance A The new legislation also includes computer systems accessed by Cl operators in or from

(2025) passed to strengthen cybersecurity for eSsential services Hong Kong that are vital to the core operations of the relevant infrastructure.

A On 19 March 2025, the Hong Kong Legislative Council passed the Protection of Critical A Designated Cl operators are required to implement robust cybersecurity management
Infrastructure (Computer System) Ordinance (2025), which is set to come into effect on 1 systems, perform regular risk assessments, and maintain incident response capabilities
January 2026. and security standards that meet prescribed standards.

A This new legislatiod ¢ | t + We¢ Wt RDURNRAc UqWUU8¢ UG U q WY A LHofdtdémdhtumédsudes butlifed i tii$ drdiddheel etampals administrative penalties,
regulatory framework, aimed at safeguarding critical infrastructuré€d)(across vital criminal sanctions for serious breaches, and the possibility of government intervention
sectors. It mandates that ClI operators follow specific cybersecurity protocols and when the security of critical infrastructure is at risk.
empowers regulatory authorities to manage and mitigate cyber risks. A Additionally, the legislation creates a framework for information sharing between

A This move aligns Hong Kong with the global trend toward increased regulatory oversight government agencies and critical infrastructure operators, aimed at enhancing overall
and requirements for cybersecurity and operational resilience cybersecurity resilience.

A The ordinance defines two categories of critical infrastructure:

A The first category includes any infrastructure essential for the uninterrupted delivery of
services in one of eight designated sectors: energy, information technology, banking
and financial services, air transport, land transport, maritime transport, healthcare
services, and telecommunications and broadcasting services; and

A The second category will be designated by the government at a later date and will
encompass any other infrastructure whose damage, loss of functionality, or data
leakage could significantly disrupt critical societal or economic activities in Hong
Kong.

A Although the timeline for designating the second category of critical infrastructure is
uncertain, it is expected to include major sports and performance venues, as well as
research and development parks.
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What are the most relevamil updates?

Policy Statement on the Responsible Application of Artificial Introduction of voluntary Generative Artificial Intelligence Technical

Intelligence in the Financial Market and Application Guidelines by the Digital Policy Office

A On 28 October 2024, th&inancial Services and the Treasury Bureau released a policy 1] A In April 2025, the Digital Policy Office introduced the voluntary Generative Artificial
statementY2 qG RURUNWaqS6 IWNY21J1 UG WUkt W q¢ URIIWE UT WineplligengdJidchnichl Bnd AdplicaRidn IG Litglihed LHesigne Gty pydvideth bddtldractice
application of Al within the financial market framework for the ethical and responsible development, deployment, and use of

A This policy statement aims to strike a balance between fostering Al development and Generative Al technologies. It targets technology developers, platform providers, and Al

. . : A : users.

addressing the associated risks related to cybersecurity, intellectual property rights, and
data privacy. To ensure the responsible application of Al, it requires that financial A The guidelines outline the scope and limitations of Al applications, addressing potential
institutions priorities the protection of data privacy, intellectual property rights, risks and governance principles associated with Generative Al technology. Key technical
information security, accountability, operational resilience, and job security. risks highlighted data leakage, model bias, and errors that must be addressed.

A The government recognizes the various benefhiat Al applications can offer to the A The guidelines highlight five fundamental pillars of ethical Al governance:

financial services sector. To this end, it will adopt a ditedick approach that encourages
the adoption of Al while simultaneously tackling potential challenges, including

cybersecurity threats, data privacy concerns, and the protection of intellectual property A Intellectual property protection;
rights.

A Personal data privacy;

A Crime prevention;

A Moreover, the policy statement encourages financial institutions to formulate a robust Al
governance strategy that employs a ridlased approach throughout the entire Al
lifecycle, including procurement, use and management of Al. It also advocates for the A System security.
implementation of human oversight to effectively mitigate potential risks associated with A
Al deployment.

A Reliability and trustworthiness; and

While these guidelines do not carry legal force, they serve as an important reminder of the
various legal and ethical risks associated with the deployment and use of Al tools.
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What are the most relevant expected developments in data protection, cybersecurity and A

Protection of Critical Infrastructure §Computer System) Ordinance
(2025) to take effect on 1 January 2026

A The ordinance focuses on protecting critical infrastructuesd aligns Hong Kong with the
global movement towards heightened regulatory scrutiny around cybersecurity and
operational resilience, similar to frameworks in Australia, the EU, and the UK

A 1t will oversee designated critical infrastructure operators, and their systems classified as

Hl RqRHCOWARYGGa qJI W !+ qlat oWl TTRqRYUcOG! AW WOVYAAGRY T RYUDI Kkt WENNRHWVWSs RAGGWAHDWIY q¢ HIRY 6 13T L
manage and enforce this new regulatory framework, expected to launch in the first
quarter of 2026.

A Penalties for violations of the ordinanceill range from HK$500,000 to HK$5 million,
along with daily fines for ongoing breaches, applying at the organizational level rather than
targeting individuals
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What are the most relevant data protection updates?

Implementation of personal data protection

The Indonesiamgovernment through the Ministry o€ommunication and Informatics (MCI),
published the draft Government Regulation on Personal Data Protection (PDP GR Dratft) to
the public as the implementing regulation of Law No. 27 of 2022 on Personal Data Protection
(PDP Law), however the PDP GR Draft remains under preparation and is expected to be
finalized and enacted in 2025The PDP GR Draft is expected to provide a technigatleline

on personal data protection and will make way for further/detailed implementing regulations,
including regulations which will be issued by the soto-be-established Indonesian

Personal Data Protection Agency as the main regulating agency on personal data protection.

As of September 2024, the PDP GR Draft provide further governance on personal data
protection, and comprises of several chapters, including:

A What constitutes as a personal data;

A Personal data processing provisions;
Rights of data subject and obligations of data processor and/or data controller;
Cross-border personal data transfer;

A
A
A Internationalcooperations (kerja sama internasional);
A

Establishment of Personal Data Protection Agency (Lembaga Pelindungan Data Pribadi or

Lembaga PDP);
A Administrative sanctions; and

A Dispute settlement and procedural law.

© 2025. For information, contact Deloitte Touche Tohmatsu Limited.

The implementing regulations of PDP Law is still in the process of harmonization with the
Ministry of LawNIOL). It is shall be drafted and enacted remembering the high number of
cases of personal data misuse by data controllers in Indonesia, by this it is expected to be a
more comprehensive highevel provisions on personal data protection in Indonesia.

In June 2025, Ministry of Communication and Digital AffaM&CD), previously known as
Ministry of Communication and InformaticaMCI), shared the updates regarding the

progress of the implementing regulation of PDP Law, MOCD stated that the government
regulation on the technical requirements of the PDP Law is being drafted and assessed by
the MOCD and MOL. After the harmonization process between MOCD and MOL is complete,
it will proceed to the next two stages, namely finalization and enactment.

The Director General of Digital Space Supervision at MOCD said that the draft government
regulation of the PDP Law is still being discussed and is expected to be completed before the
end of 2025.

It is hoped that the draft will include provisions regarding the imposition of sanctions on the
government, as the current sanctions are only aimed at private operators, not the
government.
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What are the most relevant data protection updates?

Modification of Personal Data Protection Law Establishment of the Personal Data Protection Authority

In September 2024, the PDP Law was submitted for review to the Constitutional Court. In this  The establishment of the Personal Data Protection Authority (PDP Authority) is still awaited.

Het DAWgqS I We GG RA¢ Uqllhue Bt qRYUT Waé WWet WY n Wald tdeimpiemdntitiorcotithe® DRRLEAALD date, P HRRAGIHALHY NMad leptbekileStablishdd} fiR Y U t
obligations of personal data controllers and personal data processors and the appointment the time being, the duties of the personal data protection agency are under the Directorate

of officials or officers to carry out personal data protection functiorighe applicant objected General of Digital Space Supervision of MOCD. The presidential regulation on the
qYWag6WWs YI T Wwe UT wWRUW WHYUT WGYRUqALWeE ! Ne RUDN LLERtablishnkeat Rf DA AlithafitiR ist <iilLb¥ihg ldrafté dRakd isneRpeédied bl beecomypldied BetoveR U q
Gl YaUHRqRYUWYNnnRHAD| Wei? A8 IOWNSWIWHY 21 qWwWN! ¢ UqUT20266 JWGUWqRaqRYUAWRGS ¢ UNRUNWMWBE UT wilag VY Wwe UT o YI w4aA L
DEGecUT RUNWaS WWYHGRNecqRYUWqVYWe GGYRUqW? A8t We UT Wt ql 3UNq6 JURUNWHRQRADUY k WG+ YU¢ oW ¢ qc LW
protection. In the Constitutional Court Decision Number 151/PUKIXII/2024 granted the

CGGURACqRYUWEe UT W WGuecHDT WagdWWet DWYNnWq6IWs YI T Wwe UT wWRUW | qRAGUWPOWGE! ¢NI ¢ G6WNWY ™ n Wa6 1JWA ?
sRa6 W6 1Ws YI T+ WweUTl oYl wtOWNGRY Wel qRAGWIWHEE!I | RIt Waé!l DIWHYUT RgRYUt Ws 6 RAG WG + YU¢ O W ¢ q¢ LW
controllers/processors must appoint a DPO, however, with this decision this article is

amended as follows:

A They process personal data for public services (e.g., government agencies);

A They carry out a largecale regular and systematic monitoring of data subjects as part of
their core activities (e.g., online behavior tracking); and/or

A They process large volume of sensitive personal data or data related to criminal

convictions and offenses.
Al J2RYet 0! AWq6 WWA? Alllx ¢ 5 Wet It Waé WWs YI T Wee O wlld ¢ Ut WadcqlicdiWgs! WIWHYUT RagRY Ut What qWHIIWG
qé UWaYWe GGH! NWNSWWRECUNIIt WYNWq6 WWRYUTz2URqQRYULWNI YOG WmbeUI wlgVYWbe Ul oYI WG Je Ut WAGKWWqRUNDWEU! W
of the conditions would trigger the DPO requirement.
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What are the most relevant cybersecurity updates?

Development of the Draft Law on Cybersecurity and Resilience in
Indonesia

In strengthening national security against growing cybercrimes, the House of
Representatives and the government has included the Draft of Law on Cybersecurity and
Resilience as a priority in the 2025 National Legislation Program. The draft was first
introduced in 2019 by the House of Representative. However, the progress on its
development remained minimal. Indonesia currently has two presidential regulations
concerning the matter of cybersecurity: Presidential Regulation No. 47 of 2023 on National
Cybersecurity Strategy and Cyber Crises Management and Presidential Regulation No.
82/2022 on the Protection of Vital Information Infrastructure.

In October 2025, the MOL announced that the government, namely MOL, MOCD and

National Cyber and Crypto AgencBédan Siber dan Sandi Negara (BS¥i8)currently

drafting Draft of Law on Cyber Security and Resilience. The draft will shortly submit to the

cYet DWYNWAUGHE Wt DUgée qR2 1t WYUHDWRqkt WnRUCOGRAUT WnY!l WTYRUqWI WGRAWI ¢qRYUKWW7EE W?21WJGeq! WnYIl WE
Cyber and Crypto stated that the draft is expected to be completed by the end of 2025 since

q6 Rt W I ¢nqWRYt WE WGI RY!I Raq! Ws Rerd Revaldbgrselkiany 2 J1 OG WUkt W ¢ qRYU¢ G W~VT Re @

(Rencana Pembangunan Jangka Menengah NasiqR&JMN) 2025-2029.
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What are the most relevant Al updates?

§21U1 2RUs WY nWf UT YOWt Rekt W | qgRNRARCOWF UqUIGdRNDUIURIVDWARNNDzGEeqY! ! W[I ¢als
and forthcoming presidential regulation

There is a legal framework for the existence®din Indonesia that has been released, which

is the MCI Regulation Number 9 of 2023 on Artificial Intelligence Ethics. There is no other
specific law regulating the development of technology and the various risks that accompany
it, such as disinformation, algorithmic errors, and potential threats to national security. This
could raise a potential concern given the rapid development of Al technology, which
necessitates protection for its users and guidelines for its development process.

Furthermore, to strengthen the enforcement of this regulation, MOCD is on the process of
finalizing the draft of regulations on Al, namely the draft National Al Roadmap, which is
expected to become a presidential regulation in the field of Al. The MOCD aiming to regulate
the roadmap for Al development through presidential regulation, with hope that the
regulation can help align existing policies related to Al use across ministries and other
government institutions. One of the important points to be discussed in the draft is the
security and safety of Al development and use. The MOCD explained that the draft is
expected to be finalized soon.
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What are the most relevant expected developments in data protection, cybersecurity and A

Data protection

In June 2025, the Special Staff to the Minister for Idtestitutional Relations and Strategic
Programs at the MOCD, stated that the implementing regulations for the PDP Law are still in
the process of being finalized, including both the establishment of the PDP supervisory body
and the detailed technical implementation. The regulation for the formation of the
supervisory body is currently being processed at the Ministry of State Apparatus
Empowerment and Bureaucratic Reform, while the technical regulations are being handled
by the MOL. The enactment process of these implementing regulations is still anticipated to
be completed soon.

Plans to establish a PDP Authority are still under discussion. However, in the execution plan,
the PDP Authority will not be under the MOCD, but directly under the president. It is therefore
anticipated that the PDP Authority will be established in the near future to oversee data
protection in Indonesia and help reduce the misuse of personal data. As mandated by the
PDP Law, the PDP Authority should have been established following the end of thgeéao
transition period, which requires all parties to comply with its provisions, including the
obligation to process personal data in accordance with the established principles.

© 2025. For information, contact Deloitte Touche Tohmatsu Limited.

Cybersecurity

With the ongoing process of finalizing draft of Law on Cybersecurity and Resilience, it is
expected that the establishment of a much stronger and more coordinated national cyber
defense framework in Indonesia

By having the draft of Law on Cybersecurity and Resilience as a priority in the 2025 National
XWNRt G¢qRYUWAI YDI ¢cOGAWRqW RNDUcGH WaéldWNY 2131 UG |
and it shows the commitment to strengthening digital security infrastructure.

Al

TheStandard Industrial Classification (Klasifikasi Baku Lapangan Usaha Indonesia JKB.I

a national system that categorizes all types of business activities in Indonesia. The chosen
u7xf WY JW YqUll 6 RUDY WeWwrYAaGeU! K+ WiRAIUL RUNLWI
JGRNDRARGORq! WnYI WRU21Ut qad WUqUWRUAWDUqR2 13t OW + LIF |
may introduce new KBLI classifications to better accommodate and regulatdéoslised

enterprises.

However, in the context of the Al sector, there is no specific KBLI code exclusively for artificial
intelligence, Alrelated activities are generally classified under existing categories such as
software development, data processing, or IT servicg&ferefore, in highlighting the creative
DHYUOUYG! WNI Ys q6 WROWF UT YUt Re A6 Il Ikt We WGa e Ul
emerging sectors such as cybersecurity, artificial intelligence, blockchain, and the internet of
things. From the process of drafting the National Al Roadmap by the MOCD, it is expected to

be a comprehensive, high level regulatory framework for Al in Indonesia.
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What are the most relevant data protection updates?

Annual report of the Italian DPA on personal data protection for 2024  Consentfor marketing purposes must be obtained through a double

In July2025, the Italian Data Protection Authority (DPA) (the Garante per la protezione dei opt-in process

dati personali)published itsannual report on personal data protection for the year 20Zhe _In June 2025, with thBecisionNo. 330 of 4 June 2023he Italian Data Protection Authority
| JGY!| qWwt edac¢cl RAIJt Wa 6 J2024aaaassvhridug sectordlgudh'adlic H aq R 2HRAAR IJd WARAWUGY + I We Wn RUPJWY n Wk TPAMMMWY ULWec UWYUGRUI
public administration, healthcare, research activities, Al, web scraping, marketing, personal data for direct marketing purposes.

12 ek ey, CIEEIE e COIRU TS, CiS: Among other infringements, thBPAfound that the company had not implemented

Some of the most relevant topics addressed by the Italian DPA have been digitalization and adequate technical and organizational measures to ensure lawful processing and valid
Al. Additional areas that have been examined by the DPA have been aggressive consent collection.

e tiNG: PICEESSINg of BIDMEMIC 6ata,and use of healihcare aala. In particular, the complainant stated they had not given consent to receive marketing emails,

The following numbers characterize the work done by the Italian DPA in 2024: while the company relied on subscription logs as proof of consent.

A 835 board decisions (compared to 634 in 2023); The Italian DPA, referring to Article 7 of the GDPR, deemed this evidence insufficient in light
of the principle of accountability, emphasizing that the most reliable way to demonstrate
valid consent is through a double oph process. As a result of the lack of evidence, for the

A 16 reports of facts to the criminal judicial authority (seven in 2023); infringement of the principle of accountability the marketing activities were considered to
have been carried out without valid consent.

A 4,090 complaints replied and 93,877 reports managed:;

A 468 corrective measures and sanctions issued (394 in 2023);

AK=NWERGGRYUWROWNRUWY WHYGGNHUT WeY WA RGGRY U Mﬁ‘ﬂ?@?rﬂ@%’fx@“c't Iega}I obligation to use this mechanism, the.DPA reinforces th_e role
of double optinas best practice and appropriate measure for collecting and documenting

A 2204 data breaches notified to the DPA (2037 in 2023); and consent for the processing of personal data for marketing purposes.

A 130 inspections carried out (144 in 2023). In other words, what matters is that the controller can verify and demonstrate the source of
the data, ensuring that the consent was indeed provided by the data subject through

In the report the Italian DPA has underlined the main obligations on organizations for the procedures such as double opin or possibly with another equivalent measure.

development and use of Al systems. Among such obligations, the DPA underlined the
relevance of assessing the risks and taking mitigation measures, verifying the training data
set and the Al outcomes, storing the event logs for the entire system lifecycle and ensuring
adequate transparency information, including in relation to the logic involved as well as the
envisaged consequences of its use.
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What are the most relevant data protection updates?

fagqcidRcUW?A alWl UWnYGURHAz2t WRY Ot 10 o sanBiond! BrAtaliéinRdgion for excessive retention of metadata in

In acontroversial decisionr Decision No. 114 of 27 February 2025he Italian Data the Workplace

Protection Authority (DPA) challenged the lawfulness of a single consent given for the The Italian DPA sanctioned an Italian region for not complying with Provision No. 243, of
communication for marketing purposes to various thiplarty recipients, processing the data 29 April 2025, which represents an important reminder about the proper handling of
as autonomous data controllers, in relation to various channels. personal data within the digital workplace, balancing security needs with workers' rights,

and affirms that the prolonged retention of metadata constitutes a form of monitoring

In particular, following its investigations, the DPA had found that the data controller was that requires specific authorization.

relying on a single check box to collect consent to communicate the personal data to a large

pool of recipient belonging to very heterogeneous business categories and in relation to a cll JWwel VWgdé w2 A k+ Wt 3! WwnRUT RUNY a

e P MEalg of commuRICAYoN, A Internet browsing logs were stored for 12 months, with the possibility of identifying

Despite confirming the consolidated interpretation of the DPA that a single consent may users by crossreferencing separate data andlthough the region justified this

apply to a variety of recipients, including those identified by business categories, the DPA practice on security grounds, it did not have the legally required authorizatibime

emphasized that the use of overly broad consent formencompassing numerous DPA determined that this retention and processing breached the GDPR and the

recipients and various communication channefsdoes not allow the data subject to express regulations on remote monitoring, and imposed corrective measures including

cwWNWUz ROWWe UT Wn! WUWWARSEYRAHWIWe UT We Ul et YUEAHG! We Bnonymikakad,lddduidtipé of thé retgntidd iperiétTid G diagd atittaBicess Festrictidosy W1 1)
control over the processing of their personal data. A Email metadata was stored for 90 days for technical support and security purposes.

The Italian DPA specified that any consent form must, at a minimum, allow the data subject The region argued that no authorization was necessary for the use of such metadata,

to choose among the different categories (or macoategories) of data recipients and limit but the DPA clarified that prolonged retention of email metadata constitutes a form of

the range of means of communication. Otherwise, tipeocessing would result in anndue remote monitoring and therefore requires procedural safeguards, such as an

RUql et RYUWRUqVY W8 WWRUT R2RT ec¢c ikt WGI R2¢ A! We Ul WhyesrhedtltcalthioRAation Surtheénoiie | a lolditay prokedti¥rnirpact assebswantly 2 131 LU
personal data. (DPIA) was initially missing and was only conducted belatedly.

A Technical support request data (OTRS system) were retained even after the system
was deactivated, without an adequate legal basis or contractual data processing
agreements with suppliers, thereby violating the GDPR. Subsequently, the region
deleted the data and reduced the retention periods in the new system.
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What are the most relevartybersecurity updates?

ACN detailed obligations under the NIS2 Legislative Decree for
essential and important entities

The ltalian National Cybersecurity Agency (ACN) with the Decision No. 164179/2025 has
detailed the basic obligations under thEI1S2 Legislative Decreg.e. Legislative Decree No.
138/2024),including requirements for risk management, incident reporting, and security
measures for essential and important entities, effective from January 2026.

The ACN decision outlines the fundamental security measures that essential and important
entities must implement, including measures regarding security governance, training, risk
analysis and vulnerability management, cryptography, incident management, and supply
chain security, as well as ensuring proper involvement of management bodies.

The resolution contains four different annexes:

A Annex Iconcerns security measures and risk management measures applicable to
important entities;

A Annex Zconcerns security measures and risk management measures applicable to
essential entities;

A Annex 3concerns requirements in relation to significant incidents applicable to important
entities; and

A Annex 4concerns requirements in relation to significant incidents applicable to essential
entities.

Such obligations are gradually going to become applicable, with incident reporting
obligations already applicable from January 2026 whilst security measures obligations and
risk management measures applicable from October 2026.

© 2025. For information, contact Deloitte Touche Tohmatsu Limited.

The CAN further illustrated such obligations in a followimgidelinemeant to explain how to
interpret the various requirements for NIS2 entities.

In consideration of this legal framework, NIS2 entities must conduct a comprehensive gap
analysis, adopt the required security measures as well as the risk management and security
procedures, ensure management oversight and establish procedures to notify incidents.

ACN issued a determination detailing the functioning of the NIS2
platform

With adetermination, the ACN has set the basic guidelines for the registration of the NIS2
entities onto the NIS2 platform of the authority.

The determination requires the designation of a point of contact and of/bersecurity
incident response team@SIRT) representative as well as their possible substitutes.

The point of contacts responsible for the registration process under Article 7 of the NIS
Decree and acts as the official intermediary between the ACN and the NIS entity whilst the
CSIRT representativedesignated by the point of contact through the platformacts as

the operational interface with CSIRT Itali@hus, the CSIRT representative is responsible for
reporting incidents that significantly impact the provision of the services of the NIS2 entity.
The CSIRT representative and any substitutes must possess prexgertise in
cybersecurityand incident management, along with#orough understanding of the
information systems and networks operated by the entity they represent.

In conclusion, such determination is another step towards consolidating the operational
framework established under the NIS Decree in Italy, introducing the mechanisms to ensure
ease of contact between the authority and the NIS2 entities.
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What are the most relevant cybersecurity updates?

DPCM No. 221 of 9 December 2024: Regulation establishing criteria Publication of Legislative Decree No. 23/2025 for the adaptation of

for the application of the safeguard clause the national legislation

On 10 February 20257rime Ministerial Decree (DPCM) No. 221/20%&s published in the In March 2025, the egislative Decree No.2@éntered into force, containing provisions for the
Italian Official Journal, setting out the criteria for applying the safeguard clause under the adaptation of the national legislation to Regulation (EU) 2022/2554, known as the Digital
NIS2 Italian Legislative Decree. Operational Resilience Act (DORA), and to Directive (EU) 2022/2556.

Article 3 sets out the conditions for invoking the safeguard clause, stating that it may be The decree applies to the entities referred to in Article 2 of the DORA which include, among
applied if the requesting entity declares: others, credit institutions, payment institution, investment firms, insurance and reinsurance

undertakings and intermediaries, pension entities, and thipdrty ICT service providers for

A The complete independence of its Ni@lated information and network systems from ; :
the financial sector.

those of linked entities, meaning that the information and network systems of such linked B S o >
BUqRqRIJt W YWUYqWRUWe U! Ws ¢! WHYUq! RHe qlJWa Y WaS6mELbfrtre Dew anBa¥ueR intiddUden hidahé deéttde itluelddt q RUNDWIIUqRq! K + LWt

or A The identification of the competent DORA authorities, such as the Bank of Italy, Consob,
A The complete independence of its Ni@lated activities and services from those of linked IVASS and COVIP;
entities, meaning that the activities of the linked entities and services do not in any way . . - . o .
AYUql RAz qUWqVY Waq6 IWCEIII n Y1 &c¢ UHI Uetded] 13 R2 171 Lﬁ‘vTﬁ‘ %““‘?ﬁq[ﬁfpﬁ"ﬁﬂ%'el gEnY [ﬁﬁoﬁsafﬁm?ﬁlof&z'qﬂﬂ‘c'qeﬁs' based on the entity
operations that suffered them (I.€., the competent authorities mentioned above), including the
P ' CSIRT ltaly established at the ACN; and

In order for the clause to apply, both conditions must be met. An entity that believes it
satisfies these requirements must submit a request for the application of the safeguard
clause during the registration process on the NIS2 digital platform.

A The identification of forms of operational and informational coordination among the
competent DORA authorities through memoranda of understanding, ensuring the timely
and complete sharing of data and information useful for the exercise of their functions.
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What are the most relevamil updates?

National Al law: Safeguarding fundamental rights and defining ARsuwNY201l OauU0qkt W YaWaWNs WWf qé dRe Gwnyz2131l 0a
governance will be updated every two years by the Interministerial Committee for Digital Transition,

On 17 September 2025, Italy became the first country in Europe to adapti@nal Al lavby supported by the Department for Digital Transformation of the Presidency of the Council.

approving Law No. 132/2025, which contains provisions and delegations to the government A Amendments to the criminal code: A new offense concerning the illegal dissemination of
regarding artificial intelligence (Al). content generated or manipulated through artificial intelligence systems was introduced,
establishing that the use of Al in the commission of a crime may constitute an aggravating

The purpose of the law is to promote the correct and responsible use of Al, prioritizing the ;
circumstance.

protection of citizens and ensuring oversight of social and economic risks, as well as the
impact that these new technologies may have on fundamental rights. Furthermore, the law recognizes the following authorities as responsible for overseeing

Below are some of the key points covered by the law. compliance with the above principles:

AAI YVaqUAQRYUWYnWaRUYI t all~RUYI + We 0T 131 Waqé 1JWE D &ﬂ?enﬁgﬁ{ﬂﬁ{ﬁ%wgﬁa& 'H‘i"?ﬁfﬁﬁ'ﬂ)’é‘a}ﬁkﬂi’\fﬁh RP‘?{HT%“%WG%V?F'?E and {fe AeVeRMEN! ¢
. . S of artificial intelligence, as well'as conducting monitoring activities;
prior consent of those holding parental responsibility.

A The National Cybersecurity Agency (ACN), responsible for cybersecurity protection, with

A Alin various key sectors: The use of Al tools in different sectamsluding healthcare, . ol P . o
supervisory duties including inspections and sanctions; and

scientific research, labour, public administration, and judicial activitigsnust respect
fundamental principles, such as transparency, proportionality, security, protection and A The Data Protection Authoritithe Garante per la protezione dei dati personalivhich
confidentiality of personal data, as well as accuracy, fairness, quality, and data retains its powers regarding personal data.

accessibility. Moreover, it is mandatory to provide clear and simple information when

using Al tools no matter the sector.

A Protection of copyright: It is established that works created with the aid of Al tools, may be
protected by copyright if proven that human contribution is creative, significant and
demonstrable.

A Provisions regarding intellectual professions: The use of Al must be instrumental and
supportive of professional activity only, and clients must be informed about the Al
systems used by the professionals.
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What are the most relevant Al updates?

Developer ofan Al chatbot fined by thdtalian DPA Italian DPA fined a municipality for the use of Al cameras

The Italian Data Protection Authority (DPA)g Garante per la protezione dei dati personjali ~ Theltalian Data Protection AuthoritydPA became aware, through news reports, that an
fined a USbased company, developerofanAt 6 ¢ qq HY q WI¢ AA It + RHG I WY Ul R Utdlan nnicipalliy hadudédoied AR ¥aohdigs thipdblic areas to collect data via such
initiated an investigation into the training of the Generative Al model underlying the service. surveillance system, aiming to gather information on traffic and the number and types of
With such decision, the DPA confirmed the regulatory violations previously alleged in vehicles on public roads.

February 2023 when it ordered the block of the processing. The main infringements the DPA

e i i Following an extensive investigation, the DPA found that the measures implemented by the
found in its decision included:

controller, such as the claimed anonymization of the personal data collected, were
A Lack of a valid legal basis for the processing of personal data: The company did not clearly  inadequate.
identify the applicable legal basis for the various processing activities carried out. The
information provided was generic and insufficiently detailed, violating the principle of
granularity, which requires the data controller to clearly specify which legal basis is used
for each purpose and processing operation, avoiding vague, cumulative, or indistinct
formulations;

The DPA emphasized that the processing could not genuinely be considered anonymization.

A Failureto conduct a legitimate interest assessment (LIA): The absence of this analysis ) o 5 ) . 5 ) B
Ul DI GRUINt W6 WW2C¢ORIRq! WYnWadWWGUNEUWHEt Rt WRU2YE DT WnY!l W6 JWa YT WOkt W J2KW0YGGWUgqaALW
constituting a breach of the accountability principje

A The privacy notice provided by the company was not compliant with the transparency and
intelligibility requirements under the GDPR. Specifically, it was available only in English
and contained generic and unclear information regarding the categories of personal data
actually processed, data retention periods, and any transfer of personal data to-fhh
third countries; and

A Lack of effective age verification systems for users: The company had not implemented )
¢l Dhe¢cqUlWgUlASURACOWINHGEEC URY Ot WaqVYW WGREHG! W21 Rn! Wet I+ gk WeNIJt HOLW
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What are the most relevant expected developments in data protection, cybersecurity and A

Italian DPA published inspection plan for the second semester of fqéda! Kkt WOWPs W 2d Wt WYULWgS IWI*GYt 21 L
2025 : : : : . :
Italy is currently discussing the introduction of new rules with regards to the presence of

The Italian Data Protection Authority published itsspection plan for the second semester of minors in video, audio and images on digital platforms, media and on the internet in general
2025 (July 2025 to December 2025). (Bill No. 1166§.
The DPA announced that its activities will be focusing on the following areas: NSWWARGOWRUq! YT e®#IJt WOWs WiRGRaqcecqRYUL We UT WYHG |
A Databreaches that have affected, in recent months, public databases of particular Ly partlcularlyjoe’loyv LIS %4’ Wh'IAe using dlgl’ta[platforms: o )

significance and sensitivity with specific reference to security systems and the AT0WIel URUNY Wae¢T WWA! Wet RUNWaSWIWaRUY! + kK WRGGET

accessibility profiles of the databases themselves; into a blocked account in their name, which they will be able to access only when turning

18 years old.

Dataprocessing operations carried out in the insurance sector to provide fee estimates;
A Uponturning 14, the minor whose image has been used on digital platforms has the right

Widelyused applications for the acquisition and management of whistieblowing reports; to request for all of this content to be removed from the internet and all search engines

A
A
A
A

On data processing operations carried out by local public transport services entities; A Companiesthat wish to employ children under 14 in their commercial content must
Processing operations through biometric recognition systems, used for customer obtain express authorization from the person exercising parental responsibility or the legal
identification processes in banking services; representative of the child, while simultaneously informing the Italian Communications

A In the context of data processing for statistical purposes for scientific research purposes Regulatory Authority (AGCOM) of such employment.
with specific reference to the maintenance of pathology registers;

A The processing of personal data contained in the-salled health dossier; and

A The unlawful processing of data for telemarketing purposes in the energy sector.

It is expected that the DPA will issue decisions relating to these areas and sectors.

© 2025. For information, contact Deloitte Touche Tohmatsu Limited. Cross-jurisdictional data protection, cybersecurity and Al overview 130


https://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/10165144
https://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/10165144
https://www.senato.it/service/PDF/PDFServer/BGT/01421079.pdf

lvory Coas

Contacts

Ursula Dutauziet

Partner, Deloitte Legal Cote d'lvoire

udutauziet@deloitte.fr

Audrey AlleEllo

Senior Manager, Deloitte Legal Cote d'Ivoire

nallo-ello@deloitte.fr

© 2025. For information, contact Deloitte Touche Tohmatsu Limited. Cross-jurisdictional data protection, cybersecurity and Al overview 131



Index

What are the most relevant data protection updates?

Authorizations for the processing of personal data

The Regulatory Authority for Telecommunications/ICTCéte d'lvoire (ARTC#8uthorized the
following decisions allowing companies to process personal data, particularly for video
surveillance, security, human resources management, or crebsrder data transfers as part
of digital or valueadded services.

A ARTCDecision No. 20251249 of the Data Protection Authority of the Republic of Céote
d'lvoire dated 19 June 2025 authorizing the processing of personal data by QATAR
fAl OEW9f WhéRT YW 21 2 0RGGE UHIDK 6
A ARTCI Decision No. 2025236 of the Data Protection Authority of the Republic of Cote

d'lvoire dated 2 May 2025 authorizing the processing of personal data by INVESTECH
SARL (video surveillance);

A ARTCI Décision No. 2025235 of the Data Protection Authority of the Republic of Céote
d'lvoire dated2 May 2025authorizing the processing of personal data Banaya INC
Céte d'lvaire;

A ARTCI Decision No. 2025234 of the Data Protection Authority of the Republic of Cote
d'lvoire dated 2 May 2025 authorizing the processing of personal data by Bureau Veritas
Coéte d'lvoire;

A ARTCI Decision No. 2025224 of the Data Protection Authority of the Republic of Cote
d'lvoire dated 18 February 2025 authorizing the transfer of personal data to BOOZ
TECHNOLOGIES (provision of valadded services);

A ARTCI Decision No. 2025215 of the Data Protection Authority of the Republic of Cote
d'lvoire dated 18 February 2025 authorizing the processing of personal data by FALCON
SECURITY HUB;

A ARTCI Decision No. 2025221 of the Data Protection Authority of the Republic of Cote
d'lvoire dated 18 February 2025 authorizing the transfer of personal data to Germany
LONACI (Digital Ocean);
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A ARTCI Decision No. 2025218 of the Data Protection Authority of the Republic of Céte
d'lvoire dated 18 February 2025 authorizing the transfer of personal data to South
Africa LONACI (AMAZONynd

A ARTCI Decision No. 2025216 of the Data Protection Authority of the Republic of Céte
d'lvoire dated 18 February 2025 authorizing the processing of personal data by Mota
Engil Cote d'lvoire.

}Narnings and formal notices for noncompliance with data protection
aw

ARTCI has taken the following decisions:

A ARTCI Decision No. 2025233 of the Protection Authority of the Republic of Céte d'Ivoire
dated 2 May 2025 issuing a warning and formal notice to the social welfare institution
Caisse Générale des Agents de I'Etat ({FRSRAE) regarding the protection of personal
data (San Pedro Agency); and

A ARTCI Decision No. 2025232 of the Protection Authority of the Republic of Céte d'Ivoire
dated 2 May 2025 issuing a warning and formal notice to the Directorate General of the
Treasury and Public Accounting regarding the protection of personal data (Abengourou
Agency).

Warnings against unlawful use of biometric data (without prior
authorization)

Refusal of authorization for biometric tim&acking system using facial recognition.
ARTCI has taken the following decision:

A ARTCI Decision No. 2025213 of the Data Protection Authority of the Republic of Cote
d'lvoire dated 18 February 2025 refusing the processing of personal data by G4S SECURE
SOLUTIONS.
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What are the most relevartybersecurity updates?

Creation of the National Agency for Information System Security

The Ministry of Digital Transition and Digitalization announced the creation of the National
Agency for Information Systems Security (ANSSI), a new national body dedicated to
cybersecurity in Cote d'lvoire.

Adopted by the Council of Ministers on 30 October 2024, this decree aims to strengthen the
security of information systems in the country. From now on, a single structure will be
responsible for the coordination, protection and crisis management of cybersecurity,
covering both critical infrastructure and public and private information systems.

The missions of ANSSI are:

A Implementation of cybersecurity action plans;

A Coordination of critical infrastructure protection efforts;
A Monitoring, detection, and response to incidents; and

A Management of prevention and protection processes for information systems.

2024 Report on Cybercrime (published by ANSSI)

On 22 May 2025, during the first edition of the Digital Law Days (Journées du Droit )
20l RhuelDWbis? bbAWg6WW ¢qRYUCOW NUIUHA! Wn Yl Wf |
(ANSSICI) presented two key documents:

ANSUW=MZNWANGY!I quyYUWg6 W q¢ qlWYnwWwo! HIJI A#I RG I
A ThePractical Guide to Securing Information Systems egal Aspects.

Organized by the Ministry of Digital Transition and Digitalization, the event was held under the
qéliWalWllbxe¢s WeUI W?RNRaéecGWnY! W Gdall7eROI RUNDWNI

The report highlights a significant increase in cybercrime cases, rising from 8,132 incidents in
2023 t0 12,100 in 2024.
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dedicated to the protection and resilience of national information systems.
The ANSSI officially launched its digital operations on 11 February 2025.

ANSSI has taken over functions that were previously the responsibility of ARTCI, including
security audits, incident management and the issuing of electronic certificates.
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What are the most relevamil updates?

National Al Strategy: An ambitious roadmap

The Ivorian government unveiled its National Artificial Intelligence Strategy 20822F during
the Atrtificial Intelligence Days (JIA 2025) held in Abidjan frorR20ebruary 2025.

This event, organized by the International Council of Artificial Intelligence (CONIIA) and
Human Al, in partnership with the Ministry of Digital Transition, aims to position Al as a
catalyst for transformation in Céte d'lvoire.

Discussions focused on the integration of Al into various sectors such as:
A Health;

A Education;

A Agriculture; and

A Media.

Al in the service of education: A balance to preserve

During the International Day of Education celebrated by UNESCO in New York on 24 January
2025, the Minister of National Education and Literacy, Mariatou Koné, reaffirmed the Ivorian

NY211 UGWUqkt WHYGAGRqUUUqWqYWiW2l1 ¢nrRONW

education system. She emphasized that Al should never dictate educational choices nor
standardize thinking, in accordance with the recommendations of the General Assembly on

National Education and Literacy (EGENA).
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Demystification and training: Concrete actions

The 2025 Al Days (JIA 2025) provided a platform for exchange, training, and collaboration

among the public and private sectors, academia, and civil society.

NS IUWGe RUWLWYATUHRqR2JWs ¢t WY Wbl WG!t qRN! W f AwlWG]
tailored to Ivorian realities. Training workshops, conferences, and mentoring sessions were
organized for various audiences, thereby strengthening the human skills needed for Al to

become a true driver of development.

Al and public services: A revolution underway

The panels at JIA 2025 addressed the impact of artificial intelligence on improving public

P 2REDY WRUW9 ZqUWN kf 2YRI DAWGe ! qRHAz2G el 0! WR U W
explore how Al can be used to optimize resource management, enhance the quality of

services, and ensure equitable access for all citizens.

The National Artificial Intelligence Strategy for 2030

Developed by the Ministry of Digital Transition and Digitalization in collaboration with the

arl it aimst 4nclusive, ethical, and res ible-artificial intellige major
hERERAAI Ak EUh i n ot R v e LS AR e R

https://telecom.gouv.ci/new/uploads/publications/174196670372.pdf
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What are the most relevant expected developments in data protection, cybersecurity and A

Data protection

To date, ARTCI has not yet formally expressed its position regarding the development
prospects related to the strengthening of the legal and institutional framework for the
protection of personal data.

Cybersecurity

The fifth edition of the Cyber Africa Forum 2025 will be held betweer284une 2025, in
Cotonou, Benin.

This event brings together decisiemakers and senior leaders from the digital sector in
Africa.

The general commissioner announced that the tvaay program will feature panels, keynote
speeches, masterclasses, and competitions, including the Hacker Lab.

© 2025. For information, contact Deloitte Touche Tohmatsu Limited.

Al
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intelligence, based on the principles of digital sovereignty, ethics, and inclusion.
This strategic framework is built around three pillars: investment, inclusion, and governance,

and aims to regulate the use of Al in key economic sectors while safeguarding fundamental
rights.

The formulation of this public policy involved a multisectoral consultative process, engaging
government bodies, the private sector, civil society, and academic institutions.

This strategic framework is reinforced by the national artificial intelligence strategy for 2030,
whose mission is to promote inclusive technological, economic, and social transformation,
while preserving and promoting Ivorian cultural identity.
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Index

What are the most relevant data protection updates?

Amendment to the Management Guidelines for Trade Secrets A governmental alert to prevent from leak of personal data

The Unfair Competition Prevention Act provides civil remedies including injunctions and Personal Information Protection Commission Issuexh alert to prevent from leak of personal

damages against acts of the wrongful acquisition, use and disclosure of trade secrets data caused by unauthorized computer accegthe Alert) on 11 December 2024, suggesting
that businesses handling personal information address to establish necessary security

The Management Guidelines for Trade Sedithe Guidelines) address the definitions and
other details of trade secrets including requirements for protection under the Unfair
Competition Prevention Act. Under the Article 23 of the Act on the Protection of Personal Information, businesses
handling personal information shall take the necessary and appropriate measures for
managing the security of personal data including preventing the leaking, loss or damage of
the personal data they handle.

measures.

The Guidelines were revised in March 2025 to further clarify the criteria for management of
trade secrets based on the innovation, the changes in work styles and the accumulation of
relevant court precedents in Japan and overseas.

The Alert provides eight categories of incidents that personal data was leaked from

businesses handling personal information and reminded businesses handling personal

A To clarify the concept regarding the subjects of confidentiality management measures; information to take the necessary and appropriate measures for managing the security of
ARYIW Wet YOEHG! WHIcHE Rt Wl WNel T RUN W6 Wi 1301 PHIPIEYARRNAG 6 B HesRCdsd S wiec Oe nwaulaqWa et 21 10t w6
The eightategories which the Alert provides are:

The main points of the revision are;

A To include specific examples of confidentiality management measures when using
external cloud services and the utilization of Generative Al; A Cases where vulnerabilities were left unaddressed:;

A To add that the requirement of usefulness is satisfied as long as the information is utilized A Cases of delayed response to vulnerabilities;
in the business activities of the companies, regardless of the awareness of the third . o
) ; . A Cases of unauthorized logins;

person who obtained the information;
A To clarify that even if trade secrets are published on the dark web as a result of hacking or A Casei targetln? group comp:smle§ or overseas”offlcesi ) o B )
Yq6 1l WerqRYUL WAH! WadbRI T WGE! qRIJE Aldg 6 I W e RIAICaskS of inbddds Yate AiGesd-conRd# dmond {rouy sompabid WU Y q WO HEIIE ¢ | R

immediately; and A Cases of data leaks involving information stored in personal areas;

A To explain that if trade secrets can be extracted from product itself by reverse engineering,
whether or not the trade secrets are publicly known depends on the difficulty of
extraction. A Cases of data leaks from cloud services in use.

A cCases of inadequate oversight of group companies; and
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What are the most relevant data protection updates?

A governmental alert regarding use of Generative Al service

The Personal Information Protection Commission issued an alert on 2 June 2024 (the Alert)
concerning the use of Generative Al services. The Alert provides guidance on the handling of
personal information when using Generative Al services by personal information handling
businesses and administrative agencies.

The alert notes following two points:

A A business handling personal information must adequately ensure that the use is within
the scope necessary to achieve the specified purposes of use for that personal
information when it inputs prompts containing personal information into Generative Al
services.

A A business handling personal information must thoroughly ensure that the provider of the
Generative Al service does not use the personal data for machine learning or any other
such purposes when it inputs prompts containing personal data into Generative Al
services without obtaining the prior consent of the individual, and such personal data may
be used for purposes other than generating responses to those prompts.
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What are the most relevant cybersecurity updates?

Enactment of the Act for Preventing Damage from Unauthorized Guidelines for Cybersecurity in the Financial Sector
Activities Directed at Critical Computers (the Cyber Response § OWNWS Ha VAL WEMENSWa6 1IW[ RO GRiRioes WE DI 2 REUW NI

Capacity Enhancement Act) Cybersecurity in the Financial Secterlllbi gy 6 W] 2 RT Wad RUWY b 1O

The Cyber Response Capacity Enhancement {thie Act) was enacted on 16 May 2025, the The Guidelines target financial institutions etc. and suggest that they adopt the substantial

purpose of WhiCh. s to preyent P'ar.“age caused by un.authorized GO direpted @l . and effective cybersecurity systems from the viewpoint of the soundness and
computers of national entities, in light of the growing importance of ensuring cybersecurity appropriateness of their business operations

for such computerst whose compromise could threaten national and public safety or have a
significant impact on the lives of citizens and economic activities. Under the Guidelines, financial institutions and related entities are required to take the

The Act mainly stipulates the following three points: following actions to establish substantial and effective cybersecurity systems:

A Strengthening governmenprivate collaboration: Improve information sharing with the A To establish the cybersecurity systems;

government in the event that essential infrastructure service providers are cyberattacked, A To identify cybersecurity risks;
information sharing from the government to private businesses, and assistance in .
A To defend from cyberattacks;

countermeasures.
A Use of communications information: Use and analysis of communications information to A To detect cyberattacks;
understand the actual situation of cyberattacks against Japan. These shall be checked by A To address and recover from cyber incidents; and
an independent agency. The secrecy of communications shall be carefully considered in

designing these procedures. A To manage thireparty risks.

A Provision of analysis and vulnerability information, etc.: To ensure cybersecurity, the
Prime Minister shall organize and analyze the acquired information, including information
related to incident reports, etc. by essential infrastructure service providers, and provide
the information to administrative agencies that should conduct access and detoxification
and other relevant administrative agencies. In addition, the Prime Minister may, when
necessary, provide analyzed information to foreign governments, etc., and the competent
minister for the business may, when necessary, provide the analyzed information to
essential infrastructure service providers.

The main part of the Act will come into effect within a period not exceeding one year and six
months from the date of promulgation (23 May 2025).
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What are the most relevant cybersecurity updates?

Guidelines for ensuring information security in critical infrastructure

The Ministry of Land, Infrastructure, Transport and Tourism published or revised the following
cybersecurity guidelines for various critical infrastructure. These guidelines target

businesses that operate critical infrastructure designated under the Basic Act on
Cybersecurity and provide recommended measures for such businesses to refer to when
implementing security measures.

A Safety Guidelines for Ensuring Information Security in the Aviation S€&evised on 25
April 2024);

A Safety Guidelines for Ensuring Information Security in the Airport Se@®ewvised on 25
April 2024);

A Safety Guidelines for Ensuring Information Security in the Railway S¢Revised on 18
April 2024);

A Safety Guidelines for Ensuring Information Security in the Water Supply SéReleased
on 5 March 2025);

A Safety Guidelines for Ensuring Information Security in the Logistics Sector (Truck
Transportation(Released on 18 April 2024);

A Safety Guidelines for Ensuring Information Security in the Logistics Sector (Warehousing)
(Released on 18 April 2024);

A Safety Guidelines for Ensuring Information Security in the Logistics Sector (Vessel
Operations)(Released on 26 April 2024);

A Safety Guidelines for Ensuring Information Security in the Port Se®evised on 28
March 2025).

© 2025. For information, contact Deloitte Touche Tohmatsu Limited.

Amendment to the Basic Act on Cybersecurity
The anendment tothe Basic Act on Cybersecurityas come into effect since July 2025.

This amendment imposes information system providers to endeavor to support information
system users so that the information system users can secure cybersecurity.
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Index

What are the most relevant Al updates?

The Act on Promotion of Research and Development, and Utilization Al Guidelines for Business Verl.1

of Atrelated TeChnOIOgy In November 2024, the Ministry of Internal Affairs and Communications (MIC) and the |
The Act on Promotion of Research and Development, and Utilization g&kted Technology ~RURt gl ' WIYnWERYUY &”! AWNIT ¢ TAGUTdiesfor Busizdssa | ! Wbl ~ E |
(the Al Act) was enacted on 28 May 2025, and fully came into effect on 1 September 2025. Verl.0OMw e Ul Waé WUAWRULW-~ ¢ IAHGIHEEMS® Buklopés 1V erdla s 6 R1LLG

The Al Act was the first statute in Japan that regulates the Al systems. The purpose of the Al Verl.1 updates). ) o ) ) ; B
M UR| WaYWGI VaYqWROOY2caRYOUs 6RTLWARARNEC aRYDU RS A T 46 & MO R GG SR G bR amY 41510
develop the national economy. ! . ; . . .
which aim to actively and cooperatively develop a framework that achieves both promotion
The Al Act imposes on the Japanese government; of innovation and reduction of risks across the lifecycle through mutual cooperation among

interested parties in implementing the common guiding principles, important matters for

A To promote research and development, and the expansion and share of facilities and ;
each Al business actor, and Al governance.

data;
The most part of these updates are merely minor revision, such as adding references or
footnotes. However, the Verl.1l updates also contains important revision regarding bias. For
A To participate in formulating international norms; RUt qc¢ URNDAWqE1IJWE Il NIONLWe GT ¢ qJt WGI Y2RT JWe UWII+ ¢
that sensitive attributes such as race or gender are inferred from related information even
when they are removed from the data, or where biases arise from the combination of
A To collect information, investigating cases where human rights and interests are infringed; multiple attributes.

and

A To ensure human resources, and to promote education;

A To establish guidelines in accordance with the international norms;

In addition, Al Guidelines for Business Appendix, which is an appendix for the Al Guidelines
A To give guidance, advice and announcement to business operators and citizens. for Business, was also updated®( Guidelines for Business Appendix Ver)..This update
added some examples of efforts for the Al governance, which business operators can refer

In addition, under the Al Act, business operators have responsibility (not a duty to endeavor) when they address the Al governance

to cooperate with measures implemented by the governmemtd related authoritiesThe
| 3¢t YOWnY!I WRGGYt RUNWa6WWHz2t RUH T WYGWI ¢qVYl t WeWml W GYUt RARGR! AwWUOY qWe Wl 2q! WgYWIOT 3¢ 2 VI
that the business operators are in a closer position to Al users and engage in actions that

have greater impacts on Al users.
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What are the most relevant Al updates?

Checklist and Guidance regarding Al and Copyright Guidebook for the Utilization of Generative Al in Content Creation
NWUR! Wn VYl W9 2 0 qehedk@tlhhd mindaie rdd@rHinG 2 IRMdICbpiirHllbl g 6 13 UMinistry of Economy, Trade and Industryblished the Guidebook for the Utilization of
Checklist and Guidance) on 31 July 2024. Generative Al in Content Creatiqithe Guidebook) in July 2024, which introduces, to

members of the industries involved in content creation, cases of Generative Al utilization in
the game, animation, and advertising sectors, as well as points of caution and
Rter gasures for each usage scenario. It presents directions for the appropriate use of
enerative Al in content creation, with careful consideration for the protection of intellectual
property rights and other relevant interests. The Guidebook can be used for planning and
The Checklist and Guidance consist of two parts: considering content creation utilizing Generative Al, selecting Generative Al services to use,
conducting legal checks, and drafting internal guidelines regarding the use of Generative Al.

The Checklist and Guidance introduces recommended measures for reducing risks arising

from the relationship between copyright and Generative Al, as well as for protecting and

D+ #Rt RUNWY UWK t WY s UthiunBebstanptintidifctaphliGthe¥e2 RT 131 We U
measures from the perspectives of each of various stakeholders involved with Generative Al.

A Measures useful for reducing risks associated with the development, provision, and use
of Al, primarily intended for those who develop and provide systems or services The Guidebook mainly consists of three parts:
incorporating Generative Al, as well as for those who use Al systems or services in A Introduction:

business or nonbusiness settings; and ’

A Explanations for copyright holders and other rights holders under copyright law, A Use Cases of Generative Al; and
addressing topics such as how their works may be used in relation to Generative Al, what A Key Considerations and Countermeasures for Each Application Scenario of Generative Al.

counemezrescan b e agelnl ingemerts endwhatactorscanbe elenes g oy bt Wo 01 AT W1 SaRY I We T WS Ve Ugl G ol Bl
f BWGE!l qWRAYUQqc¢ RUt WbIRb WE UqRARGE qJI Wet JWHEEH 131 |

compensation. . . . ) . . ;
scenarios and key considerations in each industand (iii) key considerations and
The Checklist and Guidance provide measures useful for mitigating risks arising from the countermeasures, which explains key considerations and countermeasures from the view of
relationship between copyright and Generative Al, organized according to four stakeholder copyright, trademark and design, publicity right, human voice, and others.

categories, Al developer, Al provider, Al business user, and common users.

It also notes that the risk mitigation measures for each stakeholder do not mean that
stakeholders will immediately incur legal liability if they do not implement all of these
measures as described, nor do they guarantee exemption from legal liability simply by
implementing all of them.
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What are the most relevant Al updates?

Guidelines for the Utilization of Medical Digital Data in Al Research
and Development

Ministry of Health, Labor and Welfare providéd: Guidelines for the Utilization of Medical
Digital Data in Al Research and Developmdthie Guidelines) in September 2024. The
Guidelines consider a case where medical institutions, academic research organizations,
and private companies engage in product development utilizing medical information held by
medical institutions through joint research. They clarify the appropriate legal basis for the
use of medical information according to the stage of research and development, and provide
procedures for the creation and management of pseudonymized data, taking into account
the characteristics of medical information. The Guidelines consists of the following contents:

A The utilization of medical data and its legal basis;
A Pseudonymized data and its joint use;

A Procedures for creating pseudonymized data taking into account the characteristics of
medical information;

A Specific procedures for creating pseudonymized data according to the type of medical
information; and

A The research and development cycle of medical devices and the positioning of various
legal bases.
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What are the most relevant expected developments in data protection, cybersecurity and A

Amendments to Act on the Protection of Personal Information based
on Every Thre&ear Review Process

Whenthe Act on the Protection of Personal Informatiwas revised in 2020, it was decided
that it would be reviewed every three years.

In November 2023, the Personal Information Protection Commission (PPC) began
considering the threeyear review, and in June 2024, it published amt&rim Repori" After
qéc¢cqAWRUW? WHIIG A ABME MALAVAS0H old fhdJTcidnidd REview of
the Act on the Protection of Personal Informatigrillbi ) 6 WA DG Y1 qb 1O

The Report consists of following two discussion points;

A Administrative Monetary Penalty: The Report proposes to limit the scope of orders for
administrative monetary penalty based on following requirements:

A Limiting to acts in violation of important regulations;

A Limiting to the case where a personal information handling business operator fails to
exercise reasonable care to prevent violations;

A Limiting to the case where an individual's rights and interests have been, or likely to be
infringed; and
A Limiting to largescale violation.
A System for Injunctions and Damage Recovery by Organizations: The Report proposes to
authorize qualified consumer organizations (defined in the Article 2, Section 4 of the Act

on the Protection of Personal Information) to seek injunctions under the Act on the
Protection of Personal Information as their own legal right.

The bill reflected above two points is expected to be submitted to the National Diet in this
Fall.
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Guidelines on Ensuring Compliance under the Al Act

Guidelines on Ensuring Compliance (the Guidelines) under the Al Act will be expected to be
formulated around the beginning of 2026. A draft of the Guidelines will be discussed by the Al
Strategic Headquarter and will be reported at a meeting of the Al Strategic Headquarter
withing this year.

The Al Strategic Headquarter was established on 1 September 2025, based on Article 19 of
the Al Act, and held the first meeting on 12 September 2025. The Al Strategy Headquarters, of
which the Prime Minister is a chairman according to the Article 22, Section 1 of the Al Act, is
responsible for drafting and promoting the implementation of the Al basic plan, as well as
planning and formulating policies critical for the promotion of R&D, and utilization ef Al

related technologies according to the Article 20 of the Al Act. It will discuss the Guidelines,

an Al basic plan, and others from now on.

The following policies to draftie guidelines on ensuring compliancgnder the Al Act have
been discussed in the Al Strategic Headquarter:

A To establish an environment in which businesses and citizens can trust and effectively
utilize Al,

A With reference to international norms on Al, such as the outcome documents of the
Hiroshima Al Process and the OECD Al Principles, to formulate guidelines to set forth
approaches for the proper research, development, and utilization of Al; and

A To flexibly revise the guidelines in response to advancements in Al technology and
changes in associated risks.
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What are the most relevant data protection updates?
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related to the following matters:
Data Protection Authority (CNPD) guidance

A Data subject rights Detailed guides are published on how companies should handle
requests from individuals regarding access, rectification, erasure and data portability.

A Sensitive data: Guidelines are developed on handling sensitive personal data, including
practical examples.

A Security measures: The CNPD issues recommendations on implementing appropriate
technical and organizational measures to protect personal data, including the use of
encryption, pseudonymization, and access management.

A Trainings and conferencesThe CNPD regularly offers trainings and conferences on data
protection.

High-profile fines:

A Financial sanctions: The CNPD keeps imposing significant fines, some amounting to
millions of euros, on companies not complying with GDPR requirements, such as
lacking a legal basis for data processing and violating data minimization principles.

A Transparency: Publication of decisions and fines to encourage all companies to
strengthen theircompliance efforts and highlight the importance of adhering to data
protection regulations.

© 2025. For information, contact Deloitte Touche Tohmatsu Limited.

A Finance: Specific directives are issued for the financial sector regarding the protection of
client data, anttmoney laundering measures, and transparency of information.

A Healthcare: For the healthcare sector, recommendations are provided on managing
electronic medical records, patient confidentiality, and security protocols.

A Telecommunications:Guidelines exist to manage subscriber data, including data
retention, protection against breaches, and user consent for marketing purposes.

Cross-jurisdictional data protection, cybersecurity and Al overview 146



Index

What are the most relevant Al updates?

The European Union Artificial Intelligence Act: At the national level, Draft Law No. 8476 was issued on 23 December 2024, to implement
Regulation (EU) 2024/1689 of the European Parliament and of the Council of 13 June 2024 e Bigians € s gl el L g [eey: Tme sl lany diousepal
laying down harmonized rules on artificial intelligence (tA&Ac) entered into force on 2 A The designation of the competent authorities;

August 2024, and the first provisions became applicable in February 2025. A Measures to support Al innovation:;

The Al Act is the firstver comprehensive legal framework on Al worldwide. Pié\ct sets

out a clear set of riskbased rules for Al developers and deployers regarding specific uses of
Al. The Al Act defines four levels of risk for Al systems: (i) minimal risk, (ii) limited risk, (iii) high A The definition of sanctions and redress mechanisms.
risk, and (iv) unacceptable risk.

A Facilitating cooperation between stakeholders; and

In order to ensure an effective and consistent implementation of the Al Act, the draft law
The implementation of the provisions of the Al Act is gradual in all EU member states, but foresees a significant expansion of the tasks of the Luxembourg National Commission for
certain provisions have already been applicable: Data Protection CNPD). Notably, the CNPD would have the following roles: (i) notified body,
Since 2 February 2025: (i) default market surveillance authority, (iii) establishment of a regulatory sandbox, (iv)

single point of contact, and (v) fundamental rights authority.
A Banning certain Al practices deemed unacceptable (e.g., social scoring or subliminal
cognitive manipulation) and

o ™1 \ y . |
A The requirement for Al systems to be mastered by the operator concerned on 23 X ?’ *A | u H Yi?' | D Kt W f q I ¢ q \J r:) tall
December 2024, Draft Law No. 8476 was issued to implement key provisions ofthe AlIAct A Az HI Rt 6 JT WRUW~¢! W=M=ZPAlWxa*WGAY2l Dkt W f W ql

into Luxembourg law. at accelerating the digital sovereignty of the Grand Duch by 2030.
Since 2 August 2025: A Luxembourg seeks to demonstrate how Al can benefit its citizens and businesses,
achieve its ecological ambitions and share its experiences in the spirit of international

A Transparency obligation for generative or interactive Al systems (which implies, for
example, an explicit mention when a user interacts with an Al);
. . . A To achieve this, Luxembourg is committed to creating a trusted Al ecosystem that is
A Requirements for conformity assessment bodies; ; . L ) ; .
coherent, inclusive and collaborative, involving the private, public and research sectors.

cooperation.

A Criteria for the assessment of generglurpose Al models and their qualification A

according to the level of risk: and A thriving and constructive Al ecosystem incorporates the following: (i) hurmantered

Al, (ii) effective and proactive public administration, (iii) strengthened competitiveness of
A Possibility for providers of Al models to adopt a voluntary code of conduct (Chapter V of businesses, and (iv) worl¢lass research that draws and develops talents.
the Regulation.
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What are the most relevant expected developments in data protection, cybersecurity and A

Dataprotection
By judgment dated 18 March 2025, the administrative court of Luxembourg dismissed the

appeal filed by Amazon Europe Core S.ar.l. against the decision of 15 July 2021 of the CNPD,

which had imposed an administrative fine 746 million, ordered corrective measures
under a daily penalty af746,000, and required publication of the decision.

NS IJWHY 2| qlle G dintlinds tHat Artbidod EukopeiCordIS.ar.l., in processing
personal data for interesbased advertising purposes, had infringed Articles 6,-12 and 21
of the GDPR. The violations related to the absence of a lawful basis for processing, failure to

Cybersecurity
Launch of the Luxembourg Cybersecurity Factory

A fourengine powered factory (Data Space, Al Hub, Open Source Communities, Quantum

Lab) aiming at building anpen cybersecurity data economlgy fosteringopen and trusted

H!I Al WRYGGYUL IOWNG6 R WnGé Nt 6RGWGT YTUHqWRY WGE | «
and relies on the following three pillars:

A Develop Al models to increase effectiveness in gathering and contextualizing of threat

GUNalal ¢ Ut Gel WOH! WEUOT WRUNYI de qrRYOUWYAGRNE qrY OMEENFCUe mo it wynwi ¢qewt 2 ATURGH & W RNG aqt WY n We H

rectification, erasure, and objection.

The courtfurther noted that Amazon had failed to implement the required corrective
measures to comply with the GDPR. It nevertheless granted suspensive effect to the appeal
for the duration of the appeal proceedings.

The judgment of 18 March 2025, may be appealed before the administrative court.

© 2025. For information, contact Deloitte Touche Tohmatsu Limited.

A Strengthening governance, risk management and compliance by and related to the
adoption of Al technologies (also for SMEs); and

A Managing and testing inherent vulnerabilities of Al systems and helping the private sector
to mitigate the quantum threat.

x2 Wi HAHYe2l Nkt ideniooratiihly oybecseptlity! LU

Luxembourg is taking major steps to strengthen its cybersecurity ecosystem, particularly for
SMEs, which make up over 95% of the EU economy but often lack access to affordable

Gl YqUHqRYUWqYVYdt tOWNSsWWRY2Uql ! Kkt WnidenNt 6RGWRUI
Infrastructure and Services (IPCEIIS) is the CLAUSEN project (CLoud and dAta SecUrity

| JEYe !l HUWHRE qlll 6 AW 3t RNUOUJT WV WHI DeqlWEz2] YGIJI

The initiative focuses on three priorities:

A Arpowered threat intelligenceqz | URUDWI ¢35 WI ¢ q¢ WRUqVYWeHaqRYUC
5WEq6 W W WGY! qf wWaVYW ql BOUNq6R0Wle qRYUE G LW 13

A Support for SMEs providing affordable, Abased governance, risk, and compliance tools
to help smaller firms manage cyber risks.

A Emerging tech risks preparing for Al vulnerabilities and the quantum threat by promoting
post-quantum cryptography and testing frameworks.
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What are the most relevant data protection updates?

Amendments to the Malaysian Personal Data Protection Law
In July 2024, th&ersonal Data Protection (Amendment) Act 20PAmendment Ac} was

Key amendments to the definitions
ARSUW UnRURqRYUWY nWmt WOt RqR2IDWGWI + YUceOWI ¢ q¢

Gett DT WA! WAYqO6W~¢cdée!t Rekt WeYet DWYnNWAIRG!H 3t U q cefpB® &hly pecsdhdl daka IdeBudting frabttedhnidHl ddogdddmg ndlatingAovthe prydidalt + 13 U

on 9 October 2024. The Amendment Act introduces significant changes to the Personal Data

physiological or behavioral characteristics of a person. Thus, the processing of biometric

Protection Act 2010PDPA Ws Rq 6 Waq é WIWe Ra WY nwt ql 3UNqg6 13URUDN W~ data és subjéctia thelsbEd tonditithé dppli¢ablenta thié processing of sensitive personal

protection framework and aligning it more closely with international standards.

The changes introduced by the Amendment Act came into force in three phrases, effective
from 1 January 2025, 1 April 2025 and 1 June 2025, respectively.

Salient changes effective from 1 January 2025

The revisions that came into operation on 1 January 2025 relate to ancillary provisions of the
PDPA, namely certain references to the commissioner in the Malay language version of the
PDPA, the powers of the commissioner to open and maintain bank accounts, and the service
of notices or other documents under the PDPA by electronic means.

The following transitional provisions also took effect on the same date:

A Any order, directions, circular or notice or code of practice issued by the commissioner
before the commencement of the Amendment Act remains valid; and

A Any investigation, trial, proceedings or action pending before the coming into operation of
the Amendment Act will be continued in accordance with the provisions of the PDPA as if
it had not been amended by the Amendment Act.

Salient changes effective from 1 April 2025
Alignment of terminology
A WOYgqecAGWWH6cUNWWe UT U1 Wad 1JW

data (e.g., with the explicit consent of the data subject);

ARSUW UnRURqRYUWY nWml ¢cqellt e ATUHgwWRY WUeI 1 Ys
words, the PDPA does not apply to any personal data of deceased individuals.

Increased penalties for noncompliance

A The maximum criminal penalties for breach of the seven personal data protection
principles have been increased, with fines not exceeding MYR 1 million (previously MYR
300,000) and imprisonment for a term not exceeding three years (previously two years), or
both.

Enhanced accountability for data processors

A Data processors now have a direct obligation to comply with the Security Principle under
the PDPA when processing personal data on behalf of a data controller. Failure to do so
may, upon conviction, result in criminal penalties of a fine not exceeding MYR 1 million,
imprisonment for a term not exceeding three years, or both.

Data controller forum

A The Commissioner has enhanced powers to designate not only a body but also a data
controller as a data controller forum in respect of a specific class of data controllers for
the purposes of the PDPA.

GUUT GU0qW HqWRt W W 2 Ht qRge qRYUWY n W6 WWa ! Wl ¢ qc Wet Ul wll

sRa6 Wl ¢cqeWAYUq!l YOGWUl wWROWaq8 WWA?2A AWl WndWAqRUNW~¢dc! t Rkt WINNY! qWagYWe dRNDUWRat W ¢ q¢ WG

framework with internationally recognized terminology.

© 2025. For information, contact Deloitte Touche Tohmatsu Limited.
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What are the most relevant data protection updates?

Amendments to the Malaysian Personal Data Protection Law (cont.)
Cross-border personal data transfers

A Previously, a data controller could not transfer any personal data outside Malaysia unless
to a place notified by the minister by publication in the Gazette, or where any of the
conditions specified under Section 129(3) of the PDPA is met. Ultimately, no whitelisted
countries were gazetted.

A The Amendment Act removes the previous whitelist regime, and now permits a data
controller to transfer personal data to any place outside Malaysia if:

A There is in that place in force any law which is substantially similar to the PDPA; or

A That place ensures an adequate level of protection in relation to the processing of
personal data which is at least equivalent to the level of protection afforded by the
PDPA.

A The Amendment Act also removes the previously permitted condition under Section
129(3) of the PDPA that allowed the transfer of personal data outside Malaysia where
such transfer was necessary to protect the vital interests of the data subject.

A On29 April 2025, the commissioner issued theersonal Data Protection Guideline on
Cross-Border Personal Data Transf€BPDT Guideling which sets out the requirements
to be met for compliance with the conditions for crogsorder personal data transfers as
specified under Section 129 of the PDPA.

A Notably, the CBPDT Guideline provides that in determining whether the receiving
jurisdiction has laws substantially similar to the PDPA or affords an adequate level or at
least equivalent level of protection as the PDPA, data controllers may conduct a transfer
impact assessment TIA. The minimum factors to be considered will differ depending on
whether the assessment aims to determine the similarity of laws or the adequacy of
protection in the receiving jurisdiction.

© 2025. For information, contact Deloitte Touche Tohmatsu Limited.

A The results of the TIA remain valid for a maximum of three years, after which the data

controller would need to conduct a followup TIA. The data controller would need to
conduct a review of any changes to the relevant personal data protection laws during the
validity of the TIA to determine whether such laws are still substantially similar or afford
adequate protection equivalent to the PDPA.

Salient changes effective from 1 June 2025
Appointment of Data Protection Officer

A Based on thePersonal Data Protection Guideline on the Appointment of Data Protection

Officer (DPO Guideling and theCircular of Personal Data Protection Commissioner No.
2/2025 (Appointment of Data Protection Officer), data controllers and data processors
are required to appoint a DPO if their processing of personal data involves:

A Personal data exceeding 20,000 data subjects;

A Sensitive personal data including financial information data exceeding 10,000 data
subjects; or

A Involves activities that require regular and systematic monitoring of personal data.

Data controllers are required to notify the commissioner of the appointment of a DPO
within 21 days thereof via theersonal data protection systemand similarly, to notify any
change to the appointment within 14 days thereof.

The DPO may be an employee of the data controller or data processor or may be engaged
through outsourcing services for a recommended minimum term of two years.
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What are the most relevant data protection updates?

Amendments to the Malaysian Personal Data Protection Law (cont.) A The data breach notification can be made by completing and submitting the notification

A The DPO should possess sound knowledge of the PDPA, information technology, data form a;vvvvvv.pdp.goy.mw'r cemElEy ine notlflcatlon form in Annex B of the DB.N
. ; . . ot Guideline and submitting it talbnpdp@pdp.gov.myor in hardcopy to the commissioner.
security, business operations and personal data processing activities of the data
controller or data processor. Further, the DPO should: A The data controller is also required to notify the affected data subjects, without
unnecessary delay and in any event no later than seven days after the initial data breach
notification to the commissioner, of a personal data breach that results in or is likely to
result in significant harm to the data subjects.

A Be aresident in Malaysia (i.e. be physically present in Malaysia for at least 180 days in
a calendar year) or otherwise easily contactable by any means; and

A Be proficient in both the Malay and English languages. ASqél Waée Ulq6Wlm RDURNRHEE Uqut He o wllHl Ralll R
Mandatory data breach notification notification to the commissioner shall apply equally for the purpose of notification to data
A According to thePersonal Data Protection Guideline on Data Breach Notificat{@BN subjects.

Guideline) and theCircular of Personal Data Protection Commissioner 1/20{Data A The notification to the affected data subjects must be provided directly and individually to

Breach Notification), a data controller is required to notify the commissioner, as soon as the data subjects in a practicable manner using intelligible language appropriate to the

possible and no later than 72 hours thereafter, of any breach, loss, misuse or circumstances in order to allow them to take necessary precautions or measures to

unauthorized access of personal datgpérsonal data breachif it causes or is likely to protect themselves against possible adverse effects of the breach.

cause significant harm. A The DBN Guideline prescribes certain minimum information relating to a personal data
A A personal data breach is considered to cause or is likely to cause significant harm if there breach that must be included in the notification submitted by the data controller to the

is a risk that the compromised personal data: commissioner and the affected data subjects.

A May result in physical harm, financial loss, a negative effect on credit records or Rights to data portability

damage to or loss of property; A The Amendment Act introduces a new right of data portability pursuant to which a data

A May be misused for illegal purposes; subject may request the data controller to transmit his personal data to another data

A Consists of sensitive personal data: controller of his choice directly by giving written notice via electronics means to the data
' controller.

A Consists of personal data or other personal information which when combined could A

potentially enable identity fraud: or Upon receipt of such request, the data controller must complete the transmission of

personal data within the prescribed period, subject to technical feasibility and
A Is of significant scale (i.e., the number of affected data subjects exceeds 1,000). compatibility of the data format.
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What are the most relevant cybersecurity updates?

Cyber Security Act 2024 National critical information infrastructure

On 26 June 2024, th€yber Security Act 202¢{CSA of Malaysia was published in the Official The CSA centers around the concept of a national critical information infrastructiN€l(),
Gazette and, together with the following four regulations (collectivéggulationg, came which is a computer or computer system which the disruption to or destruction of would
into force on 26 August 2024 have a detrimental impact on the delivery of any service essential to the security, defense,

foreign relations, economy, public health, public safety or public order of Malaysia, or on the

A Cyber Security (Period for Cyber Security Risk Assessment and Audit) Regulations 2024 ability of the federal or any state government to carry out its functions effectively.

A Cyber Security (Notification of Cyber Security Incident) Regulations 2024 NCII sectors
A Cyber Security (Licensing of Cyber Security Service Provider) Regulations 2024 The CSA identifies the following as NCII sectors (eachN&il Sector): government; banking
A Cyber Security (Compounding of Offences) Regulations 2024 and finance; transportation; defense and national security; information, communication and

N6 WWERNGG! We UqRARGE qIT WOE W RNURNRIJE We Wt 13! LLF’L"ngia#iﬁ‘ F".thc?rﬁjﬁrﬂﬂ %) IYAter Segv?ra}g‘i‘eaé%wa?ﬂﬁjnﬁ%aqef“e”f; ilk K4l IGUIUEES g1
. . . . . and plantation; trade, Industry and ecérniomy; ahd science, technolooéy andinnovation:.

cyberthreats by introducing a comprehensive national cybersecurity framework.

Extraterritorial application

The CSA has extreerritorial applicationT it applies to any person, irrespective of nationality
or citizenship, and to offences committed within or outside Malaysia, where the national
critical information infrastructure is located wholly or partly in Malaysia.

NCII sector leads

The Prime Minister had on 11 September 2024 appointedtor leads for each NCII sector

(NCII Sector Leay

The NCII Sector Lead is responsible for, among others, designating any government entity or
person that owns or operates a NCIl as an NCIl entN(Z(l Entity within its appointed NCII

The National Cyber Security Committee and the Chief Executive Sector, and preparing a code of practice that sets out the measures, standards and

The CSA establishes the National Cyber Security Committ€eromittee) which is chaired | Ipnr?cesisestfo: enfsurlngrtr;lgecyb_erfsecunty O; a NCll W't_h'n its '\rl].C” Sect;)r.. nferred by the -

Al W-c¢dc! t REKY WGI DGR OWNGWWI YEGRaaIIK Whe UH&Q@?P} }m@%e | gﬁ'ﬂ%ﬁxeﬁlﬁ"ﬁ] ﬁgﬁﬂﬁﬁf\'{'%‘ﬁf‘c G FR Y PCe A8 0w
- . . . . d o , Issue ief Executive Directive No. 37 Determihation of National Critica

policies, strategies and strategic measures relating to national cybersecurity, and giving

) ) ; ) . Information Infrastructure Entit{effective 18 September 2024). This directive sets out,
directors to the Ch'ef Executive of th(_e National Cyber Security AgeNeydSA and NCII among others, the criteria and procedures for an NCIl Sector Lead to designate an NCI|
Sector Leads on national cybersecurity matters.

Entity.
On the other hand, the chief executive is tasked with, among others, implementing the As for the latter, the chief executive has issued theief Executive Directive No. 7:
policies, strategies and strategic measures made and directions given by the committee or Preparation of Codes of Practice by the National Critical information Infrastructure | ead
the federal government on national cybersecurity matters. (effective 25 March 2025), which prescribes the requirements and guidelines for the

preparation of a code of practice by an NCIl Sector Lead.
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What are the most relevant cybersecurity updates?

Cyber Security Act 2024 (cont.)
NCII entities
An NCII Entity has the following duties under the CSA:

A Provision of informationThe NCII Entity is required to provide its NCII Sector Lead with
information on the NCII it owns or operates, upon request. Additionally, the NCII Entity
must notify its NCIl Sector Lead of any new NCII that it procured or comes within the
possession or control of the NCII Entity, and of any material change (i.e. any change that

EnnWHEgH WY Wa¢! WennWHqWg6 IWH! A+ WAzl Rq! WYnN

a cybersecurity threat or incident) to the design, configuration, security, or operation of
the NCII it owns or operates.

A Implementation of code of practiceThe NCII Entity is required to implement the
measures, standards, and processes in the code of practice issued by its NCII Sector
Lead, or alternatively any other measures, standards and processes of equal or a higher
level of protection. The NCII Entity may also in addition to the foregoing, establish and
implement cybersecurity measures, standards and processes based on internationally
recognized standards or frameworks.

A Cybersecurity risk assessmentthe NCII Entity is required to conduct a cybersecurity risk
assessment in respect of the NCII it owns or operates in accordance with the code of
practice at least once a year, and cause to be carried out an audit by an auditor approved
by the chief executive at least once in every two years. Such risk assessment or audit
report must be provided to the chief executive within 30 days after its completion. The
chief executive has issued th€hief Executive Directive No. 5: Cyber Security Risk
Assessment(effective 10 October 2024) and thehief Executive Directive No. 8: Cyber
Security Audit for National Critical Infrastructure Entiti¢effective 17 July 2025), which
outlines the scope, process and criteria of the cybersecurity risk assessment report and
the cybersecurity audit respectively. An example of a cybersecurity risk assessment report
canbefoundon 9 E &t Ws IJHL Rall
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A Incident reportingif an NCII Entity becomes aware of a cybersecurity incident that has
occurred or might have occurred in respect of the NCII it owns or operates, it must notify
the chief executive and its NCIl Sector Lead. The initial notification must be made within
six hours of the NCII Entity becoming aware of such incident, followed by a
comprehensive incident report within 14 days of the initial notification. The Cyber Security
(Notification of Cyber Security Incident) Regulations 2024 specify the information required
to be included in both the initial notification and the comprehensive incident report, while
the Chief Executive Directive No. 1: Cyber Security Incident Repoif@ffgctive 26 August
o?%“)f[ﬁSCBbF%”]ﬁ‘?rPcﬁqugSS| jnglent it e R GLR QULALH0E BPYIRIONG v
0'ensure compliance with reporting obligation.
A Cybersecurity exerciseThe chief executive may conduct a cybersecurity exercise to

assess the readiness of any NCII Entity in responding to a cybersecurity threat or incident.

To this end, the chief executive may give directions to the NCII Eagitthey deem

necessary for the purpose of publishing the cybersecurity exercise in the Gazette, and the

NCII Entity is obliged to comply with such directions

Licensing of Cyber Security Service Provider

The CSA, read together with the Cyber Security (Licensing of Cyber Security Service Provider)
Regulations 2024, requires any person who provides, advertises or otherwise holds himself
out as providing any cybersecurity service relating to managed security operation center
monitoring service and penetration testing service to obtain a license from the chief

executive.

Managed security operation center monitoring service refers to a service for:

A Monitoring the level of cybersecurity of a computer or computer system of another person
by acquiring, identifying or scanning information that is stored in, processed by or
transmitted through, the computer or computer system for the purpose of identifying or
detecting cybersecurity threats to the computer or computer system; or

A Determining the measures necessary to respond to or recover from any cybersecurity
incident and to prevent such cybersecurity incident from occurring in the future.
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What are the most relevant cybersecurity updates?

Whereas penetration service testing refers to a service for assessing, testing or evaluating The NCSB is structured around six core domains: govern, identify, protect, detect, respond,
the level of cybersecurity of a computer or computer system, by searching for vulnerabilities and recover. These six core domaiase divided into 15 cybersecurity categories and further
on, and compromising, the cybersecurity defenses of the computer or computer system, and broken down into 33 cybersecurity element3hese domains cover the full range of

includes any of the following activities: cybersecurity management, including governance and policy oversight, asset identification

A Determining the cybersecurity vulnerabilities of a computer or computer system, and e [ PUeiEBl Gl Lultseiateiioe e, ISR HESERnes:, EIle 1ol (HeetEy

demonstrating how such vulnerabilities may be exploited and taken advantage of; In this regard, the chief executive has issued theief Executive Directive No. 4: National
¢ - . Lo x rSecyrit SEEA- ctiye.1 October Ogﬁ,r uig ILNCII Entities to
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incident through simulation of attempts to penetrate the cybersecurity defenses of the ; oo . .

computer or computer svstem: an NCII Entity. Once completed, the NCII Entity is required to submit the-asfessment to

P P y : the chief executive of NACSA via emalil, as well as to their respective NCII Sector Lead. The

A 1dentifying and measuring the cybersecurity vulnerabilities of a computer or computer format of the NCSB Self Assessment is availableon 9 E  « t s IJHt RalJ

system, indicating vulnerabilities and preparing appropriate mitigation procedures : : : "

required to eliminate vulnerabilities or to reduce vulnerabilities to an acceptable level of Implementation of PostQuantum Cryptography Migration by NCII Entities

risk; or The chief executive has recently issued théief Executive Directive No. 9: Preparation of
Data and Information on the Implementation of Pe§uantum Cryptography Migration by

A Utilizing social engineering to assess the level of vulnerability of an organization to National Critical Information Infrastructure Entitiegeffective 22 September 2025). Under

cybersecurity threats. this directive, NCII Entities are required to prepare and furnish to the chief executive data and
This licensing requirement does not apply where the cybersecurity service is provided by a information on their implementation of postuantum cryptographyPQC) migration, as
government entity, by a person (other than a company) to its related company, or in respect specified in Appendix A to this directive, in such form and manner as may be specified in a

of a cybersecurity service for a computer or computer system located outside Malaysia. The written notice issued by the chief executive, within three months from the date of such
license is valid for one year, with a license fee of MYR 400 for individual applicants and MYR notice.

1,000 for nonindividual applicants for each type of service. The chief executive has since .

issued theChief Executive Directive No. 2: Licensing of Cyber Security Service Provider Exempted entities
(effective 26 August 2024) which outlines the procedures to apply for this license. On 28 January 2025, théyber Security (Exemption) Order 20%f&s published in the Official
Gazette and came into force on 1 February 2025. Under this order, the following persons are

National Cyber Security Baseline exempted from all provisions of the CSA: Amazon Data Services Malaysia Sdn. Bhd.; Amazon

On 1 October 2024, NACSA introduced th&tional Cyber Security Baselin®NCSB, which Web Services Malaysia Sdn. Bhd.; Google Asia Pacific Pte. Ltd.; Google Cloud Malaysia Sdn.
is a set of minimum security controls and best practices that organizations need to Bhd.; Google Malaysia Sdn. Bhd.; Microsoft Knowledge Capital Sdn. Bhd.; Microsoft
implement and ensure a basic level of cybersecurity protection. (Malaysia) Sdn. Bhd.; Microsoft Payments (Malaysia) Sdn. Bhd.; and Pearl Computing

Malaysia Sdn. Bhd.
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