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Advisory Consulting Operate

Traditional legal services provide event-based specialist advice. 
At Deloitte Legal we seek out solutions aimed at delivering enduring 
business value. We offer an integrated legal service focused on the 
delivery of a solution to a business challenge or opportunity 
leveraging our skills in each of these key areas.

A different legal perspective

Blending business experience and legal excellence 
we deliver ĦŸůƓƖĲőĲŰƚŔƻĲШƚŸũƨƣŔŸŰƚвШ

Deloitte Legal professionals 
see the law as empowering, 
not confining. We bring 
business solutions to legal 
issues and legal solutions to 
business issues. Plain and 
simple. 

вĬĲƚŔŊŰĲĬШƣŸШċĬĬƖĲƚƚШƣőĲШĲƻŸũƻŔŰŊШŰĲĲĬƚШŸŉШ
businesses 
We bring a global reach and collaborative mindset at a 
time of unprecedented change and transformation.

вĬĲƻĲũŸƓĲĬШƽŔƣőШċШĤƨƚŔŰĲƚƚ-first approach and 
methodology
We focus on achieving better business outcomes leveraging 
our cross-functional and technological know-how.

Introducing Deloitte Legal
Where legal meets business
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Overview
A complex framework, a cross-jurisdictional approach 

In an era where digital transformation 
accelerates at an unprecedented pace, data 
remains the fundamental asset driving business 
innovation and resilience across all sectors and 
geographies. 

As regulatory landscapes around data 
protection, cybersecurity, and artificial 
intelligence continue to evolve rapidly, 
organizations face increasing complexity and 
heightened expectations. Beyond legal 
compliance, the effective governance, 
protection, security, and strategic use of data 
are critical enablers of a competitive advantage.

A deep understanding of the complex legal 
landscape is crucial to navigating this evolving 
data environment.

ÉŔŰĦĲШŔƣƚШŔŰĦĲƓƣŔŸŰШŔŰШΞΜΞΞЯШ?ĲũŸŔƣƣĲШxĲŊċũќƚШ
cross-jurisdictional annual report has provided a 
detailed overview of global regulatory 
developments in these critical areas.

ÑőĲШƓƖĲƻŔŸƨƚШǃĲċƖќƚШĲĬŔƣŔŸŰШыƣőŔƖĬШĲĬŔƣŔŸŰьШŔƚШ
accessible here.

This fourth edition aims to continue to offer once 
again up-to-date insights into the latest legal 
changes, enforcement trends, and forward-
looking perspectives on data protection, 
cybersecurity, and AI governance.

The impact of these intricate and constantly 
evolving regulatory frameworks is increasingly 
profound for businesses of all sizes.

Any organization, while leveraging data and 
innovative technologies to drive innovation, 
must simultaneously navigate this complex legal 
landscape.

This report serves as a valuable resource for 
businesses seeking an international overview of:

Å Recent developments: The most significant 
recent laws, regulations, guidelines, 
decisions, and sanctions in data protection, 
cybersecurity, and AI; and

Å Emerging trends: Potential upcoming 
developments in these fields.

Data protection

Artificial intelligence Cybersecurity

DATA

https://www.deloitte.com/content/dam/assets-shared/docs/services/legal/2024/dttl-cross-jurisdictional-data-protection-cybersecurity-ai-overview.pdf
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National updates 
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EU framework
(Institutions, Authorities and Courts)

Ida Palombella
Equity Partner, Deloitte Legal Italy

ipalombella@deloitte.it

Pietro Boccaccini
Director, Deloitte Legal Italy

pbocaccini@deloitte.it

(*) This section concerning the European Union has been prepared by the Deloitte Legal Italy team. 
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What are the most relevant data protection updates?

European Data Protection Board released 2024 annual report
On 23 April 2025, the European Data Protection Board (EDPB) published its annual report for 
2024, outlining the activities carried out and key achievements. The report highlights, among 
other things, the following:

Å The increasing issuance of consistency opinions pursuant to Article 64(2) of the GDPR;

Å TőĲШĬĲŉŔŰŔƣŔŸŰШŸŉШƣőĲШE?Â7ќƚШƚƣƖċƣĲŊǃШŉŸƖШƣőĲШΞΜΞΠ-2027 period;

Å The adoption of guidelines aimed at providing useful support to organizations in achieving 
and maintaining GDPR compliance, as well as guidance targeted to small businesses 
identifying key obligations regarding personal data protection;

Å Engagement with stakeholders through the launch of public consultations and the 
organization of events; and

Å Active contribution to ensuring consistency in the combined application of the GDPR and 
new digital legislation acts, including the Digital Markets Act, the Digital Services Act, the 
AI Act, the Data Governance Act, and the Data Act, also through collaboration with 
European and international partners such as the AI Office and the High-Level Group on 
the Digital Markets Act.

European Data Protection Board published guidelines on 
pseudonymization
On 17 January 2025, the European Data Protection Board (EDPB) published Guidelines 
01/2025 on pseudonymization.

The guidelines aim, among other things, to support data controllers in choosing effective 
techniques for modifying original data, clarify that the use of pseudonymization т understood 
as the processing of personal data intended to render the data no longer attributable to a 
specific data subject without the use of additional information (but still considered personal 
data) т contributes to:

Å Reducing risks for data subjects arising from potential unauthorised access to data;

Å Meeting GDPR requirements, such as compliance with the data minimization principle, 
implementing privacy by design and by default principles, and ensuring the security of 
processing, including in the context of international data transfers; and

Å Justifying the use of the legitimate interest as legal basis and demonstrating the 
compatibility of further purposes with the original one.

The guidelines will probably undergo a review in the upcoming months, following the decision 
of the Court of Justice of the European Union in the case EDPS vs. SRB (C-413/23 P).

https://www.edpb.europa.eu/system/files/2025-04/edpb-annual-report-2024_en.pdf
https://www.edpb.europa.eu/system/files/2025-04/edpb-annual-report-2024_en.pdf
https://www.edpb.europa.eu/system/files/2025-01/edpb_guidelines_202501_pseudonymisation_en.pdf
https://www.edpb.europa.eu/system/files/2025-01/edpb_guidelines_202501_pseudonymisation_en.pdf
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What are the most relevant data protection updates?

European Commission issued guidelines to enhance privacy, 
security, and online protection of minors under Digital Service Act
On 10 October 2025, the European Commission (the Commission) published the Guidelines 
on measures to ensure a high level of privacy protection pursuant to Article 28(4) of the 
Digital Services Act (DSA). The guidelines primarily aim to support providers in adopting 
appropriate and proportionate measures to ensure a high level of protection for minors, 
particularly to prevent their exposure to content such as the sale of alcohol, pornographic 
material, and gambling.

According to the Commission, the most reliable age verification measures depend on the 
specific context and purpose and can be classified as follows:

Å Self-declaration, where individuals state their age;

Å Age estimation, which involves methods to determine whether the user meets a certain 
age threshold; and

Å Age verification, a system based on physical identifiers or other sources of identification.

In all cases, the adopted method must meet requirements of accuracy, reliability, 
robustness, and non-discrimination.

The Commission also provides guidance on how to ensure a suitable environment for minors 
from the moment of account registration, offering advice on online interface design, the 
actions an account can perform, methods for monitoring various accounts, and content 
moderation.

General Court dismissed actions against the EU-US Data Privacy 
Framework
In September 2025, in Case T-553/23, the General Court of the European Union dismissed a 
case in which the applicant was seeking annulment of the Commission Implementing 
Decision (EU) 2023/1795 which had designated the United States as a third country that 
ensures an adequate level of protection of personal data in relation to US organisations 
ŔŰĦũƨĬĲĬШŔŰШƣőĲШћ?ċƣċШÂƖŔƻċĦǃШxŔƚƣЮќШ

Thus, conversely from the two well known cases in which the CJEU had declared the 
invalidity of the previous EU-US adequacy decisions (Commission Decision 2000/520/EC, 
љÉċŉĲШcċƖĤŸƨƖЯњШċŰĬШ9ŸůůŔƚƚŔŸŰШfůƓũĲůĲŰƣŔŰŊШ?ĲĦŔƚŔŸŰШыEÖьШΞΜΝΣоΝΞΡΜЯШљÂƖŔƻċĦǃШÉőŔĲũĬњьЯШ
this time the new framework for the transfer of personal data between the European Union 
and the United States has held its validity.

https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=OJ:C_202505519
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=OJ:C_202505519
https://curia.europa.eu/juris/documents.jsf?num=T-553/23
https://curia.europa.eu/juris/documents.jsf?num=T-553/23


Cross-jurisdictional data protection, cybersecurity and AI overview© 2025. For information, contact Deloitte Touche Tohmatsu Limited. 9

?
Index

Index

Court of Justice judgment redefined the criteria to distinguish 
between pseudonymized and anonymous data
On 4 September 2025, in the case EDPS vs. SRB (C-413/23 P), the Court of Justice of the 
European Union (CJEU) ruled on a central issue in data protection: the classification of 
ƓƚĲƨĬŸŰǃůŔƚĲĬШĬċƣċШċƚШљƓĲƖƚŸŰċũШĬċƣċЮњ

Pseudonymization involves processing personal data in a manner that prevents the data 
from being attributed to a specific data subject without access to additional information.

According to the principle expressed by the CJEU, whether pseudonymized data is 
considered personal depends on the entity processing it:

Å For the entity that holds the additional information necessary to link the pseudonymized 
data to the data subject, such data must be considered personal; and

Å For the recipient of the data to whom technical and organizational measures (legally 
available) effectively prevent identification, the data cannot be considered personal.

ÑőĲШ9sEÖШőŔŊőũŔŊőƣĲĬШƣőċƣЯШƽőĲŰШċƚƚĲƚƚŔŰŊШċШƓĲƖƚŸŰќƚШŔĬĲŰƣŔŉŔċĤŔũŔƣǃЯШŔƣШŔƚШŰĲĦĲƚƚċƖǃШƣŸШ
ĦŸŰƚŔĬĲƖШљċũũШůĲċŰƚњШƖĲċƚŸŰċĤũǃШċĦĦĲƚƚŔĤũĲШƣŸШƣőĲШĦŸŰƣƖŸũũĲƖШŉŸƖШŔĬĲŰƣŔŉŔĦċƣŔŸŰЮШÑőĲШĬċƣċШ
recipient lacked the technical means to re-link the pseudonymized data to the data subjects. 
Therefore, such data should not have been considered personal data.

Interestingly, the CJEU interpreted that such recipient would have to be listed among the 
recipients provided in the privacy information notice made available to the data subjects.

EU Court of Justice ruled on data controller status without legal 
personality
With the decision of 27 February 2025 in Case C-638/23, the Court of Justice of the 
European Union ruled that an entity without legal personality can also be recognized as a 
data controller.

The case originated from a preliminary ruling request submitted by the Austrian 
ĬůŔŰŔƚƣƖċƣŔƻĲШ9ŸƨƖƣШĦŸŰĦĲƖŰŔŰŊШƣőĲШĬĲŉŔŰŔƣŔŸŰШŸŉШљĬċƣċШĦŸŰƣƖŸũũĲƖњШƨŰĬĲƖШ ƖƣŔĦũĲШΠыΤьШŸŉШƣőĲШ

GDPR. In this regard, the CJEU established that a data controller can be not only a natural or 
legal person but also a public authority, service, or body, even if such entities do not have 
legal personality under national law.

ÑőĲƖĲŉŸƖĲЯШƣőĲШĦŸƨƖƣШƖƨũĲĬШƣőċƣШċŰШĲŰƣŔƣǃШůċǃШĤĲШĦŸŰƚŔĬĲƖĲĬШċШљĬċƣċШĦŸŰƣƖŸũũĲƖњШĲƻĲŰШŔŰШƣőĲШ
absence of legal personality. Furthermore, the court clarified that the controller must always 
be capable of fulfilling the obligations established by the GDPR, regardless of whether the 
entity has legal personality or capacity.

What are the most relevant data protection updates?

https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:62023CJ0413
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:62023CJ0413
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:62023CJ0413
https://curia.europa.eu/juris/document/document.jsf;jsessionid=4ECFA75B5D2C42E7AA19305F590FD787?text=&docid=295847&pageIndex=0&doclang=EN&mode=req&dir=&occ=first&part=1&cid=15778901
https://curia.europa.eu/juris/document/document.jsf;jsessionid=4ECFA75B5D2C42E7AA19305F590FD787?text=&docid=295847&pageIndex=0&doclang=EN&mode=req&dir=&occ=first&part=1&cid=15778901
https://curia.europa.eu/juris/document/document.jsf;jsessionid=4ECFA75B5D2C42E7AA19305F590FD787?text=&docid=295847&pageIndex=0&doclang=EN&mode=req&dir=&occ=first&part=1&cid=15778901
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What are the most relevant cybersecurity updates?

EU Commission issued Implementing Regulation for the application 
of NIS2 requirements and European Union Agency for Cybersecurity 
(ENISA) published the Technical Implementation Guidelines
The EU Commission approved the Implementing Regulation (EU) 2024/2690, which lays 
down rules for the application of EU Directive 2022/2555 (NIS2 Directive) as regards 
technical and methodological requirements for cybersecurity risk management measures 
along with additional clarification of the cases in which an incident is considered to be 
significant with regard to providers of digital infrastructures and ICT service management 
sectors due to their cross-border nature.

In particular, such requirements apply to DNS service providers, TLD name registries, cloud 
computing service providers, data center service providers, content delivery network 
providers, managed service providers, managed security service providers, providers of 
online marketplaces, of online search engines and of social networking services platforms, 
and trust service providers. 

Following such Implementing Regulation, in June 2025 the European Union Agency for 
Cybersecurity (ENISA) published an operational technical implementation guidance by 
providing:

Å Guidance, that is, indicative and actionable advice on parameters to consider when 
implementing a requirement; 

Å Examples of evidence, that is, the types of evidence that a requirement is in place; and 

Å Mappings from security requirements to industry good practices, European and 
international standards, and national frameworks. 

European Union Agency for Cybersecurity launched new interactive 
map of national cybersecurity strategies
On 4 June 2025, the European Union Agency for Cybersecurity (ENISA) announced the 
update of ŔƣƚШљinteractive map of national cybersecurity strategiesЮњ

Specifically, this digital platform provides a detailed overview of the cybersecurity strategies 
adopted by each EU member state, outlining their strategic objectives, implementation 
measures, and best practices.

The map thus serves as a useful tool to monitor each EU ůĲůĤĲƖШƚƣċƣĲќƚШƓƖŸŊƖĲƚƚШŔŰШŔƣƚШ
national cybersecurity agenda in order to meet new legislative requirements, including the 
NIS2 Directive.

The platform will continue to be updated in line with the progress made by EU countries.

European Union Agency for Cybersecurity published a guidance 
document on the skills and roles for the cybersecurity professionals 
The European Union Agency for Cybersecurity (ENISA) published a guide on the skills and 
roles that cybersecurity professionals must possess to meet the requirements of the NIS2 
Directive.

This guide, based on the European Cybersecurity Skills Framework (ECSF), links the 
obligations of the NIS2 Directive to the professional roles defined by the ECSF, aiming to help 
essential and important entities understand which professional roles and skills are required 
to fulfil their obligations as well as which step-by-step approach can guide an organization in 
implementing the necessary organizational, workforce and strategic planning.

https://eur-lex.europa.eu/eli/reg_impl/2024/2690/oj/eng
https://www.enisa.europa.eu/sites/default/files/2025-06/ENISA_Technical_implementation_guidance_on_cybersecurity_risk_management_measures_version_1.0.pdf
https://www.enisa.europa.eu/topics/national-cyber-security-strategies/ncss-map/national-cyber-security-strategies-interactive-map
https://www.enisa.europa.eu/sites/default/files/2025-06/Mapping%20NIS%202%20obligations%20with%20ECSF%20role%20profiles.pdf
https://www.enisa.europa.eu/sites/default/files/2025-06/Mapping%20NIS%202%20obligations%20with%20ECSF%20role%20profiles.pdf
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European Union Agency for Cybersecurity published its Threat 
Landscape 2025
ÑőĲШEƨƖŸƓĲċŰШÖŰŔŸŰШ ŊĲŰĦǃШŉŸƖШ9ǃĤĲƖƚĲĦƨƖŔƣǃШыE fÉ ьШƓƨĤũŔƚőĲĬШŔŰШ§ĦƣŸĤĲƖШΞΜΞΡШŔƣƚШљThreat 
Landscape 2025ЯњШƽőŔĦőШƓƖŸƻŔĬĲƚШċŰШŸƻĲƖƻŔĲƽШŸŉШƣőĲШĦǃĤĲƖƣőƖĲċƣƚШƣőċƣШċŉŉĲĦƣĲĬШƣőĲШ
European Union during the period from July 2024 to June 2025, analyzing approximately 
4,900 previously identified incidents.

The report highlights how the threat landscape is continuously evolving, with an increase in 
the exploitation of vulnerabilities alongside the growing complexity of tracking the attackers.

Among the main threats detected, phishing remains the most common, accounting for 60% 
of all attacks. This is followed by the exploitation of vulnerabilities, representing 21.3% of the 
attacks, which often lead to the introduction of malware into targeted networks.

The report also focuses on the increased use of AI tools to facilitate network attacks, 
particularly with reference to large language models (LLMs) used to make phishing emails 
increasingly credible. It is highlighted that 80% of phishing emails identified between 
September 2024 and February 2025 used AI in some way, for example, in cases of vishing 
ċŰĬШŸŰũŔŰĲШƚĦċůƚЯШƣőƖŸƨŊőШƣőĲШĦƖĲċƣŔŸŰШŸŉШĬĲĲƓŉċťĲƚШƣŸШŔůƓĲƖƚŸŰċƣĲШљĦƖĲĬŔĤũĲњШŔŰĬŔƻŔĬƨċũƚЮ

An interesting trend is also the use of AI itself as bait, with the proliferation of fraudulent 
websites presenting themselves as legitimate AI tools.

In the analysis of nearly 4,900 selected incidents, ENISA reported that the most targeted 
sector was public administration, accounting for 38.2%. This sector is followed by transport 
(7.5%), infrastructure and digital services (4.8%), finance (4.5%), and manufacturing (2.9%).

The increase in attacks on public administration is attributed to the rise in distributed denial-
of-service (DDoS) attacks carried out during hacktivism operations, which mainly affected 
the public administration sectors in France (27%), Italy (26.3%), and Germany (16.2%), 
followed by Spain and the Netherlands.

As for cybercrime, although it represents only 13.4% of the total incidents analyzed in the 
report, cybercrime activities continue to be a prevalent threat against EU organizations, 
particularly with regard to ransomware (81.1%) and data breaches (15.2%), which have been 
documented as consequences of ransomware incidents.

CER entities will be identified during 2026: The EU Commission 
published a communication with guidelines on the resilience of the 
critical entities under the CER Directive
On 16 January 2023 the Critical Entities Resilience (CER) Directive entered into force. Such 
directive had to be transposed into national legislation by EU member states by 17 October 
2024. Pursuant to the CER Directive, EU member states shall adopt a national strategy for 
enhancing the resilience of critical entities and carry out a risk assessment by 17 January 
2026 and hence, taking into account the outcomes of the risk assessment, EU member 
states shall identify critical entities by 17 July 2026.

During 2025, the EU Commission issued a communication offering EU member states 
recommendations and practical guidance to help identify critical entities in key sectors, 
including energy, transport, drinking and wastewater, food, banking, and digital 
infrastructure.

What are the most relevant cybersecurity updates?

https://www.enisa.europa.eu/publications/enisa-threat-landscape-2025
https://www.enisa.europa.eu/publications/enisa-threat-landscape-2025
https://eur-lex.europa.eu/eli/dir/2022/2557/oj
https://home-affairs.ec.europa.eu/communication-guidelines-resilience-critical-entities_en
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What are the most relevant AI updates?

The AI Act gradually continues to become applicable
Although the AI Act was adopted on 1 August 2024, some of its obligations already came into 
effect. From 2 February 2025 chapters in general provisions and prohibited AI practices 
come into effect. 

This obligation prohibits providers and deployers from placing on the market, using, or 
putting into service AI systems that employ prohibited AI practices. These practices, listed in 
Article 5 of the AI Act, include, among others, AI systems that:

Å Use subliminal or deceptive manipulation techniques and exploit vulnerabilities related to 
age, disability, etc.;

Å Evaluate individuals based on social behavior or personal characteristics (so called social 
scoring);

Å Carry out real-time biometric identification or categorization to deduce sensitive 
attributes (e.g., political and religious beliefs); and

Å Conduct assessments to evaluate the likelihood that an individual may commit a crime 
based on their traits or personality.

From the 2 of August 2025, further sections became applicable:

Å Section on notified authorities and notified bodies in high-risk AI systems chapter;

Å Chapter on general-purpose AI (GPAI) models;

Å Chapter on governance;

Å Chapter on penalties without the fines for GPAI models; and

Å Article on confidentiality in the chapter on post-marketing monitoring.

EU Commission published Guidelines on prohibited AI practices
On 4 February 2025, the European Commission approved the Guidelines on prohibited AI 
practices under the AI Act. 

The guidelines aim to ensure a consistent, effective, and uniform application of the AI law 
across Europe by providing legal explanations and practical examples to help stakeholders 
understand and comply with the AI regulation requirements.

The guidelines, after listing the areas excluded from the scope of the AI Act, analyze each 
prohibited AI practice listed in Article 5 of the regulation, highlighting:

Å The motivations and purposes (e.g., in the case of manipulative techniques, the rationale 
ĤĲőŔŰĬШƣőĲШƓƖŸőŔĤŔƣŔŸŰШŔƚШƣŸШƓƖŸƣĲĦƣШŔŰĬŔƻŔĬƨċũƚќШċƨƣŸŰŸůǃШċŰĬШƽĲũũ-being);

Å The definition of key concepts and components of the prohibition (e.g., in the case of 
manipulation, the system must employ subliminal techniques aimed at materially 
ĬŔƚƣŸƖƣŔŰŊШċШƓĲƖƚŸŰќƚШĤĲőċƻŔŸƖЯШċŰĬШƚƨĦőШĤĲőċƻŔŸƖШůƨƚƣШĤĲШĦċƓċĤũĲШŸŉШĦċƨƚŔŰŊШƚŔŊŰŔŉŔĦċŰƣШ
harm); and

Å Any exceptions to the prohibition and interactions with other European Union laws.

https://ai-act-service-desk.ec.europa.eu/en/ai-act/eu-ai-act-implementation-timeline
https://digital-strategy.ec.europa.eu/en/library/commission-publishes-guidelines-prohibited-artificial-intelligence-ai-practices-defined-ai-act
https://digital-strategy.ec.europa.eu/en/library/commission-publishes-guidelines-prohibited-artificial-intelligence-ai-practices-defined-ai-act
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European Commission published Q&A on AI literacy
On 7 May 2025, the European Commission published the Q&A on the AI literacy obligation 
set out in Article 4 of the AI Act, aiming to clarify its scope and compliance methods.

This obligation requires the adoption of measures to ensure a sufficient level of knowledge, 
skills, and awareness of AI among all personnel within organisations т entities such as 
providers or deployers of AI systems т who use, manage, or interact with an AI system.

Compliance with this obligation, which also has been in effect since 2 February 2025, will be 
supervised by the market surveillance authority. The authority will ensure compliance 
starting from 2 August 2026, including through the application of sanctions.

In particular, the Q&A:

Å Clarifies the minimum content that an AI literacy program should include and the 
elements to consider (e.g., risks);

Å Specifies that the national market surveillance authority is responsible for enforcing 
Article 4, including imposing sanctions; and

Å Suggests specific training initiatives for SMEs, also referring to the literacy practices 
repository established under the AI Pact, and EU support programmes such as the 
European Digital Innovation Hubs (EDIH) network.

European Commission released final Code of Conduct for GPAI 
models
On 10 July 2025, the European Commission presented the final version of the Code of 
Conduct for general-purpose AI models (GPAI).

The GPAI Code of Practice (the Code) is a voluntary tool, prepared byindependent expertsin 
a multi-ƚƣċťĲőŸũĬĲƖШƓƖŸĦĲƚƚЯШĬĲƚŔŊŰĲĬШƣŸШőĲũƓШŔŰĬƨƚƣƖǃШĦŸůƓũǃШƽŔƣőШƣőĲШ fШ ĦƣќƚШŸĤũŔŊċƣŔŸŰƚШ
for providers of general-purpose AI models.

The EU Commission and the AI Board have confirmed that the code is an adequate voluntary 
tool designed to help the industry demonstrate compliance with the AI Act. The Code was 
developed by 13 independent experts with input from over 1,000 stakeholders (providers, 
SMEs, academics, civil society).

The objective of the Code of Conduct is to ensure safety and transparency in GPAI models 
placed on the European market.

The Code is structured into three chapters:

Å Transparency: The first chapter of the Code provides an easy-to-ƨƚĲШљ~ŸĬĲũШ
?ŸĦƨůĲŰƣċƣŔŸŰШÑĲůƓũċƣĲњШƣőċƣШőĲũƓƚШƓƖŸƻŔĬĲƖƚШŉƨũŉŔũШƣőĲШŸĤũŔŊċƣŔŸŰШƣŸШĬŸĦƨůĲŰƣШƣőĲШ
required information effortlessly.

Å Copyright: The second chapter offers GPAI model providers useful guidance to ensure 
compliance with European copyright law.

Å Safety and protection: The third chapter, aimed only at providers of more advanced 
models, contains a series of best practices for managing so-ĦċũũĲĬШљƚǃƚƣĲůŔĦШƖŔƚťЮњ

What are the most relevant AI updates?

https://digital-strategy.ec.europa.eu/en/faqs/ai-literacy-questions-answers
https://digital-strategy.ec.europa.eu/en/policies/contents-code-gpai
https://digital-strategy.ec.europa.eu/en/policies/contents-code-gpai
https://digital-strategy.ec.europa.eu/en/policies/contents-code-gpai
https://digital-strategy.ec.europa.eu/en/policies/contents-code-gpai
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What are the most relevant AI updates?

EƨƖŸƓĲċŰШ9ŸůůŔƚƚŔŸŰќƚШŊƨŔĬĲũŔŰĲƚШŸŰШŊĲŰĲƖċũ-purpose AI models 
On 18 July 2025, the European Commission published its guidelines on general-purpose AI 
models, providing clarifications on the following aspects:

Å TőĲШĬĲŉŔŰŔƣŔŸŰШŸŉШљŊĲŰĲƖċũ-ƓƨƖƓŸƚĲШ fШůŸĬĲũƚњб

Å TőĲШƚƨĤŢĲĦƣƚШƣőċƣШƚőŸƨũĬШĤĲШĦŸŰƚŔĬĲƖĲĬШљƓƖŸƻŔĬĲƖƚњШŸŉШ]Â fШůŸĬĲũƚб

Å TőĲШůĲċŰŔŰŊШŸŉШċШ]Â fШůŸĬĲũШĤĲŔŰŊШљƓũċĦĲĬШŸŰШƣőĲШůċƖťĲƣњб

Å When downstream modifiers become providers of general-purpose AI models;

Å Cases of exemption from certain obligations for providers of GPAI models; and

Å Enforcement of the obligations for providers of general-purpose AI models.

The EU Commission also clarified that compliance with the AI Act obligations by GPAI 
ůŸĬĲũƚќШƓƖŸƻŔĬĲƖƚШĦċŰШĤĲШĬĲůŸŰƚƣƖċƣĲĬШĤǃШƻŸũƨŰƣċƖŔũǃШŉŸũũŸƽŔŰŊШċШĦŸĬĲШŸŉШŊŸŸĬШƓƖċĦƣŔĦĲƚШ
recognized as adequate by the AI Office and the European Artificial Intelligence Board.

Failure to voluntarily adhere to one of these codes will impose the responsibility on the 
provider to demonstrate compliance of the model through alternative means, which must be 
notified to the AI Office, which may also request additional information and access to the 
ůŸĬĲũќƚШĬŸĦƨůĲŰƣċƣŔŸŰЮ

EDPS published and updated guidance to EU institutions on the 
processing of personal data when using AI systems
On 28 October 2025, the European Data Protection Supervisor (EDPS) updated its guidance 
ŸŰШљOrientations for ensuring data protection compliance when using Generative AI systemsњШ
to provide practical advice and instructions to EU institutions, bodies, offices and agencies 
(EUIs) on the processing of personal data when using generative AI systems, to facilitate their 
compliance with their data protection obligations as set out, in particular, in Regulation (EU) 
2018/1725 (EUDPR).

On 11 November 2025, the EDPS published a Guidance for Risk Management of Artificial 
Intelligence Systems. The purpose of this guidance is to facilitate a systemic assessment of 
risks from a data protection perspective when adopting an AI system, providing an analytical 
framework for identifying and treating risks that may arise in AI systems, structured 
according to the data protection principles potentially affected. The guidance focuses in 
particular on two specific aspects of risk management process, namely risk identification 
and risk treatment, listing specific risk scenarios and suggesting a non-exhaustive list of 
technical countermeasures to illustrate how risks can be managed in practice.

https://digital-strategy.ec.europa.eu/en/library/guidelines-scope-obligations-providers-general-purpose-ai-models-under-ai-act
https://digital-strategy.ec.europa.eu/en/library/guidelines-scope-obligations-providers-general-purpose-ai-models-under-ai-act
https://digital-strategy.ec.europa.eu/en/library/guidelines-scope-obligations-providers-general-purpose-ai-models-under-ai-act
https://digital-strategy.ec.europa.eu/en/library/guidelines-scope-obligations-providers-general-purpose-ai-models-under-ai-act
https://www.edps.europa.eu/system/files/2025-10/25-10_28_revised_genai_orientations_en.pdf
https://www.edps.europa.eu/system/files/2025-11/2025-11-11_ai_risks_management_guidance_en.pdf
https://www.edps.europa.eu/system/files/2025-11/2025-11-11_ai_risks_management_guidance_en.pdf
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What are the most relevant expected developments in data protection, cybersecurity and AI?

љ?ŔŊŔƣċũШ§ůŰŔĤƨƚњШċŰĬШљ?ŔŊŔƣċũШ§ůŰŔĤƨƚШŸŰШ fњШƓƖŸƓŸƚċũƚ
On 19 November 2025, the EU Commission published a proposal for major reforms of the 
ĬŔŊŔƣċũШċĦƣƚШŸŉШƣőĲШEÖЯШťŰŸƽŰШċƚШƣőĲШљDigital OmnibusњШƓƖŸƓŸƚċũЮШÑőĲШ?ŔŊŔƣċũШ§ůŰŔĤƨƚШ
proposal is a step to optimize the application of the digital rulebook; it includes a set of 
technical amendments to a large corpus of digital legislation, selected to bring immediate 
relief to businesses, public administrations, and citizens, and to stimulate competitiveness. 
ÑőĲШŔůůĲĬŔċƣĲШŸĤŢĲĦƣŔƻĲШŔƚШƣŸШƖĲĬƨĦĲШĦŸůƓũŔċŰĦĲШĦŸƚƣƚЯШċĬċƓƣŔŰŊШƣőĲШEÖќƚШƖĲŊƨũċƣŸƖǃШ
framework to a more volatile world.

In particular, among the main aspects included in the Digital Omnibus proposal we highlight 
the following:

Å Amendments to the 2023/2854 (Data Act), to consolidate into it the provisions of the 
Regulation (EU) 2018/1807 (the Free Flow of Data Regulation), Regulation (EU) 2022/868 
(Data Governance Act) and Directive (EU) 2019/1024 (Open Data Directive); and

Å Amendments to the data protection and cybersecurity framework, including Regulation 
(EU) 2016/679 (GDPR), 2018/1725 (EUDPR) Directive 2002/58 (ePrivacy Directive) and 
targeted amendments that impact the Directive (EU) 2022/2555 (NIS2 Directive), 
2022/2557 (CER Directive), Regulation 2022/2554 (DORA) and Regulation (EU) 910/2014 
(eIDAS Regulation).

Furthermore, the EU Commission also published the Digital Omnibus on AI proposal, 
proposing the amendment of Regulation (EU) 2024/1689 (AI Act) and Regulation (EU) 
2018/1139.

The AI Act will gradually continue to become applicable
The general date of application will be the 2 August 2026, which includes the enforcement 
rules. Without any amendment, the AI Act will be fully applicable by 2027. 

љ ƓƓũǃШ fШÉƣƖċƣĲŊǃњаШ ШƖŸċĬůċƓШŉŸƖШƣőĲШŉƨƣƨƖĲШŸŉШ fШċŰĬШƚƣƖĲŰŊƣőĲŰŔŰŊШ
EƨƖŸƓĲќƚШĦŸůƓĲƣŔƣŔƻĲŰĲƚƚ
ÑőĲШEƨƖŸƓĲċŰШ9ŸůůŔƚƚŔŸŰШőċƚШũċƨŰĦőĲĬШƣőĲШљApply AI StrategyњЯШĬĲƚŔŊŰĲĬШƣŸШƓƖŸůŸƣĲШƣőĲШ
practical adoption of AI in key economic sectors and the public sector through targeted 
ŉƨŰĬŔŰŊЯШƣőĲƖĲĤǃШĲŰőċŰĦŔŰŊШEƨƖŸƓĲќƚШĦŸůƓĲƣŔƣŔƻĲŰĲƚƚЮ

The strategy is based on three fundamental pillars:

Å The first pillar involves the launch of a series of sector-specific initiatives designed to 
introduce and promote AI solutions in strategic areas such as healthcare, robotics, 
manufacturing, defense, energy, agriculture, transport, telecommunications, culture, and 
public administration.

Å The second pillar addresses cross-cutting challenges, as common obstacles that slow 
down AI adoption, especially for SMEs. It includes strengthening digital skills, professional 
training and upskilling programs, and creating a clear and reliable regulatory framework 
through the implementation of the AI Act.

Å The third pillar aims to establish a unique governance mechanism that fosters dialogue 
among the various stakeholders, such as institutions, businesses, and researchers, 
ƣőƖŸƨŊőШċШŰĲƽШљ ƓƓũǃ fШ ũũŔċŰĦĲњШċŰĬШċШĬĲĬŔĦċƣĲĬШŸĤƚĲƖƻċƣŸƖǃШƣŸШůŸŰŔƣŸƖШ fШƓƖŸŊƖĲƚƚЯШ
impacts, and trends. All of this will be coordinated by the European AI Council.

https://digital-strategy.ec.europa.eu/en/library/digital-omnibus-regulation-proposal
https://digital-strategy.ec.europa.eu/en/library/digital-omnibus-ai-regulation-proposal
https://digital-strategy.ec.europa.eu/en/policies/apply-ai
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What are the most relevant expected developments in data protection, cybersecurity and AI?

Proposal for the simplification of the GDPR for SMEs and SMCs and 
other possible proposals to simplify EU data protection laws
The European Commission plans to simplify some EU laws, including the GDPR, in particular 
for the benefit of small and medium-sized enterprises (SMEs) and small mid-cap enterprises 
(SMCs). We can expect that a reform of the GDPR could be approved during the next year.

In particular, the EU Commission has issued a proposal т on which the EDPB and EDPS 
provided a joint opinion т which aims to modify Article 30(5) GDPR, with the aim to expand 
the derogation to the obligation to keep a record of data processing operations. Specifically, 
under the proposal, the derogation to the obligation to keep a record of processing 
operations would apply to an enterprise or organization employing fewer than 750 people, 
ƨŰũĲƚƚШƣőĲШƓƖŸĦĲƚƚŔŰŊШŸƓĲƖċƣŔŸŰШĦċƖƖŔĲĬШŸƨƣШŔƚШũŔťĲũǃШƣŸШƖĲƚƨũƣШŔŰШċШőŔŊőШƖŔƚťШƣŸШŔŰĬŔƻŔĬƨċũƚќШ
rights and freedoms, within the meaning of Article 35 GDPR.

Update of the guidelines on pseudonymization
Following the ruling of the European Union Court of Justice in the in the case EDPS vs. SRB 
(C-413/23 P), we may expect that during 2026 the EDPB may want to update the Guidelines 
01/2025 on Pseudonymization.

Proposed regulation to prevent and combat child sexual abuse
During the vote on 14 October 2025, EU member states failed to reach an agreement on 
љ9őċƣШ9ŸŰƣƖŸũЯњШƣőĲШproposed regulation aimed at preventing and combating child sexual 
abuse (known as CSAR т Child Sexual Abuse Regulation).

The proposed regulation, introduced in 2022, seeks to protect minors online from serious 
abuse by mandating messaging and email platforms to scan all messages, images, or videos 
prior to sending and encryption, in order to detect child sexual abuse material or grooming 
attempts aimed at minors.

To this end, these platforms would need to implement a proactive scanning system that 
analyzes all content using an algorithm which, if it detects matches with child sexual abuse 
material, reports it to the authorities.

The proposal has generated intense debate, with contrasting views among EU member 
states; on one side, concerns about violations of privacy rights and data protection, with 
ƖŔƚťƚШŸŉШƓŸƣĲŰƣŔċũШљůċƚƚШƚƨƖƻĲŔũũċŰĦĲњШċŰĬЯШŸŰШƣőĲШŸƣőĲƖЯШ9őċƣШ9ŸŰƣƖŸũШŔƚШƚĲĲŰШċƚШċŰШĲƚƚĲŰƣŔċũШ
tool to limit the spread of child sexual abuse material and protect minors.

The EDPB and EDPS had already expressed concerns in 2022 regarding data protection and 
respect for privacy.

The vote has been postponed to December 2025.

https://single-market-economy.ec.europa.eu/document/download/d88a75de-b620-4d8b-b85b-1656a9ba6b8a_en?filename=Proposal%20for%20a%20Regulation%20-%20Small%20mid-caps.pdf
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex:52022PC0209
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Privacy reforms: Raising expectations for data protection and 
transparency
The Privacy and Other Legislation Amendment Bill 2024 (Cth) (Privacy Bill 2024), reported in 
the 2024 Cross-jurisdictional report, has been enacted and includes significant changes to 
the privacy landscape in Australia, raising expectations for data protection and transparency. 
These reforms include:

Å Individuals can now sue for serious privacy breaches directly without proving damage. 
Previously any privacy breaches required Office of Australian information Commissioner 
(OAIC) involvement;

Å Criminalizing doxing, with offenders facing a maximum of seven years in jail if found guilty;

Å Enhancing OAIC enforcement powers including to issue infringement notices and 
compliance notices. Failing to comply with an infringement or compliance notice could 
result in a maximum pecuniary penalty of AUD 330,000;

Å Clarifying that for organizations subject to the Privacy Act 1988 (Cth) (Privacy Act), taking 
љƣĲĦőŰŔĦċũШċŰĬШŸƖŊċŰŔǍċƣŔŸŰċũШůĲċƚƨƖĲƚњШċƖĲШƖĲċƚŸŰċĤũĲШƚƣĲƓƚШƣŸШƓƖŸƣĲĦƣШƓĲƖƚŸŰċũШ
information; and

Å Allowing for countries with substantially similar privacy protections to Australia to be 
identified in regulations to make it easier for businesses in Australia to transfer personal 
information to recipients in those countries. To date, no countries have been designated, 
however the legislation is only new, and this may change in the future. 

ÂƖŸĬƨĦƣŔƻŔƣǃШ9ŸůůŔƚƚŔŸŰќƚШfŰƣĲƖŔůШÅĲƓŸƖƣШљcċƖŰĲƚƚŔŰŊШĬċƣċШċŰĬШ
ĬŔŊŔƣċũШƣĲĦőŰŸũŸŊǃњШ
ÑőĲШÂƖŸĬƨĦƣŔƻŔƣǃШ9ŸůůŔƚƚŔŸŰќƚШInterim Report released in August 2025, considers that 
individuals and businesses can increase value from products and services by accessing and 
ƚőċƖŔŰŊШĬċƣċЮШfůƓũĲůĲŰƣŔŰŊШљŰĲƽШũŸƽĲƖ-cost and ŉũĲǂŔĤũĲШƓċƣőƽċǃƚњШƽŔũũШũĲƣШĬċƣċШőŸũĬĲƖШ
ŸĤũŔŊċƣŔŸŰƚШċŰĬШŊŸƻĲƖŰůĲŰƣШŉƨŰĦƣŔŸŰƚШĦőċŰŊĲШċĦĦŸƖĬŔŰŊШƣŸШĲċĦőШƚĲĦƣŸƖќƚШљƚƣƖƨĦƣƨƖċũШ
ĦőċƖċĦƣĲƖŔƚƣŔĦƚШċŰĬШĬŔŊŔƣċũШůċƣƨƖŔƣǃЮњШ?ċƣċШċĦĦĲƚƚШċŰĬШƚőċƖŔŰŊШƓċƣőƽċǃƚШĦċŰШĤĲШƖŸũũĲĬШŸƨƣШ
ċůŸŰŊШƚĲĦƣŸƖƚЯШƚƣċƖƣŔŰŊШƽŔƣőШƚĲĦƣŸƖƚШљƽőĲƖĲШƣőĲШĤĲŰĲŉŔƣƚШŸŉШƚőċƖŔŰŊШĬċƣċШĦũĲċƖũǃШŸƨƣƽĲŔŊőШƣőĲШ
ĦŸƚƣƚЯШċŰĬШƣőĲШĦŸƚƣƚШċƖĲШƖĲũċƣŔƻĲũǃШũŸƽЮњШ

The pathways could include industry-led data access codes for consumers to periodically 
ĲǂƓŸƖƣШŰŸŰƚĲŰƚŔƣŔƻĲШĬċƣċШŸƖШƚƣċŰĬċƖĬŔǍĲĬШĬċƣċШƣƖċŰƚŉĲƖƚШƽŔƣőШƣĲĦőŰŔĦċũШƚƣċŰĬċƖĬƚШŉŸƖШљőŔŊő-
ŉƖĲƕƨĲŰĦǃШĬċƣċШƣƖċŰƚŉĲƖƚШċŰĬШŔŰƣĲƖŸƓĲƖċĤŔũŔƣǃЮњ

ìőŔũĲШƣőĲШƣǃƓĲƚШŸŉШċĦĦĲƚƚŔĤũĲШĬċƣċШƽŔũũШƻċƖǃЯШƣőĲШĬċƣċШƚőŸƨũĬШĤĲШљŔĬĲŰƣŔŉŔĲĬШƽŔƣőШƣőĲШĦŸŰƚƨůĲƖШ
ŸƖШĤƨƚŔŰĲƚƚЯњШőĲũĬШŸƖШĦŸŰƣƖŸũũĲĬШĬŔŊŔƣċũũǃШĤǃШƣőĲШƓƖŸƻŔĬĲƖЯШċŰĬШĦŸũũĲĦƣĲĬШŸƖШĦƖĲċƣĲĬШƣőƖŸƨŊőШ
interactions. 

However, this type of data access and data use may be burdened by the obligations in the 
ÂƖŔƻċĦǃШ ĦƣШĦƖĲċƣŔŰŊШċŰШљĲǂĦĲƚƚŔƻĲШƖĲŊƨũċƣŸƖǃШĤƨƖĬĲŰШƽŔƣőŸƨƣШŔůƓƖŸƻŔŰŊШŸƨƣĦŸůĲƚШŉŸƖШ
ŔŰĬŔƻŔĬƨċũƚЮњШÑőĲШfŰƣĲƖŔůШÅĲƓŸƖƣШƖĲĦŸůůĲŰĬƚШċůĲŰĬŔŰŊШƣőĲШÂƖŔƻċĦǃШ ĦƣШƣŸШŔŰĦũƨĬĲШċŰШ
outcomes-based privacy compliance pathway targeted at outcomes, rather than 
ĦŸůƓũŔċŰĦĲШƽŔƣőШљĦŸŰƣƖŸũƚ-ĤċƚĲĬШƖƨũĲƚЮњ

[ƨƖƣőĲƖЯШƣőĲШfŰƣĲƖŔůШÅĲƓŸƖƣШƖĲĦŸůůĲŰĬƚШċŊċŔŰƚƣШŔŰĦũƨĬŔŰŊШċШљƖŔŊőƣШƣŸШĲƖċƚƨƖĲњШŔŰШƣőĲШÂƖŔƻċĦǃШ
ĦƣШĬƨĲШƣŸШƣőĲШљőŔŊőШĦŸůƓũŔċŰĦĲШĤƨƖĬĲŰњШŔƣШƽŸƨũĬШŔůƓŸƚĲШŸŰШĤƨƚŔŰĲƚƚĲƚШċŰĬШƣőĲШљƨŰĦĲƖƣċŔŰШ

ƓƖŔƻċĦǃШĤĲŰĲŉŔƣƚњШŔƣШƽŸƨũĬШƓƖŸƻŔĬĲШƣŸШŔŰĬŔƻŔĬƨċũƚЮШ

https://www.deloitte.com/content/dam/assets-shared/docs/services/legal/2024/dttl-cross-jurisdictional-data-protection-cybersecurity-ai-overview.pdf
https://www.deloitte.com/content/dam/assets-shared/docs/services/legal/2024/dttl-cross-jurisdictional-data-protection-cybersecurity-ai-overview.pdf
https://www.deloitte.com/content/dam/assets-shared/docs/services/legal/2024/dttl-cross-jurisdictional-data-protection-cybersecurity-ai-overview.pdf
https://assets.pc.gov.au/2025-09/data-digital-interim.pdf?VersionId=rbzZkLQzxhnPQz4O6MwZ.moIhJRyarOo
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Privacy and the use of biometric information 
The Commissioner initiated investigation into Kmart Australia Limited (Privacy) [2025] AICmr 
155 (26 August 2025) ĲǂċůŔŰĲĬШuůċƖƣШ ƨƚƣƖċũŔċШxŔůŔƣĲĬќƚШыKmart) deployment of facial 
recognition technology in 28 retail stores in Australia over a two-year period. The facial 
recognition technology was collecting biometric information of every shopper who entered 
28 of its retail stores and those shoppers who presented at a product returns counter in that 
store. 

7ŔŸůĲƣƖŔĦШŔŰŉŸƖůċƣŔŸŰШŉċũũƚШƽŔƣőŔŰШƣőĲШƚƨĤƚĲƣШŸŉШљƚĲŰƚŔƣŔƻĲШŔŰŉŸƖůċƣŔŸŰњШŔŰШƣőĲШÂƖŔƻċĦǃШ ĦƣШċŰĬШ
its collection and use is restricted to individuals who have consented to collection, unless an 
exemption applies. 

Kmart claimed it used the biometric information to detect and prevent fraudulent refunds 
ċŰĬШљċƚƚŔƚƣШŔŰШŔĬĲŰƣŔŉǃŔŰŊШŔŰĬŔƻŔĬƨċũƚШƽőŸШőċĬШƓƖĲƻŔŸƨƚũǃШĲŰŊċŊĲĬШŔŰШƖĲŉƨŰĬШŉƖċƨĬШŸƖШƣőĲŉƣЮњШ
Kmart argued consent was not required because of an exemption in the Privacy Act that 
allows for organizations to collect personal information if they:

ÅcċƻĲШљƖĲċƚŸŰШƣŸШƚƨƚƓĲĦƣШƣőċƣШƨŰũċƽŉƨũШċĦƣŔƻŔƣǃЯШŸƖШůŔƚĦŸŰĬƨĦƣШŸŉШċШƚĲƖŔŸƨƚШŰċƣƨƖĲЯШƣőċƣШ
ƖĲũċƣĲƚШƣŸШƣőĲШĲŰƣŔƣǃќƚШŉƨŰĦƣŔŸŰƚШŸƖШċĦƣŔƻŔƣŔĲƚШőċƚШĤĲĲŰЯШŔƚШĤĲŔŰŊШŸƖШůċǃШĤĲШĲŰŊċŊĲĬШŔŰњбШċŰĬ

ÅљÅĲċƚŸŰċĤũǃњШĤĲũŔĲƻĲШљƣőċƣШƣőĲШĦŸũũĲĦƣŔŸŰЯШƨƚĲШŸƖШĬŔƚĦũŸƚƨƖĲШŔƚШŰĲĦĲƚƚċƖǃШŔŰШŸƖĬĲƖШŉŸƖШƣőĲШ
ĲŰƣŔƣǃШƣŸШƣċťĲШċƓƓƖŸƓƖŔċƣĲШċĦƣŔŸŰШŔŰШƖĲũċƣŔŸŰШƣŸШƣőĲШůċƣƣĲƖЮњШ

The Australian Information Commissioner accepted that refund fraud was unlawful activity 
ƖĲũċƣŔŰŊШƣŸШuůċƖƣќƚШљŉƨŰĦƣŔŸŰƚШċŰĬШċĦƣŔƻŔƣŔĲƚШŔŰШƖĲƚƓĲĦƣШŸŉШƣőĲШƚċũĲШŸŉШŊŸŸĬƚШċŰĬШũŸƚƚШ
ƓƖĲƻĲŰƣŔŸŰЮњШcŸƽĲƻĲƖЯШƣőĲШ ƨƚƣƖċũŔċŰШfŰŉŸƖůċƣŔŸŰШ9ŸůůŔƚƚŔŸŰĲƖШĦŸŰƚŔĬĲƖĲĬШƣőċƣШƣőĲƖĲШƽċƚШ
not reasonable belief including because:

Å The value of the fraud prevented as a result of the biometric data being collected was 
ůŔŰŔůċũШĦŸůƓċƖĲĬШƣŸШuůċƖƣќƚШċŰŰƨċũШƖĲƻĲŰƨĲШŸŉШ Ö?ШΦЮΞШĤŔũũŔŸŰб

Å Kmart was collecting the biometric data of all customers entering the stores, not just 
suspected individuals;

Å The facial recognition technology appeared to have limited effectiveness in detecting and 
preventing refund fraud; and

ÅÑőĲƖĲШƽĲƖĲШљũĲƚƚШƓƖŔƻċĦǃШŔŰƣƖƨƚŔƻĲШůĲƣőŸĬƚњШuůċƖƣШĦŸƨũĬШőċƻĲШŔůƓũĲůĲŰƣĲĬЮ

While Kmart had an entry notice at the relevant stores noting the use of facial recognition 
technology in that store, the Privacy Act requires individuals to be notified of the collection of 
their personal information at or before the time the personal information is collected or if that 
is not practicable, as soon as practicable after collection. Kmart had a notice at store entries 
ƚƣċƣŔŰŊШљяƣѐőŔƚШƚƣŸƖĲШőċƚШΞΠ-hour CCTV coverage, which includes facial recognition 
ƣĲĦőŰŸũŸŊǃњШċŰĬШċШƓƖŔƻċĦǃШƓŸƚƣĲƖШĬŔƚƓũċǃĲĬШċƣШƣőĲШĲŰƣƖǃШƓŸŔŰƣƚШŸŉШĦĲƖƣċŔŰШƚƣŸƖĲƚШĬŔƖĲĦƣŔŰŊШ
ƚőŸƓƓĲƖƚШƣŸШuůċƖƣќƚШƓƖŔƻċĦǃШƓŸũŔĦǃЮШcŸƽĲƻĲƖЯШƣőĲШĲŰƣƖǃШŰŸƣŔĦĲШċŰĬШƓŸƚƣĲƖШĬŔĬШŰŸƣа

Å Adequately notify or make shoppers aware their personal information was being 
collected, or the consequences of their personal information not being collected;

Å Specify the purpose for collecting personal information was to prevent and detect refund 
fraud; and

Å Specify that its privacy policy contained information about how shoppers could access 
their personal information and seek corrections. 

Further, there were instances of the entry notice not being displayed in stores when the facial 
recognition technology was in use, and there were no signs at the returns counter. 

uůċƖƣќƚШƓƖŔƻċĦǃШƓŸũŔĦǃШċũƚŸШĬŔĬШŰŸƣШƖĲŉĲƖĲŰĦĲШƣőĲШƨƚĲШŸŉШŉċĦŔċũШƖĲĦŸŊŰŔƣŔŸŰШƣĲĦőŰŸũŸŊǃШƣŸШ
collect personal information and the purpose of this collection, which also breached the 
requirements in the Privacy Act for having a clear and up to date privacy policy containing the 
information stipulated by the Privacy Act. 

This decision reflects a broader concern about the proportionality of using invasive 
technologies in retail settings without robust justification or safeguards and underscores the 
need for organizations to priorities privacy when adopting emerging technologies, particularly 
those involving sensitive information. 

https://classic.austlii.edu.au/au/cases/cth/AICmr/2025/155.html
https://classic.austlii.edu.au/au/cases/cth/AICmr/2025/155.html
https://classic.austlii.edu.au/au/cases/cth/AICmr/2025/155.html
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eSafety Commissioner т Introduction of new industry codes
ƨƚƣƖċũŔċќƚШeSafety Commissioner has registered the following codes, each one of which is to 

be read in accordance with the Consolidated Industry Codes of Practice for the Online 
Industry (Class 1C and 2 Material) Head Term: 
Å Schedule 1 - Hosting Services Online Safety Code (Class 1C and Class 2 Material)
Å Schedule 2 - Internet Carriage Services Online Safety Code (Class 1C and Class 2 

Material)
Å Schedule 3 - Internet Search Engine Services Online Safety Code (Class 1C and Class 2 

Material)
Å Schedule 4 - Social Media Services (Core Features) Online Safety Code (Class 1C and 

Class 2 Material)
Å Schedule 4A - Social Media Services (Messaging Features) Online Safety Code (Class 1C 

and Class 2 Material)
Å Schedule 5 - Relevant Electronic Services Online Safety Code (Class 1C and Class 2 

Material) 
Å Schedule 6 - Designated Internet Services Online Safety Code (Class 1C and Class 2 

Material)
Å Schedule 7 - App Distribution Services Online Safety Code (Class 1C and Class 2 

Material)
Å Schedule 8 - Equipment Online Safety Code (Class 1C and Class 2 Material)
The above codes and Head Terms (Codes) aim to restrict children accessing or being 
exposed to viewing Class 1C and Class 2 material and provide Australian end-users with 
љŔŰŉŸƖůċƣŔŸŰЯШƣŸŸũƚШċŰĬШŸƓƣŔŸŰƚШƣŸШũŔůŔƣШċĦĦĲƚƚШċŰĬШĲǂƓŸƚƨƖĲњШƣŸШƣőĲƚĲШůċƣĲƖŔċũƚЮ
Class 1C material includes films, publications, computer games and other material 
classified as or which would likely be classified as, Refused Classification (RC) and which 
describes or depicts specific fetish practices or fantasies (excluding child sexual 
exploitation, pro-terror and extreme crime or violence material). RC material is content 
ŸƨƣƚŔĬĲШљŊĲŰĲƖċũũǃШċĦĦĲƓƣĲĬШĦŸůůƨŰŔƣǃШƚƣċŰĬċƖĬƚњШċŰĬШĦċŰŰŸƣШĤĲШƓƖŸƻŔĬĲĬЯШċĬƻĲƖƣŔƚĲĬШŸƖШ
legally imported into Australia. 

Class 2 material includes films, publications, computer games and other material classified 
as or which would likely be classified as, X 18+ or R 18+. Content classified as X 18+ is 
ƖĲƚƣƖŔĦƣĲĬШƣŸШƓĲŸƓũĲШΝΥШǃĲċƖƚШċŰĬШŸũĬĲƖШċŰĬШĦŸŰƣċŔŰƚШљƚĲǂƨċũũǃШĲǂƓũŔĦŔƣШċĦƣŔƻŔƣǃЮњШ9ŸŰƣĲŰƣШ
ĦũċƚƚŔŉŔĲĬШċƚШÅШΝΥҼШŔƚШƖĲƚƣƖŔĦƣĲĬШƣŸШƓĲŸƓũĲШΝΥШǃĲċƖƚШċŰĬШŸũĬĲƖШċŰĬШĦŸŰƣċŔŰƚШĦŸŰƣĲŰƣШљƣőċƣШůċǃШ
ĤĲШŸŉŉĲŰƚŔƻĲШƣŸШƚĲĦƣŔŸŰƚШŸŉШƣőĲШċĬƨũƣШĦŸůůƨŰŔƣǃЮњШ

The Codes identify compliance measures for each industry. For example, the Social Media 
Services (Core Features) Online Safety Code specifies that a social media service provider 
must implement access control measures and age assurance measures where feasible and 
practicable before providing access to online pornography or self-harm material. 

9ŸůƓũŔċŰĦĲШƽŔƣőШƣőĲШ9ŸĬĲƚШƖĲƕƨŔƖĲƚШŔŰĬƨƚƣƖǃШĲŰƣŔƣŔĲƚШљƣŸШŔĬĲŰƣŔŉǃШċŰĬШŔůƓũĲůĲŰƣњШ
reasonable compliance measures, taking into account various factors including human 
ƖŔŊőƣƚШċŰĬШƣőĲШŔŰĬƨƚƣƖǃШƓċƖƣŔĦŔƓċŰƣќƚШƖŔƚťШƓƖŸŉŔũĲЯШƣőĲШƓƖŸĬƨĦƣШŸƖШƚĲƖƻŔĦĲЯШƽőĲƣőĲƖШƣőĲШƚƣĲƓƚШċƖĲШ
proportionate to the risk and the nature of the material classified as Class 1C or Class 2 
material. 

These Codes complement the existing codes and standards issued by the eSafety 
Commissioner for Class 1A material (which includes child sexual exploitation material, pro-
terror material advocating for committing terrorist acts, including terrorist manifestos, 
extreme crime and violence material dealing with extreme crime, cruelty or violence without 
justification (including sexual violence)) and Class 1B material (which includes unjustified 
depictions, description, promotion or instructions in crime or violence and unjustified 
description, promotion, instruction or dealing with drug misuse or addiction). 

https://www.esafety.gov.au/sites/default/files/2025-09/Consolidated-Industry-Codes-of-Practice-for-the-Online-Industry-%28Class-1C-and-Class-2-Material%29-Head-Terms-9-September-2025.pdf?v=1760933737400
https://www.esafety.gov.au/sites/default/files/2025-09/Consolidated-Industry-Codes-of-Practice-for-the-Online-Industry-%28Class-1C-and-Class-2-Material%29-Head-Terms-9-September-2025.pdf?v=1760933737400
https://www.esafety.gov.au/sites/default/files/2025-06/Schedule-1-Hosting-Services-Online-Safety-Code-%28Class-1C-and-Class-2-Material%29.pdf?v=1760933737400
https://www.esafety.gov.au/sites/default/files/2025-06/Schedule-1-Hosting-Services-Online-Safety-Code-%28Class-1C-and-Class-2-Material%29.pdf?v=1760933737400
https://www.esafety.gov.au/sites/default/files/2025-06/Schedule-1-Hosting-Services-Online-Safety-Code-%28Class-1C-and-Class-2-Material%29.pdf?v=1760933737400
https://www.esafety.gov.au/sites/default/files/2025-06/Schedule-1-Hosting-Services-Online-Safety-Code-%28Class-1C-and-Class-2-Material%29.pdf?v=1760933737400
https://www.esafety.gov.au/sites/default/files/2025-06/Schedule-2-Internet-Carriage-Services-Online-Safety-Code-%28Class-1C-and-Class-2-Material%29.pdf?v=1760933737400
https://www.esafety.gov.au/sites/default/files/2025-06/Schedule-2-Internet-Carriage-Services-Online-Safety-Code-%28Class-1C-and-Class-2-Material%29.pdf?v=1760933737400
https://www.esafety.gov.au/sites/default/files/2025-06/Schedule-2-Internet-Carriage-Services-Online-Safety-Code-%28Class-1C-and-Class-2-Material%29.pdf?v=1760933737400
https://www.esafety.gov.au/sites/default/files/2025-06/Schedule-2-Internet-Carriage-Services-Online-Safety-Code-%28Class-1C-and-Class-2-Material%29.pdf?v=1760933737400
https://www.esafety.gov.au/sites/default/files/2025-06/Schedule-2-Internet-Carriage-Services-Online-Safety-Code-%28Class-1C-and-Class-2-Material%29.pdf?v=1760933737400
https://www.esafety.gov.au/sites/default/files/2025-06/Schedule-3-Internet-Search-Engine-Services-Online-Safety-Code-%28Class-1C-and-Class-2-Material%29.pdf?v=1760933737400
https://www.esafety.gov.au/sites/default/files/2025-06/Schedule-3-Internet-Search-Engine-Services-Online-Safety-Code-%28Class-1C-and-Class-2-Material%29.pdf?v=1760933737400
https://www.esafety.gov.au/sites/default/files/2025-06/Schedule-3-Internet-Search-Engine-Services-Online-Safety-Code-%28Class-1C-and-Class-2-Material%29.pdf?v=1760933737400
https://www.esafety.gov.au/sites/default/files/2025-06/Schedule-3-Internet-Search-Engine-Services-Online-Safety-Code-%28Class-1C-and-Class-2-Material%29.pdf?v=1760933737400
https://www.esafety.gov.au/sites/default/files/2025-06/Schedule-3-Internet-Search-Engine-Services-Online-Safety-Code-%28Class-1C-and-Class-2-Material%29.pdf?v=1760933737400
https://www.esafety.gov.au/sites/default/files/2025-09/Schedule-4-Social-Media-Services-%28Core-Features%29-Online-Safety-Code-%28Class-1C-and-Class-2-Material%29.pdf?v=1760933737400
https://www.esafety.gov.au/sites/default/files/2025-09/Schedule-4-Social-Media-Services-%28Core-Features%29-Online-Safety-Code-%28Class-1C-and-Class-2-Material%29.pdf?v=1760933737400
https://www.esafety.gov.au/sites/default/files/2025-09/Schedule-4-Social-Media-Services-%28Core-Features%29-Online-Safety-Code-%28Class-1C-and-Class-2-Material%29.pdf?v=1760933737400
https://www.esafety.gov.au/sites/default/files/2025-09/Schedule-4-Social-Media-Services-%28Core-Features%29-Online-Safety-Code-%28Class-1C-and-Class-2-Material%29.pdf?v=1760933737400
https://www.esafety.gov.au/sites/default/files/2025-09/Schedule-4-Social-Media-Services-%28Core-Features%29-Online-Safety-Code-%28Class-1C-and-Class-2-Material%29.pdf?v=1760933737400
https://www.esafety.gov.au/sites/default/files/2025-09/Schedule-4A-Social-Media-Services-Messaging-Features-Online-Safety-Code-Class-1C-and-Class-2-Material.pdf?v=1760933737400
https://www.esafety.gov.au/sites/default/files/2025-09/Schedule-4A-Social-Media-Services-Messaging-Features-Online-Safety-Code-Class-1C-and-Class-2-Material.pdf?v=1760933737400
https://www.esafety.gov.au/sites/default/files/2025-09/Schedule-4A-Social-Media-Services-Messaging-Features-Online-Safety-Code-Class-1C-and-Class-2-Material.pdf?v=1760933737400
https://www.esafety.gov.au/sites/default/files/2025-09/Schedule-4A-Social-Media-Services-Messaging-Features-Online-Safety-Code-Class-1C-and-Class-2-Material.pdf?v=1760933737400
https://www.esafety.gov.au/sites/default/files/2025-09/Schedule-4A-Social-Media-Services-Messaging-Features-Online-Safety-Code-Class-1C-and-Class-2-Material.pdf?v=1760933737400
https://www.esafety.gov.au/sites/default/files/2025-09/Schedule-5-Relevant-Electronic-Services-Online-Safety-Code-Class-1C-and-Class-2-Material.pdf?v=1760933737400
https://www.esafety.gov.au/sites/default/files/2025-09/Schedule-5-Relevant-Electronic-Services-Online-Safety-Code-Class-1C-and-Class-2-Material.pdf?v=1760933737400
https://www.esafety.gov.au/sites/default/files/2025-09/Schedule-5-Relevant-Electronic-Services-Online-Safety-Code-Class-1C-and-Class-2-Material.pdf?v=1760933737400
https://www.esafety.gov.au/sites/default/files/2025-09/Schedule-5-Relevant-Electronic-Services-Online-Safety-Code-Class-1C-and-Class-2-Material.pdf?v=1760933737400
https://www.esafety.gov.au/sites/default/files/2025-09/Schedule-5-Relevant-Electronic-Services-Online-Safety-Code-Class-1C-and-Class-2-Material.pdf?v=1760933737400
https://www.esafety.gov.au/sites/default/files/2025-09/Schedule-6-Designated-Internet-Services-Online-Safety-Code-Class-1C-and-Class-2-Material.pdf?v=1760933737400
https://www.esafety.gov.au/sites/default/files/2025-09/Schedule-6-Designated-Internet-Services-Online-Safety-Code-Class-1C-and-Class-2-Material.pdf?v=1760933737400
https://www.esafety.gov.au/sites/default/files/2025-09/Schedule-6-Designated-Internet-Services-Online-Safety-Code-Class-1C-and-Class-2-Material.pdf?v=1760933737400
https://www.esafety.gov.au/sites/default/files/2025-09/Schedule-6-Designated-Internet-Services-Online-Safety-Code-Class-1C-and-Class-2-Material.pdf?v=1760933737400
https://www.esafety.gov.au/sites/default/files/2025-09/Schedule-6-Designated-Internet-Services-Online-Safety-Code-Class-1C-and-Class-2-Material.pdf?v=1760933737400
https://www.esafety.gov.au/sites/default/files/2025-09/Schedule-7-App-Distribution-Services-Online-Safety-Code-Class-1C-and-Class-2-Material.pdf?v=1760933737400
https://www.esafety.gov.au/sites/default/files/2025-09/Schedule-7-App-Distribution-Services-Online-Safety-Code-Class-1C-and-Class-2-Material.pdf?v=1760933737400
https://www.esafety.gov.au/sites/default/files/2025-09/Schedule-7-App-Distribution-Services-Online-Safety-Code-Class-1C-and-Class-2-Material.pdf?v=1760933737400
https://www.esafety.gov.au/sites/default/files/2025-09/Schedule-7-App-Distribution-Services-Online-Safety-Code-Class-1C-and-Class-2-Material.pdf?v=1760933737400
https://www.esafety.gov.au/sites/default/files/2025-09/Schedule-7-App-Distribution-Services-Online-Safety-Code-Class-1C-and-Class-2-Material.pdf?v=1760933737400
https://www.esafety.gov.au/sites/default/files/2025-09/Schedule-8-Equipment-Online-Safety-Code-Class-1C-and-Class-2-Material.pdf?v=1760933737400
https://www.esafety.gov.au/sites/default/files/2025-09/Schedule-8-Equipment-Online-Safety-Code-Class-1C-and-Class-2-Material.pdf?v=1760933737400
https://www.esafety.gov.au/sites/default/files/2025-09/Schedule-8-Equipment-Online-Safety-Code-Class-1C-and-Class-2-Material.pdf?v=1760933737400
https://www.esafety.gov.au/sites/default/files/2025-09/Schedule-8-Equipment-Online-Safety-Code-Class-1C-and-Class-2-Material.pdf?v=1760933737400
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Cyber Security Act т Mandatory cybersecurity standards for 
consumer IoT devices and ransomware reporting 
The Cyber Security Act 2024 (Cth) (Cyber Security Act) institutes:

Å Mandatory cybersecurity standards for smart devices, and

Å Mandatory ransomware payment reporting for entities. 

Cybersecurity standards for smart devices

The Cyber Security Act and the Cyber Security (Security Standards for Smart Devices) Rules 
2025 introduce cybersecurity standards for consumer smart devices which are intended for 
personal use and are not a desktop computer, laptop or tablet computer, smartphone, 
therapeutic good, road vehicle or road vehicle component. The security standards include 
requirements regarding passwords, reporting security issues and publishing the period for 
which security updates will be provided for the product. 

Ransome payment reporting 

The Cyber Security Act and the Cyber Security (Ransomware Payment Reporting) Rules 2025 
implement mandatory ransomware payment reporting obligations where a payment or 
benefit has been made for an imminent, occurring or occurred cybersecurity incident of:

Å An entity carrying on a business in Australia with an annual turnover of AUD 3 million and 
which is not a Commonwealth or State body; or

Å A responsible entity for a critical infrastructure asset to which Part 2B of the Security of 
Critical Infrastructure Act 2018 (Cth) applies. 

A cybersecurity incident is defined in the Cyber Security Act as:

Å Involving a critical infrastructure asset;

Å Involving ċĦƣŔƻŔƣŔĲƚШŸŉШċШĦŸƖƓŸƖċƣŔŸŰШƚƨĤŢĲĦƣШƣŸШÂċƖũŔċůĲŰƣќƚШĦŸƖƓŸƖċƣŔŸŰШƓŸƽĲƖƚШŔŰШƣőĲШ
Australian Constitution;

Å Effected ĤǃШċШƣĲũĲŊƖċƓőŔĦЯШƣĲũĲƓőŸŰŔĦШŸƖШƚŔůŔũċƖШƚĲƖƻŔĦĲШƚƨĤŢĲĦƣШƣŸШÂċƖũŔċůĲŰƣќƚШƓŸƽĲƖƚШ
under the Australian Constitution, including the internet;

Å Impeding or impairing a computer connecting to such a service; or

Å Seriously prejudicing the social or economic stability of Australia or Australians, national 
ƚĲĦƨƖŔƣǃШŸƖШ ƨƚƣƖċũŔċќƚШĬĲŉĲŰƚĲЮ

The timeframe for making the report to the Department of Home Affairs and the Australian 
Signals Directorate is within 72 hours of making the ransomware payment or becoming 
aware that the ransomware payment has been made. 

Reforms to Security of Critical Infrastructure Act 
The Security of Critical Infrastructure Act 2018 (Cth) (SOCI Act), which contains obligations 
for owning, operating or having direct interests in critical infrastructure assets in Australia, 
has been amended to:

Å Expand critical infrastructure assets to include data storage systems storing business-
critical data used in relation to a critical infrastructure asset;

Å Expand ŊŸƻĲƖŰůĲŰƣШƓŸƽĲƖƚШŉƖŸůШљƚĲƖŔŸƨƚШĦǃĤĲƖƚĲĦƨƖŔƣǃШƣőƖĲċƣƚњШƣŸШљƚĲƖŔŸƨƚШŔŰĦŔĬĲŰƣƚњШŸŰШ
a critical infrastructure asset;

Å Grant the government power to compel an entity to vary its critical infrastructure risk 
ůċŰċŊĲůĲŰƣШƓƖŸŊƖċůШƣŸШċĬĬƖĲƚƚШљƚĲƖŔŸƨƚШĬĲŉŔĦŔĲŰĦŔĲƚњбШċŰĬ

Å Allow the government to compel risk management improvements and consolidate 
telecommunications security under the SOCI Act. 

Businesses operating critical infrastructure must reassess risk programs, data storage 
compliance, and readiness for expanded government intervention.

https://www.legislation.gov.au/C2024A00098/asmade/text
https://www.legislation.gov.au/C2024A00098/asmade/text
https://www.legislation.gov.au/C2024A00098/asmade/text
https://www.legislation.gov.au/F2025L00276/asmade/text
https://www.legislation.gov.au/F2025L00276/asmade/text
https://www.legislation.gov.au/F2025L00278/asmade/text
https://www.legislation.gov.au/C2018A00029/latest/text
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Scams Prevention Framework 
The Australian government has introduced the Scams Prevention Framework (SPF) 
establishing a scams prevention regime. 

[ŸƖШƣőĲШƓƨƖƓŸƚĲƚШŸŉШƣőĲШÉÂ[ШċШƚĦċůШŔƚШċШљċШĬŔƖĲĦƣШŸƖШŔŰĬŔƖĲĦƣШċƣƣĲůƓƣШыƽőĲƣőĲƖШŸƖШŰŸƣШ
successful) to engage an SPF consumer of a regulated service where it would be reasonable 
to conclude that the attempt: (iьШŔŰƻŸũƻĲƚШĬĲĦĲƓƣŔŸŰШвШċŰĬШыŔŔьШƽŸƨũĬЯШŔŉШƚƨĦĦĲƚƚŉƨũЯШĦċƨƚĲШ
loss or harm including obtaining SPF personal information of, or a financial or other benefit 
ŉƖŸůЯШƣőĲШÉÂ[ШĦŸŰƚƨůĲƖШŸƖШƣőĲШÉÂ[ќƚШĦŸŰƚƨůĲƖќƚШċƚƚŸĦŔċƣĲƚЮњШ

A scam attempt involves deception if the scam:

ÅљDeceptively ƖĲƓƖĲƚĲŰƣƚШƚŸůĲƣőŔŰŊШƣŸШĤĲШыŸƖШƣŸШĤĲШƖĲũċƣĲĬШƣŸьШƣőĲШƖĲŊƨũċƣĲĬШƚĲƖƻŔĦĲњбШ

ÅљfůƓĲƖƚŸŰċƣĲƚШċШƖĲŊƨũċƣĲĬШĲŰƣŔƣǃШŔŰШĦŸŰŰĲĦƣŔŸŰШƽŔƣőШƣőĲШƖĲŊƨũċƣĲĬШƚĲƖƻŔĦĲњб

ÅљfƚШċŰШċƣƣĲůƓƣШƣŸШĬĲĦĲŔƻĲШƣőĲШÉÂ[ШĦŸŰƚƨůĲƖШŔŰƣŸаШыi) performing an action using the 
regulated service; or (ii) facilitating another person to perform an action using the 
ƖĲŊƨũċƣĲĬШƚĲƖƻŔĦĲњбШŸƖ

ÅљfƚШċŰШċƣƣĲůƓƣШƣŸШĬĲĦĲŔƻĲШƣőĲШÉÂ[ШĦŸŰƚƨůĲƖШƣőċƣШŔƚШůċĬĲШƨƚŔŰŊШƣőĲШƖĲŊƨũċƣĲĬШƚĲƖƻŔĦĲЮњШ

The SPF protects natural persons and small businesses in Australia and extends beyond 
Australia to natural persons who ordinarily reside in Australia and entities providing services 
outside of Australia, but where the entity is an Australian resident or has a permanent 
establishment for income tax purposes. 

Banking services, digital platform services and telecommunication services have been 
identified as possible regulated sectors. 

Regulated sectors will need to comply with the following overarching principles, in addition to 
any designated codes applying to them:

Å Governance: Documenting and implementing governance policies and procedures and 
performance metrics in relation to scams, maintaining records of this, and annual 
certifications of compliance; 

Å Preventing scams: Taking reasonable steps to prevent scams, which requires more than 
acting on actionable scam intelligence provided by another person;

Å Detecting scams: Taking reasonable steps to detect a scam as or after it happens, 
investigating whether an activity is a scam, taking reasonable steps in a reasonable time 
to identify consumers who may have been impacted by the activity;

Å Reporting scams: Reporting on actionable scam intelligence;

Å Disrupting scams: Taking reasonable steps in a reasonable time to disrupt the scam 
activity or prevent loss or harm; and

Å Reporting and dispute mechanisms: Having accessible reporting mechanisms for 
reporting actual or potential scams and accessible and transparent internal dispute 
resolution mechanisms for complaints.

Maximum penalties for breaching the SPF are:

Å For individuals: AUD 2,636,700; or

Å For companies: The maximum of AUD 52,715,850, or three times the value of the benefit 
obtained or 10% of the turnover during the period in breach. 
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ÂƖŸĬƨĦƣŔƻŔƣǃШ9ŸůůŔƚƚŔŸŰќƚШfŰƣĲƖŔůШÅĲƓŸƖƣШљcċƖŰĲƚƚŔŰŊШĬċƣċШċŰĬШ
ĬŔŊŔƣċũШƣĲĦőŰŸũŸŊǃњШт AI perspective 
ÑőĲШÂƖŸĬƨĦƣŔƻŔƣǃШ9ŸůůŔƚƚŔŸŰќƚШInterim Report released in August 2025, considers that most 
ŸŉШƣőĲШƖŔƚťƚШ fШƓŸƚĲШċƖĲШŰŸƣШŰĲƽШŔƚƚƨĲƚЯШċŰĬШƣőĲƖĲŉŸƖĲШљяƣѐőĲШƖĲŊƨũċƣŸƖǃШƖĲƚƓŸŰƚĲШƚőŸƨũĬШŉŸĦƨƚШ
on mitigating the additional risk of these harms occurring, rather than treating them as wholly 
ŰĲƽШƓƖŸĤũĲůƚЮњШÑőĲШfŰƣĲƖŔůШÅĲƓŸƖƣШƖĲĦŸůůĲŰĬƚШƣőċƣа

ÅÑőĲШ ƨƚƣƖċũŔċŰШŊŸƻĲƖŰůĲŰƣШƨŰĬĲƖƣċťĲШљŊċƓШċŰċũǃƚĲƚњШƣŸШƨŰĬĲƖƚƣċŰĬШ fШƖŔƚťƚШċŰĬШƽőĲƣőĲƖШ
ƣőĲƚĲШƖŔƚťШċƖĲШĬĲċũƣШƽŔƣőШĤǃШљĲǂŔƚƣŔŰŊШƖĲŊƨũċƣŸƖǃШŉƖċůĲƽŸƖťƚЯњШċŰĬШƓċƨƚĲШƣőĲШŔŰƣƖŸĬƨĦƣŔŸŰШ
of AI regulations until this occurs; and

Å AI regulations are a last resort where the existing framework is not adaptable and 
љƣĲĦőŰŸũŸŊǃ-ŰĲƨƣƖċũШƖĲŊƨũċƣŔŸŰƚШċƖĲШŰŸƣШŉĲċƚŔĤũĲЮњШ

ÑőĲШfŰƣĲƖŔůШÅĲƓŸƖƣШŰŸƣĲĬШƣőċƣШƣőĲƖĲШƽċƚШċŰШŸƓƣŔŸŰШƣŸШĲǂƓċŰĬШƣőĲШљŉċŔƖШĬĲċũŔŰŊњШƖĲŊŔůĲШŔŰШ
copyright to include training for AI models without obtaining consent from the copyright 
holders. However, the Australian government has љŰŸШƓũċŰƚњ to introduce this exemption. 

New model AI clauses for Australian government contracts
The Australian government published model clauses to assist government buyers procuring 
AI systems or in circumstances where the seller is using AI systems in the delivery of their 
services. 

These model clauses address a range of AI matters including no use of banned AI systems, 
notifications of AI hazards and incidents, disengaging the AI system, the AI system operating 
ethically and complying with a range of legislation and principles and policies and complying 
with new laws and policies as they are introduced, human oversight of the AI system, steps 
to be taken regarding AI datasets and compliance with AI risk management systems.

These clauses can be amended to the specific AI requirements the government buyer, and 
government buyers have been using and enforcing compliance with these clauses. 

Copyright and Artificial Intelligence Reference Group (CAIRG) т 
Responses to transparency discussion paper 
In September 2024, the Attorney General's Department circulated the Copyright and AI 
Reference Group Transparency paper to obtain feedback from CAIRG participants on 
љĦŸƓǃƖŔŊőƣ-ƖĲũċƣĲĬШƣƖċŰƚƓċƖĲŰĦǃШŔƚƚƨĲƚЮњШ

The responses received from CAIRG participants advocate for clear disclosure requirements 
for AI developers and operators to identify when copyright material has been used to develop 
AI models. The CAIRG participants also support the use of AI tools in the creation of some 
content being identified. The CAIRG participants also overall supported implementing these 
requirements in a new piece of legislation, instead of amending the Copyright Act 1968 (Cth). 

While CAIRG participants considered the EU regulatory approach, however:

Å Participants ŉƖŸůШƣőĲШĦƖĲċƣŔƻĲШċŰĬШĤƖŸċĬĦċƚƣŔŰŊШƚĲĦƣŸƖШŊĲŰĲƖċũũǃШƚƨƓƓŸƖƣĲĬШљŔůƓŸƚŔƣŔŸŰШ
on general purpose AI (GPAI) providers of copyright-related transparency obligations and 
the need to comply with EU copyright law, no matter the jurisdiction in which the GPAI 
ůŸĬĲũШƽċƚШĬĲƻĲũŸƓĲĬњбШċŰĬ

Å Participants ŉƖŸůШƣĲĦőŰŸũŸŊǃШċŰĬШŸƣőĲƖШƚĲĦƣŸƖƚШљƨƖŊĲШĦċƨƣŔŸŰњШĬƨĲШƣŸШťĲǃШĬŔŉŉĲƖĲŰĦĲƚШ
ĤĲƣƽĲĲŰШEÖШċŰĬШ ƨƚƣƖċũŔċŰШĦŸƓǃƖŔŊőƣШŉƖċůĲƽŸƖťƚЯШŔŰĦũƨĬŔŰŊШљƣőċƣШƣőĲШEÖќƚШĦŸƓǃƖŔŊőƣ-AI 
transparency measures are explicitly tied to compliance with the opt-out condition of its 
generally-ċƓƓũŔĦċĤũĲШƣĲǂƣШċŰĬШĬċƣċШůŔŰŔŰŊШĲǂĦĲƓƣŔŸŰЮњШ

https://assets.pc.gov.au/2025-09/data-digital-interim.pdf?VersionId=rbzZkLQzxhnPQz4O6MwZ.moIhJRyarOo
https://www.abc.net.au/news/2025-10-27/labor-rules-out-ai-training-copyright-exceptions/105935740?utm_source=headnote.com.au&utm_medium=newsletter&utm_campaign=ai-copyright-exception-rejected&_bhlid=a6a004d8f4dafc712066b67f6bf2fd9885de6afb
https://www.ag.gov.au/sites/default/files/2025-01/copyright-AI-transparency-issues-paper-CAIRG.pdf
https://www.ag.gov.au/sites/default/files/2025-01/copyright-AI-transparency-issues-paper-CAIRG.pdf
https://www.ag.gov.au/sites/default/files/2025-01/summary-of-AGD-CAIRG-transparency-discussion-paper%20responses.pdf
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Australian Senate Select Committee on AI
The Australian Senate Select Committee on Adopting Artificial Intelligence released its final 
report calling for consultation and new legislation to regulate high-risk AI uses. The final 
report contains the following recommendations to the Australian government:

Å Introduction ŸŉШċШƓŔĲĦĲШŸŉШũĲŊŔƚũċƣŔŸŰШƖĲŊƨũċƣŔŰŊШљőŔŊő-ƖŔƚťШƨƚĲƚШŸŉШ fњ

Å Adopting ċШљƓƖŔŰĦŔƓũĲƚ-based approach to defining high-ƖŔƚťШ fШƨƚĲƚњШċĦĦŸůƓċŰŔĲĬШљĤǃШċШ
non-exhaustive list of explicitly defined high-ƖŔƚťШ fШƨƚĲƚњШƽőŔĦőШŔŰĦũƨĬĲƚШљŊĲŰĲƖċũ-
ƓƨƖƓŸƚĲШ fШůŸĬĲũƚњб

Å Increasing ŉŔŰċŰĦŔċũШċŰĬШŰŸŰŉŔŰċŰĦŔċũШљƚƨƓƓŸƖƣШŸŉШƚŸƻĲƖĲŔŊŰШ fШĦċƓċĤŔũŔƣǃШŔŰШ ƨƚƣƖċũŔċњШ
ĦŸŰĦĲŰƣƖċƣŔŰŊШŸŰШљ ƨƚƣƖċũŔċќƚШĲǂŔƚƣŔŰŊШċƖĲċƚШŸŉШĦŸůƓċƖċƣŔƻĲШċĬƻċŰƣċŊĲШċŰĬШƨŰŔƕƨĲШ[ŔƖƚƣШ
 ċƣŔŸŰƚШƓĲƖƚƓĲĦƣŔƻĲƚњб

Å The final definition of high-ƖŔƚťШ fШŔŰĦũƨĬĲƚШ fШƨƚĲШŔůƓċĦƣŔŰŊШƽŸƖťĲƖƚќШƖŔŊőƣƚШċŰĬШƣőċƣШ
ĲǂŔƚƣŔŰŊШƽŸƖťƓũċĦĲШőĲċũƣőШƚċŉĲƣǃШũĲŊŔƚũċƣŔŸŰШĲǂƣĲŰĬƚШƣŸШљƽŸƖťƓũċĦĲШƖŔƚťƚШƓŸƚĲĬШĤǃШƣőĲШ
ċĬŸƓƣŔŸŰШŸŉШ fњб

Å WorkersЯШĲůƓũŸǃĲƖƚШċŰĬШƽŸƖťĲƖШċŰĬШĲůƓũŸǃĲƖШŸƖŊċŰŔǍċƣŔŸŰƚШċƖĲШљĦŸŰƚƨũƣĲĬШŸŰШƣőĲШŰĲĲĬШ
for, and best approach to, further regulatory responses to address the impact of AI on 
ƽŸƖťШċŰĬШƽŸƖťƓũċĦĲƚњб

Åљ9ƖĲċƣŔƻĲШƽŸƖťĲƖƚЯШƖŔŊőƣƚőŸũĬĲƖƚШċŰĬШƣőĲŔƖШƖĲƓƖĲƚĲŰƣċƣŔƻĲШŸƖŊċŰŔǍċƣŔŸŰƚњШċƖĲШĦŸŰƚƨũƣĲĬШŸŰШ
љċƓƓƖŸƓƖŔċƣĲШƚŸũƨƣŔŸŰƚШƣŸШƣőĲШƨŰƓƖĲĦĲĬĲŰƣĲĬШƣőĲŉƣШŸŉШƣőĲŔƖШƽŸƖťШĤǃШůƨũƣŔŰċƣŔŸŰċũШƣĲĦőШ
ĦŸůƓċŰŔĲƚШŸƓĲƖċƣŔŰŊШƽŔƣőŔŰШ ƨƚƣƖċũŔċњб

Å Transparency by AI product developers on the use of copyright materials in their training 
ĬċƣċƚĲƣƚЯШċŰĬШƣőċƣШƣőĲƚĲШůċƣĲƖŔċũƚШċƖĲШљċƓƓƖŸƓƖŔċƣĲũǃШũŔĦĲŰƚĲĬШċŰĬШƓċŔĬШŉŸƖњб

Å Urgent љĦŸŰƚƨũƣċƣŔŸŰШƽŔƣőШƣőĲШĦƖĲċƣŔƻĲШŔŰĬƨƚƣƖǃШƣŸШĦŸŰƚŔĬĲƖШċŰШċƓƓƖŸƓƖŔċƣĲШůĲĦőċŰŔƚůШƣŸШ
ensure fair remuneration is paid to creators for commercial AI-generated outputs based 
ŸŰШĦŸƓǃƖŔŊőƣĲĬШůċƣĲƖŔċũШƨƚĲĬШƣŸШƣƖċŔŰШ fШƚǃƚƣĲůƚњб

Å AůĲŰĬŔŰŊШũĲŊŔƚũċƣŔŸŰШƣŸШŔŰĦũƨĬĲШċШљƖŔŊőƣШŉŸƖШŔŰĬŔƻŔĬƨċũƚШƣŸШƖĲƕƨĲƚƣШůĲċŰŔŰŊŉƨũШŔŰŉŸƖůċƣŔŸŰШ
about how substantially automated decisions with legal or similarly significant effect are 
ůċĬĲњб

Å Managing fШŔŰŉƖċƚƣƖƨĦƣƨƖĲШŔŰШ ƨƚƣƖċũŔċШƨƚŔŰŊШċШљċШĦŸŸƖĬŔŰċƣĲĬЯШőŸũŔƚƣŔĦШċƓƓƖŸċĦőњШŉŸƖШ
sustainable growth.

Office of Australian Information Commissioner т Guidelines on 
privacy and AI 
In October 2024, OAIC released guidelines to assist organizations to comply with Australian 
privacy requirements while using commercially available AI products or developing and 
training Generative AI models.

The guidelines for using AI note:

Å Organizations should conduct due diligence on AI systems since privacy requirements 
ċƓƓũǃШƣŸШƓĲƖƚŸŰċũШŔŰŉŸƖůċƣŔŸŰШĲŰƣĲƖĲĬШŔŰƣŸШƣőĲШ fШƚǃƚƣĲůШċŰĬШŔŰШƣőĲШ fШƚǃƚƣĲůќƚШŸƨƣƓƨƣƚШŔŉШ
they contain personal information;

Å Privacy policies will need to be updated to account for the use of AI;

Å AI systems generating or inferring personal information must comply with the 
requirements for collecting personal information;

Å Organizations can only input personal information into an AI system if it is for the primary 
purpose for which it was collected, unless there is consent, or the person providing the 
personal information would reasonably expect it to be used in this way and this use 
relates to the primary purpose the information was collected. 

https://parlinfo.aph.gov.au/parlInfo/download/committees/reportsen/RB000470/toc_pdf/SelectCommitteeonAdoptingArtificialIntelligence(AI).pdf
https://parlinfo.aph.gov.au/parlInfo/download/committees/reportsen/RB000470/toc_pdf/SelectCommitteeonAdoptingArtificialIntelligence(AI).pdf
https://www.oaic.gov.au/privacy/privacy-guidance-for-organisations-and-government-agencies/guidance-on-privacy-and-the-use-of-commercially-available-ai-products
https://www.oaic.gov.au/privacy/privacy-guidance-for-organisations-and-government-agencies/guidance-on-privacy-and-developing-and-training-generative-ai-models
https://www.oaic.gov.au/privacy/privacy-guidance-for-organisations-and-government-agencies/guidance-on-privacy-and-developing-and-training-generative-ai-models
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What are the most relevant expected developments in data protection, cybersecurity and AI?

Transparency rules for automated decision-making 
New transparency rules for automated decision-making (ADM) will take effect on 10 
December 2026, requiring entities subject to the Privacy Act to include in their Privacy Policy 
if:

Å TőĲШĲŰƣŔƣǃШŔƚШƨƚŔŰŊШċŰШ ?~ШƚǃƚƣĲůШљƣŸШůċťĲЯШŸƖШĬŸШċШƣőŔŰŊШƣőċƣШŔƚШƚƨĤƚƣċŰƣŔċũũǃШċŰĬШĬŔƖĲĦƣũǃШ
ƖĲũċƣĲĬШƣŸШůċťŔŰŊЯШċШĬĲĦŔƚŔŸŰњШŸƖШƖĲŉƨƚŔŰŊШŸƖШŉċŔũŔŰŊШƣŸШůċťĲШċШĬĲĦŔƚŔŸŰШыŰŸƣŔŰŊШƣőċƣШċШ
decision can affect an individual beneficially or adversely);

Å TőĲШĬĲĦŔƚŔŸŰШŸƖШƖĲŉƨƚċũШŸƖШŉċŔũƨƖĲШƣŸШůċťĲШċШĬĲĦŔƚŔŸŰШљĦŸƨũĬШƖĲċƚŸŰċĤũǃШĤĲШĲǂƓĲĦƣĲĬШƣŸШ
ƚŔŊŰŔŉŔĦċŰƣũǃШċŉŉĲĦƣШƣőĲШƖŔŊőƣƚШŸƖШŔŰƣĲƖĲƚƣƚШŸŉШċŰШŔŰĬŔƻŔĬƨċũњбШċŰĬ

Å AŰШŔŰĬŔƻŔĬƨċũќƚШƓĲƖƚŸŰċũШŔŰŉŸƖůċƣŔŸŰШŔƚШƨƚĲĬШŔŰШƣőĲШ ?~ШƚǃƚƣĲůШљƣŸШůċťĲШƣőĲШĬĲĦŔƚŔŸŰШŸƖШ
ĬŸШƣőĲШƣőŔŰŊњШŸƖШƖĲŉƨƚċũШŸƖШŉċŔũƨƖĲШƣŸШĬŸШƣőĲШƣőŔŰŊЮШ

Here, the information includes: 

Å The types of personal information used by the ADM system;

Å The types of decisions the ADM system is solely making; and

Å TőĲШƣǃƓĲƚШŸŉШĬĲĦŔƚŔŸŰƚШљŉŸƖШƽőŔĦőШċШƣőŔŰŊЯШƣőċƣШŔƚШƚƨĤƚƣċŰƣŔċũũǃШċŰĬШĬŔƖĲĦƣũǃШƖĲũċƣĲĬШƣŸШ
ůċťŔŰŊШƣőĲШĬĲĦŔƚŔŸŰњШŔƚШĦŸůƓũĲƣĲĬШĤǃШƣőĲШ ?~ШƚǃƚƣĲůЮ

If an entity fails to update its Privacy Policy as required, they could face maximum penalties 
of:

Å For companies: The maximum of AUD 50 million, or three times the value of the benefit 
obtained or 30% of the turnover during the period in breach; or

Å For individuals: A maximum penalty of AUD 2.5 million. 

Social media minimum age laws 
[ƖŸůШ?ĲĦĲůĤĲƖШΞΜΞΡЯШљċŊĲ-ƖĲƚƣƖŔĦƣĲĬШƚŸĦŔċũШůĲĬŔċШƓũċƣŉŸƖůƚњШůƨƚƣШƣċťĲШƖĲċƚŸŰċĤũĲШƚƣĲƓƚШ
to prevent Australian children under 16 years from having accounts. 

ŰШљċŊĲ-ƖĲƚƣƖŔĦƣĲĬШƚŸĦŔċũШůĲĬŔċШƓũċƣŉŸƖůњШŔƚШċŰШĲũĲĦƣƖŸŰŔĦШƚĲƖƻŔĦĲа

Å With the sole, or significant, purpose of enabling online social interaction between at least 
two end users. This includes enabling end-ƨƚĲƖƚШƣŸШљƚőċƖĲШůċƣĲƖŔċũШŉŸƖШƚŸĦŔċũШƓƨƖƓŸƚĲƚњб

Å Allowing end-ƨƚĲƖƚШљƣŸШũŔŰťШƣŸЯШŸƖШŔŰƣĲƖċĦƣШƽŔƣőЯШƚŸůĲШŸƖШċũũШŸŉШƣőĲШŸƣőĲƖШĲŰĬ-ƨƚĲƖƚњбШċŰĬ

Å Allowing љĲŰĬ-ƨƚĲƖƚШƣŸШƓŸƚƣШůċƣĲƖŔċũШŸŰШƣőĲШƚĲƖƻŔĦĲЮњ

Breaching the requirement to restrict access to social media platforms to children under 16 
years, could result in maximum penalties of:

Å For companies: A maximum of AUD 49.5 million; or

Å For individuals: A maximum of AUD 9.9 million. 

On 16 September 2025, the eSafety Commissioner published eSafety Social Media Minimum 
Age Regulatory Guidance to assist age-restricted social media platforms to meet their 
legislative requirements. 

https://www.esafety.gov.au/sites/default/files/2025-09/eSafety-SMMA-Regulatory-Guidance.pdf?v=1758262602664
https://www.esafety.gov.au/sites/default/files/2025-09/eSafety-SMMA-Regulatory-Guidance.pdf?v=1758262602664
https://www.esafety.gov.au/sites/default/files/2025-09/eSafety-SMMA-Regulatory-Guidance.pdf?v=1758262602664
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What are the most relevant data protection updates?

Legislation т Farewell to official secrecy
Freedom of Information Act (Informationsfreiheitsgesetz (IFG))
The Austrian Freedom of Information Act (Informationsfreiheitsgesetz (IFG)) came (mostly) 
into force on 1 September 2025. On this day, official secrecy was replaced by the right of 
access to information. Additionally, the proactive duty to provide information came into 
effect.

Administrative, legislative, judicial, and state oversight bodies must, as a matter of principle, 
ƓƖŸċĦƣŔƻĲũǃШƓƨĤũŔƚőШŔŰŉŸƖůċƣŔŸŰШŸŉШљŊĲŰĲƖċũШŔŰƣĲƖĲƚƣњШƣőċƣШƣőĲǃШőċƻĲШĦƖĲċƣĲĬШŸƖШĦŸůůŔƚƚŔŸŰĲĬШ
on the internet free of charge. 

Furthermore, every person has a constitutionally guaranteed right to access information and 
can request it from certain governmental (administrative bodies of the federal government, 
states, and municipalities) or quasi-governmental bodies (foundations, funds, institutions, 
and enterprises subject to the control of the Federal Audit Office (Rechnungshof) or a State 
Audit Office (Landesrechnungshof)). 

If the right to data protection within the meaning of the GDPR is affected, this constitutes 
љŊƖŸƨŰĬƚШŉŸƖШĦŸŰŉŔĬĲŰƣŔċũŔƣǃњШƨŰĬĲƖШƣőĲШf[]ЯШƽőŔĦőШůċǃШƓƖĲƻĲŰƣШŔŰŉŸƖůċƣŔŸŰШŉƖŸůШĤĲŔŰŊШ
disclosed. The body responsible for providing information must weigh up the interests in 
each individual case and may only disclose information if the right to provide information 
prevails. 

According to Article 15 paragraph 1 IFG the Austrian Data Protection Authority (DSB) 
љċĬƻŔƚĲƚШċŰĬШƚƨƓƓŸƖƣƚШƣőĲШĤŸĬŔĲƚШċŰĬШŔŰƚƣŔƣƨƣŔŸŰƚШƚƨĤŢĲĦƣШƣŸШŔŰŉŸƖůċƣŔŸŰШƖĲƕƨŔƖĲůĲŰƣƚШĤǃШ
providing guidelines and training opportunities on data protection issues relating to the 
ĲŰŉŸƖĦĲůĲŰƣШŸŉШŉƖĲĲĬŸůШŸŉШŔŰŉŸƖůċƣŔŸŰЮњШ

New data protection supervisory authority
The Parliamentary Data Protection Committee 
The Parliamentary Data Protection Committee was established in 2025 as the supervisory 
authority which decides on data protection complaints against legislative bodies, including 
their administrative affairs.

The Parliamentary Data Protection Committee is responsible for the areas of work of the 
National Council, Federal Council, Court of Auditors, and Ombudsman.

The Parliamentary Data Protection Committee is now one of two supervisory authorities 
in Austria, alongside the Austrian Data Protection Authority.
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Legislation т Access to data
Data Access Act (Datenzugangsgesetz (DZG))
The new Data Access Act (Datenzugangsgesetz (DZG)) came into force on 24 July 2025. The 
law implements the EU Regulation on Data Governance (EU 2022/868) and makes a 
significant contribution to the European Data Strategy.

The Data Access Act establishes central structures for data access:

Å Competent authority: The Federal Chancellery is responsible for supervising new players 
in the data economy, such as data brokerage services and data altruistic organizations.

Å Central information point: Together with Statistics Austria and the Federal Computing 
(data.gv.at) is being expanded into a one-stop shop for protected public data т with an 
interface to the EU portal (data.europe.eu).

Å Responsible bodies: Institutions such as Statistics Austria make protected data available 
for research and innovation under clearly defined conditions in secure processing 
environments.

ÑőĲШ?ü]ШƓƖŸƻŔĬĲƚШƖĲŊƨũċƣĲĬШċĦĦĲƚƚШƣŸШљƓƖŸƣĲĦƣĲĬШĬċƣċњШыŔЮĲЮЯШƓĲƖƚŸŰċũШĬċƣċЯШƣƖċĬĲШƚĲĦƖĲƣƚьШŔŰШ
strict compliance with legal requirements and technical security standards. This opens up 
new opportunities for research institutions and companies for data-based developments т 
from health research to sustainable mobility.

In addition, the law establishes data brokerage services т i.e., neutral data intermediaries т in 
law for the first time and places them under supervision. At the same time, it creates a legal 
framework for so-ĦċũũĲĬШљĬċƣċШċũƣƖƨŔƚůњаШŔŰĬŔƻŔĬƨċũƚШŸƖШŸƖŊċŰŔǍċƣŔŸŰƚШĦċŰШƻŸũƨŰƣċƖŔũǃШůċťĲШ
data available free of charge for charitable purposes т such as scientific studies or 
combating climate change.

Legislation т Messenger surveillance
Messenger Surveillance Act
The State Security and Intelligence Service Act (Staatsschutz- und Nachrichtendienst-
Gesetz) and the Security Police Act (Sicherheitspolizeigesetz) are to be amended to allow the 
Directorate for State Security and Intelligence (DSN) to monitor encrypted and unencrypted 
digital communication in the future.
To defend against particularly serious attacks that threaten the constitution, it should be 
possible to read messages sent via messenger services, although surveillance should only 
be used as a last resort and be subject to strict legal and technical controls. An independent 
legal protection officer and the Federal Administrative Court are to be given central review 
and approval tasks. 
The proposal has already been approved by the National Council as well as the Federal 
Council, but the law itself has not come into force yet. 
The opposition has voiced strong criticism т one party has even announced that it will be 
filing a lawsuit before the Constitutional Court. Particularly controversial is the fact that, in 
case of encrypted messages, the usage of spyware is necessary. Written inquiries regarding 
the procurement of said spyware have already been submitted by several members of 
Parliament. 

EU Project

Project to improve data protection compliance among small and medium-sized 
enterprises (SMEs)
Since February 2025, the Austrian Data Protection Authority has been working with the 
Austrian Federal Economic Chamber on a new EU project. The aim of the project (provisional 
name: GDPR4SMEs) is to develop an online self-audit tool that SMEs can use to assess their 
company's data protection maturity level. In addition, various tools, checklists, and videos 
will be provided to help companies comply with the GDPR.

What are the most relevant data protection updates?
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What are the most relevant cybersecurity updates?

NIS2 Implementation 
Austrian NIS Act 2025 т The wait continues
Since the rejection due to lack of a two-thirds majority in the Austrian National Council, there 
have been no changes with regard to the national implementation of the NIS2 Directive. 
When exactly implementation will take place in Austria depends on the parliamentary 
legislative process and is currently still unclear. However, it is currently expected that the 
regulations could come into force in 2025.

CER Directive Implementation
Austrian Resilience Act for critical facilities (Resilienzgesetz für kritische 
Einrichtungen (RKEG)) 
The Critical Entities Resilience Directive EU 2022/2557 (CER) is the counterpart to the NIS2 
Directive and refers solely to physical security risks. The Resilience Act for critical entities 
(RKEG) explicitly excludes matters relating to cybersecurity that fall under the NIS2 Directive.

However, the RKEG requires the establishment of a coordination procedure between the 
authorities regarding the CER and the NIS2 for the purpose of exchanging information on 
cybersecurity risks as well as non-cyber-related risks. 

The RKEG will enter into force on the 1 March 2026. 

CSA Implementation
Cybersecurity Certification Act
With the adoption of the Cybersecurity Certification Act (Bundesgesetz, mit dem ein 
Bundesgesetz über Daten-Governance, Anbieter von Datenvermittlungsdiensten und 
datenaltruistische Organisationen nach der Verordnung (EU) 2022/868 über europäische 
Daten-Governance und zur Änderung der Verordnung (EU) 2018/1724 (Datenzugangsgesetz 
(DZG)) and the establishment of a national authority for cybersecurity certification, Austria is 
implementing an EU regulation on cybersecurity (Cybersecurity Act (CSA)), which requires 
EU member states to designate national authorities for cybersecurity certification. 

The aim is to ensure appropriate security standards for ICT products, services, and 
processes across the EU. The new authority will be based at the Federal Chancellery 
(Bundeskanzleramt). It will be responsible for monitoring and enforcing the rules of a 
cybersecurity certification scheme.
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What are the most relevant AI updates?

The Austrian Data Protection Authority on the relationship between 
data protection law and the AI Act 
On the adoption of the AI Act on 21 May 2024, the Austrian Data Protection Authority (DSB) 
provided initial information on the relationship between data protection regulations and the 
AI Regulation on its website (FAQ on AI and data protection and circular letter to public and 
private sector controllers; only available in German). 

The essential aspects of this information are summarized as follows:

Å The work of the DSB and the obligations of providers and operators of AI systems in their 
role as controllers or processors according to the GDPR remain unaffected by the AI 
Regulation.

Å The GDPR remains applicable in parallel with the AI Regulation insofar as the processing 
of personal data is concerned.

Å In connection with AI systems, Article 22 of the GDPR is particularly considerable.

Å The AI Regulation also supplements the data protection obligations in some respects. For 
example, Article 10(5) of the AI Regulation is used as an exception to the prohibition on 
processing sensitive personal data.

Å A market surveillance authority for the supervision and enforcement of the AI Regulation 
has not yet been established in Austria. In preparation for the implementation of the AI 
Regulation, an AI service center has been set up at RTR GmbH to serve as a point of 
contact and information hub on the subject of AI. The DSB is responsible for data 
protection issues relating to AI systems.

The Austrian RTR GmbH on the AI Act 
On the occasion of the adoption of the AI Regulation, Austrian RTR GmbH has also published 
FAQ with regard to the applicability and implementation of the AI Act in Austria. 

https://dsb.gv.at/kuenstlichebrintelligenz/kuenstliche-intelligenz-datenschutz
https://www.rtr.at/rtr/service/ki-servicestelle/faq/FAQ.en.html
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What are the most relevant expected developments in data protection, cybersecurity and AI?

Budget cuts lead to reductions in the activities of the DSB 
The budget for the DSB for 2025 and 2026 has been reduced compared to the previous 
year, which will have an impact on the DSB's activities.

In detail, this means: 

Å The focus will be on treating complaints. However, according to the DSB, delays in 
treatment are inevitable;

ÅOfficial investigation procedures will only be initiated if the submission gives rise to 
sufficiently concrete suspicion of a serious violation of the GDPR or the Data 
Protection Act, with particular attention being paid to vulnerable groups (e.g., 
children, employees);

Å Announcement of the (annual) audit focus (topic: e.g., data security) in the sense of 
an annual strategy without disclosing the industry in January of each year, with 
simultaneous announcement of the actual start of the audit (e.g., in May);

Å Reports pursuant to Article 33 GDPR are reviewed in terms of content. However, a 
notification is only sent to the controller if the DSB is of the opinion that follow-up 
measures are necessary, or the report is incomplete;

Å Availability by phone will be limited;
ÅWritten legal information will only be provided with a reference to the detailed 

information on the DSB website;
Å The participation of DSB employees in events, including as speakers, will be 

restricted;
Å The DSB will only participate in meetings of the EDSA subgroups if the topic under 

discussion is of significant interest to the DSB;
Å Business trips will be reduced to the absolutely necessary minimum; and
Å Statements in the legislative and regulatory review process will only be made if the project 

touches on fundamental data protection issues.

In its statement, the DSB expressed its hope that there will be a sustainable increase in 
the DSB's staffing levels in the future so that it can once again fully meet all its 
responsibilities.



Cross-jurisdictional data protection, cybersecurity and AI overview© 2025. For information, contact Deloitte Touche Tohmatsu Limited. 32

z

Contacts

Index

Index

Belgium

Matthias Vierstraete
Partner, Deloitte Legal Belgium

mvierstraete@deloitte.com 

Julie Van Com
Senior Manager, Deloitte Legal Belgium

jvancom@deloitte.com 



Cross-jurisdictional data protection, cybersecurity and AI overview© 2025. For information, contact Deloitte Touche Tohmatsu Limited. 33

?
Index

Index

What are the most relevant data protection updates?

Market Court decision 2022/AR/292 т IAB case
Market Court decision
In the 2024 edition, we discussed the IAB Europe case (IAB). The IAB is an association of 
digital advertising undertakings which developed a well-known mechanism facilitating the 
ůċŰċŊĲůĲŰƣШŸŉШƨƚĲƖƚќШƓƖĲŉĲƖĲŰĦĲƚШŉŸƖШŸŰũŔŰĲШƓĲƖƚŸŰċũŔǍĲĬШċĬƻĲƖƣŔƚŔŰŊЮШÑőĲǃШĦƖĲċƣĲĬШƣőĲШ
Transparency and Consent Framework (TCF) which regulates how advertisers should use the 
real-time bidding system, a system used for selling advertising space on the internet. Through 
this system, advertisers bid on the features of the user. Processing of personal data takes 
ƓũċĦĲШƣőƖŸƨŊőШƣőĲШĦŸŰƚĲŰƣШŸŉШƣőĲШƨƚĲƖШċŰĬШƣőĲШċƚƚŸĦŔċƣĲĬШљÑ9ШÉƣƖŔŰŊњШĦƖĲċƣĲĬЯШƽőŔĦőШŔŰĦũƨĬĲƚШ
the personal data of the users. The DPA qualified this TC String as personal data. 
[ƨƖƣőĲƖůŸƖĲЯШƣőĲШ?Â ШĬĲĦŔĬĲĬШƣőċƣШf 7ШƽċƚШċШŢŸŔŰƣШĦŸŰƣƖŸũũĲƖШƨŰĬĲƖШƣőĲШ]?ÂÅЮШÑőĲШ?Â ќƚШ
decision in 2022 held IAB liable for a variety of GDPR infringements and imposed a fine of 
қ250,000. IAB however, appealed the decision, after which the Market Court posed two 
preliminary questions to the CJEU. 

The CJEU replied to the ƕƨĲƚƣŔŸŰƚШĤǃШĦŸŰĦũƨĬŔŰŊШƣőċƣШњƣőĲШÑ9ШÉƣƖŔŰŊШĦŸŰƚƣŔƣƨƣĲƚШƓĲƖƚŸŰċũШĬċƣċШ
where those data may, by reasonable means, be associated with an identifier (including the 
fÂШċĬĬƖĲƚƚьЮњAdditionally, the CJEU ruled that: љf 7ШEƨƖŸƓĲШĦċŰШĤĲШĬĲĲůĲĬШċШŢŸŔŰƣШĦŸŰƣƖŸũũĲƖШ
with its members if it influences the personal data processing for its own purposes, and 
determines, jointly with its members, the purposes and means of such processing, which is 
ƨƓШƣŸШƣőĲШ7ĲũŊŔċŰШ9ŸƨƖƣШŸŉШ ƓƓĲċũШƣŸШƻĲƖŔŉǃЮњШ

The Market Court has ruled on the case, taking into account the ruling of the CJEU. The 
Market Court concluded that the TC string fulfills all conditions to be considered personal 
data.

It is information that can be used to identify a natural person. Furthermore, the court 
concluded that IAB possess the necessary resources to identify natural persons regardless of 
the fact that they had to require third parties to help them. 

Recommendation 01/2025 regarding the processing of personal data 
for direct marketing
The Belgian Data Protection Authority (DPA) has updated itsGuidelines on Direct 
Marketing(the Guidelines) т originally published in 2020 т to account for evolving legal 
interpretations, case law and industry practices.

This recommendation aims to aid controllers in fulfilling their obligations regarding the 
protection of personal data. As the GDPR falls short in defining this ĦŸŰĦĲƓƣШŸŉШљĬŔƖĲĦƣШ
ůċƖťĲƣŔŰŊЯњ ƣőĲШ7ĲũŊŔċŰШ?Â ШĬĲŉŔŰĲĬШŔƣШċƚШљċũũШċĦƣŔƻŔƣŔĲƚШƣőċƣШƖĲƚƨũƣШŔŰШƣőĲШĬŔƖĲĦƣШĦŸůůƨŰŔĦċƣŔŸŰШ
of messages with promotional content to one or more identified or identifiable natural 
persons.њ There are multiple elements to the definition: 

Å IƣШĬŸĲƚŰќƣШŢƨƚƣШƖĲũċƣĲШƣŸШƣőĲШĦŸůůƨŰŔĦċƣŔŸŰ as such, but to all the activities supporting the 
communication;

Å It relates both to wanted and unwanted communications;

Å There is processing of personal data;

Å The identity of the natural or legal person whose services, goods, or activities are 
promoted in the direct marketing message is not relevant;

Å TőĲШƣĲƖůШћƓƖŸůŸƣŔŸŰċũШĦŸŰƣĲŰƣќШőċƚШƣŸШĤĲШƨŰĬĲƖƚƣŸŸĬШĤƖŸċĬũǃ; and

Å The means used to send the direct marketing communication is not relevant. 

The recommendation discusses in greater detail the processing of personal data, GDPR 
principles such as the proportionality principle and the grounds for legitimate processing, the 
purpose and transparency. Additionally, it mentions the rights of natural personals such as 
the right of objection and the right to access.

https://www.gegevensbeschermingsautoriteit.be/publications/arrest-van-14-mei-2025-van-het-marktenhof-ar-292.pdf
https://www.deloitte.com/content/dam/assets-shared/docs/services/legal/2024/dttl-cross-jurisdictional-data-protection-cybersecurity-ai-overview.pdf
https://www.autoriteprotectiondonnees.be/publications/recommandation-01-2025-relative-aux-traitements-de-donnees-a-caractere-personnel-dans-le-cadre-du-marketing-direct.pdf
https://www.autoriteprotectiondonnees.be/publications/recommandation-01-2025-relative-aux-traitements-de-donnees-a-caractere-personnel-dans-le-cadre-du-marketing-direct.pdf
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What are the most relevant data protection updates?

Dispute committee decision 61/2025 of 25 March 2025 case nr.: 
DOS-2023-03455 and DOS-2023-03186
Dispute committee decision 

Facts
This case relates to the installation of a geolocation tracking system by an employer in an 
employee's company car. The employee disputes the fact that the employer informed him 
thereof. Additionally, it was no possible for the employee to turn the geolocation device off 
during vacations of after work. In its capacity of controller, the employer invoked 
Article(6)(1)(f) GDPR (necessary for the purposes of the legitimate interest) as legal ground 
for the processing. 

Dispute committee decision
The dispute committee assessed the validity to base the processing on Article(6)(1)(f) and 
concluded that:

Å The employer indeed had a legitimate interest;

Å The necessity criterion was met. However, the committee does highlight that a suspicion 
of fraud is not enough of a reason to install a geolocation tracking device; and

Å After performing the balancing test, the employer could legitimately rely on Article(6)(1)(f) 
GDPR.

Nevertheless, the committee did determine multiple other infringements, including an 
infringement of: 

Å Principle of purpose limitation;

Å Principle of transparency; and

Å Access to information.

Guidance and warning of the Flemish Supervisory Commission to 
cities and municipalities regarding ANPR cameras
Guidance and warning Flemish Supervisory Commission
The Flemish Supervisory Commission (FSC) has, in the year 2024, received multiple 
complaints from citizens regarding the use of ANPR cameras, which triggered the FSC to 
issue a guidance and warning, including some critical remarks. 

Å It has been confirmed that the cities and municipalities qualify as controllers, even if (as 
was argued) they just receive the information.

ÅÑőĲШ[É9ШŔƚШŸŉШƣőĲШŸƓŔŰŔŸŰШƣőċƣШ  ÂÅШĦċůĲƖċƚШċƖĲШƣŸŸШĲċƚŔũǃШĦŸŰƚŔĬĲƖĲĬШƣőĲШћĤĲƚƣШƚŸũƨƣŔŸŰЯќШ
without taking into account less invasive measures.

Å The purpose of the use of ANPR cameras must be specific and clear. References to public 
order alone are insufficient. There is a risk that purposes are expanded without a new 
assessment (function creep), resulting in residents being constantly monitored. 
Furthermore, enforcement must never be used as a source of financial income but should 
aim to prevent violations and protect public order.

Å Another remark is about transparency. There must be transparency about the potential 
risks to citizens, whereby a public debate is necessary. Data protection impact 
assessments must include all affected parties and not just residents of that city or 
municipality. Additionally, the purpose has to be communicated, alongside other 
elements such as the contact details of the controller and the data protection officer.

Å The fifth remark mentions that the controller, thus the city and municipality, must make 
an assessment of the risks according to the GDPR. The FSC mentions some risks that the 
city and municipality have to take into account such as unclear purposes, registrations 
and monitoring of citizens. The risks for the persons involved are considered severe and 
are insufficiently detected. Thus, there are also not enough protective measures put in 
place.

https://www.gegevensbeschermingsautoriteit.be/index.php/publications/beslissing-ten-gronde-nr.-61-2025.pdf
https://assets.vlaanderen.be/image/upload/v1733482566/repositories-prd/VTC_O_2024_03_richtlijn_en_waarschuwing_ANPR-camera_s_trajectcontrole_1_1_sykkxh.pdf
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What are the most relevant cybersecurity updates?

Publication of Guidance on the NIS2 Act
Belgium has taken up a leading role with regard to NIS2 implementation. As introduced by 
this publication last year, Belgium was the first to transpose the NIS2 Directive including a 
concurring Royal Decree. 

The authority ensuring NIS2 compliance in Belgium is the for Cybersecurity Belgium (CCB). 
The CCB has been very active over the past year to support businesses with regard to NIS2 
compliance. Publishing guidelines, implementation documents based on the risk level and 
most importantly the Frequently Asked Questions on the NIS2 Act. In 2025, the CCB 
published two versions of their FAQ, with the second one incorporating and addressing 
specific queries and issues coming from the private sector.

ÑőĲШ997ќƚШ[ ÄƚШċĬĬƖĲƚƚШċШƽŔĬĲШƖċŰŊĲШŸŉШƕƨĲƚƣŔŸŰƚШŔŰĦũƨĬŔŰŊа

Å General queries regarding the scope of the NIS2 Act such as, the territorial scope of the 
NIS2 Act, clarification on the sector interpretations, group structures and intra-group 
service providers and the calculation of the size of an entity;

Å Questions relating to (the concept of) the public sector;

Å Clarifications regarding the obligations for essential and important entities subject to the 
NIS2 Act. This ranges from simple registration obligations to supply chain obligations 
imposed by the NIS2 Act;

Å Illustrating the enforcement of the NIS2 Act, including the competent authorities, 
conformity assessment bodies, possible administrative measures; and

Å Other miscellaneous questions relating to the NIS2 Act.

SafeonWeb launches national prevention campaign against 
investment fraud
The CCB has prioritized launching an awareness campaign against online investment fraud 
via its SafeonWeb platformЯШŉŸũũŸƽŔŰŊШƣőĲШċũċƖůŔŰŊШқΝΡШůŔũũŔŸŰШũŸƚƣШĤǃШ7ĲũŊŔċŰШŔŰƻĲƚƣŸƖƚШŔŰШƣőĲШ
first half of 2025. The two primary sources of these fraudulent losses were fake trading 
ƓũċƣŉŸƖůƚШċŰĬШĦƖǃƓƣŸĦƨƖƖĲŰĦǃШƚĦċůƚЯШƽőŔĦőШƣŸŊĲƣőĲƖШċĦĦŸƨŰƣĲĬШŉŸƖШŸƻĲƖШқΝΞШůŔũũŔŸŰЯШƣőƖĲĲШ
times the amount lost through these channels during the same period last year.

This sharp increase in losses is particularly concerning. Additionally, 1,289 complaints were 
filed with the Financial Services and Markets Authority (FSMA), although this figure likely 
ƨŰĬĲƖƖĲƓƖĲƚĲŰƣƚШƣőĲШċĦƣƨċũШĦċƚĲƚЮШÑőĲШċƻĲƖċŊĲШũŸƚƚШƓĲƖШƻŔĦƣŔůШƽċƚШċƓƓƖŸǂŔůċƣĲũǃШқΟΤЯΤΤΤЯШ
with over two-thirds of victims being men aged 50 and above. Emerging fraud trends include 
scams conducted via recovery rooms, where fraudsters falsely promise to help previously 
scammed victims recover lost funds, and through social media platforms.

The awareness campaign will be rolled out across cinemas, linear television, and online 
channels, aiming to raise public vigilance and educate citizens about the risks of online 
ŔŰƻĲƚƣůĲŰƣШŉƖċƨĬЮШÑőĲШĦċůƓċŔŊŰќƚШůĲƚƚċŊĲШŔƚШŉƨƖƣőĲƖШċůƓũŔŉŔĲĬШƣőƖŸƨŊőШƓċƖƣŰĲƖƚőŔƓƚШƽŔƣőШ
public services, schools, banks, and other institutions.

https://atwork.safeonweb.be/sites/default/files/2025-02/NIS2%20FAQ%20Website%20v2.0.1%20EN.pdf
https://ccb.belgium.be/news/safeonweb-launches-national-prevention-campaign-against-investment-fraud-today-eu15-million
https://ccb.belgium.be/news/safeonweb-launches-national-prevention-campaign-against-investment-fraud-today-eu15-million
https://ccb.belgium.be/news/safeonweb-launches-national-prevention-campaign-against-investment-fraud-today-eu15-million
https://ccb.belgium.be/news/safeonweb-launches-national-prevention-campaign-against-investment-fraud-today-eu15-million
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What are the most relevant cybersecurity updates?

Clarification on intra-group service providers
Belgium positioned itself as a frontrunner in NIS2 implementation. As the CCB implemented 
the NIS2 Act and published its NIS2 Act Frequently Asked Questions, the CCB received a lot 
of questions on the practical implementation of the NIS2 Act. 

Under the NIS2 Act, every legal entity must independently assess whether it falls within 
scope, based on its activities, headcount, and financial thresholds. While size assessments 
can consolidate data from linked or partner entities, the core analysis of sectoral designation 
remains entity-specific. However, there was uncertainty regarding the designation of intra-
group managed/IT service providers who provided services falling in the scope of NIS2. In its 
second FAQ the CCB provided clarity on this matter.

For intra-group IT service providers, such as those offering cloud hosting, IT support, or 
cybersecurity services exclusively within the corporate group, the NIS2 obligations still apply 
ŔŉШƣőĲШĲŰƣŔƣǃШůĲĲƣƚШƚŔǍĲШƣőƖĲƚőŸũĬƚЯШċŰĬШƣőĲШƚĲƖƻŔĦĲƚШŉċũũШƽŔƣőŔŰШƣőĲШ fÉΞШ ĦƣќƚШĬĲŉŔŰŔƣŔŸŰƚЮШÑőĲШ
CCB clarifies that providing IT services to another legal entity qualifies as an activity under 
NIS2, regardless of whether the services are limited to group members. Such providers must 
implement risk management, incident notification, and supply chain security measures as 
required by their designated risk-level.

The CCB also introduced an exception in case group entities jointly share infrastructure, 
networks, or systems without a clear provider-customer relationship. Here, costs and 
resources are pooled, and the group functions collaboratively rather than hierarchically. 
However, practical guidance regarding this specific exception remains limited.

As such, the CCB obliged intra-group service providers to abide by the same rules as 
companies providing the same services as external providers. This had an important ripple 
effect on large conglomerates and corporate groups relying on intra-group IT service 
providers.

https://atwork.safeonweb.be/sites/default/files/2025-02/NIS2%20FAQ%20Website%20v2.0.1%20EN.pdf
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What are the most relevant AI updates?

Charter for the responsible use of artificial intelligence in public 
services when providing services to individuals, companies and 
organizations
On 11 July 2025, the Belgian government introduced a Charter for the Responsible Use of 
Artificial Intelligence (AI) in public services. The charter aims to guide the ethical deployment 
of AI in interactions by governmental organizations with individuals, businesses, and other 
stakeholders, ensuring respect for fundamental rights and public trust.

The charter applies to all endorsing public services and aligns with the AI Act, GDPR, and 
administrative transparency laws. The charter states that AI systems are complex and not 
limited to the algorithms an sich rather they are complex systems involving data, hardware, 
human input, and context. However, the charter also recognizes the value it could bring to 
public services.

Public authorities who sign the charter will commit to using AI responsibly in administrative 
decision-making and direct user interactions. The key message of the charter is 
transparency. Citizens must be informed when they engage with AI, and AI-supported 
decisions must comply with legal requirements, including the right to appeal.

The charter confirms the human oversight obligation with regard to high-risk AI systems. It 
also recognizes data quality and risk assessments as essential before deployment. The 
charter also promotes ongoing monitoring to address ethical, legal, and security risks. 
Furthermore, the charter codifies training for public servants to ensure responsible use of AI, 
tackling issues like bias and transparency and fulfilling AI literacy obligations.

xċƚƣũǃЯШƚƨƚƣċŔŰċĤŔũŔƣǃШŔƚШċũƚŸШƣċťĲŰШŔŰƣŸШĦŸŰƚŔĬĲƖċƣŔŸŰШĤǃШĲŰĦŸƨƖċŊŔŰŊШċƣƣĲŰƣŔŸŰШƣŸШ fќƚШ
environmental impact. Through the adoption of this charter, Belgium aims to lead in ethical 
AI adoption in the public sector, balancing innovation with responsibility.

(In)Action with regard to the EU AI Act
https://economie.fgov.be/nl/themas/online/artificiele-intelligentie
In the context of AI Act obligations and more specifically AI Act enforcement, each European 
government will have to designate a notifying authority, market surveillance authority and an 
ċƨƣőŸƖŔƣǃШŔŰШĦőċƖŊĲШŸŉШŉƨŰĬċůĲŰƣċũШƖŔŊőƣƚќШƓƖŸƣĲĦƣŔŸŰШƖĲũċƣŔŰŊШƣŸШőŔŊő-risk AI systems.

Belgium has failed to designate the national competent authorities, both the Notifying 
Authority and the Market Surveillance Authority, pursuant to Article 50 of the AI Act. 
Surpassing the deadline of 2 August 2025.

Nevertheless, the Belgian and local governments have taken action with regard to the 
designation of public authorities or bodies who will ensure the protection of fundamental 
rights in the context of high-risk AI systems. The Belgian government has designated over 21 
public authorities or bodies who will monitor the respect for fundamental rights pursuant to 
article 77 AI Act. The link to the full list of respective public authorities or bodies can be found 
here. 

https://werk.belgie.be/sites/default/files/content/documents/A%20propos%20du%20SPF/AICharter.pdf
https://werk.belgie.be/sites/default/files/content/documents/A%20propos%20du%20SPF/AICharter.pdf
https://economie.fgov.be/nl/themas/online/artificiele-intelligentie
https://economie.fgov.be/nl/themas/online/artificiele-intelligentie
https://economie.fgov.be/nl/themas/online/artificiele-intelligentie
https://economie.fgov.be/sites/default/files/Files/Online/Overzicht-van-de-Belgische-autoriteiten-voor-de-bescherming-van-de-grondrechten.pdf
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Artificial intelligence systems and the GDPR: A data protection 
perspective
By the General Secretariat of the Belgian Data Protection Authority
ÑőĲШ7ĲũŊŔċŰШ?ċƣċШÂƖŸƣĲĦƣŔŸŰШ ƨƣőŸƖŔƣǃќƚШőċƚШƓƨĤũŔƚőĲĬШċШĤƖŸĦőƨƖĲШŸŰШArtificial Intelligence 
Systems and the GDPR. The brochure aims to provide essential guidance on harmonizing AI 
system development with key data protection laws. It highlights the complementary roles of 
the GDPR and the newly enforced AI Act in ensuring that AI systems processing personal 
data operate lawfully, fairly, and transparently.

The brochure clarifies the definition of AI systems and illustrates their use through practical 
examples. It emphasizes core GDPR principles, such as purpose limitation, data 
minimization, accuracy, storage limitation, and data subject rights, applied specifically to AI 
contexts. Accountability is a central theme, with detailed requirements under both the GDPR 
and AI Act for demonstrating compliance.

Security measures receive particular focus, stressing the need for robust technical and 
organizational safeguards to protect personal data from risks unique to AI, including bias and 
manipulation. The brochure also underscores the importance of meaningful human 
oversight, especially for high-risk AI systems, to ensure responsible development and 
decision-making.

Targeted at legal professionals, data protection officers, and technical stakeholders, this 
brochure aims to bridge legal and technical perspectives and links GDPR concepts to AI Act 
obligations. Furthermore, it offers practical insights and user-centric examples to help 
organizations embed data protection-by-design principles in AI projects, mitigate ethical and 
legal risks, and comply effectively with evolving regulatory requirements.

AI strategy in the federal coalition agreement
The Belgian federal coalition agreement outlines a comprehensive AI strategy aimed at 
responsibly integrating artificial intelligence across public services. It emphasizes a unified, 
data-driven approach that prioritizes transparency, ethical use, and compliance with 
European regulations such as the AI Act. Central to this strategy is the establishment of clear 
governance frameworks, supported by competent authorities like the Belgian Institute for 
Postal Services and Telecommunications (BIPT), to oversee AI implementation and ensure 
alignment with data protection and privacy standards.

The federal coalition agreement highlights the importance of balancing innovation with 
safeguards, particularly in sensitive areas such as healthcare and law enforcement, where AI 
can enhance efficiency, however, due to the sensitivities of the respective sector, always 
with fundamental rights at the top of mind. It also promotes collaboration between 
ŊŸƻĲƖŰůĲŰƣШĬĲƓċƖƣůĲŰƣƚШƣőƖŸƨŊőШƚƣċŰĬċƖĬŔǍĲĬШƓŸũŔĦŔĲƚШċŰĬШċШљĦŸůƓũǃШŸƖШĲǂƓũċŔŰњШƓƖŔŰĦŔƓũĲЯШ
fostering accountability and flexibility.

By embedding AI within a broader digital transformation agenda, the government aims to 
improve public service delivery, boost trust in digital platforms, and stimulate economic 
ŊƖŸƽƣőЮШÑőŔƚШƚƣƖċƣĲŊǃШŉŔƣƚШŔŰШ7ĲũŊŔƨůќƚШĤƖŸċĬĲƖШĦŸůůŔƣůĲŰƣШƣŸШőċƖŰĲƚƚŔŰŊШ fќƚШƓŸƣĲŰƣŔċũШ
responsibly, ensuring that technological advancement goes hand in hand with legal and 
ethical considerations.

What are the most relevant AI updates?

https://www.autoriteprotectiondonnees.be/publications/artificial-intelligence-systems-and-the-gdpr---a-data-protection-perspective.pdf
https://www.autoriteprotectiondonnees.be/publications/artificial-intelligence-systems-and-the-gdpr---a-data-protection-perspective.pdf
https://www.belgium.be/sites/default/files/resources/publication/files/Regeerakkoord-Bart_De_Wever_nl.pdf
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What are the most relevant expected developments in data protection, cybersecurity and AI?

Cybersecurity: Awaiting the new National Strategy for Cybersecurity
ÑőĲШŉŸƖШ9ǃĤĲƖƚĲĦƨƖŔƣǃШы997ьШőċƚШċĬŸƓƣĲĬШċШũĲċĬŔŰŊШƖŸũĲШƽŔƣőШƖĲŊċƖĬШƣŸШƣőĲШ fÉΞШ?ŔƖĲĦƣŔƻĲќƚШ
national adoption. As such, Belgium became the first country to transpose the NIS2 Directive 
and the CCB has developed a framework, including the necessary support, to guide entities 
in scope of NIS2 towards NIS2 compliance, namely, the CyberFundamentals Framework. 
Furthermore, it has also taken active steps to support non NIS2 entities to take steps 
towards cybersecurity. Lastly, the CCB has also focused on raising cybersecurity awareness 
ŸŉШƣőĲШŊĲŰĲƖċũШƓƨĤũŔĦЮШ ũũШŸŉШƣőĲƚĲШĲũĲůĲŰƣƚШƽĲƖĲШƖĲŉũĲĦƣĲĬШĤǃШƣőĲШ997ќƚШ ċƣŔŸŰċũШÉƣƖċƣĲŊǃШŉŸƖШ
Cybersecurity for the period from 2021 to 2025.

As 2025 comes to an end, it remains to be seen when an updated National Strategy for 
Cybersecurity will be adopted. However, we believe it is expected that the CCB will aim to 
retain its position as one of the leading authorities with regard to NIS2 implementation. In 
this context, it is to be expected that their will be shift from raising awareness and supporting 
companies implementing NIS2 obligations, towards compliance enforcement with regards 
to the most critical entities. 

Furthermore, with other European cybersecurity regulation entering into force, such as the 
Cyber Resilience Act and Cyber Solidarity Act, it is expected that these regulations will be 
part of further guidance provided by the CCB.

Lastly, it is expected that the CCB will remain focused on raising awareness to the general 
public, as it did this year through its awareness campaign regarding online investment fraud.

AI: Appointment of Market Surveillance and Notifying Authorities
As previously mentioned in this publication, the Belgian government is lagging behind in its 
appointment of Market Surveillance and Notifying Authorities as required by the AI Act.

Therefore, we expect that the Belgian government will focus on the appointment of the 
relevant authorities in the upcoming months so that when the bulk of obligations come into 
force, Belgium is ready to provide guidance and to raise awareness regarding the AI Act. In a 
following phase, these authorities will play a key role in enforcement of the AI Act.

Furthermore, the Belgian Data Protection Authority has identified technological progress, of 
which AI is a key aspect, as one of the most important challenges for the enforcement of data 
protection rules in its draft strategic plan for 2026-2028 (which will be further discussed on 
the next page). 

The strategic plan also indicates the possible assignment of the Belgian DPA as (one of) the 
Belgian Market Surveillance Authority(ies). As such, it is expected that the Belgian DPA will 
also play a role in AI Act enforcement.
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Data protection: Draft strategic plan of the Belgian Data Protection 
Authority for 2026-2028
The Belgian Data Protection Authority (DPA) has published its draft strategic plan for 2026 
through 2028. The draft strategic plan aims to provide insight in the priorities of the Belgian 
DPA and it is an important to document to gain an understanding of the activities of the 
Belgian DPA, the challenges it expects to face over the upcoming years, to ensure 
transparency regarding the use of its resources and to provide insights regarding the 
decision-making process of identifying priorities and enforcement decisions.

The Belgian DPA has set four strategic goals:

Å Inform and raise awareness: The Belgian DPA has set out to remain the center of expertise 
regarding data protection in Belgium. As such it wants to remain the key actor that 
informs and raises awareness amongst citizens, data protections officers, politicians, 
companies and other stakeholders;

Å Recommendations: The Belgian DPA aims to follow sectoral, regulatory and technological 
evolutions closely with the aim of quickly providing guidance where necessary;

Å Advise, approve and authorize: Provide advice to lawmakers on data protection aspects of 
new regulation, provide approval to binding corporate rules and certification schemes; 
and

Å Mediation, treating complaints and enforcement: The Belgian DPA aims to remain as 
accessible as possible while also focusing on the most societally impactful data 
protection violations. By focusing on the most relevant infringements, the Belgian DPA 
aims effectively allocate its resources where they are most impactful. As such, the most 
strategically important cases will be assigned the most resources. Lastly, the Belgian DPA 
also aims to adopt a more proactive approach where possible.

The draft strategic plan also identifies the following key challenges for the Belgian DPA:

Å More and increased complexity of the cases brought before the Belgian DPA;

Å Technological and regulatory evolutions; and

Å Hiring freeze until 2029.

Nevertheless, the draft strategic plan also aims to address these challenges. Through 
prioritization both on the level of the tasks and processes within the Belgian DPA as on a 
substantive level, the Belgian DPA hopes to address these challenges in the most effective 
manner possible without having to compromise on quality. The substantive focus of the 
Belgian DPA for the period of 2026-2028 will be:

Å Large-scale data processing, both in the private sector as in the public sector which may 
pose a high risk for the rights and freedoms of those concerned; and

Å Processing of minors' personal data.

These substantive focuses will be further developed in the yearly management plan of the 
Belgian DPA.

Furthermore, the Belgian DPA makes it clear throughout its strategic plan that it does not see 
data protection in isolation from other relevant regulation. Data protection rules are part of 
the broader EU Digital Strategy and, as such, the Belgian DPA is aware and will take its 
ƖĲƚƓŸŰƚŔĤŔũŔƣǃШƽőĲƖĲШƖĲƕƨŔƖĲĬШƽŔƣőШƖĲŊċƖĬШƣŸШƣőĲШ fШ ĦƣЯШ?ċƣċШ ĦƣЯШ?ċƣċШ]ŸƻĲƖŰċŰĦĲШ ĦƣЯШв

Finally, cooperation will remain a key focus in the upcoming years as the Belgian DPA aims to 
improve its involvement in the EDPB, wants to cooperate more closely with other authorities, 
both focusing on data protection and other digital regulations, at the national level and to 
improve cooperation with stakeholders and lawmakers where relevant.

What are the most relevant expected developments in data protection, cybersecurity and AI?

https://www.gegevensbeschermingsautoriteit.be/publications/strategisch-plan-2026-2028.pdf
https://www.gegevensbeschermingsautoriteit.be/publications/strategisch-plan-2026-2028.pdf
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What are the most relevant data protection updates?

Opinions of the Bulgarian Commission for Personal Data Protection 
Opinion on the use of facial recognition functionality in retail outlets
The Bulgarian Commission for Personal Data Protection (CPDP) issued an §ƓŔŰŔŸŰШҍШ
ȍȋȊǽ-01-52/2025 related to the admissibility of the processing of personal data through a 
video surveillance system with facial recognition functionality in retail outlets (shops).

According to the CPDP, the entry and subsequent processing of facial images of customers, 
who have attempted or committed theft or exhibited other illegal behavior, for the purpose of 
facial recognition by the video surveillance system during future visits to retail outlets, does 
not constitute a matter of significant public interest under Article 9(2)(g) of the GDPR.

None of the conditions under Article 9(2) of the GDPR for the admissibility of processing 
biometric data for identifying natural persons are applicable and cannot justify the planned 
processing of such data for the purposes specified by the applicant. In particular, the 
consent of the data subjects is not applicable. This leads to the conclusion that the planned 
processing does not comply with the requirements of the GDPR and is therefore deemed 
inadmissible.

The processing of biometric data by means of facial recognition technology may be carried 
out based on a reason of important public interest, where it is established in EU or national 
law, considers the nature of the data controller's activity and is a necessary, appropriate and 
proportionate measure in a democratic society that guarantees an objective of important 
public interest.

According to the CPDP, such a reason of important public interest may include ensuring 
security in national security facilities or elements of the country's critical infrastructure.

Guidelines of the CPDP
Guidelines on the use of video recorders in private vehicles
The CPDP points out that the need for such guidelines is justified by the increased use of 
technical means of recording installed in cars (the so-called video recorders) and the 
resulting risk of complicating consequences for the rights to protect the privacy and personal 
data of other road users.

According to the CPDP, when personal data is processed and the exception for "purely 
personal or domestic activities" is not applicable, the person responsible for recording with a 
ĬċƚőĦċůШƚőŸƨũĬШĤĲШĦŸŰƚŔĬĲƖĲĬШċШѢĬċƣċШĦŸŰƣƖŸũũĲƖЮљШfŰШƣőŔƚШĦċƚĲЯШƣőĲШŉŸũũŸƽŔŰŊШƖĲƕƨŔƖĲůĲŰƣƚШ
must be observed:

Å Personal data must be processed in a transparent manner;

Å Personal data must only be stored for as long as necessary to achieve the purpose for 
which it was collected; 

Å Personal data must be kept secure;

Å Individuals have the right to access their data; and

Å The publication of filmed material, e.g., on social networks, is an additional processing 
operation that may pose a risk of violating the data protection rights of the filmed 
persons.

The full text of the guidelines is published here: https://cpdp.bg.

https://cpdp.bg/%d1%81%d1%82%d0%b0%d0%bd%d0%be%d0%b2%d0%b8%d1%89%d0%b5-%d0%bd%d0%b0-%d0%ba%d0%b7%d0%bb%d0%b4-%d0%be%d1%82%d0%bd%d0%be%d1%81%d0%bd%d0%be-%d0%b8%d0%b7%d0%bf%d0%be%d0%bb%d0%b7%d0%b2%d0%b0%d0%bd%d0%b5-2/
https://cpdp.bg/%d1%81%d1%82%d0%b0%d0%bd%d0%be%d0%b2%d0%b8%d1%89%d0%b5-%d0%bd%d0%b0-%d0%ba%d0%b7%d0%bb%d0%b4-%d0%be%d1%82%d0%bd%d0%be%d1%81%d0%bd%d0%be-%d0%b8%d0%b7%d0%bf%d0%be%d0%bb%d0%b7%d0%b2%d0%b0%d0%bd%d0%b5-2/
https://cpdp.bg/%d1%81%d1%82%d0%b0%d0%bd%d0%be%d0%b2%d0%b8%d1%89%d0%b5-%d0%bd%d0%b0-%d0%ba%d0%b7%d0%bb%d0%b4-%d0%be%d1%82%d0%bd%d0%be%d1%81%d0%bd%d0%be-%d0%b8%d0%b7%d0%bf%d0%be%d0%bb%d0%b7%d0%b2%d0%b0%d0%bd%d0%b5-2/
https://cpdp.bg/%d1%81%d1%82%d0%b0%d0%bd%d0%be%d0%b2%d0%b8%d1%89%d0%b5-%d0%bd%d0%b0-%d0%ba%d0%b7%d0%bb%d0%b4-%d0%be%d1%82%d0%bd%d0%be%d1%81%d0%bd%d0%be-%d0%b8%d0%b7%d0%bf%d0%be%d0%bb%d0%b7%d0%b2%d0%b0%d0%bd%d0%b5-2/
https://cpdp.bg/%d1%81%d1%82%d0%b0%d0%bd%d0%be%d0%b2%d0%b8%d1%89%d0%b5-%d0%bd%d0%b0-%d0%ba%d0%b7%d0%bb%d0%b4-%d0%be%d1%82%d0%bd%d0%be%d1%81%d0%bd%d0%be-%d0%b8%d0%b7%d0%bf%d0%be%d0%bb%d0%b7%d0%b2%d0%b0%d0%bd%d0%b5-2/
https://cpdp.bg/%d1%81%d1%82%d0%b0%d0%bd%d0%be%d0%b2%d0%b8%d1%89%d0%b5-%d0%bd%d0%b0-%d0%ba%d0%b7%d0%bb%d0%b4-%d0%be%d1%82%d0%bd%d0%be%d1%81%d0%bd%d0%be-%d0%b8%d0%b7%d0%bf%d0%be%d0%bb%d0%b7%d0%b2%d0%b0%d0%bd%d0%b5-2/
https://cpdp.bg/%D0%BA%D0%B7%D0%BB%D0%B4-%D0%BF%D1%80%D0%B8%D0%B5-%D0%BD%D0%B0%D1%81%D0%BE%D0%BA%D0%B8-%D0%BE%D1%82%D0%BD%D0%BE%D1%81%D0%BD%D0%BE-%D0%B8%D0%B7%D0%BF%D0%BE%D0%BB%D0%B7%D0%B2%D0%B0%D0%BD%D0%B5%D1%82/
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Recommendations, instructions and advice from the CPDP 
Recommendations for personal data controllers when assigning the processing 
of personal data
The Bulgarian Commission for Personal Data Protection (CPDP) has published 
recommendations for data controllers due to a significant number of instances involving a 
formal approach to defining the conditions for regulating relationships when assigning 
activities to personal data processors, in accordance with the requirements of Article 28 of 
the GDPR. The recommendations cover the actions that the data controller should take 
before selecting a data processor, the actions required prior to concluding a contract for 
processing personal data with the data processor, as well as the legal basis for managing the 
relationship between the controller and the processor т Article 28 of the GDPR.

The full text of the recommendations is published here: https://cpdp.bg. 

CPDP advice related to unintentional or thoughtless disclosure of personal data
The CPDP has published advice on unintentional or thoughtless disclosure of personal data. 
The need for this advice is explained by the wide scope and sensitivity of personal data and 
the increasing number of situations where personal data is inadvertently disclosed. In this 
regard, the CPDP has noted an increase in inquiries and reports of cases where individuals 
(data subjects) have inadvertently disclosed personal data т either their own or that of their 
relatives. 

The full text of the advice is published here: https://cpdp.bg. 

Instructions to data controllers
According to the published announcement from the CPDP, data controllers are encouraged 
to clearly and distinctly indicate the contact information for the competent supervisory 
authority т the CPDP т to avoid misleading individuals seeking contact with the data 
controller itself.

The announcement is published here: https://cpdp.bg. 

What are the most relevant data protection updates?

https://cpdp.bg/%D0%BF%D1%80%D0%B5%D0%BF%D0%BE%D1%80%D1%8A%D0%BA%D0%B8-%D0%BA%D1%8A%D0%BC-%D0%B0%D0%B4%D0%BC%D0%B8%D0%BD%D0%B8%D1%81%D1%82%D1%80%D0%B0%D1%82%D0%BE%D1%80%D0%B8%D1%82%D0%B5-%D0%BD%D0%B0-%D0%BB%D0%B8/
https://cpdp.bg/%D1%81%D1%8A%D0%B2%D0%B5%D1%82%D0%B8-%D0%BF%D1%80%D0%B8-%D0%BD%D0%B5%D0%B2%D0%BE%D0%BB%D0%BD%D0%BE-%D0%B8%D0%BB%D0%B8-%D0%BD%D0%B5%D0%BE%D0%B1%D0%BC%D0%B8%D1%81%D0%BB%D0%B5%D0%BD%D0%BE-%D1%80%D0%B0/
https://cpdp.bg/%d0%bd%d0%b5%d1%8f%d1%81%d0%bd%d0%be-%d0%bf%d0%be%d1%81%d0%be%d1%87%d0%b2%d0%b0%d0%bd%d0%b5-%d0%bd%d0%b0-%d0%b4%d0%b0%d0%bd%d0%bd%d0%b8%d1%82%d0%b5-%d0%b7%d0%b0-%d0%ba%d0%be%d0%bd%d1%82%d0%b0%d0%ba/
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What are the most relevant cybersecurity updates?

Amendments to the Cybersecurity Act transposing the NIS2 Directive
On 12 December 2024, the Council of Ministers submitted a Bill on Amendments and 
Supplements to the Cybersecurity Act (the Bill) to the Bulgarian National Assembly. This Bill 
aims to shape the regulatory framework for cybersecurity by introducing the requirements of 
the NIS2 Directive.

The adoption of the Bill is intended to provide high guarantees and opportunities for better 
resilience of cyberspace and more effective measures to counter cyberattacks, especially 
concerning major economic entities and state authorities.

The key change is a significant expansion of the sectors affected, which now include energy, 
transport, the banking sector, financial market infrastructures, healthcare, drinking water, 
wastewater, digital infrastructure, ICT governance (between businesses), public 
administration, and space. Critical sectors have also been identified, including postal and 
courier services, waste management, production, preparation and distribution of chemicals, 
food production, processing and distribution, manufacturing, digital service providers, and 
scientific research.

The adoption of the amendments would result in the assignment of additional powers to the 
competent authorities in the field.

It is expected that the amendments to the Cybersecurity Act will simplify and accelerate the 
process of interaction and resolution of cross-border and national incidents within the EU.

The Bill has passed its first reading in the National Assembly, and the second (final) 
reading is anticipated* by the end of 2025/ beginning of 2026

*As of 12 November 2025, the second reading has not passed yet.
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What are the most relevant AI updates?

Bill on the Use and Development of Artificial Intelligence
On 8 October 2025, a group of members of the Bulgarian National Assembly submitted a Bill 
on the Use and Development of Artificial Intelligence (the Bill). The purpose of the Bill is to 
create a framework for the implementation of the EU AI Act, the use of AI in the public sector, 
including for the provision of electronic administrative services. The adoption of the Bill is 
expected to stimulate the development of employees' skills for using AI in their work and 
foster investments in the development and use of AI. The Bill includes draft provisions to 
minimize risks to national security that could arise from the malicious use of AI.

It is envisaged that the government policy regarding artificial intelligence aimed at public 
administration will be led by the Bulgarian Minister of Electronic Governance. The Bulgarian 
Minister of Innovation and Growth shall lead government policy aimed at encouraging the 
use and development of artificial intelligence in the private sector.

Competent state bodies are determined by sector. For example, the Bulgarian National Bank 
shall oversee the use of AI by credit institutions.

The Prime Minister, upon proposal by the Minister of Electronic Government, shall appoint a 
National Coordinator for the use and development of AI. The National Coordinator will be 
responsible for the adoption of the National AI Strategy and will coordinate projects under 
various programs.

The Bill is intended to introduce a ban on the use of certain high-risk AI systems, such as 
those used in remote biometric identification. AI systems that can be considered threats to 
national security are identified in the Bill, which also introduces restrictions on the use of 
third-party AI services that pose a risk to national security. The publication of deep fake 
content created by artificial intelligence systems on online platforms is regulated in the Bill.

The Bill provides for administrative sanctions for failing to comply with its provisions, with 
fines varying depending on the nature and extent of the violations committed.

The Bill will be reviewed by the competent parliamentary commissions and then voted on by 
the National Assembly.

Decision of the Council of Ministers for the designation of national 
bodies for the protection of fundamental rights, including the right 
to nondiscrimination, pursuant to Article 77 of the EU AI Act
On 19 June 2025, the Council of Ministers made a decision designating national bodies 
to supervise or ensure compliance with obligations under EU law for the protection of 
fundamental rights, including the right to nondiscrimination, in relation to the use of 
high-risk artificial intelligence systems listed in Annex III of Regulation (EU) 2024/1689 of 
the European Parliament and the Council of 13 June 2024, establishing harmonized 
rules on artificial intelligence (AI Act). 

The authorities designated according to their legal powers are as follows: 

Å Ombudsman; 

Å Central Election Commission; 

Å Commission for Protection against Discrimination;

Å Commission for Personal Data Protection; 

Å Commission for Consumer Protection; 

Å State Agency for Child Protection; and

Å Executive Agency "General Labor Inspectorate."
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What are the most relevant expected developments in data protection, cybersecurity and AI?

Data protection
Draft rules amending the Rules on the Activities of the CPDP and its 
Administration
The CPDP is opening a procedure for public discussion of draft Rules amending the Rules on 
the Activities of the CPDP and its Administration. 

The proposed changes aim to address difficulties that have arisen over time in the 
functioning of the administration and seek to achieve greater efficiency in organizing work 
and ensuring supervisory activities. Additionally, they aim to overcome gaps identified in the 
implementation of the Rules on the Activities of the CPDP and its Administration.

Strategy of the CPDP for Development in the Fields of Personal Data Protection 
and Protection of Whistleblowers (horizon 2024-2029)
The CPDP's strategy for development in the field of personal data protection, which set 
strategic goals for the period 2017-2022, has already expired. The CPDP is expected to 
finalize the review of its strategic goals, a process that began in 2022. The new CPDP 
strategy should identify priorities for development in its two areas of competence: the 
protection of personal data and the protection of whistleblowers.

Cybersecurity
Transposition of the NIS2 Directive
Bulgaria did not manage to transpose the NIS2 Directive into the national law by the 
deadline of 17 October 2024.

The Bill on Amendments and Supplements to the Cybersecurity Act has passed its first 
reading in the National Assembly, and the second (final) reading is anticipated* by the 
end of 2025/beginning of 2026.

*As of 12 November 2025, the second reading has not passed yet.

National Cybersecurity Strategy
The National Cybersecurity Strategy of Bulgaria expired in December 2023, and a new 
one shall be adopted. It shall cover, among others: goals, principles and priorities; 
increasing awareness, knowledge and competences; stimulating research and 
innovation in the field of cybersecurity; cyber diplomacy; etc. 

AI
A Bill on the Use and Development of Artificial Intelligence has been submitted to the 
National Assembly. It is expected to be reviewed by the competent parliamentary 
commissions and then voted on by the National Assembly. 
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What are the most relevant data protection updates?

Personal Data Protection Act
Law N°21,719 or the Personal Data Protection Act amends the 1999 Chilean 
Private Life Protection Act (Law N°19,628). 
Å The Chilean Congress has approved the new Personal Data Protection Act (the Act), 

elevating the standard of data privacy rights for citizens.

Å Although it has already been published, its full entry into force shall be as of 1 December 
2026.

Å As it bears similarities with the European GDPR, the new Act strengthens the data 
protection ecosystem in the country and thus brings Chile closer to international 
standards on the matter.

Å The Act establishes the right of individuals to know, rectify, delete, block and oppose the 
processing of their personal data.

Å It creates the Personal Data Protection Agency (APDP), an autonomous authority 
responsible for supervising and enforcing data protection regulation and establishes a 
series of new obligations for data controllers and processors, introducing significant 
sanctions for violations, including fines of up to US$1.5 million.

Å The new regulation applies to both public and private entities that process personal data.

Å The law emphasizes transparency, security, and the responsible use of personal data.

Å It also includes provisions for the protection of sensitive personal data and the obligation 
to report data breaches.

ÅÑőĲШċƓƓƖŸƻċũШŸŉШƣőŔƚШũċƽШŔƚШĦŸŰƚŔĬĲƖĲĬШċШůŔũĲƚƣŸŰĲШŉŸƖШƣőĲШƓƖŸƣĲĦƣŔŸŰШŸŉШĦŔƣŔǍĲŰƚќШƖŔŊőƣƚШŔŰШ
the digital era in Chile.

Consolidated Debt Registry Act
Law N°21,680 or the Consolidated Debt Registry Act creates an official registry of 
information on credit obligations and contains some personal data dispositions. 
Å The Consolidated Debt Registry Act (the Act) was enacted as of July 2024, and will fully 

enter in effect as of 1 April 2026, and aims to create an official registry of information 
related to credit obligations, in order to improve the credit evaluation system of 
individuals and to provide the Financial Market Commission (FMC) with more information 
for the exercise of its regulatory and supervisory powers and the fulfillment of its legal 
functions.

Å It contains some articles regarding personal data protection that interact with the Chilean 
Private Life Protection Act No. 19,628, and its 2024 Amendment, the Personal Data 
protection Act NO. 21,799.

Å In particular, the Act indicates that the treatment of personal data for the creation and 
maintenance of the registry must always ensure data privacy in the terms of the Chilean 
Private Life Protection Act No. 19,628.

Å The FMC shall regulate, by means of a general rule, the operational functioning of the 
registry, the periods for updating the information online, and the access procedures for 
reporting entities, their representatives, debtors, and third parties authorized by the latter.
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What are the most relevant cybersecurity updates?

Cybersecurity Framework Act
Law N°21,663 on Cybersecurity and Critical information Infrastructure
Å Enacted in March 2024, Law No. 21,663 or the Cybersecurity Framework Act (CFA) sets 
ŸƨƣШƣŸШƖĲŊƨũċƣĲШ9őŔũĲќƚШŰċƣŔŸŰċũШĦǃĤĲƖƚĲĦƨƖŔƣǃШĲĦŸƚǃƚƣĲůЯШĦƖĲċƣŔŰŊШċШŰĲƽШŔŰƚƣŔƣƨƣŔŸŰċũШ
framework for dealing with issues related to the topic, setting out new responsibilities and 
categories of obligated entities, and establishing graduated sanctions in case of 
noncompliance with the law.

Å The Act created the National Cybersecurity Agency (Agencia Nacional de Ciberseguridad 
(  9fььШċƚШƣőĲШĦŸƨŰƣƖǃќƚШĦĲŰƣƖċũШċƨƣőŸƖŔƣǃШŸŰШĦǃĤĲƖƚĲĦƨƖŔƣǃЮ

Å The CFA creates a national coordination framework for cybersecurity policy, crisis 
response, and information sharing.

Å The CFA applies to both public and private sectors, creating the categories of essential 
services providers (PSE), and operators of vital importance and critical infrastructure 
(OIV).

Å The CFA: 

Å Sets new cybersecurity standards, introduces mandatory incident reporting, and 
enforces sanctions for noncompliance, with potential fines up to US$3 million. These 
are graduated sanctions for noncompliance, including administrative, financial, and 
reputational penalties;

Å Imposes mandatory cybersecurity incident notification to the National CSIRT within 
specified deadlines, for certain operators;

Å Requires implementation of risk management frameworks, business continuity plans, 
and security audits; and

Å Defines and regulates OIVs т entities whose disruption could significantly impact 
national security, the economy, or essential public services, and which either work 
with digital services or provide them to others.

Essential services providers (PSE) and operators of vital importance (OIV)

Å PSEs are public or private entities designated by the ANCI that provide services 
essential to the continuity of critical social or economic activities, amongst others. 

Å On the other hand, OIVs are those entities which depend on digital or networked 
systems for essential operations, provide those digital or networked services, and 
whose disruption would cause major consequences for national security, public order, 
or economic stability.

Å Includes sectors such as energy, telecommunications, healthcare, finance, transport, 
and water supply.

Å The legal requirements set forth by the CFA are highly more stringent on OIVs, entities 
which are required to: (i) implement an Information Security Management System 
(ISMS) aligned with international standards (e.g., ISO 27001), (ii) maintain business 
continuity and disaster recovery plans to ensure resilience, (iii) report cybersecurity 
incidents promptly to the ANCI and the National CSIRT, (iv) undergo regular audits, risk 
assessments, and emergency simulations, and (v) ensure coordination with sectoral 
authorities and other critical infrastructure operators.
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Relationship with the Personal Data Protection Act (Law N°21,719)
Å While Law N°21,663 (CFA) governs cybersecurity and infrastructure, Law N°21,719 

(Personal Data Protection Act) regulates personal data handling.

Å Intersection: OIVs often process large volumes of personal or sensitive data (identity, 
financial, or health information).

Å Compliance with both laws is essential:

Å Law N°21,663 ensures network and system security; and

Å Law N°21,719 ensures privacy and lawful processing of personal data.

Å The CFA reinforces a unified national approach to cyber resilience, data governance, and 
digital trust, and strongly complements Law N°21,719 on Data Protection, creating a dual 
legal shield for both system security and information privacy.

Å For critical entities, compliance with both frameworks is strategic, mandatory, and of 
national importance.

What are the most relevant cybersecurity updates?
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What are the most relevant AI updates?

Overview
Å The Chilean government has taken significant steps in AI governance, focusing on ethics, 

transparency, data protection, innovation and risk-based regulation.

Å Major milestones include the update of the national AI policy, public consultations, and a 
draft bill to legally regulate AI systems.

Å These developments are important for any organization operating or using AI in Chile, 
especially with respect to rights protection, system governance and regulatory 
preparedness.

National AI Policy 2024 т Consultation and update
Å On 15 January 2024, the Ministry of Science, Technology, Knowledge and Innovation 
ŸƓĲŰĲĬШċШƓƨĤũŔĦШĦŸŰƚƨũƣċƣŔŸŰШŸŰШƣőĲШƨƓĬċƣĲШŸŉШ9őŔũĲќƚШ ċƣŔŸŰċũШ ƖƣŔŉŔĦŔċũШfŰƣĲũũŔŊĲŰĦĲШ
Policy 2024.

Å The consultation closed on 15 March 2024. 

ÅuĲǃШċƖĲċƚШŔŰĦũƨĬĲĬаШĲƣőŔĦƚШċŰĬШŊŸƻĲƖŰċŰĦĲбШŔŰƣĲƖŰċƣŔŸŰċũШĦŸũũċĤŸƖċƣŔŸŰбШ fќƚШƖŸũĲШŔŰШ
climate change; children and workforce implications; gender, equity, nondiscrimination; 
cultural heritage; secure digital ecosystems; and regulation. 

ÅÑőĲШƨƓĬċƣĲĬШƓŸũŔĦǃШƖĲŉũĲĦƣƚШċũŔŊŰůĲŰƣШƽŔƣőШŔŰƣĲƖŰċƣŔŸŰċũШŰŸƖůƚШƚƨĦőШċƚШÖ EÉ9§ќƚШ
Recommendations on AI Ethics and OECD work. 

Å The most significant Implication is that organizations must align AI strategies with ethical 
and governance frameworks, anticipate regulatory changes.
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What are the most relevant expected developments in data protection, cybersecurity and AI?

Draft Bill for Regulation of AI Systems т Bill No. 16,821-19/15,869-19
Å§ŰШΤШ~ċǃШΞΜΞΠЯШċШĤŔũũШƽċƚШŔŰƣƖŸĬƨĦĲĬШŔŰШƣőĲШ9őŔũĲċŰШ9őċůĤĲƖШŸŉШ?ĲƓƨƣŔĲƚШĲŰƣŔƣũĲĬШљ7ŔũũШ

regulating Artificial Intelligence Systems (No. 16821-ΝΦьЮњ

Å The draft proposes a risk-based classification of AI systems: unacceptable risk 
(prohibited), high risk, limited risk, no-evident risk.

Å Requirements include system documentation, human oversight, transparency, liability, 
notification of serious incidents, data protection obligations.

Å As of October 2025, the Chamber of Deputies approved the bill and forwarded it to the 
Senate.

Å The AI bill emphasizes compliance with data protection laws (such as the Personal Data 
Protection Act) and cybersecurity obligations.

Å The policy and draft legislation embed valueȤbased aspects: nondiscrimination, equity, 
transparency, accountability, and heavily focuses on fundamental rights considerations. 

ÅÑőĲШĤŔũũШċŔůƚШƣŸШљƓƖŸůŸƣĲШƣőĲШĦƖĲċƣŔŸŰЯШĬĲƻĲũŸƓůĲŰƣЯШŔŰŰŸƻċƣŔŸŰШċŰĬШŔůƓũĲůĲŰƣċƣŔŸŰШŸŉШ fШ
systems in service of human beings, respectful of democratic principles and the rule of 
ũċƽЮњ

Å It targets systems of AI whose output information is used in Chile т so even if the system is 
ũŸĦċƣĲĬШċĤƖŸċĬЯШŔŉШŔƣƚШŸƨƣƓƨƣШƖĲċĦőĲƚШ9őŔũĲШŔƣШůċǃШŉċũũШƨŰĬĲƖШƣőĲШĬƖċŉƣќƚШƚĦŸƓĲЮ

Å The bill is structured around 10 chapters (titles) including: general provisions, 
classification of AI systems by risk, prohibited uses, high-risk systems, limited risk 
systems, incidents, governance, innovation support, consumer rights, and sanctions.

Classification of AI systems by risk and principles
The bill adopts a risk-based approach, classifying AI systems into four categories:

Å Unacceptable risk: Systems that pose unacceptable threats to fundamental rights; these 
would be banned;

Å High risk: Systems that could significantly impact fundamental rights, safety, 
environment, or consumer rights; subject to stricter obligations;

Å Limited risk: Systems with lower risk; subject to lighter obligations (e.g., transparency, 
user notification); and

Å No-evident risk: Systems assessed as having minimal risk; lowest regulatory burden. 

The draft bill lays out a set of governance and ethical principles, including:

Å Human oversight/supervision of AI systems;

Å Technical robustness, safety and security;

Å Privacy, data governance and protection of personal data;

Å Transparency and traceability;

Å Nondiscrimination, equity (social and gender) and fairness;

Å Social and environmental well-being;

Å Accountability/responsibility of those who deploy or use AI; and

Å Consumer protection and rights when interacting with AI-driven decisions.
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Governance and institutional framework
Å The bill foresees the involvement of the Agencia de Protección de Datos Personales 

(APDP) as the supervisory authority for many obligations under the law.

Å Entities subject to the proposed law include providers of AI systems, implementers, and 
importers or distributors located in or whose output reaches Chile. 

Obligations, sanctions and innovation support
Å Providers/implementers of AI must document their systems, classify them according to 

risk, implement safeguards (especially for high-risk systems).

Å The bill draft includes reporting obligations for serious incidents involving AI systems.

Å The draft sets fines up to US$1.5 million for grave violations, among other administrative 
or reputational consequences.

Å The bill also includes innovation support measures: regulatory sandboxes/spaces for 
controlled testing of AI systems, especially for SMEs; promotion of infrastructure enabling 
AI.

Relevance and next steps
Å If approved, this law would place Chile among the first in Latin America with a 
ĦŸůƓƖĲőĲŰƚŔƻĲЯШĤŔŰĬŔŰŊШ fШƖĲŊƨũċƣŸƖǃШũċƽШůŸĬĲũũĲĬШċŉƣĲƖШŊũŸĤċũШƓƖċĦƣŔĦĲƚШыĲЮŊЮЯШƣőĲШEÖќƚШ fШ
Act).

Å Organizations operating in or entering Chile should monitor developments and prepare for 
obligations around: system documentation, classification, transparency, incident 
reporting, and data protection alignment.

Å The legislative process continues; amendments may refine obligations, institutional 
responsibilities and timelines.

Å Final approval timeline is not yet fixed т the bill is now in the Senate stage.

What are the most relevant expected developments in data protection, cybersecurity and AI?
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What are the most relevant data protection updates?

Guidelines for the Processing of Personal Data within the Framework 
of Fintech Operations 
Circular 001 of 2025 dated 18 September 2025, Superintendency of Industry and 
Commerce
On 18 September 2018, the Superintendency of Industry and Commerce, the data protection 
authority in Colombia, issued a circular containing instructions regarding the processing of 
personal data in the context of offering products and providing services related to financing, 
low-value deposits, and other similar activities aimed at promoting financial inclusion 
through the use of digital technologies (fintech).

Within this framework, the entity established that fintech companies, although supervised by 
the Financial Superintendency of Colombia, must comply with all constitutional principles 
and duties, as well as those set forth in Law 1581 of 2012, in relation to the processing of 
personal data they collect. 

ÑőĲШĦŔƖĦƨũċƖШċũƚŸШŔŰĦũƨĬĲƚШċŰШĲǂƓƖĲƚƚШƓƖŸőŔĤŔƣŔŸŰШċŊċŔŰƚƣШċĦĦĲƚƚŔŰŊШƣőĲШĬĲƻŔĦĲќƚШŔůċŊĲШŊċũũĲƖǃШ
or contact list for debt collection purposes. Additional specific obligations are included, such 
as informing the data subject about which purposes are necessary for the provision of the 
service and which are ancillary, as well as requesting authorization for various functionalities 
of web applications, such as access to the camera and microphone.

In general, this circular reinforces the obligations of data controllers and processors that 
provide services in the Fintech sector and adds certain requirements specific to their 
activities.

Guidelines for the Protection of Personal Data in Artificial Intelligence 
Systems
External Circular No. 003 of 2024 dated 18 September 2025, Superintendency of 
Industry and Commerce 
This circular is intended to provide legal certainty to data controllers regarding the lawful 
processing of personal data in the context of the development, deployment, and use of AI 
systems. It also aims to ensure that data subjects can trust that their personal data will be 
handled responsibly and transparently within such systems, which are commonly used for 
autonomous decision-making or to support human decision-makers through predictive 
analytics and recommendations.

In processing personal data through AI systems, data controllers are required to implement 
appropriate mechanisms to identify, evaluate, and mitigate associated risks, thereby 
ensuring compliance with applicable data protection laws and regulations.

Furthermore, during the design and development of AI systems, a data protection impact 
assessment must be conducted to determine the potential effects of such technologies on 
personal data. This is essential to ensure that data subjects are adequately informed of their 
rights in relation to the use of AI tools. As stated by the Superintendence of Industry and 
Commerce, AI systems must incorporate relevant, effective, and demonstrable strategies to 
uphold and guarantee the rights of data subjects.

https://www.sic.gov.co/sites/default/files/files/2023/RE35435-2023.pdf
https://www.corteconstitucional.gov.co/relatoria/2024/T-254-24.htm
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What are the most relevant cybersecurity updates?

National Digital Security Strategy of Colombia 2025-2027
National Strategy March 2025
The National Digital Security Strategy of Colombia 2025-2027 represents a comprehensive 
and forward-looking initiative designed to address the challenges and opportunities arising 
within a constantly evolving digital environment. This strategic framework aims to enhance 
9ŸũŸůĤŔċќƚШĬŔŊŔƣċũШƚĲĦƨƖŔƣǃШƓŸƚƣƨƖĲШĤǃШĲŉŉĲĦƣŔƻĲũǃШƖĲƚƓŸŰĬŔŰŊШƣŸШĲůĲƖŊŔŰŊШƣőƖĲċƣƚШċŰĬШ
leveraging technological innovation to foster a more secure, resilient, and trustworthy 
cyberspace.

This strategic framework prioritizes four core pillars deemed critical to reinforcing 
9ŸũŸůĤŔċќƚШĦǃĤĲƖƚĲĦƨƖŔƣǃШƓŸƚƣƨƖĲа

Å Strengthening digital security governance to address institutional fragility and improve 
inter-agency coordination;

Å Advancing national cyber resilience to mitigate exposure to increasingly sophisticated 
cyberthreats;

Å Cultivating a skilled and sustainable cybersecurity workforce to close the gap in 
specialized talent; and

Å Updating and aligning the cyber legal and regulatory framework to effectively respond to 
emerging technological and security challenges.

Through targeted strategic actions across key focus areas, the strategy aims to reshape 
9ŸũŸůĤŔċќƚШĬŔŊŔƣċũШƚĲĦƨƖŔƣǃШũċŰĬƚĦċƓĲШĤǃШĲŰőċŰĦŔŰŊШŰċƣŔŸŰċũШĦċƓċĤŔũŔƣŔĲƚЯШŉŸƚƣĲƖŔŰŊШĦƖŸƚƚ-
sector and international cooperation, and promoting an inclusive digital security culture. This 
holistic approach positions the country to effectively counter current and future 
cyberthreats, safeguarding national interests and the digital well-being of its citizens.

Resolution 02277 of 2025 т ~ŔŰÑf9ќƚШÖƓĬċƣĲШƣŸШƣőĲШfŰŉŸƖůċƣŔŸŰШ
Security Model
Resolution 02277 of 2025 
fŰШΞΜΞΡЯШ9ŸũŸůĤŔċќƚШ~ŔŰŔƚƣƖǃШŸŉШfŰŉŸƖůċƣŔŸŰШċŰĬШ9ŸůůƨŰŔĦċƣŔŸŰƚШÑĲĦőŰŸũŸŊŔĲƚШы~ŔŰÑf9ьШ
issued Resolution 02277, updating the national Information Security and Privacy Model 
(MSPI). This reform aligns the model with the international standard ISO/IEC 27001:2022, 
ƖĲŉũĲĦƣŔŰŊШ9ŸũŸůĤŔċќƚШĦŸůůŔƣůĲŰƣШƣŸШŊũŸĤċũШĤĲƚƣШƓƖċĦƣŔĦĲƚШŔŰШĦǃĤĲƖƚĲĦƨƖŔƣǃШċŰĬШĬŔŊŔƣċũШ
governance. The resolution aims to enhance the protection of digital assets across public 
sector entities.

One of the key impacts of the resolution is the repeal of over 10 outdated technical 
documents, streamlining the regulatory framework and reducing implementation complexity. 
By modernizing the MSPI, MinTIC facilitates more agile and effective adoption of 
cybersecurity protocols, especially in government institutions that manage sensitive citizen 
data and critical infrastructure.

The updated model also introduces simplified compliance mechanisms, making it easier for 
public entities to meet security requirements without compromising robustness. This 
ŔŰŔƣŔċƣŔƻĲШƚƨƓƓŸƖƣƚШ9ŸũŸůĤŔċќƚШĤƖŸċĬĲƖШĬŔŊŔƣċũШƣƖċŰƚŉŸƖůċƣŔŸŰШƚƣƖċƣĲŊǃЯШƖĲŔŰŉŸƖĦŔŰŊШ
institutional resilience and trust in public digital services. Resolution 02277 marks a 
significant step toward harmonizing national cybersecurity efforts with international 
standards.

https://www.funcionpublica.gov.co/eva/gestornormativo/norma.php?i=181866
https://normograma.mintic.gov.co/mintic/compilacion/docs/resolucion_mintic_2277_2025.htm
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What are the most relevant AI updates?

CONPES 4144 т 9ŸũŸůĤŔċќƚШ ċƣŔŸŰċũШ fШÂŸũŔĦǃ
CONPES 4144 February 14, 2025
In February 2025, Colombia approved CONPES 4144, a strategic document that defines the 
ĦŸƨŰƣƖǃќƚШŰċƣŔŸŰċũШƓŸũŔĦǃШŸŰШ fШƣőƖŸƨŊőШΞΜΟΜЮШÑőĲШƓŸũŔĦǃШċŔůƚШƣŸШŉŸƚƣĲƖШĲƣőŔĦċũЯШŔŰĦũƨƚŔƻĲЯШċŰĬШ
sustainable AI development, positioning Colombia as a regional leader in responsible 
innovation. It outlines 106 specific actions across six strategic pillars: ethics and governance, 
data and infrastructure, research and innovation, digital talent, risk mitigation, and sectoral 
adoption.

The policy was developed through a multi-stakeholder approach involving key government 
entities such as MinTIC, MinCiencias, DNP, and MinEducación. It emphasizes the importance 
of cross-sector collaboration, institutional capacity building, and the integration of AI into 
public services and productive sectors. A total budget of COP 479 billion was allocated to 
ŔůƓũĲůĲŰƣШƣőĲШƓŸũŔĦǃЯШƖĲŉũĲĦƣŔŰŊШƣőĲШŊŸƻĲƖŰůĲŰƣќƚШĦŸůůŔƣůĲŰƣШƣŸШũŸŰŊ-term digital 
transformation.

CONPES 4144 also introduces mechanisms to ensure transparency, human oversight, and 
algorithmic accountability. It promotes the responsible use of AI while safeguarding 
fundamental rights, including privacy, nondiscrimination, and access to technology. The 
policy serves as a foundational framework for future regulatory developments and 
international cooperation in AI governance.

Law 2502 of 2025 т Criminal Code Reform on AI Identity Fraud
Law 2502, 2025
In August 2025, Colombia enacted Law 2502, introducing a specific criminal aggravating 
factor for identity fraud committed through AI. This includes the use of deepfake technologies 
and digital impersonation tools to deceive, manipulate, or harm individuals. The reform 
updates Article 296 of the Criminal Code, reflecting the growing risks posed by AI-driven 
deception.

ÑőĲШũċƽШƓƖŸƻŔĬĲƚШũĲŊċũШĬĲŉŔŰŔƣŔŸŰƚШŉŸƖШĲůĲƖŊŔŰŊШƣĲĦőŰŸũŸŊŔĦċũШĦŸŰĦĲƓƣƚШƚƨĦőШċƚШљĬĲĲƓŉċťĲњШ
ċŰĬШљĬŔŊŔƣċũШŔůċŊĲЯњШĲƚƣċĤũŔƚőŔŰŊШċШĦũĲċƖĲƖШŉƖċůĲƽŸƖťШŉŸƖШŢƨĬŔĦŔċũШŔŰƣĲƖƓƖĲƣċƣŔŸŰШċŰĬШ
enforcement. These definitions are designed to support prosecutors and judges in identifying 
and sanctioning AI-related offenses, especially those involving falsified audiovisual content 
or unauthorized digital representations.

Beyond punitive measures, Law 2502 outlines public policy guidelines for prevention and 
response. It calls for ethical standards in AI development, enhanced cybersecurity protocols, 
and international cooperation to combat cross-border digital crimes. Additionally, it 
mandates the creation of rapid response mechanisms to address technological incidents, 
ƖĲŔŰŉŸƖĦŔŰŊШ9ŸũŸůĤŔċќƚШĦŸůůŔƣůĲŰƣШƣŸШĬŔŊŔƣċũШŢƨƚƣŔĦĲШċŰĬШĦŔƣŔǍĲŰШƓƖŸƣĲĦƣŔŸŰЮ

https://colaboracion.dnp.gov.co/CDT/Conpes/Econ%C3%B3micos/4144.pdf
https://www.alcaldiabogota.gov.co/sisjur/normas/Norma1.jsp?dt=S&i=188454
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What are the most relevant expected developments in data protection, cybersecurity and AI?

Bill 043 of 2025 т AI Legal Framework Proposal
Bill 043 July 28, 2025
Bill 043 of 2025 was introduced in the Colombian Congress to establish a comprehensive 
legal framework for the development and deployment of AI systems. The bill proposes a risk-
based classification of AI technologies, distinguishing between low, medium, and high-risk 
systems. It sets out guiding principles such as transparency, ethical design, human 
supervision, and technological sovereignty.

The proposed law defines legal responsibilities for all actors involved in the AI lifecycle, 
including developers, deployers, and users. It introduces administrative, civil, criminal, and 
ethical liabilities, ensuring that AI systems operate in alignment with constitutional rights and 
democratic values. The bill also mandates impact assessments and public disclosure for 
high-risk AI applications.

Bill 043 complements the national AI policy by translating strategic goals into enforceable 
legal standards. It seeks to balance innovation with regulation, fostering trust in AI 
technologies while protecting citizens from potential harms. If enacted, the bill would place 
Colombia at the forefront of AI governance in Latin America, aligning its legal system with 
emerging global norms.

Bills for the Modernization of the Personal Data Protection Law
Bills No. 214 and 274 of 2025 Congress of the Republic of Colombia
The bills aim to update and strengthen the regulatory framework for personal data protection 
in Colombia, adapting it to the challenges of the digital economy. 

The scope of the law is expanded to include any data processing linked to Colombian 
ƣĲƖƖŔƣŸƖǃЯШƖĲŊċƖĬũĲƚƚШŸŉШƣőĲШĬċƣċШĦŸŰƣƖŸũũĲƖќƚШũŸĦċƣŔŸŰЮШ ĬĬŔƣŔŸŰċũũǃЯШťĲǃШĬĲŉŔŰŔƣŔŸŰƚШċƖĲШ
introduced, such as automated processing and profiling, acknowledging the use of 
technologies without human intervention.

ÑőĲШƓƖŸőŔĤŔƣŔŸŰШŸŰШƓƖŸĦĲƚƚŔŰŊШůŔŰŸƖƚќШĬċƣċШŔƚШƖĲũċǂĲĬЯШċũũŸƽŔŰŊШŔƣШŉŸƖШŔŰĬŔƻŔĬƨċũƚШŸƻĲƖШΝΠШǃĲċƖƚШ
of age with their consent, while maintaining state and societal obligations for their 
protection. The legal bases for data processing are also broadened, including contract 
performance, and supervisory functions are reinforced, promoting better coordination 
between the data protection authority and the Office of the Inspector General (Procuraduría 
General de la Nación).

Overall, these legislative initiatives represent a significant step toward a more robust, 
adaptive, and rights-based data protection regime in Colombia, capable of responding to the 
challenges posed by digital innovation and cross-border data processing.

https://leyes.senado.gov.co/proyectos/images/documentos/Textos%20Radicados/proyectos%20de%20ley/2025%20-%202026/PL%20043-25%20-%20REGULACION%20INTELIGENCIA%20ARTIFICIAL.pdf
https://www.sic.gov.co/sites/default/files/files/2023/RE35435-2023.pdf
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What are the most relevant data protection updates?

Personal Data Protection Law (Bill No. 23,097)
9ŸƚƣċШÅŔĦċќƚШĬċƣċШƓƖŸƣĲĦƣŔŸŰШŉƖċůĲƽŸƖťШŔƚШĦƨƖƖĲŰƣũǃШŊŸƻĲƖŰĲĬШĤǃШxċƽШ ŸЮШΥΦΣΥЮШcŸƽĲƻĲƖЯШ
there are significant amendments being are underway to align with international standards 
such as the GDPR and Convention 108.

Å Bill No. 23,987 proposes modernization of the law, introducing rights such as data 
portability, erasure (right to be forgotten), and restriction of processing. It also establishes 
a stronger Data Protection Agency with independent funding and enhanced enforcement 
powers.

Å Active legislative debate on a comprehensive amendment of Law No. 8968 to address 
emerging technologies like AI and blockchain.

Å Privacy Forum 2025 highlighted challenges posed by AI and cybersecurity, issuing 
recommendations for impact assessments and robust incident response protocols.

Status: The bill is under discussion in the Legislative Assembly and expected to advance in 
2026.
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What are the most relevant cybersecurity updates?

National Cybersecurity Law (Under Legislative Review) 
Introduced in 2025, this Bill responds to severe ransomware attacks suffered in 
2022.

Costa Rica has made significant progress in advancing discussions on the Cybersecurity 
Law, which aims to establish a comprehensive legal framework for protecting critical 
infrastructure and managing cyberthreats. The proposed law outlines several key measures, 
including:

Å Creation of the National Cybersecurity Agency (ANC) under MICITT;

Å Establishment of specialized centers: 

Å CSIRT-CR (Incident Response Center);

Å CIMR-CR (Network Monitoring Center); and

Å CID-CR (Cybersecurity Intelligence Center).

Å Declaration of critical information infrastructure as a matter of national security;

Å Mandatory compliance with international standards (ISO/IEC 27001, NIST); and

Å Obligations for public and private operators of critical ICT infrastructure: 

Å Business continuity plans;

Å Risk management and incident reporting to CSIRT; and

Å Certification of Information Security Management Systems (ISMS).

Status: Under legislative debate; controversial due to cost and technical challenges.

National Cybersecurity Strategy 2023-2027
Launched by MICITT, this strategy sets five pillars:

Å Governance and coordination;

Å Protection of critical infrastructure;

Å Legal modernization and resilience;

Å Education and awareness; and

Å International cooperation.

Includes Directriz N° 133-MP-MICITT for public sector cybersecurity improvements and 
Decree N° 44196-MSP-MICITT on security measures for 5G networks.

Guidelines and technical standards
Å Adoption of cloud-first policy for public institutions (Decree N° 46-H-MICITT);

Å Mandatory accessibility and network security measures for government websites; and

Å Strengthening CSIRT-CR protocols for incident response and coordination.
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What are the most relevant AI updates?

Costa Rica launched its National AI Strategy (2024-2027) to promote 
ethical and secure adoption of AI technologies
The strategy focuses on governance, infrastructure, and talent development.

Highlights:

Å Seven strategic pillars including ethical AI, smart government, digital infrastructure, and 
workforce training;

Å Costa Rica ranks among the top in Latin America for AI readiness, excelling in governance 
and open data initiatives; and

Å Research centers and universities are actively developing AI capabilities and regulatory 
sandboxes.

Status: Implementation is ongoing with strong institutional support.

Global leadership in AI governance
Costa Rica is co-leading an intergovernmental initiative within the United Nations to 
establish an International Scientific Panel on Artificial Intelligence and a Global Dialogue on 
AI Governance. Launched in 2025, this effort seeks to develop a comprehensive global 
framework for AI governance, addressing both challenges and opportunities in AI 
development while ensuring alignment with the UN Sustainable Development Goals.

Costa Rica has introduced several draft bills aimed at regulating AI:
Å Bill No. 23,771: Presented in May 2023, this proposal focuses on AI auditing and 

accountability. It requires developers to implement measures to mitigate algorithmic bias 
and prevent discriminatory outcomes. The bill emphasizes compliance with human rights 
principles and calls for independent oversight of AI systems.

Å Bill No. 23,919: This initiative promotes the responsible adoption of AI as a matter of 
public interest. While it encourages ethical use and innovation, it does not include 
specific provisions on AI auditing.

Å Bill No. (unassigned): This draft underscores the importance of auditability and due 
diligence throughout the AI system lifecycle, advocating for robust governance 
mechanisms.

These legislative efforts remain under review, with ongoing consultations involving 
technology experts, legal professionals, and human rights advocates.
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What are the most relevant expected developments in data protection, cybersecurity and AI?

Data protection
Å A pending bill in Congress seeks to fully amend Law No. 8968 to align with GDPR 

principles (lawfulness, transparency, accountability, data subject rights). This 
amendment has been under discussion since 2021 and is expected to gain traction by 
2026.

Å Stronger cross-border data transfer rules and explicit consent requirements for sensitive 
data.

Å Integration with AI governance: AI systems will need privacy-by-design and bias audits, 
especially under ENIA (AI Strategy).

Cybersecurity
Å National Cybersecurity Strategy 2023-2027: Aiming to become a trustworthy digital 

ecosystem by 2027 through governance, regulatory updates, infrastructure protection, 
capacity building, and international cooperation.

Å SOC-CR (National Security Operations Center): Fully operational for real-time threat 
monitoring and incident response.

AI

Å Landmark AI Regulation Bill advanced in late 2025, aiming for a principles-based 
framework: 

Å Transparency and accountability for AI systems;

Å Prohibitions on exploitative AI uses; and

Å Risk-based approach for high-impact sectors (health, justice, finance). 

Å Full enactment of AI law with mandatory algorithmic audits, human-in-the-loop 
requirements, and data privacy integration. 

Å Establishment of National AI Center of Excellence and regulatory sandboxes for testing AI 
applications.
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What are the most relevant data protection updates?

ü§ÂќƚШΞΜΞΠШċŰŰƨċũШƖĲƓŸƖƣШŸŰШƓĲƖƚŸŰċũШĬċƣċШƓƖŸƣĲĦƣŔŸŰШ
In March 2025, the Croatian Personal Data Protection Agency (AZOP) published its annual 
report on personal data protection for the year 2024. The report provides an overview of 
ü§ÂќƚШůċŔŰШċĦƣŔƻŔƣŔĲƚЯШċĦőŔĲƻĲůĲŰƣƚЯШċŰĬШĲŰŉŸƖĦĲůĲŰƣШċĦƣŔŸŰƚШŔŰШƣőĲШŉŔĲũĬШŸŉШĬċƣċШƓƖŸƣĲĦƣŔŸŰШ

during 2024.

ÑőĲШǃĲċƖШΞΜΞΠШƽċƚШůċƖťĲĬШĤǃШƖĲĦŸƖĬШŰƨůĤĲƖƚШċĦƖŸƚƚШ ü§ÂќƚШĦŸƖĲШċƖĲċƚШŸŉШŸƓĲƖċƣŔŸŰШт 
enforcement, supervision, and education.

uĲǃШƣőĲůĲƚШŸŉШΞΜΞΠШŔŰĦũƨĬĲĬШ fШċŰĬШŔƣƚШŔŰƣĲƖċĦƣŔŸŰШƽŔƣőШ]?ÂÅЮШÑőĲШE?Â7ќƚШƽŸƖťЯШŔŰШƽőŔĦőШ
AZOP participated, focused heavily on large language models (LLMs) and the adoption of 
guidelines on legitimate interest, pseudonymization, and the ongoing development of 
guidance on anonymization and the AI Act-GDPR interplay.

Key figures for 2024: (i) 1,257 complaints/requests for determination of data protection 
violations, a 290% increase compared to 2023, (ii) 698 inspections conducted, an increase 
of 28% year-on-year, (iii) 206 corrective measures issued, including 38 administrative fines, 
ƣőĲШőŔŊőĲƚƣШŰƨůĤĲƖШŔŰШ ü§ÂќƚШőŔƚƣŸƖǃ, and (iv) 3,171 cases resolved, representing a 32% 
increase compared to 2023.

Major focus areas: 

Å Artificial intelligence: Oversight of data processing in AI systems, particularly large 
language models; 

Å Cybersecurity incidents: An increase in data breaches and cyberattacks across Croatia 
prompted several ex officio investigations; and

Å Education and awareness: AZOP organized 48 free educational events and 30 workshops 
ƖĲċĦőŔŰŊШŸƻĲƖШΟЯΡΜΜШÉ~EƚШċŰĬШũċƨŰĦőŔŰŊШƣőĲШљ§ũŔƻŔċњШŸŰũŔŰĲШĦŸůƓũŔċŰĦĲШƣŸŸũШƣŸШőĲũƓШ
companies align with data protection laws.

9ƖŸċƣŔċŰШĲŰĲƖŊǃШƨƣŔũŔƣǃШƓƖŸƻŔĬĲƖШŉŔŰĲĬШқΟΞΜЯΜΜΜШŉŸƖШƓċƚƚƽŸƖĬШƚĲĦƨƖŔƣǃШ
failure and serious GDPR breaches
ü§ÂШŔůƓŸƚĲĬШċŰШċĬůŔŰŔƚƣƖċƣŔƻĲШŉŔŰĲШŸŉШқΟΞΜЯΜΜΜШŸŰШƣőĲШĲŰĲƖŊǃШƨƣŔũŔƣǃШƓƖŸƻŔĬĲƖЯШċШƚƣċƣĲ-

owned district heating company, for multiple violations of the GDPR, primarily related to the 
failure to implement adequate technical and organizational measures and noncooperation 
with the supervisory authority.

ŰШŔŰĬŔƻŔĬƨċũШĦŸůƓũċŔŰĲĬШƣőċƣЯШƽőĲŰШƖĲƕƨĲƚƣŔŰŊШċШƓċƚƚƽŸƖĬШƖĲƚĲƣШŸŰШƓƖŸƻŔĬĲƖќƚШŸŰũŔŰĲШƓŸƖƣċũШ
љ~ŸŢШƖċĨƨŰњШы~ǃШ ĦĦŸƨŰƣьЯШƨƚĲƖƚШƖĲĦĲŔƻĲĬШĤǃШĲůċŔũШċШљƣĲůƓŸƖċƖǃШƓċƚƚƽŸƖĬњШƣőċƣШƽċƚШċĦƣƨċũũǃШ
their previous password. 

ü§ÂќƚШŔŰƻĲƚƣŔŊċƣŔŸŰШŉŸƨŰĬШƣőċƣШƣőĲШĦŸůƓċŰǃШƚƣŸƖĲĬШƓċƚƚƽŸƖĬƚШŸŉШŰĲċƖũǃШΝΣЯΜΜΜШƨƚĲƖƚШŔŰШ
plain text within its database; the password reset mechanism re-sent the existing password 
instead of generating a new one; no encryption, hashing, or other basic safeguards were in 
place; the controller had not conducted any risk assessment nor applied security measures 
required under Article 32(2) GDPR.

Despite being aware of these risks, the provider deliberately chose a system design lacking 
fundamental safeguards and later failed to cooperate with AZOP during the inspection.

The company did not provide the requested documentation or evidence of remedial 
measures, nor did it notify affected users after discovering the security flaw, violating Articles 
31 and 32 GDPR.

AZOP emphasized that storing passwords in readable form exposed users to serious risks of 
ƨŰċƨƣőŸƖŔǍĲĬШĬŔƚĦũŸƚƨƖĲШċŰĬШůŔƚƨƚĲШċŰĬШƣőċƣШƣőĲШĦŸŰƣƖŸũũĲƖќƚШƖĲŉƨƚċũШƣŸШĦŸŸƓĲƖċƣĲШ
aggravated the infringement.

https://azop.hr/wp-content/uploads/2025/09/AZOP_Godisnje-izvjesce-2024.pdf
https://azop.hr/wp-content/uploads/2025/09/AZOP_Godisnje-izvjesce-2024.pdf
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Sports betting operator fined қ175,000 for poor data security and 
improper retention of customer data
ü§ÂШŔůƓŸƚĲĬШċŰШċĬůŔŰŔƚƣƖċƣŔƻĲШŉŔŰĲШŸŉШқΝΤΡЯΜΜΜШŸŰШċШƚƓŸƖƣƚШĤĲƣƣŔŰŊШĦŸůƓċŰǃШŉŸƖШŉċŔũŔŰŊШƣŸШ

implement adequate technical and organizational measures to protect personal data and for 
unlawful data retention practices.

AZOP initiated the investigation after receiving a complaint that the betting operator required 
users to send copies of their ID cards via unencrypted email for account verification on its 
website. 

ÑőŔƚШůĲƣőŸĬШƓŸƚĲĬШċШőŔŊőШƖŔƚťШƣŸШƨƚĲƖƚќШƖŔŊőƣƚШċŰĬШŉƖĲĲĬŸůƚЮШ

The investigation revealed multiple serious deficiencies:

ÅÖƚĲƖƚќШƓĲƖƚŸŰċũШĬċƣċШыŔŰĦũƨĬŔŰŊШŰċůĲƚЯШf?ШŰƨůĤĲƖƚЯШċĬĬƖĲƚƚĲƚЯШ§f7ƚЯШċŰĬШĦŸƓŔĲƚШŸŉШf?Ш
cards) were stored and accessed without sufficient safeguards;

Å Weak employee passwords, in some cases only three characters long, allowed potential 
access to mailboxes containing ID scans of thousands of users; employees accessed the 
administrative platform via insecure HTTP connections;

Å The controller failed to delete personal data after the legally required retention period, 
breaching Article 5(1)(e) GDPR (storage limitation); and

Å The company refused to implement data backups, citing cost, despite processing data of 
over 70,000 users; this further violated its duty to ensure data integrity and availability 
under Article 32 GDPR.

AZOP concluded that the betting operator had systematically neglected data protection 
obligations and prioritized cost-saving over compliance.

Parking operator fined қ80,000 for unlawful processing of vehicle 
owner data
ü§ÂШŔůƓŸƚĲĬШċŰШċĬůŔŰŔƚƣƖċƣŔƻĲШŉŔŰĲШŸŉШқΥΜЯΜΜΜШŸŰШċШƓƖŔƻċƣĲШĦŸůƓċŰǃШůċŰċŊŔŰŊШƓċƖťŔŰŊШ

services for the unlawful processing of personal data of vehicle owners obtained from the 
Ministry of the Interior (MUP) database without a valid legal basis.

ü§ÂќƚШŔŰƻĲƚƣŔŊċƣŔŸŰШƖĲƻĲċũĲĬШƣőċƣШƣőĲШĦŸůƓċŰǃа

Å Accessed and used personal data from the MUP Vehicle Register т originally obtained 
under an agreement allowing access for a different purpose and a different city;

Å Used that data to collect parking fees for shopping centers and a general hospital, 
activities outside its authorized purpose;

Å Had no valid legal basis under the GDPR;

Å Did not conclude a data processing agreement with the hospital as required by the GDPR; 
and

Å Failed to implement appropriate technical and organizational measures to secure the 
data.

The company had obtained a local government concession for on-street parking 
enforcement and based on that, an agreement with the Ministry of the Interior for limited data 
access. However, it misused those access rights for unrelated private contracts, thus 
engaging in unauthorized data processing.

What are the most relevant data protection updates?
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ICT company fined қ50,000 for inadequate technical data protection 
measures
AZOP fined an information and communications technology (ICT) company қ50,000 for 
failing to implement appropriate technical and organizational security measures to protect 
personal data, in breach of Article 32 GDPR.

The case originated from a data breach report submitted by the company after a hacker 
ċƣƣċĦťШĲǂƓŸƚĲĬШƨƚĲƖƚќШƓĲƖƚŸŰċũШĬċƣċЮШ

ü§ÂќƚШŔŰƻĲƚƣŔŊċƣŔŸŰШƖĲƻĲċũĲĬШƣőċƣШƣőĲШĦŸůƓċŰǃШőċĬШŰŸƣШĲŰƚƨƖĲĬШċĬĲƕƨċƣĲШƓƖŸƣĲĦƣŔŸŰШ
against unauthorized access, alteration, or destruction of data. 

Once the attacker gained entry, they were able to move freely across the entire IT system, 
compromising all personal data stored on its servers.

Although the company acted promptly after detecting the breach, it was found to have 
multiple systemic weaknesses in the design and maintenance of its processing systems т 
including the absence of regular testing, evaluation, and risk assessment procedures.

ü§ÂШĦŸŰĦũƨĬĲĬШƣőċƣШƣőĲШĦŸůƓċŰǃќƚШŉċŔũƨƖĲШƣŸШůċŔŰƣċŔŰШƣőĲШĦŸŰŉŔĬĲŰƣŔċũŔƣǃЯШŔŰƣĲŊƖŔƣǃЯШ
availability, and resilience of its systems constituted a serious violation of GDPR security 
obligations, warranting the administrative fine.

AZOP marked European Data Protection Day with AI-focused 
ĦŸŰŉĲƖĲŰĦĲШċŰĬШũċƨŰĦőШŸŉШљ§ũŔƻŔċњШ]?ÂÅШĦŸůƓũŔċŰĦĲШƣŸŸũ
On 28 January 2025, AZOP celebrated the 19th European Data Protection Day by organizing a 
ŰċƣŔŸŰċũШĦŸŰŉĲƖĲŰĦĲШƣŔƣũĲĬШљìőċƣШ?ŸĲƚШ ƖƣŔŉŔĦŔċũШfŰƣĲũũŔŊĲŰĦĲШ7ƖŔŰŊШÖƚењЯШĲůƓőċƚŔǍŔŰŊШĤŸƣőШƣőĲШ
opportunities and risks of AI development and use.

The interconnection between the GDPR and the EU Artificial Intelligence Act was highlighted, 
and it was noted that GDPR compliance is the foundation for developing AI that is ethical, 
lawful, and human-centric. 

The conference gathered representatives of the Croatian government, Parliament, the 
European Commission, academia, and the private sector, who agreed that responsible AI 
governance requires cross-sector collaboration. 

Speakers underlined that effective regulation should enable innovation while safeguarding 
fundamental rights and privacy. A panel discussion explored how AI systems routinely 
process vast amounts of personal data, making compliance with the GDPR essential 
throughout all stages of AI system design, testing, and deployment. Panelists emphasized 
the need for transparent, accountable, and human-controlled AI systems that uphold 
democratic values.

In line with the AI Act, AZOP also announced preparations for establishing a national AI 
regulatory sandbox by August 2026 т a controlled environment to safely test innovative AI 
solutions under regulatory supervision.

ü§ÂШċũƚŸШƓƖĲƚĲŰƣĲĬШљ§ũŔƻŔċЯњШċШŉƖĲĲШƽĲĤ-based GDPR compliance platform developed 
under the EU co-funded ARC II project. Olivia is specifically designed to help small and 
medium-sized enterprises (SMEs) understand and meet their GDPR obligations. The 
platform combines: educational modules on key GDPR topics and compliance principles; 
practical templates for privacy documentation and security policies; and knowledge tests 
and certificates to strengthen internal awareness.

What are the most relevant data protection updates?
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What are the most relevant cybersecurity updates?

New Cybersecurity Regulation 
On 21 November 2024, Croatia adopted the Cybersecurity Regulation (the Regulation) based 
on the Cybersecurity Act. 

The Regulation represents a key step in transposing the EU NIS2 Directive into Croatian law.

The Regulation establishes:

Å Criteria for classifying entities (key and important) under cybersecurity requirements and 
for maintaining a national register of entities;

Å National risk management measures, including 13 specific cyber risk control measures, 
each detailing goals, sub-measures, IT/OT applicability, and implementation levels;

Å Procedures for self-assessment of cybersecurity maturity, incident notification, and 
information exchange between national authorities;

Å Obligations for both public and private entities to provide data for classification and 
maintain designated contact points for cybersecurity communication; and

Å Three levels of cybersecurity maturity (basic, intermediate, and advanced) tied to 
assessed national cyber risk levels.

The Regulation designates the Security and Intelligence Agency (SOA) as the authority 
maintaining the national cybersecurity register, and the central state body for cybersecurity 
as responsible for developing national risk assessments and implementation guidelines.

Secondary acts and guidelines to implement the Cybersecurity Act 
and Regulation
Throughout 2025, Croatia adopted and published a series of bylaws and technical guidelines 
to operationalize the Cybersecurity Act and the Cybersecurity Regulation ensuring effective 
implementation of the national cybersecurity framework in line with the EU NIS2 Directive.

Key developments include:

Å National Taxonomy of Cybersecurity Incidents: Introduces a standardized national 
framework for the consistent classification, recording, and information exchange of 
cybersecurity incidents.

Å General Guidelines on Reporting Significant Cybersecurity Incidents: Define structured 
procedures and reporting templates for notifying significant incidents to the competent 
authorities.

Å Guidelines on Cyber Risk Management for Categorized Entities: Provide practical support 
for key and important entities in implementing comprehensive risk management 
processes, including risk identification, assessment, mitigation, monitoring, and 
continuous improvement for network and information systems.

Å Guidelines for Correlation Review of Cybersecurity Measures: Offer a reference 
framework that correlates national cybersecurity measures with international standards 
and best practices, enabling entities to ensure alignment and interoperability with globally 
recognized security frameworks.

Å Security Certification Rules for Cybersecurity Audits: Establish a national certification 
framework for managed security service providers authorized to perform cybersecurity 
audits, requiring providers to hold a national or EU-recognized security certificate.
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Cybersecurity Exercise Implementation Plan through 2027
On 26 September 2025, the Government of the Republic of Croatia adopted the 
Cybersecurity Exercise Implementation Plan for the period until 2027, in accordance with the 
Cybersecurity Act.

The plan establishes a comprehensive schedule of national and international cybersecurity 
exercises for 2025-2026, aimed at strengthening national capabilities, testing procedures 
and communication tools, and enhancing coordination and crisis response mechanisms 
across public institutions and critical infrastructure operators.

It includes:

Å Four national exercises focused on technical, procedural, and strategic readiness of 
public bodies and educational institutions; and

Å Five international exercises conducted with ENISA, NATO, and other EU partners to test 
cross-border crisis management and defense coordination.

Participating institutions are required to prepare post-exercise analyses and reports 
identifying lessons learned and areas for improvement, which are submitted to the National 
Cybersecurity Center (NCSC-HR) within the Security and Intelligence Agency (SOA).

Categorization of entities under the Croatian Cybersecurity Act
In September 2025, Croatian authorities responsible for implementing the Cybersecurity Act 
completed the initial categorization process of entities subject to cybersecurity obligations. 

As of Q3 2025, 713 entities have been categorized: 125 key entities and 588 important 
entities. These organizations have begun implementing cybersecurity measures and 
reporting incidents in line with requirements.

All categorized entities across relevant sectors have been notified by their competent 
authorities and received guidelines on further compliance steps.

Organizations operating in listed sectors listed, which believe they meet the criteria but have 
not yet received categorization notices, are invited to contact the relevant competent 
authority. 

In October 2025, the NCSC-HR also issued a call for voluntary implementation of 
cybersecurity measures for noncategorized legal entities.

This voluntary initiative targets:

Å Noncategorized private sector entities operating in the sectors covered by the Act; and

Å Public sector bodies not falling under mandatory categorization.

Interested organizations are encouraged to apply, providing basic company data and an 
overview of their IT infrastructure and services.

ÑŸŊĲƣőĲƖЯШƣőĲƚĲШůĲċƚƨƖĲƚШůċƖťШċШƚŔŊŰŔŉŔĦċŰƣШůŔũĲƚƣŸŰĲШŔŰШƣőĲШŰċƣŔŸŰƽŔĬĲШƖŸũũŸƨƣШŸŉШ9ƖŸċƣŔċќƚШ
new cybersecurity framework, ensuring broad participation and preparedness across both 
mandatory and voluntary sectors, and supporting the gradual alignment with the EU NIS2 
Directive.

What are the most relevant cybersecurity updates?
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What are the most relevant AI updates?

Designation of competent authorities under the EU Artificial 
Intelligence Act
In October 2024, the Ministry of Justice, Administration and Digital Transformation of Croatia 
submitted to the European Commission the official list of competent authorities designated 
under Regulation (EU) 2024/1689 т the Artificial Intelligence Act (AI Act).

Under Article 77(2) of the AI Act, EU member states were required to designate and publish 
the public authorities responsible for monitoring and enforcing obligations related to the 
protection of fundamental rights in connection with the use of high-risk AI systems.

Croatia has designated the following bodies:

Å Ombudsperson;

Å Ombudsperson for Children;

Å Ombudsperson for Gender Equality;

Å Ombudsperson for Persons with Disabilities;

Å Croatian Personal Data Protection Agency (AZOP); and

Å State Electoral Commission Agency for Electronic Media.

While these authorities have been formally designated, their specific supervisory and 
enforcement roles under the AI Act are yet to be defined. Further details are expected once 
the implementation framework is adopted.

Croatia has not yet designated the national competent authorities required by Article 70, 
specifically the Market Surveillance Authority and the Notifying Authority.

Preparatory Phase for the Croatian Law Implementing the EU Artificial 
Intelligence Act
In 2025, the Ministry of Justice, Public Administration and Digital Transformation initiated a 
public consultation on the Legislative Activity Form for the forthcoming Law on the 
Implementation of the EU AI Act. 

This consultation marks the preparatory phase before the drafting and adoption of the full 
implementing law. 

The proposal is currently under governmental procedure, with the public consultation 
planned for the third quarter of 2025. 

The next steps include drafting the legislative text and its submission to the Croatian 
Parliament for adoption.

According to the explanatory notes of the Legislative Activity Form, the proposed law will aim 
to:

Å Ensure the implementation of the EU AI Act by establishing the legal framework for the 
development, placing on the market, and use of reliable and safe artificial intelligence 
systems within the EU.

Å Improve the functioning of the EU internal market through a harmonized regulatory 
framework for AI systems, promoting anthropocentric and trustworthy AI that guarantees 
a high level of protection of health, safety, and fundamental rights, in line with the EU 
Charter of Fundamental Rights.

Å Support innovation and the free cross-border movement of AI-based goods and services 
by preventing Member States from imposing disproportionate national restrictions on AI 
development and deployment, unless expressly allowed under the regulation.
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Croatia begins drafting National Artificial Intelligence Development 
Plan 2032 and accompanying 2026-2028 Action Plan
In May 2025, the Minister of Justice, Administration and Digital Transformation presented the 
Decision to initiate the drafting of the National Artificial Intelligence Development Plan (to 
2032) and the related Action Plan for 2026-2028.

Under this decision, the Ministry of Justice, Administration and Digital Transformation is 
tasked with preparing both documents, which will be based on three strategic pillars:

Å Formulating and implementing public policies in the field of AI;

Å Encouraging investment in the AI sector; and

Å Creating conditions for the effective application of AI across society and the economy.

The National Plan will cover key thematic areas such as education and AI skills development, 
digital transformation, economic and industrial growth, promotion of research, innovation 
and start-ƨƓƚЯШċŰĬШƣőĲШƓƖŸƣĲĦƣŔŸŰШŸŉШĦŔƣŔǍĲŰƚќШƓƖŔƻċĦǃШċŰĬШƚĲĦƨƖŔƣǃЮШ

The minister stressed the importance of balancing innovation and technological progress 
with safety and data protection.

The working group responsible for drafting the plans will include not only the existing AI Act 
transposition team, but also representatives of the academic community, the private sector, 
and experts from ministries and other state bodies, ensuring a comprehensive, cross-
ƚĲĦƣŸƖċũШċƓƓƖŸċĦőШƣŸШƚőċƓŔŰŊШ9ƖŸċƣŔċќƚШũŸŰŊ-term AI development strategy.

Criminal offence for AI-related endangerment
Croatia is proposing amendments to its Criminal Code that, for the first time, introduce a 
new criminal offence related to artificial intelligence. 

ÑőĲШŸŉŉĲŰĦĲЯШƣŔƣũĲĬШљĲŰĬċŰŊĲƖŔŰŊШũŔŉĲЯШƓƖŸƓĲƖƣǃШŸƖШĤŸĬŔũǃШŔŰƣĲŊƖŔƣǃШƣőƖŸƨŊőШċŰШ fШƚǃƚƣĲůЯњШċŔůƚШ
to address risks arising from rapidly developing technologies. 

The legal definition of an AI system is taken directly from the EU AI Act to ensure full 
alignment with European law.

The Ministry of Justice, Public Administration and Digital Transformation emphasized that the 
provision is intentionally broad, anticipating future technological developments and the need 
for further updates. 

ÑőĲƚĲШċůĲŰĬůĲŰƣƚШŉŸƖůШƓċƖƣШŸŉШċШƽŔĬĲƖШũĲŊŔƚũċƣŔƻĲШƓċĦťċŊĲШŔŰƣĲŰĬĲĬШƣŸШůŸĬĲƖŰŔǍĲШ9ƖŸċƣŔċќƚШ
criminal law framework and respond to new EU obligations, particularly in the areas of 
technology-related risks, organized crime and procedural efficiency.

What are the most relevant AI updates?
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What are the most relevant expected developments in data protection, cybersecurity and AI?

Data protection
Å AZOP is expected to intensify its enforcement activities, continuing its trend of stronger 

supervision and the imposition of administrative fines, particularly in sectors with 
recurring compliance issues.

Å Closer alignment between the GDPR and the AI Act is anticipated. AZOP has emphasized 
the complementarity of both frameworks, and it is expected that the Agency will issue 
guidance and opinions on the application of the GDPR in the context of AI.

Cybersecurity
Å The operational rollout of the Cybersecurity Regulation continues, with all entities 

classified under the Cybersecurity Act expected to conduct self-assessments, report 
significant incidents, and implement robust technical and organizational measures to 
enhance resilience.

Å The implementation of the national plan of cybersecurity exercises for 2025-2027 will 
introduce a structured program of national and international drills designed to test 
readiness, strengthen incident response capabilities and improve cross-institutional 
communication.

Å Ransomware remains the most serious short-term threat to government and critical 
sectors. Progressive implementation of Cybersecurity Act measures is expected to 
improve the resilience of categorized entities.

AI
Å The drafting and adoption of a national implementation law for the AI Act is underway, 

with the proposal progressing through governmental procedure and expected to provide 
ƣőĲШĦŸƖĲШũĲŊċũШŉƖċůĲƽŸƖťШŉŸƖШ9ƖŸċƣŔċќƚШ fШŊŸƻĲƖŰċŰĦĲШƖĲŊŔůĲЮ

Å The development of a comprehensive national AI strategy is anticipated to set clear 
ƓŸũŔĦǃЯШŔŰƻĲƚƣůĲŰƣШċŰĬШĬĲƓũŸǃůĲŰƣШƓƖŔŸƖŔƣŔĲƚЯШĲŰƚƨƖŔŰŊШ9ƖŸċƣŔċќƚШũŸŰŊ-term alignment with 
the AI Act and EU digital objectives.

Å The establishment of AI regulatory sandboxes is anticipated to create controlled testing 
environments for AI systems, particularly high-risk ones, enabling safe innovation, 
accelerating market readiness and supporting responsible technological development.

Å The designation and operationalization of national competent authorities for the AI Act will 
ŉŸƖůШċШĦĲŰƣƖċũШƓŔũũċƖШŸŉШ9ƖŸċƣŔċќƚШŔůƓũĲůĲŰƣċƣŔŸŰШċƖĦőŔƣĲĦƣƨƖĲЯШĲŰƚƨƖŔŰŊШĲŉŉĲĦƣŔƻĲШ
oversight, enforcement and coordination in line with EU requirements.
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What are the most relevant data protection updates?

Czech Office for Personal Data Protection celebrates 25 years of 
activity
The Czech Office for Personal Data Protection (the Office) is commemorating its 25th 
anniversary of supervising compliance with personal data protection laws in the Czech 
Republic. Established by Act No. 101/2000 Sb. on 1 June 2000, the Office has evolved from 
modest beginnings into an institution with significant regulatory responsibilities within the 
country's governance framework. 

Over the years, additional key pillars of its activities have been added т participation in 
eGovernment through operating the ORG information system and especially the agenda of 
ŉƖĲĲШċĦĦĲƚƚШƣŸШŔŰŉŸƖůċƣŔŸŰЮШ ĦĦŸƖĬŔŰŊШƣŸШƣőĲШĦƨƖƖĲŰƣШĦőċŔƖůċŰЯШsŔƘŖШuċƨĦťǄЯШƣőĲШ§ŉŉŔĦĲѣƚШƖŸũĲШŔŰШ
protecting privacy has never been more important as society has moved from paper forms 
and analog video cameras to a digital world of hybrid wars, mass identity theft, artificial 
intelligence, and attempted manipulation of public opinion.

In 2025, the Office addresses key personal data protection challenges across both public 
and private sectors. Priority inspections include monitoring the use of data from public 
administration registers by private entities, such as banks, examining loyalty programs where 
discounts depend on consent with processing personal data, and reviewing data handling in 
freedom of information request procedures. The Office will also focus on camera systems in 
public transportation vehicles and commercial communication practices by online 
comparison platforms.

Czech Office for Personal Data Protection warns against email invoice 
љĦċƣċũŸŊњШƚĦċůƚ
The Czech Office for Personal Data Protection issued a warning about companies that send 
invoices via email demanding payment for allegedly ordered services. This practice 
constitutes what is known as a "catalog scam," a deceptive business practice aimed at 
tricking business entities into unintentionally entering into a contractual relationship by 
misleading them and subsequently exploiting this confusion for fraudulent enrichment.

The Office strongly advises companies and individual entrepreneurs who receive such 
communications not to pay these invoices. Such conduct can be considered an offense 
under Act No. 480/2004 Coll. on certain information society services, as amended, and may 
potentially amount to a criminal offence. The Office has received several hundred complaints 
from business entities, all stating they never ordered any services from the sending 
companies. The accused companies defended themselves by claiming they obtained 
contact information for business entities from publicly published company directories. 

However, the Office clearly states that commercial communications may only be sent after 
obtaining prior consent from the recipient or based on an existing customer relationship, and 
publicly available catalogs cannot be used for sending commercial communications to 
contacts listed in them. The Office considered it a highly aggressive practice when 
companies not only sent proforma invoices but also various payment reminders, information 
about unpaid invoices or due dates, and even notices about debt collection and violation of 
general business terms. 

For these catalog scams involving the distribution of unsolicited commercial 
communications containing proforma invoices for unordered services, the Office imposed 
fines on three totaling more than 5 million CZK. All these fines are now final, and 
investigations into additional companies are currently being conducted by the Office.
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Recommendation on the use of camera systems in schools
The Czech Office for Personal Data Protection issued Recommendation No. 1/2025 
regarding the use of camera systems in schools and educational facilities. The guidance 
follows public consultation and builds on the general methodology for deploying and 
operating camera systems. It responds to the need for more detailed rules in settings where 
children and young people spend a significant part of their daily lives, and where the impact 
on privacy can be particularly sensitive.

The recommendation outlines when and how camera systems may be justified, mainly for 
property protection or evidence purposes, while stressing that surveillance should not 
disproportionately intrude on privacy. It discourages the use of cameras for monitoring 
issues such as bullying, given limited effectiveness, and calls for a balancing test to weigh 
legitimate interests against fundamental rights. The document highlights factors such as 
camera placement, scope of footage, storage duration, and use of advanced technologies, 
encouraging schools to consider less intrusive alternatives and ensure compliance with 
GDPR principles.

New camera surveillance regulations in healthcare facilities
The Czech Ministry of Health has prepared an amendment to Decree No. 92/2012 Coll. that 
introduces regulations for camera systems in healthcare facilities, addressing a previously 
specifically unregulated area. The amendment, effective January 2026, requires camera 
systems to enable two-way audio-visual transmission, feature on/off mechanisms, display 
camera status indicators, and secure feeds against unauthorized access. The new rules 
prohibit surveillance in sanitary facilities and mandate clear marking of monitored areas. 
Healthcare providers will have until 31 December 2026, to bring their existing camera 
systems into compliance, while any newly installed systems must comply as of January 
2026. This regulation aims to balance patient safety with privacy protection, responding to 
concerns raised by the Public Defender of Rights regarding excessive monitoring in medical 
facilities.

The Czech Office for Personal Data Protection and the Office for the 
Protection of Competition signed a memorandum of mutual 
cooperation
§ŰШΝΟШ~ċƖĦőШΞΜΞΡЯШsŔƘŖШuċƨĦťǄЯШ9őċŔƖůċŰШŸŉШƣőĲШCzech Office for Personal Data Protection, 
and Petr Mlsna, Chairman of the Office for the Protection of Competition, signed a 
memorandum of cooperation focused on digital services. The two authorities will jointly 
organize workshops and training sessions on new business models, artificial intelligence, 
and data use, while also sharing expert consultations and support in cases overlapping both 
data protection and competition law.

What are the most relevant data protection updates?
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What are the most relevant cybersecurity updates?

NÚKIB and intelligence services warn of Russian cyber campaign 
against Ukraine supporters
The Czech National Cyber and Information Security Agency (NÚKIB), together with Czech 
intelligence services and partners from the United States, the United Kingdom, Germany, 
Poland, Australia, Canada, Denmark, Estonia, France, and the Netherlands, issued a joint 
cybersecurity advisory on 21 May 2025 warning about a long-term cyber campaign 
conducted by Russian-supported actors. These attacks specifically target logistics and 
technology companies involved in foreign aid to Ukraine.

The campaign is attributed to Unit 26165 of Russian military intelligence (GRU), known as 
APT28 (also Fancy Bear or Forrest Blizzard), which has been conducting espionage 
operations against defense and transportation sectors for more than two years. The 
attackers employ tactics such as password spraying, targeted phishing emails, changes to 
email box settings in Microsoft Exchange environments, and exploitation of vulnerabilities in 
software like Outlook (NTLM) or WinRAR. They have also actively monitored aid shipments to 
Ukraine by accessing IP cameras at border crossings, railway hubs, and other strategic 
points. 

The advisory warns that these activities will likely continue, urging technology, logistics, and 
transportation organizations to strengthen monitoring, actively hunt for signs of compromise, 
and implement appropriate protective measures against these sophisticated threats.

Czech government approves new national cybersecurity strategy
The Czech government approved a new National Cybersecurity Strategy (NSKB) effective 
from 2026, which sets long-term priorities and goals for the state in this area. The strategy 
replaces the previous document from 2021 and responds to the deteriorating global security 
situation and technological changes of recent years, emphasizing the need for more 
intensive cooperation at both national and international levels. 

The strategy, developed by the National Cyber and Information Security Agency (NÚKIB) with 
input from dozens of organizations from both public and private sectors and through public 
consultations, establishes three main strategic areas: secure strategic infrastructure, 
societal preparedness and development, and international cooperation and promotion of 
interests. 

According to the strategy, the Czech Republic will need to more intensively use new 
technologies for organizational security, prepare for potential transitions to crisis situations, 
improve working conditions for cybersecurity experts in public administration, and develop 
alternative solutions to risky technologies, new platforms for information sharing, and an 
internationally coordinated position to deter malicious state actors.
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NÚKIB issues warning against data transfer and remote management 
from certain foreign countries or territories
The Czech National Cyber and Information Security Agency (NÚKIB) issued on 3 September 
2025 a warning about cybersecurity threats related to the transfer of system and user data to 
certain foreign countries and remote management of technical assets from such 
jurisdictions. The warning must be addressed by entities obligated under the Cybersecurity 
Act.

NÚKIB derived the security threat from three key factors: the increasing share of complex 
technological solutions in critical sectors that transfer data to or are remotely managed from 
these jurisdictions; confirmed malicious activities by actors linked to certain states directed 
against the Czech Republic, the EU, and NATO; and the political and legal environments in 
some countries that enable government authorities to access data stored in their territories, 
significantly interfere with private companies' operations, or provides these authorities with 
tools to enforce cooperation from private firms in state-sponsored espionage activities. 

The threat is assessed as "high" (probable to very probable), and while the warning does not 
unconditionally prohibit data transfers or remote management from these countries and 
territories, obligated entities must consider this threat in their risk analysis and respond with 
appropriate security measures.

NÚKIB releases report on the state of cybersecurity in the Czech 
Republic for 2024
On 22 August 2025, the National Cyber and Information Security Agency (NÚKIB) published 
its annual report on the state of cybersecurity in the Czech Republic for 2024. The agency 
recorded an all-time high of 268 cybersecurity incidents, though this represents only a slight 
increase from 2023. More significantly, the severity of incident impacts has decreased for the 
third consecutive year, with only one very significant incident and 18 significant incidents 
recorded in 2024 т more than 50% fewer significant incidents compared to the previous year.

Distributed denial-of-service (DDoS) attacks constituted a substantial portion of the 
recorded incidents, primarily attributed to certain hacktivist groups, especially 
NoName057(16), though these activities generally resulted only in short-term website 
outages. The report highlights new trends including an increase in hacktivist groups targeting 
poorly secured operational technology and SCADA systems in Western industrial 
enterprises.

Despite sophisticated campaigns by state actors comprising only a small percentage of total 
incidents, their severity is typically high. The report also notes a concerning spike in 
ransomware attacks in late 2024, with October recording a monthly high of seven attacks. 

A positive development is the three-year trend of increased organizational cybersecurity 
budgets, though a shortage of qualified cybersecurity professionals remains problematic. 
The report also details NÚKIB's legislative progress with a new cybersecurity law set to take 
effect on 1 November 2025, and engagement in EU-level cybersecurity resilience 
regulations.

What are the most relevant cybersecurity updates?
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What are the most relevant AI updates?

The Government of the Czech Republic approved the Action Plan of 
the National Artificial Intelligence Strategy of the Czech Republic for 
2025
On 2 April2025, the Czech government approved the Implementation Plan of the Digital 
Czechia program for 2025, which presents a collection of specific projects focused on 
supporting digitalization in the Czech Republic, including artificial intelligence. This plan is 
part of the Czech government's broader effort to increase the efficiency of state 
administration, public services, and improve citizens' quality of life through advanced digital 
technologies such as artificial intelligence.

The implementation plan incorporates project proposals from the Action Plan of the National 
Artificial Intelligence Strategy of the Czech Republic 2030 (NAIS) for 2025. The Ministry 
actively coordinates the implementation of projects within the Action Plan to create an 
environment that fosters innovation and technological development. 

An important part of this effort will be strengthening cooperation with experts and companies 
in the field of artificial intelligence development, which will contribute to maintaining the 
Czech Republic's competitiveness on the international stage. 

The NAIS Action Plan allocates 19 billion Czech crowns for project proposals. Under the 
approved plan, specific projects will be implemented focusing on the development and 
implementation of artificial intelligence in key areas, including AI in research, development 
and innovation, education and expertise in AI, AI skills and impacts on the labor market, 
ethical and legal aspects of AI, security aspects of AI, and AI in public administration and 
public services.

Czech government approves plan for implementation of EU AI Act 
with Ministry of Industry and Trade as new coordinator
On 28 May 2025, the Czech government approved a nonlegislative document addressing the 
national implementation of the EU AI Act, development of a national AI law, and creation of 
necessary supervisory infrastructure, with oversight transferring from Deputy Prime Minister 
~ċƖŔċŰШsƨƖĲĨťċШƣŸШƣőĲШ~ŔŰŔƚƣƖǃШŸŉШfŰĬƨƚƣƖǃШċŰĬШÑƖċĬĲЮШÑőĲШŊŸƻĲƖŰůĲŰƣШċũƚŸШċƓƓŸŔŰƣĲĬШ?ĲƓƨƣǃШ
~ŔŰŔƚƣĲƖШsċŰШuċƻċũŖƖĲťШċƚШ fШ9ŸůůŔƚƚŔŸŰĲƖЯШƽŔƣőШ~ŔŰŔƚƣĲƖШxƨťČƜШéũĨĲťШĲůƓőċƚŔǍŔŰŊШ fѣƚШ
potential to position the Czech Republic among world leaders in advanced technologies, 
improving both business processes and public administration.

The ministry is making significant resource commitments, including creating an eight-person 
AI department and allocating 24 million Czech crowns from its budget for implementation. 
Multiple authorities will oversee rule enforcement, including the Czech Telecommunication 
Office, Standards and Metrology Office, Personal Data Protection Office, Czech National 
Bank, Standardization Agency, and Public Defender of Rights. A regulatory sandbox will allow 
businesses and researchers to test innovative AI solutions in a controlled environment. With 
the AI Act coming into force in August 2026, timely implementation is crucial to avoid 
potential EU sanctions.

However, as the government is currently undergoing a change, it remains uncertain whether 
the plan will ultimately be implemented in its present form.
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What are the most relevant expected developments in data protection, cybersecurity and AI?

Data protection
The new EU Regulation (EU) 2024/900 on the transparency and targeting of political advertising, 
together with national law No. 234/2025 Coll., will become effective from October 2025. The 
legislation seeks to strengthen trust in democratic processes by ensuring that political 
advertisements are clearly identifiable and include information about their sponsors, campaign 
context, and targeting methods. It also introduces strict data protection safeguards, allowing 
personal data to be used for political advertising only with explicit consent, prohibiting the use of 
sensitive data, and banning targeting of minors. 

The Office for Personal Data Protection (ÚOOÚ) will oversee compliance with these rules, 
establish supervisory practices, and cooperate with EU institutions to ensure transparent, fair, 
and responsible handling of political advertising, particularly in the online environment.

Cybersecurity
The Czech cybersecurity landscape in the coming year will be primarily shaped by the gradual 
implementation of the new Cybersecurity Act and subsequent decrees, which have transposed 
the EU's NIS2 Directive and took effect on 1 November 2025. Starting on 1 November 2025, 
organizations have 60 days to register their regulated services through the portal of the Czech 
National Cybersecurity Agency. 
The new legislation expands the scope of entities subject to cybersecurity requirements 
compared to the current law (Act No. 181/2014 Coll.). Organizations should expect adjustments 
to compliance obligations, including enhanced security measures and revised incident reporting 
procedures. This regulatory development coincides with ongoing cybersecurity challenges such 
as ransomware threats and the continuing shortage of qualified professionals, though many 
organizations have already been progressively increasing their security investments over recent 
years. 
The implementation will be supported by the newly approved National Cybersecurity Strategy for 
2026-2030, which provides a balanced framework for improving infrastructure security, societal 
readiness, and international cooperation.

AI
The Czech Republic is expected to advance the implementation of the EU Artificial 
Intelligence Act through a minimalist national adaptation law prepared by the Ministry of 
Industry and Trade (MPO). The proposal, currently undergoing interdepartmental 
consultation, focuses on ensuring user safety while fostering innovation and minimizing 
administrative burdens for businesses. The law, consisting of just ten pages, will fine-tune 
only the essential provisions of the EU regulation, aiming to create a pro-innovation 
environment and strengthen the competitiveness of Czech companies.

In the coming year, the Czech government plans to finalize and submit the bill to Parliament, 
set up the necessary supervisory structures, and establish a national regulatory sandbox to 
allow firms and startups to safely test AI applications before market launch. Oversight will be 
shared among several institutions, including the Czech Telecommunication Office, the 
Czech National Bank, and the Office for Personal Data Protection. Through these measures, 
ƣőĲШ9ǍĲĦőШÅĲƓƨĤũŔĦШċŔůƚШƣŸШƓŸƚŔƣŔŸŰШŔƣƚĲũŉШċůŸŰŊШƣőĲШEÖќƚШƣŸƓШΝΜШĦŸƨŰƣƖŔĲƚШŔŰШ fШƖĲċĬŔŰĲƚƚШ
ċŰĬШƖĲŊƨũċƣŔŸŰЯШƓƖĲƓċƖŔŰŊШŉŸƖШƣőĲШũċƽќƚШĲǂƓĲĦƣĲĬШĲŰƣƖǃШŔŰƣŸШŉŸƖĦĲШŔŰШΞΜΞΣЮ
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What are the most relevant data protection updates?

Decision of the Danish Western High Court (in Danish: Vestre 
Landsret) regarding breach of personal data retention obligations 
ILVA 
On 2 September 2025, the Danish Western High Court ruled that ILVA A/S was liable to pay a 
fine of DKK 1.5 million for breaching data protection regulations concerning the retention of 
personal data. This judgment represents a landmark decision, as it establishes a new 
approach to the calculation of fines under the GDPR.

The central issue in the case concerned the basis for calculating the fine, specifically 
whether it should be determined by reference to the company's individual revenue or the 
group's total worldwide annual turnover for the preceding financial year. In 2021, the City 
Court ruled that the fine should be based on ILVA's own revenue, resulting in a penalty of DKK 
100,000. 

However, the case was subsequently appealed to the High Court, which referred questions 
to the CJEU concerning the interpretation of the term "undertaking" as defined in Article 83 of 
the GDPR (Case C-383/23). The CJEU held that the term "undertaking" must be construed in 
accordance with competition law principles and the definitions provided in Articles 101 and 
102 TFEU. Consequently, the amount of the fine is to be determined on the basis of the 
undertaking's total worldwide annual turnover in the preceding financial year.

In accordance with the CJEU's ruling, the High Court subsequently increased ILVA's fine to 
DKK 1.5 million, basing the calculation on the annual turnover of the Lars Larsen Group.

This ruling is of particular significance for companies, as it establishes that the level of fines 
for breaches of data protection regulations is to be determined on the basis of the group's 
total worldwide annual turnover rather than solely on the revenue of the individual legal 
entity.

The Data Protection Agency (Datatilsynet) and Agency for Digital 
Government (Digitaliseringsstyrelsen) have published a joint guideline 
regarding the use of cookies and similar technologies 
Guidance for compliance with the Cookie Statutory Order and General Data 
Protection Regulation 
The guideline is addressed to the owners and providers of, inter alia, websites and apps. The 
guidelines examines the legal requirements established under the Danish Cookie Statutory 
Order and the General Data Protection Regulation (GDPR), whilst providing practical 
guidance and concrete examples to ensure compliance with the requirements. Further, it 
addresses some common issues to be aware of.

Updated guideline from the Danish Data Protection Agency 
(Datatilsynet) concerning handling of data breaches 
In continuation of the input provided in the previous year, the Danish Data Protection Agency 
has updated the remaining sections of the guideline, including those addressing reporting 
obligations to the Data Protection Agency and the notification of affected data subjects.

https://www.datatilsynet.dk/Media/638829899950476628/F%C3%A6llesvejledning%20med%20DIGST%20-%20Cookie%20og%20lignende%20teknologier.pdf
https://www.datatilsynet.dk/Media/637886298435856391/H%C3%A5ndtering%20af%20brud%20p%C3%A5%20persondatasikkerheden.pdf
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What are the most relevant cybersecurity updates?

The Danish NIS2 Act has entered into force 
Denmark has completed the implementation of the Network and Information 
Security Directive 2 (NIS2)
As of 1 July 2025, the NIS2 Act is effective in Denmark, introducing enhanced cybersecurity 
requirements, encompassing risk management, incident response procedures, and supply 
chain security measures. The Danish Emergency Management Agency (Styrelsen for 
Samfundssikkerhed) has published guidelines for compliance with the regulation. 

https://samsik.dk/nis2/nis-2-vejledninger/
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What are the most relevant AI updates?

The Agency for Digital Government (Digitaliseringsstyrelsen) has 
published a so-ĦċũũĲĬШљ]ƨŔĬċŰĦĲШÂċĦťċŊĲњШƖĲŊċƖĬŔŰŊШƓƖŸőŔĤŔƣĲĬШƨƚĲШŸŉШ
AI
Pursuant to the AI Act, the initial provisions entered into force on 2 February 2025, 
establishing prohibitions on certain use of AI. The Agency for Digital Government has 
accordingly prepared a comprehensive guidance package to support compliance. The 
guidance package can be accessed via the links below:

Å Main Guidance on Prohibited Forms of AI Practices under Article 5 of the AI Act

Å Guidance on the Prohibition of AI Using Harmful Manipulative Techniques

Å Guidance on the Prohibition of AI Exploiting Specific Vulnerabilities

Å Guidance on the Prohibition of AI Conducting Social Scoring

Å Guidance on the Prohibition of AI Conducting Non-Targeted Collection of Facial Images

Å Guidance on the Prohibition of AI Inferring Emotions in Workplaces and Educational 
Institutions

The Agency for Digital Government (Digitaliseringsstyrelsen) has been 
designated as supervisory authority for the AI Act 
Accordingly, the Danish Agency for Digital Government, the Data Protection Agency 
(Datatilsynet) and the Courts Administration (Domstolsstyrelsen) share a joint supervisory 
responsibility related to the AI Act. 

https://digst.dk/media/03kdcicv/hovedvejledning-om-de-forbudte-former-for-ai-praksis-efter-ai-forordningens-artikel-5.pdf
https://digst.dk/media/03kdcicv/hovedvejledning-om-de-forbudte-former-for-ai-praksis-efter-ai-forordningens-artikel-5.pdf
https://digst.dk/media/3o3fghmv/vejledning-om-forbud-mod-ai-der-anvender-skadelige-manipulerende-teknikker.pdf
https://digst.dk/media/3o3fghmv/vejledning-om-forbud-mod-ai-der-anvender-skadelige-manipulerende-teknikker.pdf
https://digst.dk/media/lnphp20y/vejledning-om-forbud-mod-ai-der-udnytter-saerlige-saarbarheder.pdf
https://digst.dk/media/lnphp20y/vejledning-om-forbud-mod-ai-der-udnytter-saerlige-saarbarheder.pdf
https://digst.dk/media/toulvcpn/vejledning-om-forbud-mod-ai-der-foretager-social-bedoemmelse.pdf
https://digst.dk/media/toulvcpn/vejledning-om-forbud-mod-ai-der-foretager-social-bedoemmelse.pdf
https://digst.dk/media/hqtdcucw/vejledning-om-forbud-mod-ai-der-foretager-en-ikkemaalrettet-indsamling-af-ansigtsbilleder.pdf
https://digst.dk/media/hqtdcucw/vejledning-om-forbud-mod-ai-der-foretager-en-ikkemaalrettet-indsamling-af-ansigtsbilleder.pdf
https://digst.dk/media/hqtdcucw/vejledning-om-forbud-mod-ai-der-foretager-en-ikkemaalrettet-indsamling-af-ansigtsbilleder.pdf
https://digst.dk/media/hqtdcucw/vejledning-om-forbud-mod-ai-der-foretager-en-ikkemaalrettet-indsamling-af-ansigtsbilleder.pdf
https://digst.dk/media/10ncwpzv/vejledning-om-forbud-mod-ai-der-udleder-foelelser-paa-arbejdspladser-og-uddannelsesinstitutioner.pdf
https://digst.dk/media/10ncwpzv/vejledning-om-forbud-mod-ai-der-udleder-foelelser-paa-arbejdspladser-og-uddannelsesinstitutioner.pdf
https://digst.dk/media/10ncwpzv/vejledning-om-forbud-mod-ai-der-udleder-foelelser-paa-arbejdspladser-og-uddannelsesinstitutioner.pdf
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What are the most relevant expected developments in data protection, cybersecurity and AI?

Appealed ruling on compensation for breach of the GDPR 
On 20 August 2025, a ruling was rendered concerning compensation under Article 82 of the 
GDPR, after a municipality mistakenly shared a citizen's health information with a third party. 
The ruling has been appealed to the Danish Supreme Court (Højesteret), and if the ruling is 
upheld, there will be a shift in practice.

ĬĬŔƣŔŸŰċũШŊƨŔĬĲũŔŰĲƚШŉŸƖШƓƖŔƻċƣĲШĦŸůƓċŰŔĲƚќШƨƚĲШŸŉШ f
Following the completion of the regulatory AI sandbox projects with the involvement of the 
Danish Data Protection Agency (Datatilsynet), additional guidance material from the agency 
is expected.
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What are the most relevant data protection updates?

Law on promotion of AI and technologies
The Personal Data Protection Law came into effect on 23 November 2024.

This law aims to guarantee the right to privacy and informational self-determination and 
regulates the legitimate and informed processing of personal data. Its scope of application 
includes all natural and legal persons, whether public or private, who carry out activities 
related to or connected with the processing of personal data.

Among the principles governing this law are the principles of data accuracy, loyalty, consent 
and purpose limitation, data minimization, transparency, data security, and lawfulness, 
among others.

ARCO-POL rights 
These are the highly personal and independent rights of access, rectification, cancellation, 
opposition, portability, erasure and limitation; through which the holders can exercise 
control over the processing of their data.

The main requirements of the obligated parties with respect to this law are listed as follows:

Å Guarantee data subjects the exercise of their ARCO-POL rights;

Å Appoint a data protection officer;

Å Guarantee data subjects' access to information within the legal timeframes; 

Å Have a privacy notice, whether physical, electronic, or digital, to inform data subjects of 
the terms under which their personal data will be processed;

Å Maintain security measures and apply technological, regulatory, and procedural 
mechanisms that guarantee security, as well as notify data subjects of personal data 
security breaches within a maximum of 72 hours;

Å Obtain the prior consent of data subjects, especially for sensitive personal data; and

Å Process personal data only for the purposes previously informed and with direct 
relationship with the nature of the services to be provided. 

Supervisory entity
The Cybersecurity Agency (ACE) will be responsible for controlling, inspecting, supervising 
and exercising sanctioning power in matters of personal data protection.

From the first three months of its implementation (until February 2025), the ACE must issue 
the policies, measures, guidelines, or provisions necessary for the application of the law, so 
that, three months after its issuance (March to May 2025), the obligated parties can adapt 
and implement the regulations. This means that the obligations should be fulfilled by 
approximately the end of May 2025; however, this will depend on the ACE.
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What are the most relevant cybersecurity updates?

Cybersecurity and Information Security Law
This law came into effect on 23 November 2024.

Compliance with this law is mandatory for government bodies, their agencies, autonomous 
official institutions, municipal authorities, as well as any other entity or organization, 
regardless of its form, nature, or legal status, through which public resources or state assets 
are managed, acts of public administration are carried out in general, or that have an impact 
ŸŰШƣőĲШŰċƣŔŸŰќƚШĦƖŔƣŔĦċũШŔŰŉƖċƚƣƖƨĦƣƨƖĲЮ

State Cybersecurity Agency
Through this law, the State Cybersecurity Agency (ACE) was created, which will have the 
following responsibilities:

Å Draft the National Cybersecurity and Information Security Policy, which will include the 
guidelines, plans, and action programs to be applied for its compliance, and submit it for 
approval by the president;

Å Create and implement the necessary action programs to respond to cybersecurity and 
information security threats or incidents involving obligated parties; and

Å Monitor and review the cybersecurity and information security measures and actions 
implemented by obligated parties, to establish mechanisms for improvement and risk 
prevention; among others.

Infractions and penalties
The law classifies infractions as minor, serious, or very serious.

Å Minor infractions will result in a written warning or a fine ranging from one to 10 monthly 
minimum wages.

Å Serious infractions will result in dismissal or removal from office, along with a fine ranging 
from 11 to 50 monthly minimum wages.

Å Very serious infractions will result in dismissal or removal from office, along with a fine 
ranging from 50 to 100 monthly minimum wages.
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What are the most relevant AI updates?

Law for the Promotion of Artificial Intelligence and Technologies
ÑőŔƚШũċƽШőċƚШĤĲĲŰШŔŰШŉŸƖĦĲШƚŔŰĦĲШΝΞШ~ċƖĦőШΞΜΞΡЯШċŰĬШċŔůƚШƣŸШĦŸŰƣƖŔĤƨƣĲШƣŸШƣőĲШĦŸƨŰƣƖǃќƚШ
technological advancement and economic growth by promoting the development, research, 
and application of artificial intelligence or similar technologies.

ÑőĲШƓƖŸƻŔƚŔŸŰƚШŸŉШƣőŔƚШũċƽШċƓƓũǃШƣŸШċŰǃШŰċƣƨƖċũШŸƖШũĲŊċũШƓĲƖƚŸŰЯШƖĲŊċƖĬũĲƚƚШŸŉШƣőĲШũċƣƣĲƖќƚШ
nature, degree of autonomy, or incorporation regime, that engages in activities or provides 
services related to the development, research, and application of technologies related to AI, 
machine learning, generative models, and similar technologies, as well as those who carry 
out or participate in the collection, storage, processing, and application of data for the 
aforementioned activities.

National Artificial Intelligence Agency
This law creates the National Artificial Intelligence Agency (ANIA), which will be responsible 
for:

Å Coordinating and supervising compliance by obligated parties with the obligations 
established in the law, in order to report to the relevant regulatory institutions, if any;

Å Establishing technical assistance programs and training for the general population 
regarding the activities contemplated in the law; and

Å Coordinating state activities to promote the development, research, and application of AI 
and similar technologies, among others.

National Registry for AI Development, Innovation, and Application
Entities that carry out activities using open-domain or proprietary data and whose projects 
are not intended for commercial purposes or for public use must register.
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What are the most relevant data protection updates?

Regulation of cookies
On 1 September 2025, the CNIL (French Data Protection Authority) has fined 
]ŸŸŊũĲШқΟΞΡШůŔũũŔŸŰШċŰĬШÉőĲŔŰШқΝΡΜШůŔũũŔŸŰ, notably for failing to comply with 
rules regarding trackers.
These fines are part of the ongoing actions led by the CNIL to regulate noncompliant 
practices related to the tracking and targeting of internet users. The CNIL pays attention to 
noncompliant practices such as placing trackers (i.e., cookies) without the user's consent, 
as well as emerging practices like the use of "cookie pay walls."

Regarding this practice, the restricted formation (enforcement committee of the CNIL) 
reminded in its decision against Google that, while cookie walls are not inherently illegal, they 
are only permissible if consent is freely given. This means that all alternatives offered to users 
must be presented in a balanced way, without nudging them towards one option over 
another (for example, by making one choice more complicated than the other). 

Additionally, as in a recent decision against Orange (14 November 2024), the enforcement 
committee also found Google to have violated Article L. 34-5 of the French Postal and 
Electronic Communications Code for displaying advertising messages in the form of emails 
within Gmail (in the "Promotions" and "Social" tabs) without obtaining prior user consent.

The two fines issued against Google and Shein by the restricted committee т the CNIL body 
responsible for imposing sanctions т ċƖĲШƓċƖƣШŸŉШƣőĲШ9 fxќƚШĤƖŸċĬĲƖШĦŸůƓũŔċŰĦĲШƚƣƖċƣĲŊǃШ
regarding trackers, which has been underway for more than five years. This strategy 
specifically targets operators of highly visited websites and services.

Data brokers
The CNIL pronounced sanctions for soliciting prospects without their consent 
and for transmitting their data to partners without a valid legal basis.
As part of its priority control theme on commercial prospecting, the CNIL focused on the 
practices of professionals in the sector, particularly those who resell data, including the 
many intermediaries in this ecosystem known as data brokers.

The CNIL inspected a company which acquires prospect data mainly from data brokers, 
contest website publishers, and product testing sites and uses this data to contact the 
individuals concerned by SMS or email on behalf of its advertiser clients. It may also transmit 
some of this data to its clients so that they can carry out prospecting themselves by phone or 
by post.

Based on the findings made during the inspection, the CNIL considered that the company 
had failed to meet its obligations under the French Postal and Electronic Communications 
Code and the GDPR regarding the collection and proof of consent. It imposed, on 15 May 
2025, a fine of қ900,000, made public; and an order to cease carrying out electronic 
commercial prospecting operations without valid consent. 

The amount of this fine takes into account, in particular, the very large number of people 
ĦŸŰĦĲƖŰĲĬШыƚĲƻĲƖċũШůŔũũŔŸŰьЯШƣőĲШĦŸůƓċŰǃќƚШũŸŰŊ-standing position in the market, the 
financial benefit derived from the violations, as well as the measures the company has taken 
since the inspections to comply with some of its obligations.

The CNIL has imposed other sanctions on such companies on the same date.

https://cnil.fr/fr/regulation-des-cookies-la-cnil-poursuit-le-plan-daction-initie-en-2019-et-prononce-deux-amendes
https://cnil.fr/fr/regulation-des-cookies-la-cnil-poursuit-le-plan-daction-initie-en-2019-et-prononce-deux-amendes
https://www.cnil.fr/fr/publicites-inserees-entre-les-courriels-sanction-de-50-millions-deuros-orange
https://www.cnil.fr/fr/sanction-de-900-000-euros-societe-solocal-marketing-services
https://cnil.fr/fr/sanction-de-80-000-euros-societe-caloga
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Pixel trackers
The CNIL has launched in June 2025 a public consultation on its draft 
recommendation concerning the use of tracking pixels in emails. 
Tracking pixels (also known as "tracking pixels" in English) are an alternative tracking method 
to trackers/cookies. They take the form of a one pixel by one pixel image, embedded in a 
website or an email, but are invisible to the user. When this image is loaded, its filename 
contains a user identifier, which allows the tracker to know that the tracked user has visited a 
page or read an email. 

The goal of this recommendation would be to help stakeholders who use these trackers to 
better understand their obligations, particularly regarding the collection of user consent. It 
complements the guidelines and ƖĲĦŸůůĲŰĬċƣŔŸŰШŸŰШѢĦŸŸťŔĲƚШċŰĬШŸƣőĲƖШƣƖċĦťĲƖƚљ by 
specifying how these rules apply to tracking pixels in emails, due to the specific technical 
and practical characteristics of this environment.

In this draft recommendation, the CNIL establishes that:

ÅÉŸůĲШƓƨƖƓŸƚĲƚШċƖĲШƚƨĤŢĲĦƣШƣŸШƣőĲШƨƚĲƖќƚШƓƖŔŸƖШĦŸŰƚĲŰƣШƚƨĦőШċƚШŔŰĬŔƻŔĬƨċũШċƚƚĲƚƚůĲŰƣШċŰĬШ
analysis of emails to assess the performance of campaigns, creating profiles of recipients 
based on their expressed preferences and interests, detecting and analyzing suspected 
fraud, etc.

Å Some purposes can be exempt from consent such as implementing user authentication 
security measures (in this context, the use of tracking pixels may serve the sole purpose 
of helping to secure authentication (for example, by ensuring that an email containing a 
password reset link is opened on a device known to belong to the intended user), 
measuring the overall email open rate, etc.).

Digital death, uses and issues of post-mortem data
ÑőĲШ9 fxќƚШfŰŰŸƻċƣŔŸŰШxċĤШыxf 9ьШƓƨĤũŔƚőĲĬШċШreport on digital death.
The GDPR does not apply to the data of deceased individuals. However, French law (loi 
informatique et libertés) allows people to decide what happens to their personal data after 
death. Two types of instructions are possible:

Å General instructions: Like a data will, registered with a trusted third party and changeable 
at any time; and

Å Specific instructions: For a particular service, sent directly to the provider and not based 
on general terms of use.

Through this report, the CNIL explores different aspects of digital legacies т from practices 
related to digital death, such as commemoration and grieving, to new possibilities enabled 
by the rise and spread of artificial intelligence systems. 

Nowadays, some tools promise a digital afterlife or even digital immortality by allowing users 
to feed and train conversational agents with the data of the deceased. Sometimes called 
"deadbots," these tools claim to enable post-mortem interactions with lost loved ones.

This report provides an overview of current practices and explores ways to raise awareness 
about the legal and ethical issues surrounding post-mortem data.

What are the most relevant data protection updates?

https://cnil.fr/fr/consultation-publique-projet-recommandation-pixels-de-suivi
https://cnil.fr/fr/consultation-publique-projet-recommandation-pixels-de-suivi
https://www.cnil.fr/fr/cookies-et-autres-traceurs/regles/cookies/lignes-directrices-modificatives-et-recommandation
https://www.cnil.fr/fr/mort-numerique-effacement-informations-personne-decedee
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Protection of minors
The CNIL has published different types of guidelines and documentation relating 
to the protection of the personal data of minor.
Å Geolocation of children: Geolocation devices (AirTags, GPS trackers, smartwatches or 

connected toys, apps or built-in smartphone features, etc.) are sometimes used to track 
children. The CNIL highlights key points to be mindful of in order to protect their privacy 
ƚƨĦőШċƚШťĲĲƓŔŰŊШůŔƚƨƚĲШŔŰШůŔŰĬЯШůŔŰŔůŔǍŔŰŊШƣőĲШŔůƓċĦƣШŸŰШƣőĲШĦőŔũĬќƚШƓƖŔƻċĦǃЯШ
communicating with a child whenever their privacy is impacted and how to choose a 
geolocation device wisely.

Å The CNIL and the AFCDP (the French Association of Data Protection Officers) have 
published a ready-to-use toolkit for offer companies and public administrations to 
distribute in the workplace. This toolkit provides parents with useful resources for 
managing digital technology and preventing cyber risks within the family.

Å Video surveillance systems in schools: There are several types of video surveillance 
systems, but not all of them can be used in a school setting (i) video protection cameras: 
located outside of schools and require authorization, (ii) video surveillance cameras: 
installed inside a school and subject to specific provisions, ċŰĬШыŔŔŔьШљċƨŊůĲŰƣĲĬњШ
cameras: which add software (artificial intelligence) to traditional camera systems and 
are not permitted within schools, unless a specific law authorizes it.

Å Sharing information of children of social media which can be misused for malicious 
purposes and affect children in the long term.

Political elections and digital communications
The CNIL has published six practical guides on elections and political 
communication in the digital age, in line with Regulation 2024/900 which is fully 
applicable since 10 October 2025 and complements the GDPR by providing a 
framework for the growing use of digital tools in the political sphere.
The CNIL is designated as the competent authority by Regulation 2024/900 to ensure the 
application of certain articles (Articles 18 and 19 of the Regulation), which strictly regulate 
the use of personal data for political communication purposes. The practical guides 
published aim to inform candidates, parties, and citizens about the responsible use of 
personal data in political contexts, more specifically they address:

Å Political communication tools, and detail the rules regarding the use of targeting 
techniques and distribution of political ads online, and the use of other political 
canvassing techniques, both online and offline;

Å Political communication contact files and describe the regulations for creating contact 
files, such as for primary elections or party membership lists;

Å The use of electoral lists for political communication;

Å The files prohibited for political communication;

Å The precautions needed when using files originating from private companies; and

Å The responsibility of political actors in order to remind them of their obligations regarding 
data protection and responsible communication practices.

What are the most relevant data protection updates?

https://cnil.fr/fr/geolocalisation-des-enfants-quels-enjeux-pour-leur-vie-privee
https://cnil.fr/fr/geolocalisation-des-enfants-quels-enjeux-pour-leur-vie-privee
https://cnil.fr/fr/parentalite-numerique-la-cnil-et-lafcdp
https://cnil.fr/fr/parentalite-numerique-la-cnil-et-lafcdp
https://cnil.fr/fr/les-dispositifs-video-dans-les-etablissements-scolaires
https://cnil.fr/fr/les-dispositifs-video-dans-les-etablissements-scolaires
https://cnil.fr/fr/partage-de-photos-et-videos-de-votre-enfant-sur-les-reseaux-sociaux-quels-sont-les-risques
https://cnil.fr/fr/partage-de-photos-et-videos-de-votre-enfant-sur-les-reseaux-sociaux-quels-sont-les-risques
https://www.cnil.fr/fr/elections-et-communication-politique-la-cnil-publie-6-fiches-pratiques
https://www.cnil.fr/fr/elections-et-communication-politique-la-cnil-publie-6-fiches-pratiques
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What are the most relevant cybersecurity updates?

Ensuring the compliance of the annotation process and the security 
of AI system development
In its new recommendations, the CNIL offers practical solutions to ensure that 
using the model does not involve the processing of personal data, such as 
implementing robust filters at the level of the system encapsulating the model.
The CNIL has also published two practical guides regarding:

Å Annotating data: The data annotation phase for training is crucial to guarantee the quality 
ŸŉШƣőĲШƣƖċŔŰĲĬШůŸĬĲũШċŰĬШƣőĲШƓƖŸƣĲĦƣŔŸŰШŸŉШŔŰĬŔƻŔĬƨċũƚќШƖŔŊőƣƚЯШƽőŔũĲШċũƚŸШĬĲƻĲũŸƓŔŰŊШůŸƖĲШ
reliable and efficient AI systems.

Å Ensuring the security of AI system development: The CNIL details the risks and measures 
to be considered during the development of an AI system to ensure that such systems are 
developed in a secure environment. In practice, for the development of an AI system т 
including the fine-tuning of a pretrained model used in the system т it is necessary to 
combine:

Å ШљĦũċƚƚŔĦњШƚĲĦƨƖŔƣǃШċŰċũǃƚŔƚШыƽőŔĦőШŉŸĦƨƚĲƚШŔŰШƓċƖƣŔĦƨũċƖШŸŰШƣőĲШƚĲĦƨƖŔƣǃШŸŉШƣőĲШ
environment, including infrastructure, authorizations, backups, and physical security); 
and

Å The security of software development and maintenance (such as the implementation 
of development best practices, vulnerability management, and updates) with an 
analysis of risks specific to AI systems and large training databases. 

The CNIL issues guidelines to strengthen the security of large 
databases
2024 was marked by an increase in massive data breaches, affecting several 
million people. The growing frequency of these incidents justifies the need to 
reinforce the security of processing operations involving large volumes of 
personal data. 
The CNIL details the necessary measures to achieve this goal and draws the attention of 
data controllers to security measures that it considers generally required under Articles 
5(1)(f) and 32 of the GDPR whenever large databases are involved, particularly in view of the 
risks of massive data exfiltration. These measures go beyond and strengthen basic security 
precautions. Furthermore, they must be adapted to the specific architecture of the data 
processing.

Å Secure external access to the information system through multi-factor authentication: 
This type of measure should be part of a broader identity and access management policy 
that the organization must implement and maintain over time, according to the different 
user profiles (employees, service providers, developers, administrators, etc.). 

Å Log, analyze, and set limits on data flows transiting through the information system. To 
achieve this, the organization must have appropriate human resources and an adequate 
organizational structure in place to analyze alerts and respond to them as quickly as 
possible.

Å Consider humans as key actors in security: Organize regular awareness and training 
sessions tailored to different user profiles (employees, developers, managers, 
subcontractors, etc.).

Å Supervise data security with subcontractors and enter into a contracting agreement with 
each subcontractor. 

https://www.cnil.fr/fr/ia-finalisation-recommandations-developpement-des-systemes-ia
https://cnil.fr/fr/consignes-pour-renforcer-la-securite-des-grandes-bases-de-donnees


Cross-jurisdictional data protection, cybersecurity and AI overview© 2025. For information, contact Deloitte Touche Tohmatsu Limited. 94

?
Index

Index

Public consultation on web filtering gateway
The CNIL has submitted a draft recommendation for public consultation to 
support data controllers implementing web filtering gateways and their providers.
A web filtering gateway, often referred to as a web filtering proxy, is a device or service used 
to control and monitor internet access by filtering web content according to predefined 
policies. Its main role is to block access to certain websites or categories of content for 
security and compliance reasons.

These filtering solutions aim to address crucial cybersecurity challenges, notably by:

Å Preventing access to illicit or inappropriate websites, whether they involve illegal content 
(child pornography, terrorism), fraudulent and malicious sites (phishing), or websites 
whose access is prohibited by the employer; and

Å Preventing cyberattacks, particularly phishing or ransomware attacks, that could 
compromise the information systems security of data controllers.

To secure the web filtering solution and the access logging solution, the CNIL 
recommends:

ÅÅĲŊċƖĬŔŰŊШŉŔũƣĲƖŔŰŊаШÑŸШũŔůŔƣШƣőĲШƓƖŸƻŔĬĲƖќƚШċĤŔũŔƣǃШƣŸШŔĬĲŰƣŔŉǃШƨƚĲƖƚШŸŉШƣőĲШŉŔũƣĲƖŔŰŊШ
solution; and

Å Regarding logging: To (i) ensure the administrators sign a strict confidentiality clause, 
(ii) store logs in an environment that ensures their security and confidentiality, (iii) 
restrict access to logs to duly authorized administrators, and (iv) implement multi-
factor authentication for administrators accessing the solution.

Recommendation on multi-factor authentication
The CNIL has published a recommendation intended to support users and 
providers of multi-factor authentication solutions.
The purpose of this recommendation is to provide legal security for users of such solutions 
and to encourage providers to integrate privacy protection from the design stage of their 
products or services. This recommendation is specifically intended to guide data controllers 
on:

Å The conditions under which the use of MFA (multi-factor authentication) is appropriate, 
considering security needs;

Å Compliance with GDPR principles when using MFA, particularly the determination of a 
legal basis, minimization of collected data, retention periods, and respect for the exercise 
of rights by data subjects;

Å Determining the qualification of the actors involved in an MFA solution;

Å Choosing the appropriate methods (authentication factors: knowledge, possession, 
inherence) and their compliance with the GDPR; and

Å Key considerations regarding the use of inherence factors, solutions based on sending a 
one-ƣŔůĲШĦŸĬĲШĤǃШÉ~ÉЯШŸƖШƣőĲШƨƚĲШŸŉШĲůƓũŸǃĲĲƚќШƓĲƖƚŸŰċũШĬĲƻŔĦĲƚШċƚШċШƓŸƚƚĲƚƚŔŸŰШŉċĦƣŸƖЮШ

Organizations wishing to implement MFA, as well as providers of multi-factor authentication 
solutions themselves, must comply with certain rules, in particular those arising from the 
GDPR and any sector-specific regulations that may apply to them.

What are the most relevant cybersecurity updates?

https://cnil.fr/fr/consultation-publique-projet-recommandation-passerelle-filtrage-web
https://cnil.fr/fr/recommandation-mfa
https://cnil.fr/fr/recommandation-mfa
https://cnil.fr/fr/recommandation-mfa
https://cnil.fr/fr/recommandation-mfa
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What are the most relevant AI updates?

Development of AI systems: The CNIL publishes its recommendations 
on legitimate interest
Following a public consultation, the CNIL has published new recommendations 
on the development of artificial intelligence systems. 
These recommendations clarify the conditions for relying on legitimate interest, particularly 
in cases of data harvesting (web scraping).

In line with the opinion adopted by the EDPB (European Data Protection Board) in December 
2024, the CNIL considers that the development of AI systems does not systematically 
ƖĲƕƨŔƖĲШŔŰĬŔƻŔĬƨċũƚќШĦŸŰƚĲŰƣЮШxĲŊŔƣŔůċƣĲШŔŰƣĲƖĲƚƣШĦċŰШĤĲШċШƻċũŔĬШũĲŊċũШĤċƚŔƚШŉŸƖШĬĲƻĲũŸƓŔŰŊШ fШ
systems, provided that strong safeguards are implemented.

In these recommendations, the CNIL helps stakeholders assess in which cases they can rely 
on this legal basis by providing criteria for analysis, including for the specific case of online 
data harvesting (web scraping). 

The CNIL proposes concrete and tailored safeguards for different types of AI systems, such 
as excluding certain data from collection, increasing transparency, and facilitating the 
exercise of data subject rights.

The recommendations also give practical examples of data processing that may or may not 
be based on legitimate interest. 

For example, reusing future user conversations from a chatbot to improve the AI model can 
be based on legitimate interest, provided that robust safeguards are in place: informing 
individuals, offering a discretionary right to object, limiting processing to certain 
pseudonymized or anonymized data, and so on.

AI systems in educational institutions
The CNIL has published two FAQs on the use of AI systems in educational 
institutions.
To support teachers and school administrators in integrating AI into schools, the CNIL 
provides two dedicated FAQs:

Å One FAQ for teachers, focused on concrete pedagogical uses, best practices, and 
precautions to take in the classroom; and

Å Another FAQ for data controllers (such as school principals, the ministry, and academic 
authorities), focused on legal obligations and compliance requirements.

AI and privacy: Objecting to the reuse of your personal data for 
training conversational agents
Without taking a position on the GDPR compliance of the methods offered, the 
CNIL explains how you can object to the reuse of your personal data by the main 
platforms of conversational agents.
~ŸƖĲШċŰĬШůŸƖĲШĦŸůƓċŰŔĲƚШċƖĲШƨƚŔŰŊШƣőĲŔƖШƨƚĲƖƚќШƓĲƖƚŸŰċũШĬċƣċШƣŸШƣƖċŔŰШ fШůŸĬĲũƚЮШÑőĲШ9 fxШ
identifies the technical methods for objecting to such processing on major platforms such as 
Gemini (Google), Meta AI (Meta), ChatGPT (Open AI), Copilot (Microsoft), Grok (X), 
DeepSeek, Le Chat (Mistral), Claude (Anthropic) and LinkedIn.

https://cnil.fr/fr/recommandations-developpement-ia-interet-legitime
https://cnil.fr/fr/deux-faq-utilisation-des-systemes-dia-scolaire
https://www.cnil.fr/fr/ia-comment-sopposer-la-reutilisation-de-ses-donnees-personnelles-entrainement-agent-conversationnel
https://www.cnil.fr/fr/ia-comment-sopposer-la-reutilisation-de-ses-donnees-personnelles-entrainement-agent-conversationnel
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"Augmented" cameras at self-checkout terminals
Some retailers wish to deploy augmented cameras to detect errors or attempted 
theft at self-checkout terminals. The CNIL has published two sets of 
recommendations: one to remind data controllers of the rules that must be 
ŉŸũũŸƽĲĬШƣŸШƓƖŸƣĲĦƣШŔŰĬŔƻŔĬƨċũƚќШƖŔŊőƣƚ and ŸŰĲШĬĲƣċŔũŔŰŊШƣőĲШŔŰĬŔƻŔĬƨċũќƚШƖŔŊőƣƚШŔŰШ
this regard.
Generally positioned above the self-checkout, these cameras film exclusively the checkout 
area, including the customer, their shopping basket and the items to be scanned, the 
scanning zone, and the area where products are placed after being scanned. The algorithm 
ƨƚĲĬШĦċŰШĬĲƣĲĦƣШƻċƖŔŸƨƚШљĲƻĲŰƣƚњШыŉŸƖШĲǂċůƓũĲЯШƖĲĦŸŊŰŔǍŔŰŊШŸƖШƣƖċĦťŔŰŊШƓƖŸĬƨĦƣƚЯШƓĲŸƓũĲќƚШ
hands, or the position of a person relative to the checkout) in order to verify, in particular, that 
each product is actually scanned (as shown in the illustration below). Some systems can 
detect other anomalies or attempted fraud, which must be taken into account when 
analyzing the legality of the system. In the event of an anomaly, an alert can be displayed to 
allow the customer to correct themselves independently or to trigger intervention by an 
employee.

This type of system is generally not anonymous. It can be legally implemented, but it must 
comply with GDPR principles: establishing a legal basis, data minimization, informing 
individuals, limited retention periods, effective right to object, etc.

As a good practice, the CNIL recommends conducting a real-world pilot of the proposed 
system to ensure its effectiveness, legality, and minimal impact on individuals before any 
full-scale deployment.

"Augmented" cameras to estimate age: The CNIL clarifies its position
The CNIL considers that the use of "augmented" cameras to estimate the age of 
customers in tobacco shops, in order to control the sale of products prohibited 
to minors, is neither necessary nor proportionate.
Some shops use "augmented" camera systems to estimate the age of their customers before 
selling products prohibited to minors (such as tobacco, alcohol, gambling, etc.). These 
ĦċůĲƖċƚШƖĲũǃШŸŰШċŰШċƖƣŔŉŔĦŔċũШŔŰƣĲũũŔŊĲŰĦĲШċũŊŸƖŔƣőůШƣőċƣШƚĦċŰƚШċШƓĲƖƚŸŰќƚШŉċĦĲШƣŸШĲƚƣŔůċƣĲШ
whether they are a minor or an adult. These "augmented" cameras are currently used by 
tobacconists as a decision-support tool: they are not intended to allow customers to prove 
their age.

Facial analysis performed by so-called "augmented" cameras constitutes the processing of 
personal data, which must therefore comply with the principles established by the GDPR to 
be lawfully implemented. The CNIL conducted its analysis based on the following criteria: 

Å Processing must be necessary to achieve the intended objective: Indeed, since the 
"augmented" camera can only provide an estimate, fulfilling their obligations still requires 
tobacconists to systematically ask customers for proof of age. These tools are then not 
necessary and should be replaced by the checking of an ID or mini-wallet applications.

Å Data processing must not unduly infringe on the rights and interests of individuals: The 
ƨƚĲШŸŉШѢċƨŊůĲŰƣĲĬѢШĦċůĲƖċƚШŉŸƖШċŊĲШĲƚƣŔůċƣŔŸŰШƓŸƚĲƚШƚŔŊŰŔŉŔĦċŰƣШƖŔƚťƚШƣŸШŔŰĬŔƻŔĬƨċũƚќШ
rights and freedoms since these systems operate continuously by default, filming and 
analyzing everyone in their view т including clearly adult customers т and prevent people 
from exercising their right to object. 

What are the most relevant AI updates?

https://cnil.fr/fr/conformite-camera-augmentee-caisses-automatiques
https://cnil.fr/fr/conformite-camera-augmentee-caisses-automatiques
https://cnil.fr/fr/cameras-augmentees-vos-droits
https://cnil.fr/fr/cameras-augmentees-vos-droits
https://www.cnil.fr/fr/cameras-augmentees-pour-estimer-lage-dans-les-bureaux-de-tabac-la-cnil-precise-sa-position
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What are the most relevant expected developments in data protection, cybersecurity and AI?

Cookie pay walls and paying to access services without targeted 
advertising
The CNIL commissioned a survey to understand how French people perceive the 
use of their personal data and their consent to online advertising. This first part of 
a three-part series focuses on their willingness to pay to access services without 
targeted advertising.
Several types of services are affected by these questions: audio and video streaming, video 
games, social networks, press services, health and fitness tracking, as well as Generative AI.

To better understand the evolution of these business models, an online survey was 
conducted from 18-23 December 2024, with a representative sample of 2,082 French 
people aged 15 and over. The survey confirmed the growing popularity of paid subscriptions. 
However, it also shows that this option is not the preferred choice for those surveyed т even 
though the results vary significantly depending on the specific service. For example, the 
study reveals that more than half of French people (56%) pay for a video-on-demand 
subscription, with an average monthly cost of қ20. This proportion drops when it comes to 
audio services (27%) or video games (18%). 

The results also highlight the strong interest of the French citizens in protecting their personal 
ĬċƣċШċŰĬШĦŸŰŉŔƖůШƣőĲШƖĲũĲƻċŰĦĲШŸŉШƣőĲШ9 fxќƚШċƓƓƖŸċĦőаШŸŉŉĲƖŔŰŊШůŸƖĲШŸƓƣŔŸŰƚШƣŸШĲŰċĤũĲШ
users to better protect their privacy and ensuring that their preferences are respected. 
Further guidance is expected from the CNIL on this subject.

Upcoming recommendations on the responsibilities of actors in the 
AI value chain
In the second half of 2025, the CNIL will publish new recommendations to clarify 
the responsibilities of stakeholders involved in the creation of AI systems (such as 
model designers, hosting providers, re-users, integrators, etc.) with regard to the 
GDPR.
The main objectives of these recommendations will be (i) to clarify the consequences of 
applying the GDPR to models that are not anonymous, and (ii) to examine the case of open 
source, which is essential for the development of AI technologies. These recommendations 
will be subject to a public consultation in order to involve the entire community in the 
discussions.

AI and sectorial recommendations
AI and the health sector
A summary document outlining the rules applicable to the development of AI systems in the 
field of health, including concrete examples from authorization requests, the sandbox, or 
enhanced support, will be published soon.

AI and the work sector
The CNIL has initiated discussions with sector stakeholders (solution developers, employers 
using AI, unions, professional federations, public and scientific institutions, etc.) to clarify 
the regulatory framework for the use of AI in a professional context.

https://cnil.fr/fr/les-francais-sont-ils-prets-payer-pour-des-services-en-ligne-sans-publicite-ciblee
https://www.cnil.fr/fr/ia-finalisation-recommandations-developpement-des-systemes-ia#:~:text=Au%20second%20semestre%202025%2C%20la,responsabilit%C3%A9s%20au%20regard%20du%20RGPD.
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What are the most relevant data protection updates?

Federal Data Protection Authority publishes questionnaire for AI tools
On 20 May 2025, the Federal Data Protection Authority has published a comprehensive 
questionnaire for ensuring the compliance of AI tools with applicable data protection law. 
Although meant primarily for entities under the supervision of the Federal Data Protection 
Authority, such as, e.g., federal administrative bodies and providers of telecommunications, 
this questionnaire may also serve as useful guidance for all entities considering the 
introduction and implementation of AI tools. 

On 17 pages, the questionnaire contains detailed questions covering matters such as a 
general description of the tool, training and testing, the legal basis for data processing 
activities, contract management, confidentiality and data security. The questionnaire thus 
provides a useful tool for entities and serves as a general starting point for the assessment of 
tools and systems by the data protection officer and other relevant stakeholders.

Federal Data Protection Authority recognizes first web consent 
management tool
On 17 October 2025, the Federal Data Protection Authority has recognized the first web 
consent management tool to be in compliance with applicable data protection law, in 
particular, the ePrivacy Directive (Directive 2022/58/EC). 

The management tool offers users a free plugin to be installed on their devices. By using the 
plugin, users can manage their consent over multiple devices and websites. Consequently, 
users installing and using the plug in no longer need to give individual consent when visiting a 
new website and/or service. This decision may give way to further facilitate web browsing and 
managing consent in a user-friendly manner. 

Federal Data Protection Authority imposes fines on Vodafone GmbH
As announced in their press release on 3 June 2025, the Federal Data Protection Authority 
has imposed two fines on Vodafone GmbH, totaling қ45 million, as well as issued a warning 
to Vodafone GmbH. 

The first fine of қ15 million was imposed due to a deficit in assessing and monitoring data 
processors as required by Article 28 paragraph 1 sentence 1 GDPR. The second fine of қ30 
million was imposed for gaps in the security of the user authentication process for 
љ~ĲŔŰéŸĬċŉŸŰĲњШƽőĲŰШƨƚĲĬШŔŰШĦŸůĤŔŰċƣŔŸŰШƽŔƣőШƣőĲШéŸĬċŉŸŰĲШőŸƣũŔŰĲЮШÑőĲШĲǂƓũŸŔƣċƣŔŸŰШŸŉШ
these gaps could potentially enable unauthorized third parties to, e.g., access eSIM profiles.

A warning was issued for security gaps in some distribution systems. 

In response to the investigation, Vodafone GmbH has undertaken comprehensive measures 
to correct the identified matters. A subsequent assessment of the Federal Data Protection 
Authority is currently outstanding. 
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Data Protection Conference publishes guidelines on AI tools using 
retrieval augmented generation (RAG) and on TOMs for AI tools
As AI is becoming more and more important with regards to data protection, the German 
Data Protection Conference has recently published two guidelines on certain AI related 
aspects. 

In June 2025, they published a guideline on technical and organizational measures to be 
considered in all lifecycles of an AI system, including the development and training phase. As 
such, the guideline complements the AI questionnaire published by the Federal Data 
Protection Officer by further detailing security considerations and requirements.

The second guideline was published in October 2025 and concerns the use of AI tools that 
implement retrieval augmented generation mechanisms. RAG systems as described by the 
guideline are AI systems that, after completion of their training, are used in a way that allows 
them to obtain access to information only available to the system user or operator, e.g., 
databases. This may influence the quality of output generated by the AI system in 
comparison to non-RAG systems. However, there are other data protection matters to 
consider when implementing RAG systems, e.g., concerning the correctness of outputs and 
the transparency of the system. In addition, compliance with the guideline on RAG systems 
does not guarantee a compliant system, in particular, where an LLM has been trained in a 
noncompliant manner.

Although there are additional RAG systems available, the guideline has put an initial focus on 
RAG systems working with embedding and vector databases. Additional guidelines may 
follow at a later point. 

Federal Civil Court to present questions on the interpretation of Art. 
82 GDPR to the ECJ
In its decision dated 28 August 2025, the Federal Civil Court has decided to present three 
questions on the interpretation of Article 82 GDPR to the ECJ.

In the underlying matter, the defendant had previously claimed damages from the claimant, 
alleging noncompliance with applicable data protection law due to the implementation of 
]ŸŸŊũĲШ[ŸŰƣƚШŸŰШƣőĲШĦũċŔůċŰƣќƚШƽĲĤƚŔƣĲЮШÂƖŔŸƖШƣŸШƣőĲШĦũċŔůЯШƣőĲШĬĲŉĲŰĬċŰƣШőċĬШƨƚĲĬШċШƽĲĤШ
crawler to specifically search the web for websites using Google Fonts. When a website was 
identified accordingly, another program used by the defendant then automatically generated 
a visit to the website, triggering the alleged data processing activity. The defendant had then 
sent a reprimand to the claimant requesting қ170 in turn for refraining from further 
measures. The defendant had sent out more than 100,000 letters with similar content and 
damage claims.

The claimant had originally paid the damages claimed by the defendant, however, later 
reclaimed the payment stating fraudulent conduct. In the first instance, the court ordered the 
defendant to repay қ70 to the claimant, which was raised to the full қ170 plus interest upon 
appeal of the claimant. The defendant has requested revision of the judgment by the Federal 
Civil Court, which has now requested a decision of the ECJ on the following questions: 

Å Is a dynamic IP address personal data in the sense Article 4(1) GDPR if only a third party 
has the required information to identify a data subject? Or is it necessary that either the 
controller sending the dynamic IP address or the recipient of the dynamic IP address 
hold the required information for reidentification and, if yes, what is the required quality 
of this information?

Å Can damages arise if the event constituting an alleged breach of applicable data 
protection law has been caused by the claimant solely to raise a damage claim?

Å If the answer to the second question is yes, can a damage claim be denied if the data 
subject is not acting in good faith? Is the intent of the data subject to be considered when 
adjudicating a damage claim under Article 82 GDPR?

What are the most relevant data protection updates?
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What are the most relevant cybersecurity updates?

Federal Agency for Cybersecurity named as market surveillance 
authority under the Cyber Resilience Act
The federal government has officially named the Federal Agency for Cybersecurity (BSI) as 
the market surveillance authority under Article 36 paragraph 1 and Article 52 paragraph 2 
Cyber Resilience Act.

As such, the Federal Agency for Cybersecurity is now authorized to notify conformity 
assessment bodies, which may then assess the compliance of products covered by the 
Cyber Resilience Act for conformity with the applicable requirements. 

In addition, the Federal Agency for Cybersecurity may conduct assessments and 
investigations concerning covered products both proactively and upon information or 
notification of a third party and impose fines for noncompliance. 

However, the Federal Agency for Cybersecurity has stressed that the exact form and extent 
of administrative powers as well as the necessary administrative procedural steps are still to 
be determined by a national law. 
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What are the most relevant expected developments in data protection, cybersecurity and AI?

Federal government discusses centralization of data protection 
authorities
With a total of 18 data protection authorities covering both the public and the private sector, 
navigating data protection in Germany has often been found to be challenging. The new 
federal government, elected in February 2025, has therefore stated their intention to revise 
the current federal setup of data protection authority in the coalition contract and introduced 
the possibility of a centralized data protection authority. 

According to available information, the centralized data protection authority would cover the 
whole private sector as well as federal administrative agencies. State data protection 
authorities would still remain; however, their supervision would be limited to administrative 
agencies of the respective state. 

Discussions on this matter have been initiated, with a potential candidate for the centralized 
authority being the Federal Data Protection Authority, currently covering the federal 
administrative agencies as well as telecommunications providers. However, there has been 
significant political pushback. Alternative proposals include, for example, the creation of a 
centralized contact point for the private sector, simplifying notification requirements. 

Under this second approach, requests and inquiries made to the centralized contact point 
would initiate one proceeding and the result would be binding for all state data protection 
authorities. This would put a stop to diverging assessments for the same data protection 
related matter depending on the state, in which the inquiry was raised, further improving the 
handling of data protection compliance matters.

NIS2 implementation law draft introduced into parliamentary 
discussions
Although the implementation deadline for the NIS2 Directive has already expired on 17 
October 2024, Germany is yet to implement the directive into national law. After the initial 
government draft could not be passed before the federal elections in February 2025, the new 
timeline for the transposition law had been uncertain. 

However, in July 2025, the new federal government published its draft for the transposition 
law, which has since been introduced into the federal parliament as well as the Bundesrat for 
further discussion. A first parliamentary reading took place on 11 September 2025. The draft 
proposal has since been delegated to the responsible working groups (internal affairs, 
digitalization and state modernization, and internal budget). A second reading has not yet 
been definitely scheduled.

The Bundesrat has considered the government draft and voted on a corresponding 
statement with various proposals for changes on 26 September 2025. The federal 
government has rejected the majority of these proposals in their answering statement.

Federal Ministry for Digitalization and State Modernization publishes 
ministerial draft for a law to execute Regulation (EU) 2024/1689 (AI 
Act)
On 12 September 2025, the Federal Ministry for Digitalization and State Modernization has 
published its ministerial draft for a law to execute the AI Act in Germany. Under this law, the 
Federal Network Agency would be named as a market surveillance agency. 

Relevant stakeholder now have the opportunity to take position in relation to the law 
proposal. It currently remains unclear when a governmental draft as well as the introduction 
into the parliament and Bundesrat can be expected.



Cross-jurisdictional data protection, cybersecurity and AI overview© 2025. For information, contact Deloitte Touche Tohmatsu Limited. 103

z

Contacts

Index

Index

Greece 

Arianna Sekeri
Partner, KBVL Law Firm (member of the Deloitte Legal network)

asekeri@kbvl.gr

Maria-Alexandra Papoutsi 
Senior Manager, KBVL Law Firm (member of the Deloitte Legal network)

mapapoutsi@kbvl.gr



Cross-jurisdictional data protection, cybersecurity and AI overview© 2025. For information, contact Deloitte Touche Tohmatsu Limited. 104

?
Index

Index

What are the most relevant data protection updates?

Hellenic Data Protection Authority: Enforcement updates
HDPA decisions
In 2025, the Hellenic Data Protection Authority (HDPA) has shown increased vigilance in 
enforcing GDPR compliance, issuing fines and sanctions to noncompliant organizations. We 
őŔŊőũŔŊőƣШƚŸůĲШƖĲĦĲŰƣШĬĲĦŔƚŔŸŰƚШƖĲŉũĲĦƣŔŰŊШc?Â ќƚШũċƣĲƚƣШĲŰŉŸƖĦĲůĲŰƣШċĦƣŔŸŰƚЯШŔŰĦũƨĬŔŰŊШƣőĲШ
imposition of substantial fines in key sectors.

Decision No.23/23 June 2025 
The HDPA examined a complaint against a large Greek bank regarding the erroneous 
ƓƖŸĦĲƚƚŔŰŊШŸŉШċŰШŔŰĬŔƻŔĬƨċũќƚШƓĲƖƚŸŰċũШĬċƣċЮШ?ƨĲШƣŸШċШőƨůċŰШĲƖƖŸƖЯШƣőĲШĦŸůƓũċŔŰċŰƣШƽċƚШ
ŔŰĦŸƖƖĲĦƣũǃШƖĲĦŸƖĬĲĬШċƚШċШŊƨċƖċŰƣŸƖШŉŸƖШċШƖĲũċƣŔƻĲќƚШĤƨƚŔŰĲƚƚШũŸċŰЯШũĲċĬŔŰŊШƣőĲШĤċŰťШƣŸШƚĲŰĬШ
him multiple informational letters, although his data were never actually transferred to third 
parties. The HDPA found violations of the GDPR principles of lawfulness and accuracy 
ы ƖƣŔĦũĲƚШΡыΝьыċьЯШΡыΝьыĬьЯШċŰĬШΣыΝььШċŰĬШŔůƓŸƚĲĬШċШқΡΜЯΜΜΜШċĬůŔŰŔƚƣƖċƣŔƻĲШŉŔŰĲШŸŰШƣőĲШĤċŰťЯШ
while noting the breach concerned a single incident without financial gain or material 
damage.

Decision No. 27/25 June 2025
The Greek affiliate of a large multinational telecommunications company was fined a total of 
қΤΜΜЯΜΜΜШċŉƣĲƖШċШŉƖċŰĦőŔƚĲШƚƣŸƖĲШƖĲŊŔƚƣĲƖĲĬШΝΡШƓƖĲƓċŔĬШůŸĤŔũĲШũŔŰĲƚШƨƚŔŰŊШċШƚƨĤƚĦƖŔĤĲƖќƚШ
ƓĲƖƚŸŰċũШĬĲƣċŔũƚШƽŔƣőŸƨƣШƣőĲШƚƨĤƚĦƖŔĤĲƖќƚШťŰŸƽũĲĬŊĲЮШÑőĲШŉŔŰĲƚШƽĲƖĲШŔůƓŸƚĲĬШŉŸƖШĤƖĲċĦőĲƚШŸŉШ
GDPR Articles 5(1)(d), 28(1), 28(3), 29, and 32, as well as Articles 12(1), 12(3), and 13(4) of 
Law 3471/2006 and Article 21(1) of Law 2472/1997. The company was also ordered to 
implement technical measures within three months to enhance the security of activating 
new mobile numbers under existing subscriber details, including notifying subscribers by 
SMS or equivalent and informing the HDPA.

Decision No. 32/11 July 2025
ÑőĲШ]ƖĲĲťШċŉŉŔũŔċƣĲШŸŉШċШũċƖŊĲШůƨũƣŔŰċƣŔŸŰċũШŔŰƚƨƖċŰĦĲШĦŸůƓċŰǃШƖĲĦĲŔƻĲĬШċШқΞΜЯΜΜΜШŉŔŰĲШŉŸƖШ
ƻŔŸũċƣŔŰŊШƣőĲШĦŸůƓũċŔŰċŰƣќƚШƖŔŊőƣШŸŉШċĦĦĲƚƚШƣŸШƖĲĦŸƖĬĲĬШƣĲũĲƓőŸŰĲШĦċũũƚЯШċƚШŔƣШƽċƚШŉŸƨŰĬШƣŸШĤĲШ
the data controller responsible for determining the purpose and means of recording calls at 
ƣőĲШĬĲŰƣċũШĦċƖĲШƓƖŸŊƖċůќƚШƚĲƖƻŔĦĲШĦĲŰƣĲƖЮШÑőĲШŔŰƚƨƖċŰĦĲШĦŸůƓċŰǃШŉċŔũĲĬШƣŸШƓƖŸƻŔĬĲШƣőĲШ
requested call recordings or transcripts, breaching Articles 15(1) and 15(3) of the GDPR. 
Additionally, the company was ordered to provide the complainant with the requested audio 
files or transcripts within 10 days and to notify the HDPA of its compliance.

HDPA ex officio investigations т June 2025
In June 2025, the HDPA carried out ex officio investigations in different entities in Greece 
operating across multiple business sectors, including retail, telecoms and financial 
institutions, to assess GDPR compliance of their online data processing activities (e.g., 
services provided online via websites and mobile applications). 

As part of the relevant investigations, the HDPA, invoking the principle of accountability, 
ƖĲƕƨĲƚƣĲĬШƣőĲШƓƖŸƻŔƚŔŸŰШŸŉШĲǂƣƖċĦƣƚШŸŉШƣőĲШƖĲũĲƻċŰƣШĲŰƣƖŔĲƚШŸŉШƣőĲШĲŰƣŔƣŔĲƚќШƖĲĦŸƖĬƚШŸŉШ
processing activities (RoPAs), relating to the above types of activities, as well as copies of the 
relevant data processing agreements (DPAs) executed with any third parties acting as data 
processors. They also requested the provision of documentation relating to the data 
processing activities carried out via social media networks for promotional and marketing 
purposes.
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HDPA Opinion, No. 3/8 July 2025
Review of the provisions of the draft law of the Ministry of Economy and Finance 
ĲŰƣŔƣũĲĬШљ ċƣŔŸŰċũШÅĲŊŔƚƣƖǃШŸŉШ7ĲŰĲŉŔƣƚШċŰĬШ ŔĬњ
The HDPA, in relation to the planned provisions of Articles 63-69 on the establishment of the 
National Registry of Benefits and Aid, calls on the Ministry of Economy and Finance to 
reassess the necessity and justify the independent existence of the proposed registry, which 
will contain nominative data of beneficiaries/natural persons. It also requests clarification of 
the roles and responsibilities of data controllers and processors among the involved entities, 
in connection with their assigned duties and powers. 

Furthermore, the HDPA urges the ministry to include in the proposed regulations explicit 
provisions regarding the retention period of personal data, the obligation to conduct a data 
protection impact assessment (DPIA), and the requirements for data security within the 
registry. These recommendations are intended to ensure compliance with data protection 
principles and safeguard the rights of data subjects. 

Transposition of the Data Governance Act in Greece
Law 5188/2025
Law 5188/2025 aims to make public sector data more accessible, especially for small 
businesses and research, while ensuring data protection. Key measures include appointing 
the Ministry of Digital Governance as the main authority for guidance, establishing data 
intermediation service providers, creating data altruism organizations for public interest 
purposes, and setting up a network of data officers in public entities.

What are the most relevant data protection updates?
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What are the most relevant cybersecurity updates?

Transposition of the NIS2 Directive in Greece
Law 5160/2024 
Law 5160/2024 implements the EU NIS2 Directive (Directive (EU) 2022/2555) into Greek law. 
The law defines the scope of cybersecurity obligations to cover sectors, including energy, 
transport, health, and digital services. It introduces stricter requirements for risk 
management and incident reporting. Law 5160/2024 aims to strengthen the overall 
cybersecurity framework and resilience of essential and important entities in Greece.

Joint Ministerial Decision No. 1689/6 May 2025
Joint Ministerial Decision 1689/2025 supplements this framework by introducing detailed 
national cybersecurity requirements aligned with Article 15(2) of Law 5160/2024. This 
framework operates as lex generalis and applies insofar as no sector-specific regulation 
exists. In the financial sector, DORA (Regulation (EU) 2022/2554) serves as lex specialis, 
imposing more detailed and stricter rules on ICT risk management and digital operational 
resilience.

Guidelines 28211/10 September 2025 
Obligation for public sector entities to register on the digital platform for basic 
and important entities under Law 5160/2024 
All central government entities, such as ministries, independent authorities, decentralized 
administrations, and legal entities of public and private law included in the Registry of 
General Government Entities, as well as second-level local government organizations 
(regions), are required to register on the platform within the deadline set in paragraph 1 of 
Article 9 of the relevant provision, with a final registration date of 30 September 2025.

Joint Ministerial Decision No. 2267/2 October 2025
According to Joint Ministerial Decision No. 2267/2025, first-level local government 
organizations in Greece (municipalities) must comply with the requirements of Law 
5160/2024 (NIS2 Directive) from November 2026 onwards. This decision sets the official 
compliance deadline for these entities, allowing them a transition period to prepare for full 
implementation of the new cybersecurity obligations.

Ministerial Decision No. 1899/5 August 2025
On 5 August 2025, Ministerial Decision No. 1899/2025 was issued, defining the 
qualifications, duties, incompatibilities, and obligations of Information and Communications 
Systems Security Officers. The decision establishes the framework for their responsibilities in 
ensuring the security and proper operation of ICT systems within public sector entities.

Joint Ministerial Decision No. 1990/4 August 2025
On 4 August 2025, Joint Ministerial Decision No. 1990/2025 was issued, establishing a digital 
platform for the registration of essential and important entities as defined in Article 4 of Law 
5160/2024. The decision sets out the procedures and technical specifications for the 
operation of this digital registry.



Cross-jurisdictional data protection, cybersecurity and AI overview© 2025. For information, contact Deloitte Touche Tohmatsu Limited. 107

?
Index

Index

What are the most relevant cybersecurity updates?

Transposition of Digital Operations Resilience Act (DORA) in Greece
Law 5193/2025
Law 5193/2025 (published on 11 April 2025) supplements Regulation (EU) 2022/2554 
(DORA) by introducing national supervisory mechanisms and enforcement measures to 
enhance digital operational resilience across the financial sector. It designates the Bank of 
Greece and the Hellenic Capital Market Commission as the competent supervisory 
authorities, depending on the type of financial entity. Supervisory powers include access to 
documents, onsite inspections, and administrative fines of up to 10% of annual turnover in 
case of noncompliance. 

Annual Report on Prudential Supervision and Resolution Activities of 
the Bank of Greece т DORA-related actions
In view of the requirements DORA and to support DORA compliance, the Bank of Greece has 
undertaken the following actions. In early 2024, the Bank of Greece developed a self-
assessment questionnaire on the maturity level and distributed it to all supervised 
institutions falling under the scope of DORA. The aim was to document the current state and 
future compliance plans of these institutions regarding key regulatory requirements, as well 
ċƚШƣŸШŔŰŉŸƖůШƣőĲůШċĤŸƨƣШċƖĲċƚШŸŉШċƣƣĲŰƣŔŸŰЮШÖƓŸŰШ?§Å ќƚШĲŰƣƖǃШŔŰƣŸШŉŸƖĦĲЯШƣőĲШ7ċŰťШŸŉШ
Greece created a dedicated section on its website to inform supervised institutions about 
the overall regulatory framework and its requirements. The Bank of Greece has also issued 
standardized templates for the notification of ICT-related incidents by supervised entities. 

Furthermore, the Bank of Greece has implemented a mechanism for the prompt collection 
ċŰĬШŉŸƖƽċƖĬŔŰŊШŸŉШůċŢŸƖШŔŰĦŔĬĲŰƣШƖĲƓŸƖƣƚШƣŸШƖĲũĲƻċŰƣШƚƣċťĲőŸũĬĲƖƚЯШŔŰШũŔŰĲШƽŔƣőШ?§Å ќƚШŰĲƽШ
requirements. To address the obligation of selected institutions to undergo threat-led 
ƓĲŰĲƣƖċƣŔŸŰШƣĲƚƣŔŰŊШыÑxÂÑьЯШƣőĲШ̋ċŰťШŸŉШ]ƖĲĲĦĲШŔƚШĲƚƣċĤũŔƚőŔŰŊШċШĬĲĬŔĦċƣĲĬШÑxÂÑШƣĲċůШƣŸШŉƨũŉŔũШ
this supervisory responsibility.
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What are the most relevant AI updates?

Greek bodies responsible for theprotection offundamentalrights
On 12 November2024, the GreekMinistry of Digital Governance, in compliance with 
the Article77(2)of the EU AI Act, published the official catalogue of the Greek bodies 
responsible for theprotection offundamentalrights. The catalogue includesthe following 
bodies:

Å The Hellenic Data ProtectionAuthority;

Å The GreekOmbudsman; 

Å The Hellenic Authority for Communication Security and Privacy;and 

Å The National Commission for Human Rights.

These bodies havethe following powers:

Å Seeking access to any documentation generated ormaintainedby AI system operators to 
illustrate adherence to the AI Act, as necessary to adequately perform their duties within 
their scope of authority.

Å They may alsosubmit a well-founded request to the market surveillance authority 
to facilitate the testing of a high-risk AI system through technical methods in situations 
where the documentation supplied by AI system operators is inadequate for assessing 
potential violations of fundamental rights.

These powers will take effect on 2 August2026.

HDPA Decision Ordering EU Representative for Hangzhou DeepSeek 
Artificial Intelligence (Case No. 18/21 May 2025)
On 21 May 2025, the HDPA ordered Hangzhou DeepSeek Artificial Intelligence Co., Ltd. to 
appoint a representative in the EU for its DeepSeek AI services, as required by Article 27 
GDPR. The company was found to be in violation of this obligation, since it offers services to 
individuals in Europe without an EU establishment or representative.

Special Secretariat for Artificial Intelligence and Data Governance
On 17 July 2025, the Greek governmentintroduced theSpecial Secretariat for Artificial 
Intelligence and Data Governance at the Ministry of Digital Governancewith the following 
competences:

Å The effective coordination of the involved bodies and authoritiesregardingthe 
implementation of the national and EU framework for AI and data;

Å The promotion of the responsible adoption and the lawful and secure use of AI by public 
sector entities;

Å The development of digital skills related to AI and data governance;

Å The design and implementation of information and communication technology 
projects, with an emphasis on AI and data governance, funded by national and 
European resources;

Å The promotion of cooperation between the private and public sectors in the fields of AI 
and data;

Å The representation of the country and its participation in the shaping of policy on 
matters concerning AI and data at the European and international level;

Å The drafting of legislative and regulatory acts and the harmonization of the national 
framework with EU and international law; and

Å Thepromotion of actions to strengthen scientific research, as well as research-oriented 
activities related to AI and data governance applications.
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What are the most relevant expected developments in data protection, cybersecurity and AI?

Developments regarding the implementation of the EU AI Act in 
Greece
fŰШũŔŊőƣШŸŉШƣőĲШEÖШ fШ ĦƣќƚШĲŰƣƖǃШŔŰƣŸШŉŸƖĦĲЯШƣőĲШŉŸũũŸƽŔŰŊШťĲǃШĬĲƻĲũŸƓůĲŰƣƚШċƖĲШĲǂƓĲĦƣĲĬШŔŰШ
Greece in Q1 2026, with the publication of the below legislation anticipated by 1 December 
2025.:

Å Determination of the Greek national authority responsible for overseeing and supervising 
the implementation of the EU AI Act;

Å Amendment of the existing Greek Law No. 4961/2022 (which regulates the use of 
emerging technologies such as AI in Greece, establishing an early legal framework for 
their development and governance) to take into account the provisions of the EU AI Act; 
and

Å Promotion and enhancement of AI literacy, as a priority for the Greek government, to 
support the responsible use of AI.

Developments regarding cybersecurity in Greece
The National Cybersecurity Authority of Greece has announced that its full supervisory and 
ĲŰŉŸƖĦĲůĲŰƣШŉƖċůĲƽŸƖťШŉŸƖШљĲƚƚĲŰƣŔċũШċŰĬШŔůƓŸƖƣċŰƣШĲŰƣŔƣŔĲƚњШƨŰĬĲƖLaw5160/2024 will start 
with audits and controls as of 2026, after issuing necessary regulations and decisions by end of 
2025. 

National Cybersecurity Authorityis also preparing two key decisions due by end of 2025, one 
ĬĲŉŔŰŔŰŊШƽőċƣШĦŸŰƚƣŔƣƨƣĲƚШċШљƚŔŊŰŔŉŔĦċŰƣШĦǃĤĲƖƚĲĦƨƖŔƣǃШŔŰĦŔĬĲŰƣњШƣőċƣШƣƖŔŊŊĲƖƚШůċŰĬċƣŸƖǃШ
ŸĤũŔŊċƣŔŸŰƚЯШċŰĬШċŰŸƣőĲƖШĲƚƣċĤũŔƚőŔŰŊШċШљƚƣċŰĬċƖĬŔǍĲĬШĦǃĤĲƖƚĲĦƨƖŔƣǃШƓŸũŔĦǃШŉƖċůĲƽŸƖťњШŉŸƖШ
entities.
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What are the most relevant data protection updates?

Law on Access to Public Information (Decree 57-2008 of the 
Congress of the Republic)
Guatemala does not have a specific legislation addressing the protection of personal 
data, but this law, even though it pertains to public records, does address the matter in 
certain provisions that can be applicable to private parties. 

This normative defines what constitutes personal data, sensitive personal data, and the 
National Data Protection Authority.

Article 64 establishes a prohibition for private parties to commercialize personal data 
without consent. Violation of this provision results in imprisonment ranging from five to 
eight years, a fine raging from GTQ 50,000 to GTQ 100,000, and the confiscation of any 
elements employed to commit the crime.

Law of Acknowledgment of Electronic Communications and 
Signatures (Decree 47-2008 of the Congress of the Republic)
Electronic marketing is not considered e-commerce; however, it is regarded as a form of 
communication and electronic communication, as it involves an exposition, statement, 
claim, advice, request, or offer, as well as the acceptance of an offer, in relation to the 
construction or execution of a contract.

This law helps expedite the registration of companies, trademarks, and company 
modifications.
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What are the most relevant data protection updates?

Updated Guidance on Cloud Computing by the Privacy 
Commissioner for Personal Data (PCPD)
Å The updated guidance reinforces ƚƣƖŔŰŊĲŰƣШŸĤũŔŊċƣŔŸŰƚШŉŸƖШĤƨƚŔŰĲƚƚĲƚШƨŰĬĲƖШcŸŰŊШuŸŰŊќƚШ

Personal Data (Privacy) Ordinance (PDPO). Organizations that utilise cloud services т 
whether private, public, SaaS, IaaS, or PaaS т retain legal responsibility for data 
protection, even if breaches stem from third-party providers.

Å Key recommendations includeencrypting data both while during storage and in 
transmission, implementing robust authentication methods, regularly evaluating the 
security practices of subcontractors, and negotiating enhanced contractual protections 
beyond standard vendor terms.

Å In relation to cross-border data transfers, it highlights the importance of careful 
adherence to PDPO principles, including providing clear notifications to data subjects.

Å Additionally, the guidance stresses the necessity of thorough access logging, continuous 
monitoring, and secure data erasure or return upon the termination of contracts.

Å By considering the latest technologies and trends in cloud computing services, the 
guidance provides organizations recommended best practices to enhance the protection 
of personal data privacy, covering various aspects such as service and deployment 
models, standard services and contracts, as well as outsourcing arrangements.

The proposed Personal Data (Privacy) (Amendment) Ordinance (the 
Amendment Ordinance) put on hold
Å Following a series of data breaches in the early 2020s, a comprehensive review of the 

PDPO was undertaken. Since its enactment, the PDPO has been fundamental to data 
protection in Hong Kong.

Å The proposed Amendment Ordinance for 2024 was initially scheduled to roll out in stages 
starting in 2025, with full implementation expected by 2026.

Å Key changes proposed include mandating that organizations notify the PCPD and affected 
individuals in the event of a significant data breach, enhanced consent protocols for 
sensitive personal data, such as biometric information and health records, and penalties 
for noncompliance with the PDPO increasing significantly, with organizations facing fines 
up to 10% of their annual turnover or HK$10 million, whichever is higher.

Å However, plans to amend the PDPO have been postponed due to concerns about the 
financial burden on smaller businesses in complying with these new regulations.

ÅÑőĲШŊŸƻĲƖŰůĲŰƣШŔƚШĦŸŰƚŔĬĲƖŔŰŊШċШљƓŔĲĦĲůĲċũШċƓƓƖŸċĦőњШƣŸШŔŰƣƖŸĬƨĦĲШƣőĲШċůĲŰĬůĲŰƣƚШ
gradually, aiming to alleviate the impact on local enterprises. As of now, no definitive 
timeline has been announced for these changes.
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What are the most relevant cybersecurity updates?

Protection of Critical Infrastructure (Computer System) Ordinance 
(2025) passed to strengthen cybersecurity for essential services
Å On 19 March 2025, the Hong Kong Legislative Council passed the Protection of Critical 

Infrastructure (Computer System) Ordinance (2025), which is set to come into effect on 1 
January 2026.

Å This new legislation ůċƖťƚШċШƚŔŊŰŔŉŔĦċŰƣШĲŰőċŰĦĲůĲŰƣШŸŉШcŸŰŊШuŸŰŊќƚШĦǃĤĲƖƚĲĦƨƖŔƣǃШ
regulatory framework, aimed at safeguarding critical infrastructures (CI) across vital 
sectors. It mandates that CI operators follow specific cybersecurity protocols and 
empowers regulatory authorities to manage and mitigate cyber risks.

Å This move aligns Hong Kong with the global trend toward increased regulatory oversight 
and requirements for cybersecurity and operational resilience.

Å The ordinance defines two categories of critical infrastructure: 

Å The first category includes any infrastructure essential for the uninterrupted delivery of 
services in one of eight designated sectors: energy, information technology, banking 
and financial services, air transport, land transport, maritime transport, healthcare 
services, and telecommunications and broadcasting services; and

Å The second category will be designated by the government at a later date and will 
encompass any other infrastructure whose damage, loss of functionality, or data 
leakage could significantly disrupt critical societal or economic activities in Hong 
Kong.

Å Although the timeline for designating the second category of critical infrastructure is 
uncertain, it is expected to include major sports and performance venues, as well as 
research and development parks.

Å The new legislation also includes computer systems accessed by CI operators in or from 
Hong Kong that are vital to the core operations of the relevant infrastructure.

Å Designated CI operators are required to implement robust cybersecurity management 
systems, perform regular risk assessments, and maintain incident response capabilities 
and security standards that meet prescribed standards.

Å Enforcement measures outlined in this ordinance encompass administrative penalties, 
criminal sanctions for serious breaches, and the possibility of government intervention 
when the security of critical infrastructure is at risk.

Å Additionally, the legislation creates a framework for information sharing between 
government agencies and critical infrastructure operators, aimed at enhancing overall 
cybersecurity resilience.
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What are the most relevant AI updates?

Policy Statement on the Responsible Application of Artificial 
Intelligence in the Financial Market
Å On 28 October 2024, the Financial Services and the Treasury Bureau released a policy 

statement ŸƨƣũŔŰŔŰŊШƣőĲШŊŸƻĲƖŰůĲŰƣќƚШƚƣċŰĦĲШċŰĬШƚƣƖċƣĲŊǃШƖĲŊċƖĬŔŰŊШƣőĲШƖĲƚƓŸŰƚŔĤũĲШ
application of AI within the financial market.

Å This policy statement aims to strike a balance between fostering AI development and 
addressing the associated risks related to cybersecurity, intellectual property rights, and 
data privacy. To ensure the responsible application of AI, it requires that financial 
institutions priorities the protection of data privacy, intellectual property rights, 
information security, accountability, operational resilience, and job security.

Å The government recognizes the various benefits that AI applications can offer to the 
financial services sector. To this end, it will adopt a dual-track approach that encourages 
the adoption of AI while simultaneously tackling potential challenges, including 
cybersecurity threats, data privacy concerns, and the protection of intellectual property 
rights.

Å Moreover, the policy statement encourages financial institutions to formulate a robust AI 
governance strategy that employs a risk-based approach throughout the entire AI 
lifecycle, including procurement, use and management of AI. It also advocates for the 
implementation of human oversight to effectively mitigate potential risks associated with 
AI deployment.

Introduction of voluntary Generative Artificial Intelligence Technical 
and Application Guidelines by the Digital Policy Office
Å In April 2025, the Digital Policy Office introduced the voluntary Generative Artificial 

Intelligence Technical and Application Guidelines, designed to provide a best practice 
framework for the ethical and responsible development, deployment, and use of 
Generative AI technologies. It targets technology developers, platform providers, and AI 
users.

Å The guidelines outline the scope and limitations of AI applications, addressing potential 
risks and governance principles associated with Generative AI technology. Key technical 
risks highlighted data leakage, model bias, and errors that must be addressed.

Å The guidelines highlight five fundamental pillars of ethical AI governance: 

Å Personal data privacy;

Å Intellectual property protection;

Å Crime prevention;

Å Reliability and trustworthiness; and

Å System security.

Å While these guidelines do not carry legal force, they serve as an important reminder of the 
various legal and ethical risks associated with the deployment and use of AI tools. 
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What are the most relevant expected developments in data protection, cybersecurity and AI?

Protection of Critical Infrastructure (Computer System) Ordinance 
(2025) to take effect on 1 January 2026
Å The ordinance focuses on protecting critical infrastructure and aligns Hong Kong with the 

global movement towards heightened regulatory scrutiny around cybersecurity and 
operational resilience, similar to frameworks in Australia, the EU, and the UK.

Å It will oversee designated critical infrastructure operators, and their systems classified as 
ĦƖŔƣŔĦċũШĦŸůƓƨƣĲƖШƚǃƚƣĲůƚЮШ ĬĬŔƣŔŸŰċũũǃЯШċШ9ŸůůŔƚƚŔŸŰĲƖќƚШ§ŉŉŔĦĲШƽŔũũШĤĲШĲƚƣċĤũŔƚőĲĬШƣŸШ
manage and enforce this new regulatory framework, expected to launch in the first 
quarter of 2026.

Å Penalties for violations of the ordinance will range from HK$500,000 to HK$5 million, 
along with daily fines for ongoing breaches, applying at the organizational level rather than 
targeting individuals.
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What are the most relevant data protection updates?

Implementation of personal data protection
The Indonesian government, through the Ministry of Communication and Informatics (MCI), 
published the draft Government Regulation on Personal Data Protection (PDP GR Draft) to 
the public as the implementing regulation of Law No. 27 of 2022 on Personal Data Protection 
(PDP Law), however the PDP GR Draft remains under preparation and is expected to be 
finalized and enacted in 2025. The PDP GR Draft is expected to provide a technical guideline 
on personal data protection and will make way for further/detailed implementing regulations, 
including regulations which will be issued by the soon-to-be-established Indonesian 
Personal Data Protection Agency as the main regulating agency on personal data protection.

As of September 2024, the PDP GR Draft provide further governance on personal data 
protection, and comprises of several chapters, including:

Å What constitutes as a personal data;

Å Personal data processing provisions;

Å Rights of data subject and obligations of data processor and/or data controller;

Å Cross-border personal data transfer;

Å International cooperations (kerja sama internasional);

Å Establishment of Personal Data Protection Agency (Lembaga Pelindungan Data Pribadi or 
Lembaga PDP);

Å Administrative sanctions; and

Å Dispute settlement and procedural law.

The implementing regulations of PDP Law is still in the process of harmonization with the 
Ministry of Law (MOL). It is shall be drafted and enacted remembering the high number of 
cases of personal data misuse by data controllers in Indonesia, by this it is expected to be a 
more comprehensive high-level provisions on personal data protection in Indonesia.

In June 2025, Ministry of Communication and Digital Affairs (MOCD), previously known as 
Ministry of Communication and Informatics (MCI), shared the updates regarding the 
progress of the implementing regulation of PDP Law, MOCD stated that the government 
regulation on the technical requirements of the PDP Law is being drafted and assessed by 
the MOCD and MOL. After the harmonization process between MOCD and MOL is complete, 
it will proceed to the next two stages, namely finalization and enactment. 

The Director General of Digital Space Supervision at MOCD said that the draft government 
regulation of the PDP Law is still being discussed and is expected to be completed before the 
end of 2025. 

It is hoped that the draft will include provisions regarding the imposition of sanctions on the 
government, as the current sanctions are only aimed at private operators, not the 
government.
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Modification of Personal Data Protection Law
In September 2024, the PDP Law was submitted for review to the Constitutional Court. In this 
ĦċƚĲЯШƣőĲШċƓƓũŔĦċŰƣШƕƨĲƚƣŔŸŰĲĬШƣőĲШƨƚĲШŸŉШƣőĲШƽŸƖĬШћċŰĬќШŔŰШƖĲũċƣŔŸŰШƣŸШƣőĲШƓƖŸƻŔƚŔŸŰƚШŸŰШƣőĲШ
obligations of personal data controllers and personal data processors and the appointment 
of officials or officers to carry out personal data protection functions. The applicant objected 
ƣŸШƣőĲШƽŸƖĬШљċŰĬњШŔŰШƚĲĦŸŰĬШƓŸŔŰƣЯШċƖŊƨŔŰŊШŔƣШũŔůŔƣĲĬШƽőŔĦőШŸƖŊċŰŔǍċƣŔŸŰƚШůƨƚƣШċƓƓŸŔŰƣШċШĬċƣċШ
ƓƖŸƣĲĦƣŔŸŰШŸŉŉŔĦĲƖШы?Â§ьЮШÑőĲШĦŸƨƖƣШŊƖċŰƣĲĬШƣőĲШƓĲƣŔƣŔŸŰЯШĦőċŰŊŔŰŊШљċŰĬњШƣŸШљċŰĬоŸƖњЯШƣőƨƚШ
ĲǂƓċŰĬŔŰŊШƣőĲШŸĤũŔŊċƣŔŸŰШƣŸШċƓƓŸŔŰƣШ?Â§ƚШċŰĬШƚƣƖĲŰŊƣőĲŰŔŰŊШĦŔƣŔǍĲŰƚќШƓĲƖƚŸŰċũШĬċƣċШ
protection. In the Constitutional Court Decision Number 151/PUU-XXII/2024 granted the 
ċƓƓũŔĦċƣŔŸŰШċŰĬШƖĲƓũċĦĲĬШƣőĲШƨƚĲШŸŉШƣőĲШƽŸƖĬШљċŰĬњШŔŰШ ƖƣŔĦũĲШΡΟШƓċƖċŊƖċƓőШΝШŸŉШƣőĲШÂ?ÂШxċƽШ
ƽŔƣőШƣőĲШƽŸƖĬƚШљċŰĬоŸƖњЮШÑőŔƚШċƖƣŔĦũĲШĦċƖƖŔĲƚШƣőƖĲĲШĦŸŰĬŔƣŔŸŰƚШƽőŔĦőШƓĲƖƚŸŰċũШĬċƣċШ
controllers/processors must appoint a DPO, however, with this decision this article is 
amended as follows:

Å They process personal data for public services (e.g., government agencies);

Å They carry out a large-scale regular and systematic monitoring of data subjects as part of 
their core activities (e.g., online behavior tracking); and/or

Å They process large volume of sensitive personal data or data related to criminal 
convictions and offenses.

ÂƖĲƻŔŸƨƚũǃЯШƣőĲШÂ?ÂШxċƽШƨƚĲƚШƣőĲШƽŸƖĬШљċŰĬњШůĲċŰƚШƣőċƣШċũũШƣőƖĲĲШĦŸŰĬŔƣŔŸŰƚШůƨƚƣШĤĲШůĲƣШŉŸƖШ
ƣőĲШƣŸШċƓƓũǃЮШÑőĲШĦőċŰŊĲƚШŸŉШƣőĲШĦŸŰŢƨŰĦƣŔŸŰШŉƖŸůШљċŰĬњШƣŸШљċŰĬоŸƖњШůĲċŰƚШůĲĲƣŔŰŊШċŰǃШŸŰĲШ
of the conditions would trigger the DPO requirement.

Establishment of the Personal Data Protection Authority
The establishment of the Personal Data Protection Authority (PDP Authority) is still awaited. 
In the implementation of the PDP Law to date, PDP Authority has not been established, for 
the time being, the duties of the personal data protection agency are under the Directorate 
General of Digital Space Supervision of MOCD. The presidential regulation on the 
establishment of PDP Authority is still being drafted and is expected to be completed before 
2026.

What are the most relevant data protection updates?
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What are the most relevant cybersecurity updates?

Development of the Draft Law on Cybersecurity and Resilience in 
Indonesia
In strengthening national security against growing cybercrimes, the House of 
Representatives and the government has included the Draft of Law on Cybersecurity and 
Resilience as a priority in the 2025 National Legislation Program. The draft was first 
introduced in 2019 by the House of Representative. However, the progress on its 
development remained minimal. Indonesia currently has two presidential regulations 
concerning the matter of cybersecurity: Presidential Regulation No. 47 of 2023 on National 
Cybersecurity Strategy and Cyber Crises Management and Presidential Regulation No. 
82/2022 on the Protection of Vital Information Infrastructure.

In October 2025, the MOL announced that the government, namely MOL, MOCD and 
National Cyber and Crypto Agency (Badan Siber dan Sandi Negara (BSSN)) is currently 
drafting Draft of Law on Cyber Security and Resilience. The draft will shortly submit to the 
cŸƨƚĲШŸŉШÅĲƓƖĲƚĲŰƣċƣŔƻĲƚШŸŰĦĲШŔƣќƚШŉŔŰċũŔǍĲĬШŉŸƖШŢŸŔŰƣШĬĲũŔĤĲƖċƣŔŸŰЮШ7ÉÉ Ш?ĲƓƨƣǃШŉŸƖШEĦŸŰŸůŔĦШ
Cyber and Crypto stated that the draft is expected to be completed by the end of 2025 since 
ƣőŔƚШĬƖċŉƣШŔƚШċШƓƖŔŸƖŔƣǃШƽŔƣőŔŰШƣőĲШŊŸƻĲƖŰůĲŰƣќƚШ ċƣŔŸŰċũШ~ĲĬŔƨů-Term Development Plan 
(Rencana Pembangunan Jangka Menengah Nasional (RPJMN)) 2025-2029.
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What are the most relevant AI updates?

§ƻĲƖƻŔĲƽШŸŉШfŰĬŸŰĲƚŔċќƚШ ƖƣŔŉŔĦŔċũШfŰƣĲũũŔŊĲŰĦĲШÅĲŊƨũċƣŸƖǃШ[ƖċůĲƽŸƖťШ
and forthcoming presidential regulation
There is a legal framework for the existence of AI in Indonesia that has been released, which 
is the MCI Regulation Number 9 of 2023 on Artificial Intelligence Ethics. There is no other 
specific law regulating the development of technology and the various risks that accompany 
it, such as disinformation, algorithmic errors, and potential threats to national security. This 
could raise a potential concern given the rapid development of AI technology, which 
necessitates protection for its users and guidelines for its development process.

Furthermore, to strengthen the enforcement of this regulation, MOCD is on the process of 
finalizing the draft of regulations on AI, namely the draft National AI Roadmap, which is 
expected to become a presidential regulation in the field of AI. The MOCD aiming to regulate 
the roadmap for AI development through presidential regulation, with hope that the 
regulation can help align existing policies related to AI use across ministries and other 
government institutions. One of the important points to be discussed in the draft is the 
security and safety of AI development and use. The MOCD explained that the draft is 
expected to be finalized soon.
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What are the most relevant expected developments in data protection, cybersecurity and AI?

Data protection
In June 2025, the Special Staff to the Minister for Inter-Institutional Relations and Strategic 
Programs at the MOCD, stated that the implementing regulations for the PDP Law are still in 
the process of being finalized, including both the establishment of the PDP supervisory body 
and the detailed technical implementation. The regulation for the formation of the 
supervisory body is currently being processed at the Ministry of State Apparatus 
Empowerment and Bureaucratic Reform, while the technical regulations are being handled 
by the MOL. The enactment process of these implementing regulations is still anticipated to 
be completed soon.

Plans to establish a PDP Authority are still under discussion. However, in the execution plan, 
the PDP Authority will not be under the MOCD, but directly under the president. It is therefore 
anticipated that the PDP Authority will be established in the near future to oversee data 
protection in Indonesia and help reduce the misuse of personal data. As mandated by the 
PDP Law, the PDP Authority should have been established following the end of the two-year 
transition period, which requires all parties to comply with its provisions, including the 
obligation to process personal data in accordance with the established principles.

Cybersecurity
With the ongoing process of finalizing draft of Law on Cybersecurity and Resilience, it is 
expected that the establishment of a much stronger and more coordinated national cyber 
defense framework in Indonesia

By having the draft of Law on Cybersecurity and Resilience as a priority in the 2025 National 
xĲŊŔƚũċƣŔŸŰШÂƖŸŊƖċůЯШŔƣШƚŔŊŰċũƚШƣőĲШŊŸƻĲƖŰůĲŰƣќƚШƨƖŊĲŰĦǃШŔŰШċĬĬƖĲƚƚŔŰŊШŊƖŸƽŔŰŊШĦǃĤĲƖĦƖŔůĲƚШ
and it shows the commitment to strengthening digital security infrastructure. 

AI
The Standard Industrial Classification (Klasifikasi Baku Lapangan Usaha Indonesia (KBLI)), is 
a national system that categorizes all types of business activities in Indonesia. The chosen 
u7xfШĦŸĬĲШĬĲƣĲƖůŔŰĲƚШċШĦŸůƓċŰǃќƚШũŔĦĲŰƚŔŰŊШƖĲƕƨŔƖĲůĲŰƣƚЯШĦŸůƓũŔċŰĦĲШŸĤũŔŊċƣŔŸŰƚЯШċŰĬШ
ĲũŔŊŔĤŔũŔƣǃШŉŸƖШŔŰƻĲƚƣůĲŰƣШŔŰĦĲŰƣŔƻĲƚЮШ ƚШfŰĬŸŰĲƚŔċќƚШĬŔŊŔƣċũШĲĦŸŰŸůǃШĲƻŸũƻĲƚЯШƣőĲШŊŸƻĲƖŰůĲŰƣШ
may introduce new KBLI classifications to better accommodate and regulate AI-focused 
enterprises. 

However, in the context of the AI sector, there is no specific KBLI code exclusively for artificial 
intelligence, AI-related activities are generally classified under existing categories such as 
software development, data processing, or IT services. Therefore, in highlighting the creative 
ĲĦŸŰŸůǃШŊƖŸƽƣőШŔŰШfŰĬŸŰĲƚŔċЯШƣőĲƖĲќƚШċШƓũċŰШŸŉШƨƓĬċƣŔŰŊШfŰĬŸŰĲƚŔċќƚШu7xfШƣŸШŔŰĦũƨĬĲШ
emerging sectors such as cybersecurity, artificial intelligence, blockchain, and the internet of 
things. From the process of drafting the National AI Roadmap by the MOCD, it is expected to 
be a comprehensive, high level regulatory framework for AI in Indonesia.
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What are the most relevant data protection updates?

Annual report of the Italian DPA on personal data protection for 2024 
In July 2025, the Italian Data Protection Authority (DPA) (the Garante per la protezione dei 
dati personali) published its annual report on personal data protection for the year 2024. The 
ƖĲƓŸƖƣШƚƨůůċƖŔǍĲƚШƣőĲШċƨƣőŸƖŔƣǃќƚШťĲǃШċĦƣŔƻŔƣŔĲƚШŔŰ 2024 across various sectors, such as 
public administration, healthcare, research activities, AI, web scraping, marketing, 
telemarketing, electronic communications, etc. 

Some of the most relevant topics addressed by the Italian DPA have been digitalization and 
AI. Additional areas that have been examined by the DPA have been aggressive 
telemarketing, processing of biometric data and use of healthcare data.

The following numbers characterize the work done by the Italian DPA in 2024:

Å 835 board decisions (compared to 634 in 2023);

Å 4,090 complaints replied and 93,877 reports managed;

Å 16 reports of facts to the criminal judicial authority (seven in 2023);

Å 468 corrective measures and sanctions issued (394 in 2023);

ÅқΞΠШůŔũũŔŸŰШŔŰШŉŔŰĲƚШĦŸũũĲĦƣĲĬШыΥШůŔũũŔŸŰШŔŰШΞΜΞΟьб

Å 2204 data breaches notified to the DPA (2037 in 2023); and

Å 130 inspections carried out (144 in 2023).

In the report the Italian DPA has underlined the main obligations on organizations for the 
development and use of AI systems. Among such obligations, the DPA underlined the 
relevance of assessing the risks and taking mitigation measures, verifying the training data 
set and the AI outcomes, storing the event logs for the entire system lifecycle and ensuring 
adequate transparency information, including in relation to the logic involved as well as the 
envisaged consequences of its use. 

Consent for marketing purposes must be obtained through a double 
opt-in process
In June 2025, with the Decision No. 330 of 4 June 2025, the Italian Data Protection Authority 
ы?Â ьШŔůƓŸƚĲĬШċШŉŔŰĲШŸŉШқΠΡЯΜΜΜШŸŰШċŰШŸŰũŔŰĲШĦċƖШƖĲƚċũĲШĦŸůƓċŰǃШŉŸƖШƨŰũċƽŉƨũШƓƖŸĦĲƚƚŔŰŊШŸŉШ
personal data for direct marketing purposes.

Among other infringements, the DPA found that the company had not implemented 
adequate technical and organizational measures to ensure lawful processing and valid 
consent collection.

In particular, the complainant stated they had not given consent to receive marketing emails, 
while the company relied on subscription logs as proof of consent.

The Italian DPA, referring to Article 7 of the GDPR, deemed this evidence insufficient in light 
of the principle of accountability, emphasizing that the most reliable way to demonstrate 
valid consent is through a double opt-in process. As a result of the lack of evidence, for the 
infringement of the principle of accountability the marketing activities were considered to 
have been carried out without valid consent.

While there is no explicit legal obligation to use this mechanism, the DPA reinforces the role 
of double opt-in as best practice and appropriate measure for collecting and documenting 
consent for the processing of personal data for marketing purposes. 

In other words, what matters is that the controller can verify and demonstrate the source of 
the data, ensuring that the consent was indeed provided by the data subject through 
procedures such as double opt-in or possibly with another equivalent measure.

https://www.garanteprivacy.it/documents/10160/0/Relazione+2024+del+Garante+per+la+protezione+dei+dati+personali.pdf/0a81a64e-0ea4-5073-8137-9fa244c470bd?version=4.0
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fƣċũŔċŰШ?Â аШ ŰШљŸůŰŔĤƨƚШĦŸŰƚĲŰƣњШŔƚШŔŰƻċũŔĬ
In a controversial decision т Decision No. 114 of 27 February 2025 т the Italian Data 
Protection Authority (DPA) challenged the lawfulness of a single consent given for the 
communication for marketing purposes to various third-party recipients, processing the data 
as autonomous data controllers, in relation to various channels.

In particular, following its investigations, the DPA had found that the data controller was 
relying on a single check box to collect consent to communicate the personal data to a large 
pool of recipient belonging to very heterogeneous business categories and in relation to a 
diversity of means of communication.

Despite confirming the consolidated interpretation of the DPA that a single consent may 
apply to a variety of recipients, including those identified by business categories, the DPA 
emphasized that the use of overly broad consent forms т encompassing numerous 
recipients and various communication channels т does not allow the data subject to express 
ċШŊĲŰƨŔŰĲШċŰĬШŉƖĲĲШĦőŸŔĦĲШċŰĬШƨŰƖĲċƚŸŰċĤũǃШƨŰĬĲƖůŔŰĲƚШƣőĲШĬċƣċШƚƨĤŢĲĦƣќƚШċĤŔũŔƣǃШƣŸШƖĲƣċŔŰШ
control over the processing of their personal data.

The Italian DPA specified that any consent form must, at a minimum, allow the data subject 
to choose among the different categories (or macro-categories) of data recipients and limit 
the range of means of communication. Otherwise, the processing would result in an undue 
ŔŰƣƖƨƚŔŸŰШŔŰƣŸШƣőĲШŔŰĬŔƻŔĬƨċũќƚШƓƖŔƻċĦǃШċŰĬШĦċƨƚĲШċŰШŔƖƖĲƓċƖċĤũĲШũŸƚƚШŸŉШĦŸŰƣƖŸũШŸƻĲƖШƣőĲŔƖШ
personal data.

Sanctions to an Italian region for excessive retention of metadata in 
the workplace
The Italian DPA sanctioned an Italian region for not complying with Provision No. 243, of 
29 April 2025, which represents an important reminder about the proper handling of 
personal data within the digital workplace, balancing security needs with workers' rights, 
and affirms that the prolonged retention of metadata constitutes a form of monitoring 
that requires specific authorization.

cĲƖĲШċƖĲШƣőĲШ?Â ќƚШťĲǃШŉŔŰĬŔŰŊƚа

Å Internet browsing logs were stored for 12 months, with the possibility of identifying 
users by cross-referencing separate data and although the region justified this 
practice on security grounds, it did not have the legally required authorization. The 
DPA determined that this retention and processing breached the GDPR and the 
regulations on remote monitoring, and imposed corrective measures including 
anonymization, reduction of the retention period to 90 days and access restrictions.

Å Email metadata was stored for 90 days for technical support and security purposes. 
The region argued that no authorization was necessary for the use of such metadata, 
but the DPA clarified that prolonged retention of email metadata constitutes a form of 
remote monitoring and therefore requires procedural safeguards, such as an 
agreement or authorization. Furthermore, a data protection impact assessment 
(DPIA) was initially missing and was only conducted belatedly.

Å Technical support request data (OTRS system) were retained even after the system 
was deactivated, without an adequate legal basis or contractual data processing 
agreements with suppliers, thereby violating the GDPR. Subsequently, the region 
deleted the data and reduced the retention periods in the new system.

What are the most relevant data protection updates?
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What are the most relevant cybersecurity updates?

ACN detailed obligations under the NIS2 Legislative Decree for 
essential and important entities
The Italian National Cybersecurity Agency (ACN) with the Decision No. 164179/2025 has 
detailed the basic obligations under theNIS2 Legislative Decree (i.e. Legislative Decree No. 
138/2024),including requirements for risk management, incident reporting, and security 
measures for essential and important entities, effective from January 2026.

The ACN decision outlines the fundamental security measures that essential and important 
entities must implement, including measures regarding security governance, training, risk 
analysis and vulnerability management, cryptography, incident management, and supply 
chain security, as well as ensuring proper involvement of management bodies.

The resolution contains four different annexes:

Å Annex 1 concerns security measures and risk management measures applicable to 
important entities;

Å Annex 2 concerns security measures and risk management measures applicable to 
essential entities;

Å Annex 3 concerns requirements in relation to significant incidents applicable to important 
entities; and

Å Annex 4 concerns requirements in relation to significant incidents applicable to essential 
entities.

Such obligations are gradually going to become applicable, with incident reporting 
obligations already applicable from January 2026 whilst security measures obligations and 
risk management measures applicable from October 2026.

The CAN further illustrated such obligations in a following guideline meant to explain how to 
interpret the various requirements for NIS2 entities.

In consideration of this legal framework, NIS2 entities must conduct a comprehensive gap 
analysis, adopt the required security measures as well as the risk management and security 
procedures, ensure management oversight and establish procedures to notify incidents.

ACN issued a determination detailing the functioning of the NIS2 
platform
With a determination, the ACN has set the basic guidelines for the registration of the NIS2 
entities onto the NIS2 platform of the authority.

The determination requires the designation of a point of contact and of a cybersecurity 
incident response team (CSIRT) representative as well as their possible substitutes.

The point of contactis responsible for the registration process under Article 7 of the NIS 
Decree and acts as the official intermediary between the ACN and the NIS entity whilst the 
CSIRT representative т designated by the point of contact through the platform т acts as 
the operational interface with CSIRT Italia.Thus, the CSIRT representative is responsible for 
reporting incidents that significantly impact the provision of the services of the NIS2 entity. 
The CSIRT representative and any substitutes must possess provenexpertise in 
cybersecurityand incident management, along with athorough understanding of the 
information systems and networks operated by the entity they represent. 

In conclusion, such determination is another step towards consolidating the operational 
framework established under the NIS Decree in Italy, introducing the mechanisms to ensure 
ease of contact between the authority and the NIS2 entities.

https://www.acn.gov.it/portale/documents/d/guest/detacn_nis_specifiche_2025_164179_signed
https://www.acn.gov.it/portale/documents/d/guest/detacn_nis_specifiche_2025_164179_signed
https://www.acn.gov.it/portale/documents/d/guest/detacn_nis_specifiche_2025_164179_allegato1
https://www.acn.gov.it/portale/documents/d/guest/detacn_nis_specifiche_2025_164179_allegato1
https://www.acn.gov.it/portale/documents/d/guest/detacn_nis_specifiche_2025_164179_allegato2
https://www.acn.gov.it/portale/documents/d/guest/detacn_nis_specifiche_2025_164179_allegato2
https://www.acn.gov.it/portale/documents/d/guest/detacn_nis_specifiche_2025_164179_allegato3
https://www.acn.gov.it/portale/documents/d/guest/detacn_nis_specifiche_2025_164179_allegato3
https://www.acn.gov.it/portale/documents/d/guest/detacn_nis_specifiche_2025_164179_allegato4
https://www.acn.gov.it/portale/documents/d/guest/detacn_nis_specifiche_2025_164179_allegato4
https://www.acn.gov.it/portale/documents/d/guest/guida-alla-lettura-specifiche-di-base-2
https://www.acn.gov.it/portale/documents/d/guest/detacn_piattaformanis_250916-v5_signed
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DPCM No. 221 of 9 December 2024: Regulation establishing criteria 
for the application of the safeguard clause 
On 10 February 2025, Prime Ministerial Decree (DPCM) No. 221/2024 was published in the 
Italian Official Journal, setting out the criteria for applying the safeguard clause under the 
NIS2 Italian Legislative Decree.

Article 3 sets out the conditions for invoking the safeguard clause, stating that it may be 
applied if the requesting entity declares:

Å The complete independence of its NIS-related information and network systems from 
those of linked entities, meaning that the information and network systems of such linked 
ĲŰƣŔƣŔĲƚШĬŸШŰŸƣШŔŰШċŰǃШƽċǃШĦŸŰƣƖŔĤƨƣĲШƣŸШƣőĲШŉƨŰĦƣŔŸŰŔŰŊШŸŉШƣőĲШƖĲƕƨĲƚƣŔŰŊШĲŰƣŔƣǃќƚШƚǃƚƣĲůƚбШ
or

Å The complete independence of its NIS-related activities and services from those of linked 
entities, meaning that the activities of the linked entities and services do not in any way 
ĦŸŰƣƖŔĤƨƣĲШƣŸШƣőĲШƓĲƖŉŸƖůċŰĦĲШŸƖШĬĲũŔƻĲƖǃШŸŉШƣőĲШƖĲƕƨĲƚƣŔŰŊШĲŰƣŔƣǃќƚШ fÉ-related 
operations.

In order for the clause to apply, both conditions must be met. An entity that believes it 
satisfies these requirements must submit a request for the application of the safeguard 
clause during the registration process on the NIS2 digital platform.

Publication of Legislative Decree No. 23/2025 for the adaptation of 
the national legislation
In March 2025, the Legislative Decree No.23 entered into force, containing provisions for the 
adaptation of the national legislation to Regulation (EU) 2022/2554, known as the Digital 
Operational Resilience Act (DORA), and to Directive (EU) 2022/2556.

The decree applies to the entities referred to in Article 2 of the DORA which include, among 
others, credit institutions, payment institution, investment firms, insurance and reinsurance 
undertakings and intermediaries, pension entities, and third-party ICT service providers for 
the financial sector.

Some of the new measures introduced by the decree include: 

Å The identification of the competent DORA authorities, such as the Bank of Italy, Consob, 
IVASS and COVIP;

Å The entities responsible for receiving reports of major ICT incidents, based on the entity 
that suffered them (i.e., the DORA competent authorities mentioned above), including the 
CSIRT Italy established at the ACN; and

Å The identification of forms of operational and informational coordination among the 
competent DORA authorities through memoranda of understanding, ensuring the timely 
and complete sharing of data and information useful for the exercise of their functions.

What are the most relevant cybersecurity updates?

https://www.normattiva.it/uri-res/N2Ls?urn:nir:stato:decreto.del.presidente.del.consiglio.dei.ministri:2024-12-09;221@originale
https://www.normattiva.it/uri-res/N2Ls?urn:nir:stato:decreto.legislativo:2025-03-10;23
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What are the most relevant AI updates?

National AI law: Safeguarding fundamental rights and defining 
governance
On 17 September 2025, Italy became the first country in Europe to adopt a national AI law by 
approving Law No. 132/2025, which contains provisions and delegations to the government 
regarding artificial intelligence (AI).

The purpose of the law is to promote the correct and responsible use of AI, prioritizing the 
protection of citizens and ensuring oversight of social and economic risks, as well as the 
impact that these new technologies may have on fundamental rights.

Below are some of the key points covered by the law.

ÅÂƖŸƣĲĦƣŔŸŰШŸŉШůŔŰŸƖƚаШ~ŔŰŸƖƚШƨŰĬĲƖШƣőĲШċŊĲШŸŉШΝΠШƽŸŰќƣШĤĲШċĤũĲШƣŸШċĦĦĲƚƚШ fШƣŸŸũƚШƽŔƣőŸƨƣШ
prior consent of those holding parental responsibility.

Å AI in various key sectors: The use of AI tools in different sectors т including healthcare, 
scientific research, labour, public administration, and judicial activities т must respect 
fundamental principles, such as transparency, proportionality, security, protection and 
confidentiality of personal data, as well as accuracy, fairness, quality, and data 
accessibility. Moreover, it is mandatory to provide clear and simple information when 
using AI tools no matter the sector.

Å Protection of copyright: It is established that works created with the aid of AI tools, may be 
protected by copyright if proven that human contribution is creative, significant and 
demonstrable.

Å Provisions regarding intellectual professions: The use of AI must be instrumental and 
supportive of professional activity only, and clients must be informed about the AI 
systems used by the professionals.

ÅÑőĲШŊŸƻĲƖŰůĲŰƣќƚШƖŸũĲаШÑőĲШfƣċũŔċŰШŊŸƻĲƖŰůĲŰƣШůƨƚƣШċĬŸƓƣШċШŰċƣŔŸŰċũШƚƣƖċƣĲŊǃШŸŰШ fЯШƽőŔĦőШ
will be updated every two years by the Interministerial Committee for Digital Transition, 
supported by the Department for Digital Transformation of the Presidency of the Council.

Å Amendments to the criminal code: A new offense concerning the illegal dissemination of 
content generated or manipulated through artificial intelligence systems was introduced, 
establishing that the use of AI in the commission of a crime may constitute an aggravating 
circumstance.

Furthermore, the law recognizes the following authorities as responsible for overseeing 
compliance with the above principles:

Å The Agency for Digital Italy (AGID), tasked with promoting innovation and the development 
of artificial intelligence, as well as conducting monitoring activities;

Å The National Cybersecurity Agency (ACN), responsible for cybersecurity protection, with 
supervisory duties including inspections and sanctions; and

Å The Data Protection Authority (the Garante per la protezione dei dati personali), which 
retains its powers regarding personal data.

https://www.normattiva.it/uri-res/N2Ls?urn:nir:stato:legge:2025-09-23;132
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Developer of an AI chatbot fined by the Italian DPA
The Italian Data Protection Authority (DPA) (the Garante per la protezione dei dati personali) 
fined a US-based company, developer of an AI-ĦőċƣĤŸƣШċĦĦĲƚƚŔĤũĲШŸŰũŔŰĲЯШŉŸƖШқΡШůŔũũŔŸŰШċŰĬШ
initiated an investigation into the training of the Generative AI model underlying the service.
With such decision, the DPA confirmed the regulatory violations previously alleged in 
February 2023 when it ordered the block of the processing. The main infringements the DPA 
found in its decision included:

Å Lack of a valid legal basis for the processing of personal data: The company did not clearly 
identify the applicable legal basis for the various processing activities carried out. The 
information provided was generic and insufficiently detailed, violating the principle of 
granularity, which requires the data controller to clearly specify which legal basis is used 
for each purpose and processing operation, avoiding vague, cumulative, or indistinct 
formulations;

Å Failure to conduct a legitimate interest assessment (LIA): The absence of this analysis 
ƨŰĬĲƖůŔŰĲƚШƣőĲШƻċũŔĬŔƣǃШŸŉШƣőĲШũĲŊċũШĤċƚŔƚШŔŰƻŸťĲĬШŉŸƖШƣőĲШůŸĬĲũќƚШĬĲƻĲũŸƓůĲŰƣЯШ
constituting a breach of the accountability principle;

Å The privacy notice provided by the company was not compliant with the transparency and 
intelligibility requirements under the GDPR. Specifically, it was available only in English 
and contained generic and unclear information regarding the categories of personal data 
actually processed, data retention periods, and any transfer of personal data to non-EU 
third countries; and

Å Lack of effective age verification systems for users: The company had not implemented 
ċĬĲƕƨċƣĲШƣĲĦőŰŔĦċũШůĲĦőċŰŔƚůƚШƣŸШƖĲũŔċĤũǃШƻĲƖŔŉǃШƨƚĲƖƚќШċŊĲƚЮШ

Italian DPA fined a municipality for the use of AI cameras
The Italian Data Protection Authority (DPA) became aware, through news reports, that an 
Italian municipality had deployed AI cameras in public areas to collect data via such 
surveillance system, aiming to gather information on traffic and the number and types of 
vehicles on public roads.

Following an extensive investigation, the DPA found that the measures implemented by the 
controller, such as the claimed anonymization of the personal data collected, were 
inadequate.

The DPA emphasized that the processing could not genuinely be considered anonymization.

What are the most relevant AI updates?
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What are the most relevant expected developments in data protection, cybersecurity and AI?

Italian DPA published inspection plan for the second semester of 
2025
The Italian Data Protection Authority published its inspection plan for the second semester of 
2025 (July 2025 to December 2025).

The DPA announced that its activities will be focusing on the following areas:

Å Data breaches that have affected, in recent months, public databases of particular 
significance and sensitivity with specific reference to security systems and the 
accessibility profiles of the databases themselves;

Å Data processing operations carried out in the insurance sector to provide fee estimates;

Å Widely used applications for the acquisition and management of whistleblowing reports;

Å On data processing operations carried out by local public transport services entities;

Å Processing operations through biometric recognition systems, used for customer 
identification processes in banking services;

Å In the context of data processing for statistical purposes for scientific research purposes 
with specific reference to the maintenance of pathology registers;

Å The processing of personal data contained in the so-called health dossier; and

Å The unlawful processing of data for telemarketing purposes in the energy sector.

It is expected that the DPA will issue decisions relating to these areas and sectors.

fƣċũǃќƚШŰĲƽШƖƨũĲƚШŸŰШƣőĲШĲǂƓŸƚƨƖĲШŸŉШůŔŰŸƖƚШŸŰШĬŔŊŔƣċũШƓũċƣŉŸƖůƚаШ
Italy is currently discussing the introduction of new rules with regards to the presence of 
minors in video, audio and images on digital platforms, media and on the internet in general 
(Bill No. 1166).

ÑőĲШĤŔũũШŔŰƣƖŸĬƨĦĲƚШŰĲƽШũŔůŔƣċƣŔŸŰƚШċŰĬШŸĤũŔŊċƣŔŸŰƚШċŔůŔŰŊШƣŸШĤĲƣƣĲƖШƓƖŸƣĲĦƣШƣőĲШĦőŔũĬƖĲŰќƚШ
rights, particularly below the age of 14, while using digital platforms:

Å TőĲШĲċƖŰŔŰŊƚШůċĬĲШĤǃШƨƚŔŰŊШƣőĲШůŔŰŸƖƚќШŔůċŊĲШŔŰШƚŸĦŔċũШůĲĬŔċШĦŸŰƣĲŰƣШůƨƚƣШĤĲШĬĲƓŸƚŔƣĲĬШ
into a blocked account in their name, which they will be able to access only when turning 
18 years old.

Å Upon turning 14, the minor whose image has been used on digital platforms has the right 
to request for all of this content to be removed from the internet and all search engines.

Å Companies that wish to employ children under 14 in their commercial content must 
obtain express authorization from the person exercising parental responsibility or the legal 
representative of the child, while simultaneously informing the Italian Communications 
Regulatory Authority (AGCOM) of such employment.

https://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/10165144
https://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/10165144
https://www.senato.it/service/PDF/PDFServer/BGT/01421079.pdf
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What are the most relevant data protection updates?

Authorizations for the processing of personal data
The Regulatory Authority for Telecommunications/ICT of Côte d'Ivoire (ARTCI) authorized the 
following decisions allowing companies to process personal data, particularly for video 
surveillance, security, human resources management, or cross-border data transfers as part 
of digital or value-added services.

Å ARTCI Decision No. 2025-1249 of the Data Protection Authority of the Republic of Côte 
d'Ivoire dated 19 June 2025 authorizing the processing of personal data by QATAR 
fÅì òÉШ9fШћéŔĬĲŸШƚƨƖƻĲŔũũċŰĦĲќб

Å ARTCI Decision No. 2025-1236 of the Data Protection Authority of the Republic of Côte 
d'Ivoire dated 2 May 2025 authorizing the processing of personal data by INVESTECH 
SARL (video surveillance);

Å ARTCI Décision No. 2025-1235 of the Data Protection Authority of the Republic of Côte 
d'Ivoire dated 2 May 2025 authorizing the processing of personal data by Danaya INC 
Côte d'Ivoire;

Å ARTCI Decision No. 2025-1234 of the Data Protection Authority of the Republic of Côte 
d'Ivoire dated 2 May 2025 authorizing the processing of personal data by Bureau Veritas 
Côte d'Ivoire;

Å ARTCI Decision No. 2025-1224 of the Data Protection Authority of the Republic of Côte 
d'Ivoire dated 18 February 2025 authorizing the transfer of personal data to BOOZ 
TECHNOLOGIES (provision of value-added services);

Å ARTCI Decision No. 2025-1215 of the Data Protection Authority of the Republic of Côte 
d'Ivoire dated 18 February 2025 authorizing the processing of personal data by FALCON 
SECURITY HUB; 

Å ARTCI Decision No. 2025-1221 of the Data Protection Authority of the Republic of Côte 
d'Ivoire dated 18 February 2025 authorizing the transfer of personal data to Germany 
LONACI (Digital Ocean);

Å ARTCI Decision No. 2025-1218 of the Data Protection Authority of the Republic of Côte 
d'Ivoire dated 18 February 2025 authorizing the transfer of personal data to South 
Africa LONACI (AMAZON); and

Å ARTCI Decision No. 2025-1216 of the Data Protection Authority of the Republic of Côte 
d'Ivoire dated 18 February 2025 authorizing the processing of personal data by Mota 
Engil Côte d'Ivoire.

Warnings and formal notices for noncompliance with data protection 
law
ARTCI has taken the following decisions:

Å ARTCI Decision No. 2025-1233 of the Protection Authority of the Republic of Côte d'Ivoire 
dated 2 May 2025 issuing a warning and formal notice to the social welfare institution 
Caisse Générale des Agents de l'État (IPS-CGRAE) regarding the protection of personal 
data (San Pedro Agency); and

Å ARTCI Decision No. 2025-1232 of the Protection Authority of the Republic of Côte d'Ivoire 
dated 2 May 2025 issuing a warning and formal notice to the Directorate General of the 
Treasury and Public Accounting regarding the protection of personal data (Abengourou 
Agency).

Warnings against unlawful use of biometric data (without prior 
authorization)
Refusal of authorization for biometric time-tracking system using facial recognition.

ARTCI has taken the following decision:

Å ARTCI Decision No. 2025-1213 of the Data Protection Authority of the Republic of Côte 
d'Ivoire dated 18 February 2025 refusing the processing of personal data by G4S SECURE 
SOLUTIONS.
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What are the most relevant cybersecurity updates?

Creation of the National Agency for Information System Security 
The Ministry of Digital Transition and Digitalization announced the creation of the National 
Agency for Information Systems Security (ANSSI), a new national body dedicated to 
cybersecurity in Côte d'Ivoire.

Adopted by the Council of Ministers on 30 October 2024, this decree aims to strengthen the 
security of information systems in the country. From now on, a single structure will be 
responsible for the coordination, protection and crisis management of cybersecurity, 
covering both critical infrastructure and public and private information systems.

The missions of ANSSI are:

Å Implementation of cybersecurity action plans;

Å Coordination of critical infrastructure protection efforts;

Å Monitoring, detection, and response to incidents; and

Å Management of prevention and protection processes for information systems.

ÑőŔƚШŔŰŔƣŔċƣŔƻĲШůċƖťƚШċШƣƨƖŰŔŰŊШƓŸŔŰƣШŔŰШ9ŻƣĲШĬѣfƻŸŔƖĲќƚШĬŔŊŔƣċũШƚĲĦƨƖŔƣǃЯШƽŔƣőШċŰШċŊĲŰĦǃШŉƨũũǃШ
dedicated to the protection and resilience of national information systems.

The ANSSI officially launched its digital operations on 11 February 2025.

ANSSI has taken over functions that were previously the responsibility of ARTCI, including 
security audits, incident management and the issuing of electronic certificates.

2024 Report on Cybercrime (published by ANSSI)
On 22 May 2025, during the first edition of the Digital Law Days (Journées du Droit 
 ƨůĳƖŔƕƨĲШыs? ььЯШƣőĲШ ċƣŔŸŰċũШ ŊĲŰĦǃШŉŸƖШfŰŉŸƖůċƣŔŸŰШÉǃƚƣĲůƚШÉĲĦƨƖŔƣǃШŸŉШ9ŻƣĲШĬќfƻŸŔƖĲШ
(ANSSI-CI) presented two key documents:

ÅÑőĲШΞΜΞΠШÅĲƓŸƖƣШŸŰШƣőĲШƚƣċƣĲШŸŉШ9ǃĤĲƖĦƖŔůĲШŔŰШ9ŻƣĲШĬќfƻŸŔƖĲбШċŰĬ

Å The Practical Guide to Securing Information Systems т Legal Aspects.

Organized by the Ministry of Digital Transition and Digitalization, the event was held under the 
ƣőĲůĲаШљxċƽШċŰĬШ?ŔŊŔƣċũШŉŸƖШ ũũаШ7ƨŔũĬŔŰŊШÑƖƨƚƣШŔŰШƣőĲШ?ŔŊŔƣċũШÉƓċĦĲЮњ

The report highlights a significant increase in cybercrime cases, rising from 8,132 incidents in 
2023 to 12,100 in 2024.
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What are the most relevant AI updates?

National AI Strategy: An ambitious roadmap
The Ivorian government unveiled its National Artificial Intelligence Strategy 2024-2027 during 
the Artificial Intelligence Days (JIA 2025) held in Abidjan from 20-22 February 2025. 

This event, organized by the International Council of Artificial Intelligence (CONIIA) and 
Human AI, in partnership with the Ministry of Digital Transition, aims to position AI as a 
catalyst for transformation in Côte d'Ivoire.

Discussions focused on the integration of AI into various sectors such as:

Å Health;

Å Education;

Å Agriculture; and

Å Media.

AI in the service of education: A balance to preserve
During the International Day of Education celebrated by UNESCO in New York on 24 January 
2025, the Minister of National Education and Literacy, Mariatou Koné, reaffirmed the Ivorian 
ŊŸƻĲƖŰůĲŰƣќƚШĦŸůůŔƣůĲŰƣШƣŸШũĲƻĲƖċŊŔŰŊШ fШƽőŔũĲШƓƖĲƚĲƖƻŔŰŊШőƨůċŰШċƨƣŸŰŸůǃШŔŰШƣőĲШ
education system. She emphasized that AI should never dictate educational choices nor 
standardize thinking, in accordance with the recommendations of the General Assembly on 
National Education and Literacy (EGENA).

Demystification and training: Concrete actions
The 2025 AI Days (JIA 2025) provided a platform for exchange, training, and collaboration 
among the public and private sectors, academia, and civil society. 

ÑőĲШůċŔŰШŸĤŢĲĦƣŔƻĲШƽċƚШƣŸШљĬĲůǃƚƣŔŉǃШ fЯњШƓƖŸůŸƣĲШŔƣƚШċĬŸƓƣŔŸŰЯШċŰĬШĬĲƻĲũŸƓШƚŸũƨƣŔŸŰƚШ
tailored to Ivorian realities. Training workshops, conferences, and mentoring sessions were 
organized for various audiences, thereby strengthening the human skills needed for AI to 
become a true driver of development.

AI and public services: A revolution underway
The panels at JIA 2025 addressed the impact of artificial intelligence on improving public 
ƚĲƖƻŔĦĲƚШŔŰШ9ŻƣĲШĬќfƻŸŔƖĲЯШƓċƖƣŔĦƨũċƖũǃШŔŰШƣőĲШőĲċũƣőШċŰĬШĲĬƨĦċƣŔŸŰШƚĲĦƣŸƖƚЮШÑőĲШŊŸċũШŔƚШƣŸШ
explore how AI can be used to optimize resource management, enhance the quality of 
services, and ensure equitable access for all citizens.

The National Artificial Intelligence Strategy for 2030
Developed by the Ministry of Digital Transition and Digitalization in collaboration with the 
World Bank, it aims to make inclusive, ethical, and responsible artificial intelligence a major 
lever for digital transformation, serving a united and prosperous Côte d'Ivoire by 2030. 
https://telecom.gouv.ci/new/uploads/publications/174196670372.pdf.

https://telecom.gouv.ci/new/uploads/publications/174196670372.pdf
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What are the most relevant expected developments in data protection, cybersecurity and AI?

Data protection
To date, ARTCI has not yet formally expressed its position regarding the development 
prospects related to the strengthening of the legal and institutional framework for the 
protection of personal data.

Cybersecurity
The fifth edition of the Cyber Africa Forum 2025 will be held between 24-25 June 2025, in 
Cotonou, Benin.

This event brings together decision-makers and senior leaders from the digital sector in 
Africa.

The general commissioner announced that the two-day program will feature panels, keynote 
speeches, masterclasses, and competitions, including the Hacker Lab.

AI
9ŻƣĲШĬќfƻŸŔƖĲШőċƚШċĬŸƓƣĲĬШċШΞΜΞΠ-2027 roadmap for the development of artificial 
intelligence, based on the principles of digital sovereignty, ethics, and inclusion. 

This strategic framework is built around three pillars: investment, inclusion, and governance, 
and aims to regulate the use of AI in key economic sectors while safeguarding fundamental 
rights.

The formulation of this public policy involved a multisectoral consultative process, engaging 
government bodies, the private sector, civil society, and academic institutions.

This strategic framework is reinforced by the national artificial intelligence strategy for 2030, 
whose mission is to promote inclusive technological, economic, and social transformation, 
while preserving and promoting Ivorian cultural identity.
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What are the most relevant data protection updates?

Amendment to the Management Guidelines for Trade Secrets
The Unfair Competition Prevention Act provides civil remedies including injunctions and 
damages against acts of the wrongful acquisition, use and disclosure of trade secrets.

The Management Guidelines for Trade Secret (the Guidelines) address the definitions and 
other details of trade secrets including requirements for protection under the Unfair 
Competition Prevention Act.

The Guidelines were revised in March 2025 to further clarify the criteria for management of 
trade secrets based on the innovation, the changes in work styles and the accumulation of 
relevant court precedents in Japan and overseas.

The main points of the revision are;

Å To clarify the concept regarding the subjects of confidentiality management measures;

ÅÑŸШƖĲċƚŸŰċĤũǃШĦũċƚƚŔŉǃШƖĲŊċƖĬŔŰŊШљƣőĲШĬĲŊƖĲĲШŸŉШĦŸŰŉŔĬĲŰƣŔċũŔƣǃШůċŰċŊĲůĲŰƣШůĲċƚƨƖĲƚњб

Å To include specific examples of confidentiality management measures when using 
external cloud services and the utilization of Generative AI;

Å To add that the requirement of usefulness is satisfied as long as the information is utilized 
in the business activities of the companies, regardless of the awareness of the third 
person who obtained the information;

Å To clarify that even if trade secrets are published on the dark web as a result of hacking or 
ŸƣőĲƖШċĦƣŔŸŰƚШĤǃШƣőŔƖĬШƓċƖƣŔĲƚЯШƣőĲШƖĲƕƨŔƖĲůĲŰƣШљŰŸƣШƓƨĤũŔĦũǃШťŰŸƽŰњШŔƚШŰŸƣШŰĲĦĲƚƚċƖŔũǃШũŸƚƣШ
immediately; and

Å To explain that if trade secrets can be extracted from product itself by reverse engineering, 
whether or not the trade secrets are publicly known depends on the difficulty of 
extraction.

A governmental alert to prevent from leak of personal data
Personal Information Protection Commission Issued an alert to prevent from leak of personal 
data caused by unauthorized computer access (the Alert) on 11 December 2024, suggesting 
that businesses handling personal information address to establish necessary security 
measures.

Under the Article 23 of the Act on the Protection of Personal Information, businesses 
handling personal information shall take the necessary and appropriate measures for 
managing the security of personal data including preventing the leaking, loss or damage of 
the personal data they handle. 

The Alert provides eight categories of incidents that personal data was leaked from 
businesses handling personal information and reminded businesses handling personal 
information to take the necessary and appropriate measures for managing the security of 
personal data with referring to these incidents.

The eight categories which the Alert provides are:

Å Cases where vulnerabilities were left unaddressed;

Å Cases of delayed response to vulnerabilities;

Å Cases of unauthorized logins;

Å Cases targeting group companies or overseas offices;

Å Cases of inadequate access control among group companies;

Å Cases of data leaks involving information stored in personal areas;

Å Cases of inadequate oversight of group companies; and

Å Cases of data leaks from cloud services in use.

https://www.meti.go.jp/policy/economy/chizai/chiteki/guideline/r7ts.pdf
https://www.ppc.go.jp/files/pdf/241211_warning.pdf
https://www.ppc.go.jp/files/pdf/241211_warning.pdf


Cross-jurisdictional data protection, cybersecurity and AI overview© 2025. For information, contact Deloitte Touche Tohmatsu Limited. 138

?
Index

Index

A governmental alert regarding use of Generative AI service
The Personal Information Protection Commission issued an alert on 2 June 2024 (the Alert) 
concerning the use of Generative AI services. The Alert provides guidance on the handling of 
personal information when using Generative AI services by personal information handling 
businesses and administrative agencies.

The alert notes following two points:

Å A business handling personal information must adequately ensure that the use is within 
the scope necessary to achieve the specified purposes of use for that personal 
information when it inputs prompts containing personal information into Generative AI 
services.

Å A business handling personal information must thoroughly ensure that the provider of the 
Generative AI service does not use the personal data for machine learning or any other 
such purposes when it inputs prompts containing personal data into Generative AI 
services without obtaining the prior consent of the individual, and such personal data may 
be used for purposes other than generating responses to those prompts.

What are the most relevant data protection updates?
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What are the most relevant cybersecurity updates?

Enactment of the Act for Preventing Damage from Unauthorized 
Activities Directed at Critical Computers (the Cyber Response 
Capacity Enhancement Act)
The Cyber Response Capacity Enhancement Act (the Act) was enacted on 16 May 2025, the 
purpose of which is to prevent damage caused by unauthorized acts directed at critical 
computers of national entities, in light of the growing importance of ensuring cybersecurity 
for such computers т whose compromise could threaten national and public safety or have a 
significant impact on the lives of citizens and economic activities.

The Act mainly stipulates the following three points:

Å Strengthening government-private collaboration: Improve information sharing with the 
government in the event that essential infrastructure service providers are cyberattacked, 
information sharing from the government to private businesses, and assistance in 
countermeasures.

Å Use of communications information: Use and analysis of communications information to 
understand the actual situation of cyberattacks against Japan. These shall be checked by 
an independent agency. The secrecy of communications shall be carefully considered in 
designing these procedures.

Å Provision of analysis and vulnerability information, etc.: To ensure cybersecurity, the 
Prime Minister shall organize and analyze the acquired information, including information 
related to incident reports, etc. by essential infrastructure service providers, and provide 
the information to administrative agencies that should conduct access and detoxification 
and other relevant administrative agencies. In addition, the Prime Minister may, when 
necessary, provide analyzed information to foreign governments, etc., and the competent 
minister for the business may, when necessary, provide the analyzed information to 
essential infrastructure service providers.

The main part of the Act will come into effect within a period not exceeding one year and six 
months from the date of promulgation (23 May 2025).

Guidelines for Cybersecurity in the Financial Sector
§ŰШΠШ§ĦƣŸĤĲƖШΞΜΞΠЯШƣőĲШ[ŔŰċŰĦŔċũШÉĲƖƻŔĦĲШ ŊĲŰĦǃШƓƨĤũŔƚőĲĬШƣőĲШљGuidelines for 
Cybersecurity in the Financial SectorњШыƣőĲШ]ƨŔĬĲũŔŰĲƚьЮ

The Guidelines target financial institutions etc. and suggest that they adopt the substantial 
and effective cybersecurity systems from the viewpoint of the soundness and 
appropriateness of their business operations.

Under the Guidelines, financial institutions and related entities are required to take the 
following actions to establish substantial and effective cybersecurity systems:

Å To establish the cybersecurity systems;

Å To identify cybersecurity risks;

Å To defend from cyberattacks;

Å To detect cyberattacks;

Å  To address and recover from cyber incidents; and

Å To manage third-party risks.

https://laws.e-gov.go.jp/law/507AC0000000042/20261122_000000000000000
https://www.fsa.go.jp/news/r6/sonota/20241004/18.pdf
https://www.fsa.go.jp/news/r6/sonota/20241004/18.pdf
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Guidelines for ensuring information security in critical infrastructure
The Ministry of Land, Infrastructure, Transport and Tourism published or revised the following 
cybersecurity guidelines for various critical infrastructure. These guidelines target 
businesses that operate critical infrastructure designated under the Basic Act on 
Cybersecurity and provide recommended measures for such businesses to refer to when 
implementing security measures.

Å Safety Guidelines for Ensuring Information Security in the Aviation Sector (Revised on 25 
April 2024);

Å Safety Guidelines for Ensuring Information Security in the Airport Sector (Revised on 25 
April 2024);

Å Safety Guidelines for Ensuring Information Security in the Railway Sector (Revised on 18 
April 2024);

Å Safety Guidelines for Ensuring Information Security in the Water Supply Sector (Released 
on 5 March 2025);

Å Safety Guidelines for Ensuring Information Security in the Logistics Sector (Truck 
Transportation) (Released on 18 April 2024);

Å Safety Guidelines for Ensuring Information Security in the Logistics Sector (Warehousing) 
(Released on 18 April 2024);

Å Safety Guidelines for Ensuring Information Security in the Logistics Sector (Vessel 
Operations) (Released on 26 April 2024);

Å Safety Guidelines for Ensuring Information Security in the Port Sector (Revised on 28 
March 2025).

Amendment to the Basic Act on Cybersecurity
The amendment to the Basic Act on Cybersecurity has come into effect since July 2025.

This amendment imposes information system providers to endeavor to support information 
system users so that the information system users can secure cybersecurity.

What are the most relevant cybersecurity updates?

https://www.mlit.go.jp/koku/koku_CyberSecurity.html
https://www.mlit.go.jp/koku/koku_CyberSecurity.html
https://www.mlit.go.jp/koku/koku_CyberSecurity.html
https://www.mlit.go.jp/koku/koku_CyberSecurity.html
https://www.mlit.go.jp/tetudo/tetudo_fr1_000092.html
https://www.mlit.go.jp/tetudo/tetudo_fr1_000092.html
https://www.mlit.go.jp/mizukokudo/watersupply/stf_seisakunitsuite_bunya_topics_bukyoku_kenkou_suido_kikikanri_sisin.0005.html
https://www.mlit.go.jp/mizukokudo/watersupply/stf_seisakunitsuite_bunya_topics_bukyoku_kenkou_suido_kikikanri_sisin.0005.html
https://www.mlit.go.jp/jidosha/jidosha_tk4_000121.html
https://www.mlit.go.jp/jidosha/jidosha_tk4_000121.html
https://www.mlit.go.jp/jidosha/jidosha_tk4_000121.html
https://www.mlit.go.jp/jidosha/jidosha_tk4_000121.html
https://www.mlit.go.jp/jidosha/jidosha_tk4_000121.html
https://www.mlit.go.jp/maritime/maritime_fr1_000082.html
https://www.mlit.go.jp/maritime/maritime_fr1_000082.html
https://www.mlit.go.jp/maritime/maritime_fr1_000082.html
https://www.mlit.go.jp/kowan/kowan_cybersecurity.html
https://www.mlit.go.jp/kowan/kowan_cybersecurity.html
https://laws.e-gov.go.jp/law/426AC1000000104


Cross-jurisdictional data protection, cybersecurity and AI overview© 2025. For information, contact Deloitte Touche Tohmatsu Limited. 141

?
Index

Index

What are the most relevant AI updates?

The Act on Promotion of Research and Development, and Utilization 
of AI-related Technology
The Act on Promotion of Research and Development, and Utilization of AI-related Technology 
(the AI Act) was enacted on 28 May 2025, and fully came into effect on 1 September 2025. 
The AI Act was the first statute in Japan that regulates the AI systems. The purpose of the AI 
ĦƣШŔƚШƣŸШƓƖŸůŸƣĲШŔŰŰŸƻċƣŔŸŰШƽőŔũĲШůŔƣŔŊċƣŔŰŊШƖŔƚťƚШƚŸШċƚШƣŸШŔůƓƖŸƻĲШƓĲŸƓũĲќƚШũŔƻĲƚШċŰĬШ

develop the national economy. 

The AI Act imposes on the Japanese government;

Å To promote research and development, and the expansion and share of facilities and 
data;

Å To ensure human resources, and to promote education;

Å To participate in formulating international norms;

Å To establish guidelines in accordance with the international norms;

Å To collect information, investigating cases where human rights and interests are infringed; 
and

Å To give guidance, advice and announcement to business operators and citizens.

In addition, under the AI Act, business operators have responsibility (not a duty to endeavor) 
to cooperate with measures implemented by the government and related authorities. The 
ƖĲċƚŸŰШŉŸƖШŔůƓŸƚŔŰŊШƣőĲШĤƨƚŔŰĲƚƚШŸƓĲƖċƣŸƖƚШċШљƖĲƚƓŸŰƚŔĤŔũŔƣǃЯњШŰŸƣШċШљĬƨƣǃШƣŸШĲŰĬĲċƻŸƖЯњШŔƚШ
that the business operators are in a closer position to AI users and engage in actions that 
have greater impacts on AI users. 

AI Guidelines for Business Ver1.1
In November 2024, the Ministry of Internal Affairs and Communications (MIC) and the 
~ŔŰŔƚƣƖǃШŸŉШEĦŸŰŸůǃЯШÑƖċĬĲШċŰĬШfŰĬƨƚƣƖǃШы~EÑfьШƓƨĤũŔƚőĲĬШљAI Guidelines for Business 
Ver1.01ЯњШċŰĬШƣőĲŰЯШŔŰШ~ċƖĦőШΞΜΞΡЯШƣőĲǃШƓƨĤũŔƚőĲĬШљAI Guidelines for Business Ver1.1њШыƣőĲШ
Ver1.1 updates).

ÑőĲƚĲШŊƨŔĬĲũŔŰĲƚШċƖĲШƣőĲШŊƨŔĬĲũŔŰĲƚШƨƓĬċƣĲĬШŉƖŸůШљAI Guidelines for Business Ver. 1.0ЯњШ
which aim to actively and cooperatively develop a framework that achieves both promotion 
of innovation and reduction of risks across the lifecycle through mutual cooperation among 
interested parties in implementing the common guiding principles, important matters for 
each AI business actor, and AI governance.

The most part of these updates are merely minor revision, such as adding references or 
footnotes. However, the Ver1.1 updates also contains important revision regarding bias. For 
ŔŰƚƣċŰĦĲЯШƣőĲШéĲƖΝЮΝШƨƓĬċƣĲƚШƓƖŸƻŔĬĲШċŰШĲǂċůƓũĲШŸŉШљĤŔċƚĲƚШŰŸƣШƖĲŉũĲĦƣĲĬШŔŰШƣőĲШƣƖċŔŰŔŰŊШĬċƣċњШ
that sensitive attributes such as race or gender are inferred from related information even 
when they are removed from the data, or where biases arise from the combination of 
multiple attributes.

In addition, AI Guidelines for Business Appendix, which is an appendix for the AI Guidelines 
for Business, was also updated (AI Guidelines for Business Appendix Ver1.1). This update 
added some examples of efforts for the AI governance, which business operators can refer 
when they address the AI governance.

https://laws.e-gov.go.jp/law/507AC0000000053
https://laws.e-gov.go.jp/law/507AC0000000053
https://laws.e-gov.go.jp/law/507AC0000000053
https://www.soumu.go.jp/main_content/000983595.pdf
https://www.soumu.go.jp/main_content/000983595.pdf
https://www.soumu.go.jp/main_content/001003028.pdf
https://www.soumu.go.jp/main_content/000943087.pdf
https://www.soumu.go.jp/main_content/001003029.pdf
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Checklist and Guidance regarding AI and Copyright
ŊĲŰĦǃШŉŸƖШ9ƨũƣƨƖċũШ ŉŉċŔƖШƓƖŸƻŔĬĲĬШљChecklist and Guidance regarding AI and CopyrightњШыƣőĲШ

Checklist and Guidance) on 31 July 2024. 

The Checklist and Guidance introduces recommended measures for reducing risks arising 
from the relationship between copyright and Generative AI, as well as for protecting and 
ĲǂĲƖĦŔƚŔŰŊШŸŰĲќƚШŸƽŰШƖŔŊőƣƚЮШfƣШƓƖŸƻŔĬĲƚШċŰШĲċƚǃ-to-understand introduction to these 
measures from the perspectives of each of various stakeholders involved with Generative AI.

The Checklist and Guidance consist of two parts:

Å Measures useful for reducing risks associated with the development, provision, and use 
of AI, primarily intended for those who develop and provide systems or services 
incorporating Generative AI, as well as for those who use AI systems or services in 
business or nonbusiness settings; and

Å Explanations for copyright holders and other rights holders under copyright law, 
addressing topics such as how their works may be used in relation to Generative AI, what 
countermeasures can be taken against infringements, and what actions can be taken as 
rights holders to ensure the protection of their rights and the appropriate return of 
compensation.

The Checklist and Guidance provide measures useful for mitigating risks arising from the 
relationship between copyright and Generative AI, organized according to four stakeholder 
categories, AI developer, AI provider, AI business user, and common users.

It also notes that the risk mitigation measures for each stakeholder do not mean that 
stakeholders will immediately incur legal liability if they do not implement all of these 
measures as described, nor do they guarantee exemption from legal liability simply by 
implementing all of them.

Guidebook for the Utilization of Generative AI in Content Creation
Ministry of Economy, Trade and Industry published the Guidebook for the Utilization of 
Generative AI in Content Creation (the Guidebook) in July 2024, which introduces, to 
members of the industries involved in content creation, cases of Generative AI utilization in 
the game, animation, and advertising sectors, as well as points of caution and 
countermeasures for each usage scenario. It presents directions for the appropriate use of 
Generative AI in content creation, with careful consideration for the protection of intellectual 
property rights and other relevant interests. The Guidebook can be used for planning and 
considering content creation utilizing Generative AI, selecting Generative AI services to use, 
conducting legal checks, and drafting internal guidelines regarding the use of Generative AI.

The Guidebook mainly consists of three parts:

Å Introduction;

Å Use Cases of Generative AI; and

Å Key Considerations and Countermeasures for Each Application Scenario of Generative AI.

ÑőĲШљuĲǃШ9ŸŰƚŔĬĲƖċƣŔŸŰƚШċŰĬШ9ŸƨŰƣĲƖůĲċƚƨƖĲƚШŉŸƖШEċĦőШ ƓƓũŔĦċƣŔŸŰШÉĦĲŰċƖŔŸШŸŉШ]ĲŰĲƖċƣŔƻĲШ
fњШƓċƖƣШĦŸŰƣċŔŰƚШыŔьШċŰƣŔĦŔƓċƣĲĬШƨƚĲШĦċƚĲƚШċŰĬШťĲǃШĦŸŰƚŔĬĲƖċƣŔŸŰƚЯШыŔŔьШŸƻĲƖƻŔĲƽШŸŉШċƓƓũŔĦċƣŔŸŰШ

scenarios and key considerations in each industry, and (iii) key considerations and 
countermeasures, which explains key considerations and countermeasures from the view of 
copyright, trademark and design, publicity right, human voice, and others.

What are the most relevant AI updates?

https://www.bunka.go.jp/seisaku/chosakuken/pdf/94097701_01.pdf
https://www.meti.go.jp/policy/mono_info_service/contents/ai_guidebook_set.pdf
https://www.meti.go.jp/policy/mono_info_service/contents/ai_guidebook_set.pdf
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Guidelines for the Utilization of Medical Digital Data in AI Research 
and Development
Ministry of Health, Labor and Welfare provided the Guidelines for the Utilization of Medical 
Digital Data in AI Research and Development (the Guidelines) in September 2024. The 
Guidelines consider a case where medical institutions, academic research organizations, 
and private companies engage in product development utilizing medical information held by 
medical institutions through joint research. They clarify the appropriate legal basis for the 
use of medical information according to the stage of research and development, and provide 
procedures for the creation and management of pseudonymized data, taking into account 
the characteristics of medical information. The Guidelines consists of the following contents:

Å The utilization of medical data and its legal basis;

Å Pseudonymized data and its joint use;

Å Procedures for creating pseudonymized data taking into account the characteristics of 
medical information;

Å Specific procedures for creating pseudonymized data according to the type of medical 
information; and

Å The research and development cycle of medical devices and the positioning of various 
legal bases.

What are the most relevant AI updates?

https://www.mhlw.go.jp/content/001310044.pdf
https://www.mhlw.go.jp/content/001310044.pdf


Cross-jurisdictional data protection, cybersecurity and AI overview© 2025. For information, contact Deloitte Touche Tohmatsu Limited. 144

?
Index

Index

What are the most relevant expected developments in data protection, cybersecurity and AI?

Amendments to Act on the Protection of Personal Information based 
on Every Three-Year Review Process
When the Act on the Protection of Personal Information was revised in 2020, it was decided 
that it would be reviewed every three years. 

In November 2023, the Personal Information Protection Commission (PPC) began 
considering the three-year review, and in June 2024, it published an "Interim Report." After 
ƣőċƣЯШŔŰШ?ĲĦĲůĤĲƖШΞΜΞΠЯШÂÂ9ШƖĲũĲċƚĲĬШљReport of the Study Group on the Triennial Review of 
the Act on the Protection of Personal InformationњШыƣőĲШÅĲƓŸƖƣьЮ

The Report consists of following two discussion points;

Å Administrative Monetary Penalty: The Report proposes to limit the scope of orders for 
administrative monetary penalty based on following requirements:

Å Limiting to acts in violation of important regulations;

Å Limiting to the case where a personal information handling business operator fails to 
exercise reasonable care to prevent violations;

Å Limiting to the case where an individual's rights and interests have been, or likely to be 
infringed; and

Å Limiting to large-scale violation.

Å System for Injunctions and Damage Recovery by Organizations: The Report proposes to 
authorize qualified consumer organizations (defined in the Article 2, Section 4 of the Act 
on the Protection of Personal Information) to seek injunctions under the Act on the 
Protection of Personal Information as their own legal right.

The bill reflected above two points is expected to be submitted to the National Diet in this 
Fall.

Guidelines on Ensuring Compliance under the AI Act
Guidelines on Ensuring Compliance (the Guidelines) under the AI Act will be expected to be 
formulated around the beginning of 2026. A draft of the Guidelines will be discussed by the AI 
Strategic Headquarter and will be reported at a meeting of the AI Strategic Headquarter 
withing this year.

The AI Strategic Headquarter was established on 1 September 2025, based on Article 19 of 
the AI Act, and held the first meeting on 12 September 2025. The AI Strategy Headquarters, of 
which the Prime Minister is a chairman according to the Article 22, Section 1 of the AI Act, is 
responsible for drafting and promoting the implementation of the AI basic plan, as well as 
planning and formulating policies critical for the promotion of R&D, and utilization of AI-
related technologies according to the Article 20 of the AI Act. It will discuss the Guidelines, 
an AI basic plan, and others from now on.

The following policies to draft the guidelines on ensuring compliance under the AI Act have 
been discussed in the AI Strategic Headquarter:

Å To establish an environment in which businesses and citizens can trust and effectively 
utilize AI;

Å With reference to international norms on AI, such as the outcome documents of the 
Hiroshima AI Process and the OECD AI Principles, to formulate guidelines to set forth 
approaches for the proper research, development, and utilization of AI; and

Å To flexibly revise the guidelines in response to advancements in AI technology and 
changes in associated risks.

https://laws.e-gov.go.jp/law/415AC0000000057
https://www.ppc.go.jp/files/pdf/chukanseiri_honbun_r6.pdf
https://www.ppc.go.jp/files/pdf/241225_shiryou-1.pdf
https://www.ppc.go.jp/files/pdf/241225_shiryou-1.pdf
https://www8.cao.go.jp/cstp/ai/ai_hq/1kai/shiryo2_3.pdf
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What are the most relevant data protection updates?

9ŸŰƣŔŰƨŸƨƚШĲŉŉŸƖƣШƽŔƣőŔŰШƣőĲШxƨǂĲůĤŸƨƖŊШŊŸƻĲƖŰůĲŰƣќƚШƚƣƖċƣĲŊǃШ
related to the following matters: 
Data Protection Authority (CNPD) guidance:
Å Data subject rights: Detailed guides are published on how companies should handle 

requests from individuals regarding access, rectification, erasure and data portability.

Å Sensitive data: Guidelines are developed on handling sensitive personal data, including 
practical examples.

Å Security measures: The CNPD issues recommendations on implementing appropriate 
technical and organizational measures to protect personal data, including the use of 
encryption, pseudonymization, and access management.

Å Trainings and conferences: The CNPD regularly offers trainings and conferences on data 
protection.

High-profile fines: 
Å Financial sanctions: The CNPD keeps imposing significant fines, some amounting to 

millions of euros, on companies not complying with GDPR requirements, such as 
lacking a legal basis for data processing and violating data minimization principles.

Å Transparency: Publication of decisions and fines to encourage all companies to 
strengthen their compliance efforts and highlight the importance of adhering to data 
protection regulations.

Sector-specific guidelines:
Å Finance: Specific directives are issued for the financial sector regarding the protection of 

client data, anti-money laundering measures, and transparency of information.

Å Healthcare: For the healthcare sector, recommendations are provided on managing 
electronic medical records, patient confidentiality, and security protocols.

Å Telecommunications: Guidelines exist to manage subscriber data, including data 
retention, protection against breaches, and user consent for marketing purposes.
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What are the most relevant AI updates?

The European Union Artificial Intelligence Act: 
Regulation (EU) 2024/1689 of the European Parliament and of the Council of 13 June 2024 
laying down harmonized rules on artificial intelligence (the AI Act) entered into force on 2 
August 2024, and the first provisions became applicable in February 2025. 

The AI Act is the first-ever comprehensive legal framework on AI worldwide. TheAI Act sets 
out a clear set of risk-based rules for AI developers and deployers regarding specific uses of 
AI. The AI Act defines four levels of risk for AI systems: (i) minimal risk, (ii) limited risk, (iii) high 
risk, and (iv) unacceptable risk.

The implementation of the provisions of the AI Act is gradual in all EU member states, but 
certain provisions have already been applicable:

Since 2 February 2025:

Å Banning certain AI practices deemed unacceptable (e.g., social scoring or subliminal 
cognitive manipulation); and

Å The requirement for AI systems to be mastered by the operator concerned on 23 
December 2024, Draft Law No. 8476 was issued to implement key provisions of the AI Act 
into Luxembourg law. 

Since 2 August 2025:

Å Transparency obligation for generative or interactive AI systems (which implies, for 
example, an explicit mention when a user interacts with an AI);

Å Requirements for conformity assessment bodies;

Å Criteria for the assessment of general-purpose AI models and their qualification 
according to the level of risk; and

Å Possibility for providers of AI models to adopt a voluntary code of conduct (Chapter V of 
the Regulation.

At the national level, Draft Law No. 8476 was issued on 23 December 2024, to implement 
key provisions of the AI Act in Luxembourg law. The draft law provides, inter alia:

Å The designation of the competent authorities;

Å Measures to support AI innovation; 

Å Facilitating cooperation between stakeholders; and 

Å The definition of sanctions and redress mechanisms.

In order to ensure an effective and consistent implementation of the AI Act, the draft law 
foresees a significant expansion of the tasks of the Luxembourg National Commission for 
Data Protection (CNPD). Notably, the CNPD would have the following roles: (i) notified body, 
(ii) default market surveillance authority, (iii) establishment of a regulatory sandbox, (iv) 
single point of contact, and (v) fundamental rights authority.

xƨǂĲůĤŸƨƖŊќƚШ fШƚƣƖċƣĲŊǃаШ
ÅÂƨĤũŔƚőĲĬШŔŰШ~ċǃШΞΜΞΡЯШxƨǂĲůĤŸƨƖŊќƚШ fШƚƣƖċƣĲŊǃШĦŸŰƚƣŔƣƨƣĲƚШƣőĲШŰċƣŔŸŰċũШċůĤŔƣŔŸŰШċŔůĲĬШ

at accelerating the digital sovereignty of the Grand Duch by 2030.

Å Luxembourg seeks to demonstrate how AI can benefit its citizens and businesses, 
achieve its ecological ambitions and share its experiences in the spirit of international 
cooperation.

Å To achieve this, Luxembourg is committed to creating a trusted AI ecosystem that is 
coherent, inclusive and collaborative, involving the private, public and research sectors.

Å A thriving and constructive AI ecosystem incorporates the following: (i) human-centered 
AI, (ii) effective and proactive public administration, (iii) strengthened competitiveness of 
businesses, and (iv) world-class research that draws and develops talents.
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What are the most relevant expected developments in data protection, cybersecurity and AI?

Data protection
By judgment dated 18 March 2025, the administrative court of Luxembourg dismissed the 
appeal filed by Amazon Europe Core S.à r.l. against the decision of 15 July 2021 of the CNPD, 
which had imposed an administrative fine of қ746 million, ordered corrective measures 
under a daily penalty of қ746,000, and required publication of the decision. 

ÑőĲШĦŸƨƖƣШƨƓőĲũĬШƣőĲШ9 Â?ќƚШfindings that Amazon Europe Core S.à r.l., in processing 
personal data for interest-based advertising purposes, had infringed Articles 6, 12-17 and 21 
of the GDPR. The violations related to the absence of a lawful basis for processing, failure to 
ůĲĲƣШƣƖċŰƚƓċƖĲŰĦǃШċŰĬШŔŰŉŸƖůċƣŔŸŰШŸĤũŔŊċƣŔŸŰƚЯШĤƖĲċĦőĲƚШŸŉШĬċƣċШƚƨĤŢĲĦƣƚќШƖŔŊőƣƚШŸŉШċĦĦĲƚƚЯШ
rectification, erasure, and objection.

The court further noted that Amazon had failed to implement the required corrective 
measures to comply with the GDPR. It nevertheless granted suspensive effect to the appeal 
for the duration of the appeal proceedings.

The judgment of 18 March 2025, may be appealed before the administrative court.

Cybersecurity
Launch of the Luxembourg Cybersecurity Factory
A four-engine powered factory (Data Space, AI Hub, Open Source Communities, Quantum 
Lab) aiming at building anopen cybersecurity data economyby fosteringopen and trusted 
ĦǃĤĲƖШĦŸůůŸŰƚЮШÑőŔƚШŉũċŊƚőŔƓШƓƖŸŢĲĦƣШŔƚШƓċƖƣШŸŉШxƨǂĲůĤŸƨƖŊќƚШĬċƣċо fоƕƨċŰƣƨůШƚƣƖċƣĲŊŔĲƚЯШ
and relies on the following three pillars:

Å Develop AI models to increase effectiveness in gathering and contextualizing of threat 
intelligence;

Å Strengthening governance, risk management and compliance by and related to the 
adoption of AI technologies (also for SMEs); and

Å Managing and testing inherent vulnerabilities of AI systems and helping the private sector 
to mitigate the quantum threat.

xƨǂĲůĤŸƨƖŊќƚШĬċƣċШƚƣƖċƣĲŊǃШт democratizing cybersecurity
Luxembourg is taking major steps to strengthen its cybersecurity ecosystem, particularly for 
SMEs, which make up over 95% of the EU economy but often lack access to affordable 
ƓƖŸƣĲĦƣŔŸŰШƣŸŸũƚЮШÑőĲШĦŸƨŰƣƖǃќƚШŉũċŊƚőŔƓШŔŰŔƣŔċƣŔƻĲШƨŰĬĲƖШƣőĲШfÂ9EfШŸŰШ ĲǂƣШ]ĲŰĲƖċƣŔŸŰШ9ũŸƨĬШ
Infrastructure and Services (IPCEI-CIS) is the CLAUSEN project (CLoud and dAta SecUrity 
ƖĲÉŸƨƖĦĲШĦE ƣĲƖьЯШĬĲƚŔŊŰĲĬШƣŸШĦƖĲċƣĲШEƨƖŸƓĲќƚШŉŔƖƚƣШ§ƓĲŰШ9ǃĤĲƖƚĲĦƨƖŔƣǃШ?ċƣċШÉƓċĦĲШы§9?ÉьЮ

The initiative focuses on three priorities:

Å AI-powered threat intelligence т ƣƨƖŰŔŰŊШƖċƽШĬċƣċШŔŰƣŸШċĦƣŔŸŰċĤũĲШŔŰƚŔŊőƣƚШċŰĬШљĦǃĤĲƖШ
ƽĲċƣőĲƖШƖĲƓŸƖƣƚњШƣŸШƚƣƖĲŰŊƣőĲŰШŰċƣŔŸŰċũШƖĲƚŔũŔĲŰĦĲЮ

Å Support for SMEs т providing affordable, AI-based governance, risk, and compliance tools 
to help smaller firms manage cyber risks.

Å Emerging tech risks т preparing for AI vulnerabilities and the quantum threat by promoting 
post-quantum cryptography and testing frameworks.
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What are the most relevant data protection updates?

Amendments to the Malaysian Personal Data Protection Law 
In July 2024, the Personal Data Protection (Amendment) Act 2024 (Amendment Act) was 
ƓċƚƚĲĬШĤǃШĤŸƣőШ~ċũċǃƚŔċќƚШcŸƨƚĲШŸŉШÅĲƓƖĲƚĲŰƣċƣŔƻĲƚШċŰĬШÉĲŰċƣĲШċŰĬШƖĲĦĲŔƻĲĬШÅŸǃċũШ ƚƚĲŰƣШ
on 9 October 2024. The Amendment Act introduces significant changes to the Personal Data 
Protection Act 2010 (PDPAьШƽŔƣőШƣőĲШċŔůШŸŉШƚƣƖĲŰŊƣőĲŰŔŰŊШ~ċũċǃƚŔċќƚШƓĲƖƚŸŰċũШĬċƣċШ
protection framework and aligning it more closely with international standards.

The changes introduced by the Amendment Act came into force in three phrases, effective 
from 1 January 2025, 1 April 2025 and 1 June 2025, respectively. 

Salient changes effective from 1 January 2025
The revisions that came into operation on 1 January 2025 relate to ancillary provisions of the 
PDPA, namely certain references to the commissioner in the Malay language version of the 
PDPA, the powers of the commissioner to open and maintain bank accounts, and the service 
of notices or other documents under the PDPA by electronic means. 

The following transitional provisions also took effect on the same date:

Å Any order, directions, circular or notice or code of practice issued by the commissioner 
before the commencement of the Amendment Act remains valid; and

Å Any investigation, trial, proceedings or action pending before the coming into operation of 
the Amendment Act will be continued in accordance with the provisions of the PDPA as if 
it had not been amended by the Amendment Act.

Salient changes effective from 1 April 2025
Alignment of terminology

Å ШŰŸƣċĤũĲШĦőċŰŊĲШƨŰĬĲƖШƣőĲШ ůĲŰĬůĲŰƣШ ĦƣШŔƚШƣőĲШƚƨĤƚƣŔƣƨƣŔŸŰШŸŉШƣőĲШƣĲƖůШљĬċƣċШƨƚĲƖњШ
ƽŔƣőШљĬċƣċШĦŸŰƣƖŸũũĲƖњШŔŰШƣőĲШÂ?Â ЯШƖĲŉũĲĦƣŔŰŊШ~ċũċǃƚŔċќƚШĲŉŉŸƖƣШƣŸШċũŔŊŰШŔƣƚШĬċƣċШƓƖŸƣĲĦƣŔŸŰШ
framework with internationally recognized terminology.

Key amendments to the definitions

ÅÑőĲШĬĲŉŔŰŔƣŔŸŰШŸŉШљƚĲŰƚŔƣŔƻĲШƓĲƖƚŸŰċũШĬċƣċњШŔƚШĲǂƓċŰĬĲĬШƣŸШŔŰĦũƨĬĲШљĤŔŸůĲƣƖŔĦШĬċƣċЯњШƽőŔĦőШ
refers to any personal data resulting from technical processing relating to the physical, 
physiological or behavioral characteristics of a person. Thus, the processing of biometric 
data is subject to the same conditions applicable to the processing of sensitive personal 
data (e.g., with the explicit consent of the data subject);

ÅÑőĲШĬĲŉŔŰŔƣŔŸŰШŸŉШљĬċƣċШƚƨĤŢĲĦƣњШŔƚШŰċƖƖŸƽĲĬШƣŸШĲǂĦũƨĬĲШĬĲĦĲċƚĲĬШŔŰĬŔƻŔĬƨċũƚЮШfŰШŸƣőĲƖШ
words, the PDPA does not apply to any personal data of deceased individuals.

Increased penalties for noncompliance

Å The maximum criminal penalties for breach of the seven personal data protection 
principles have been increased, with fines not exceeding MYR 1 million (previously MYR 
300,000) and imprisonment for a term not exceeding three years (previously two years), or 
both.

Enhanced accountability for data processors 

Å Data processors now have a direct obligation to comply with the Security Principle under 
the PDPA when processing personal data on behalf of a data controller. Failure to do so 
may, upon conviction, result in criminal penalties of a fine not exceeding MYR 1 million, 
imprisonment for a term not exceeding three years, or both.

Data controller forum

Å The Commissioner has enhanced powers to designate not only a body but also a data 
controller as a data controller forum in respect of a specific class of data controllers for 
the purposes of the PDPA.

https://www.pdp.gov.my/ppdpv1/en/akta/personal-data-protection-amendment-act-2024/
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Amendments to the Malaysian Personal Data Protection Law (cont.)
Cross-border personal data transfers 

Å Previously, a data controller could not transfer any personal data outside Malaysia unless 
to a place notified by the minister by publication in the Gazette, or where any of the 
conditions specified under Section 129(3) of the PDPA is met. Ultimately, no whitelisted 
countries were gazetted.

Å The Amendment Act removes the previous whitelist regime, and now permits a data 
controller to transfer personal data to any place outside Malaysia if:

Å There is in that place in force any law which is substantially similar to the PDPA; or

Å That place ensures an adequate level of protection in relation to the processing of 
personal data which is at least equivalent to the level of protection afforded by the 
PDPA.

Å The Amendment Act also removes the previously permitted condition under Section 
129(3) of the PDPA that allowed the transfer of personal data outside Malaysia where 
such transfer was necessary to protect the vital interests of the data subject.

Å On 29 April 2025, the commissioner issued the Personal Data Protection Guideline on 
Cross-Border Personal Data Transfer (CBPDT Guideline), which sets out the requirements 
to be met for compliance with the conditions for cross-border personal data transfers as 
specified under Section 129 of the PDPA.

Å Notably, the CBPDT Guideline provides that in determining whether the receiving 
jurisdiction has laws substantially similar to the PDPA or affords an adequate level or at 
least equivalent level of protection as the PDPA, data controllers may conduct a transfer 
impact assessment (TIA). The minimum factors to be considered will differ depending on 
whether the assessment aims to determine the similarity of laws or the adequacy of 
protection in the receiving jurisdiction. 

Å The results of the TIA remain valid for a maximum of three years, after which the data 
controller would need to conduct a follow-up TIA. The data controller would need to 
conduct a review of any changes to the relevant personal data protection laws during the 
validity of the TIA to determine whether such laws are still substantially similar or afford 
adequate protection equivalent to the PDPA.

Salient changes effective from 1 June 2025
Appointment of Data Protection Officer

Å Based on the Personal Data Protection Guideline on the Appointment of Data Protection 
Officer (DPO Guideline) and the Circular of Personal Data Protection Commissioner No. 
2/2025 (Appointment of Data Protection Officer), data controllers and data processors 
are required to appoint a DPO if their processing of personal data involves:

Å Personal data exceeding 20,000 data subjects;

Å Sensitive personal data including financial information data exceeding 10,000 data 
subjects; or

Å Involves activities that require regular and systematic monitoring of personal data.

Å Data controllers are required to notify the commissioner of the appointment of a DPO 
within 21 days thereof via the personal data protection system, and similarly, to notify any 
change to the appointment within 14 days thereof.

Å The DPO may be an employee of the data controller or data processor or may be engaged 
through outsourcing services for a recommended minimum term of two years.

What are the most relevant data protection updates?

https://www.pdp.gov.my/ppdpv1/en/akta/personal-data-protection-guidelines-on-cross-border-transfer-of-personal-data-cbpdt/
https://www.pdp.gov.my/ppdpv1/en/akta/personal-data-protection-guidelines-on-cross-border-transfer-of-personal-data-cbpdt/
https://www.pdp.gov.my/ppdpv1/en/akta/personal-data-protection-guidelines-on-cross-border-transfer-of-personal-data-cbpdt/
https://www.pdp.gov.my/ppdpv1/en/akta/personal-data-protection-guidelines-on-cross-border-transfer-of-personal-data-cbpdt/
https://www.pdp.gov.my/ppdpv1/en/akta/personal-data-protection-guidelines-on-the-appointment-of-data-protection-officer-dpo/
https://www.pdp.gov.my/ppdpv1/en/akta/personal-data-protection-guidelines-on-the-appointment-of-data-protection-officer-dpo/
https://www.pdp.gov.my/ppdpv1/en/akta/circular-of-personal-data-protection-commissioner-no-2-2025-appointment-of-data-protection-officer/
https://www.pdp.gov.my/ppdpv1/en/akta/circular-of-personal-data-protection-commissioner-no-2-2025-appointment-of-data-protection-officer/
https://daftar.pdp.gov.my/
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Amendments to the Malaysian Personal Data Protection Law (cont.)
Å The DPO should possess sound knowledge of the PDPA, information technology, data 

security, business operations and personal data processing activities of the data 
controller or data processor. Further, the DPO should:

Å Be a resident in Malaysia (i.e. be physically present in Malaysia for at least 180 days in 
a calendar year) or otherwise easily contactable by any means; and

Å Be proficient in both the Malay and English languages.

Mandatory data breach notification

Å According to the Personal Data Protection Guideline on Data Breach Notification (DBN 
Guideline) and the Circular of Personal Data Protection Commissioner 1/2025 (Data 
Breach Notification), a data controller is required to notify the commissioner, as soon as 
possible and no later than 72 hours thereafter, of any breach, loss, misuse or 
unauthorized access of personal data (personal data breach) if it causes or is likely to 
cause significant harm. 

Å A personal data breach is considered to cause or is likely to cause significant harm if there 
is a risk that the compromised personal data:

Å May result in physical harm, financial loss, a negative effect on credit records or 
damage to or loss of property;

Å May be misused for illegal purposes;

Å Consists of sensitive personal data;

Å Consists of personal data or other personal information which when combined could 
potentially enable identity fraud; or

Å Is of significant scale (i.e., the number of affected data subjects exceeds 1,000). 

Å The data breach notification can be made by completing and submitting the notification 
form at www.pdp.gov.my or completing the notification form in Annex B of the DBN 
Guideline and submitting it to dbnpdp@pdp.gov.my or in hardcopy to the commissioner.

Å The data controller is also required to notify the affected data subjects, without 
unnecessary delay and in any event no later than seven days after the initial data breach 
notification to the commissioner, of a personal data breach that results in or is likely to 
result in significant harm to the data subjects. 

Å§ƣőĲƖШƣőċŰШƣőĲШљƚŔŊŰŔŉŔĦċŰƣШƚĦċũĲњШĦƖŔƣĲƖŔŸŰЯШƣőĲШĬĲŉŔŰŔƣŔŸŰШŸŉШƚŔŊŰŔŉŔĦċŰƣШőċƖůШċƓƓũŔĦċĤũĲШƣŸШ
notification to the commissioner shall apply equally for the purpose of notification to data 
subjects.

Å The notification to the affected data subjects must be provided directly and individually to 
the data subjects in a practicable manner using intelligible language appropriate to the 
circumstances in order to allow them to take necessary precautions or measures to 
protect themselves against possible adverse effects of the breach.

Å The DBN Guideline prescribes certain minimum information relating to a personal data 
breach that must be included in the notification submitted by the data controller to the 
commissioner and the affected data subjects.

Rights to data portability

Å The Amendment Act introduces a new right of data portability pursuant to which a data 
subject may request the data controller to transmit his personal data to another data 
controller of his choice directly by giving written notice via electronics means to the data 
controller. 

Å Upon receipt of such request, the data controller must complete the transmission of 
personal data within the prescribed period, subject to technical feasibility and 
compatibility of the data format.

What are the most relevant data protection updates?

https://www.pdp.gov.my/ppdpv1/en/akta/personal-data-protection-guidelines-on-data-breach-notification-dbn/
https://www.pdp.gov.my/ppdpv1/en/akta/personal-data-protection-guidelines-on-data-breach-notification-dbn/
http://www.pdp.gov.my/
mailto:dbnpdp@pdp.gov.my
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What are the most relevant cybersecurity updates?

Cyber Security Act 2024
On 26 June 2024, the Cyber Security Act 2024 (CSA) of Malaysia was published in the Official 
Gazette and, together with the following four regulations (collectively, Regulations), came 
into force on 26 August 2024:

Å Cyber Security (Period for Cyber Security Risk Assessment and Audit) Regulations 2024;

Å Cyber Security (Notification of Cyber Security Incident) Regulations 2024; 

Å Cyber Security (Licensing of Cyber Security Service Provider) Regulations 2024; and

Å Cyber Security (Compounding of Offences) Regulations 2024.

ÑőĲШőŔŊőũǃШċŰƣŔĦŔƓċƣĲĬШ9É ШƚŔŊŰŔŉŔĲƚШċШťĲǃШůŔũĲƚƣŸŰĲШŔŰШ~ċũċǃƚŔċќƚШĲŉŉŸƖƣƚШƣŸШĦŸůĤċƣШ
cyberthreats by introducing a comprehensive national cybersecurity framework. 

Extra-territorial application
The CSA has extra-territorial application т it applies to any person, irrespective of nationality 
or citizenship, and to offences committed within or outside Malaysia, where the national 
critical information infrastructure is located wholly or partly in Malaysia.

The National Cyber Security Committee and the Chief Executive
The CSA establishes the National Cyber Security Committee (Committee) which is chaired 
ĤǃШ~ċũċǃƚŔċќƚШƓƖĲůŔĲƖЮШÑőĲШ9ŸůůŔƣƣĲĲќƚШŉƨŰĦƣŔŸŰƚШŔŰĦũƨĬĲШċĬƻŔƚŔŰŊШŸŰШċŰĬШŉŸƖůƨũċƣŔŰŊШ
policies, strategies and strategic measures relating to national cybersecurity, and giving 
directors to the Chief Executive of the National Cyber Security Agency (NACSA) and NCII 
Sector Leads on national cybersecurity matters. 

On the other hand, the chief executive is tasked with, among others, implementing the 
policies, strategies and strategic measures made and directions given by the committee or 
the federal government on national cybersecurity matters. 

National critical information infrastructure 
The CSA centers around the concept of a national critical information infrastructure (NCII), 
which is a computer or computer system which the disruption to or destruction of would 
have a detrimental impact on the delivery of any service essential to the security, defense, 
foreign relations, economy, public health, public safety or public order of Malaysia, or on the 
ability of the federal or any state government to carry out its functions effectively. 

NCII sectors 
The CSA identifies the following as NCII sectors (each an NCII Sector): government; banking 
and finance; transportation; defense and national security; information, communication and 
digital; healthcare services; water, sewerage and waste management; energy; agriculture 
and plantation; trade, industry and economy; and science, technology and innovation. 

NCII sector leads
The Prime Minister had on 11 September 2024 appointed sector leads for each NCII sector 
(NCII Sector Lead). 
The NCII Sector Lead is responsible for, among others, designating any government entity or 
person that owns or operates a NCII as an NCII entity (NCII Entity) within its appointed NCII 
Sector, and preparing a code of practice that sets out the measures, standards and 
processes for ensuring the cybersecurity of a NCII within its NCII Sector. 
In relation to the former, the chief executive has, pursuant to his powers conferred by the 
CSA, issued the Chief Executive Directive No. 3: Determination of National Critical 
Information Infrastructure Entity (effective 18 September 2024). This directive sets out, 
among others, the criteria and procedures for an NCII Sector Lead to designate an NCII 
Entity.
As for the latter, the chief executive has issued the Chief Executive Directive No. 7: 
Preparation of Codes of Practice by the National Critical information Infrastructure Lead 
(effective 25 March 2025), which prescribes the requirements and guidelines for the 
preparation of a code of practice by an NCII Sector Lead.

https://lom.agc.gov.my/act-detail.php?language=BI&act=854
https://www.nacsa.gov.my/doc/CYBER%20SECURITY%20(PERIOD%20FOR%20CYBER%20SECURITY%20RISK%20ASSESSMENT%20AND%20AUDIT).pdf
https://www.nacsa.gov.my/doc/CYBER%20SECURITY%20(PERIOD%20FOR%20CYBER%20SECURITY%20RISK%20ASSESSMENT%20AND%20AUDIT).pdf
https://www.nacsa.gov.my/doc/CYBER%20SECURITY%20(NOTIFICATION%20OF%20CYBER%20SECURITY%20INCIDENT).pdf
https://www.nacsa.gov.my/doc/CYBER%20SECURITY%20(NOTIFICATION%20OF%20CYBER%20SECURITY%20INCIDENT).pdf
https://www.nacsa.gov.my/doc/CYBER%20SECURITY%20(LICENSING%20OF%20CYBER%20SECURITY%20SERVICE%20PROVIDER).pdf
https://www.nacsa.gov.my/doc/CYBER%20SECURITY%20(LICENSING%20OF%20CYBER%20SECURITY%20SERVICE%20PROVIDER).pdf
https://www.nacsa.gov.my/doc/CYBER%20SECURITY%20(COMPOUNDING%20OF%20OFFENCES).pdf
https://www.nacsa.gov.my/doc/CYBER%20SECURITY%20(COMPOUNDING%20OF%20OFFENCES).pdf
https://www.nacsa.gov.my/doc/PELANTIKAN%20KETUA%20SEKTOR%20NCII.pdf
https://www.nacsa.gov.my/doc/Arahan%20KE%20NACSA%20No.%203%20v4.pdf
https://www.nacsa.gov.my/doc/Arahan%20KE%20NACSA%20No.%203%20v4.pdf
https://www.nacsa.gov.my/doc/Arahan%20KE%20NACSA%20No.%207.pdf
https://www.nacsa.gov.my/doc/Arahan%20KE%20NACSA%20No.%207.pdf
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Cyber Security Act 2024 (cont.)
NCII entities
An NCII Entity has the following duties under the CSA:

Å Provision of information: The NCII Entity is required to provide its NCII Sector Lead with 
information on the NCII it owns or operates, upon request. Additionally, the NCII Entity 
must notify its NCII Sector Lead of any new NCII that it procured or comes within the 
possession or control of the NCII Entity, and of any material change (i.e. any change that 
ċŉŉĲĦƣƚШŸƖШůċǃШċŉŉĲĦƣШƣőĲШĦǃĤĲƖƚĲĦƨƖŔƣǃШŸŉШƣőĲШ 9ffШŸƖШƣőĲШ 9ffШEŰƣŔƣǃќƚШċĤŔũŔƣǃШƣŸШƖĲƚƓŸŰĬШƣŸШ
a cybersecurity threat or incident) to the design, configuration, security, or operation of 
the NCII it owns or operates.

Å Implementation of code of practice: The NCII Entity is required to implement the 
measures, standards, and processes in the code of practice issued by its NCII Sector 
Lead, or alternatively any other measures, standards and processes of equal or a higher 
level of protection. The NCII Entity may also in addition to the foregoing, establish and 
implement cybersecurity measures, standards and processes based on internationally 
recognized standards or frameworks. 

Å Cybersecurity risk assessment: The NCII Entity is required to conduct a cybersecurity risk 
assessment in respect of the NCII it owns or operates in accordance with the code of 
practice at least once a year, and cause to be carried out an audit by an auditor approved 
by the chief executive at least once in every two years. Such risk assessment or audit 
report must be provided to the chief executive within 30 days after its completion. The 
chief executive has issued the Chief Executive Directive No. 5: Cyber Security Risk 
Assessment (effective 10 October 2024) and the Chief Executive Directive No. 8: Cyber 
Security Audit for National Critical Infrastructure Entities (effective 17 July 2025), which 
outlines the scope, process and criteria of the cybersecurity risk assessment report and 
the cybersecurity audit respectively. An example of a cybersecurity risk assessment report 
can be found on   9É ќƚШƽĲĤƚŔƣĲ. 

Å Incident reporting: If an NCII Entity becomes aware of a cybersecurity incident that has 
occurred or might have occurred in respect of the NCII it owns or operates, it must notify 
the chief executive and its NCII Sector Lead. The initial notification must be made within 
six hours of the NCII Entity becoming aware of such incident, followed by a 
comprehensive incident report within 14 days of the initial notification. The Cyber Security 
(Notification of Cyber Security Incident) Regulations 2024 specify the information required 
to be included in both the initial notification and the comprehensive incident report, while 
the Chief Executive Directive No. 1: Cyber Security Incident Reporting (effective 26 August 
2024) prescribes the procedures for incident reporting and sets out additional obligations 
to ensure compliance with the reporting obligation.

Å Cybersecurity exercise: The chief executive may conduct a cybersecurity exercise to 
assess the readiness of any NCII Entity in responding to a cybersecurity threat or incident. 
To this end, the chief executive may give directions to the NCII Entity as they deem 
necessary for the purpose of publishing the cybersecurity exercise in the Gazette, and the 
NCII Entity is obliged to comply with such directions.

Licensing of Cyber Security Service Provider
The CSA, read together with the Cyber Security (Licensing of Cyber Security Service Provider) 
Regulations 2024, requires any person who provides, advertises or otherwise holds himself 
out as providing any cybersecurity service relating to managed security operation center 
monitoring service and penetration testing service to obtain a license from the chief 
executive. 

Managed security operation center monitoring service refers to a service for:

Å Monitoring the level of cybersecurity of a computer or computer system of another person 
by acquiring, identifying or scanning information that is stored in, processed by or 
transmitted through, the computer or computer system for the purpose of identifying or 
detecting cybersecurity threats to the computer or computer system; or

Å Determining the measures necessary to respond to or recover from any cybersecurity 
incident and to prevent such cybersecurity incident from occurring in the future.

What are the most relevant cybersecurity updates?

https://www.nacsa.gov.my/doc/Arahan%20KE%20NACSA%20No.%205%20v2.pdf
https://www.nacsa.gov.my/doc/Arahan%20KE%20NACSA%20No.%205%20v2.pdf
https://www.nacsa.gov.my/doc/Arahan%20KE%20NACSA%20No.%208.pdf
https://www.nacsa.gov.my/doc/Arahan%20KE%20NACSA%20No.%208.pdf
https://www.nacsa.gov.my/legal.php
https://www.nacsa.gov.my/doc/Arahan%20KE%20NACSA%20No.%201.pdf
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Whereas penetration service testing refers to a service for assessing, testing or evaluating 
the level of cybersecurity of a computer or computer system, by searching for vulnerabilities 
on, and compromising, the cybersecurity defenses of the computer or computer system, and 
includes any of the following activities:

Å Determining the cybersecurity vulnerabilities of a computer or computer system, and 
demonstrating how such vulnerabilities may be exploited and taken advantage of;

Å?ĲƣĲƖůŔŰŔŰŊШŸƖШƣĲƚƣŔŰŊШƣőĲШŸƖŊċŰŔǍċƣŔŸŰќƚШċĤŔũŔƣǃШƣŸШŔĬĲŰƣŔŉǃШċŰĬШƖĲƚƓŸŰĬШƣŸШĦǃĤĲƖƚĲĦƨƖŔƣǃШ
incident through simulation of attempts to penetrate the cybersecurity defenses of the 
computer or computer system;

Å Identifying and measuring the cybersecurity vulnerabilities of a computer or computer 
system, indicating vulnerabilities and preparing appropriate mitigation procedures 
required to eliminate vulnerabilities or to reduce vulnerabilities to an acceptable level of 
risk; or

Å Utilizing social engineering to assess the level of vulnerability of an organization to 
cybersecurity threats.

This licensing requirement does not apply where the cybersecurity service is provided by a 
government entity, by a person (other than a company) to its related company, or in respect 
of a cybersecurity service for a computer or computer system located outside Malaysia. The 
license is valid for one year, with a license fee of MYR 400 for individual applicants and MYR 
1,000 for nonindividual applicants for each type of service. The chief executive has since 
issued the Chief Executive Directive No. 2: Licensing of Cyber Security Service Provider 
(effective 26 August 2024) which outlines the procedures to apply for this license.

National Cyber Security Baseline 

On 1 October 2024, NACSA introduced the National Cyber Security Baseline (NCSB), which 
is a set of minimum security controls and best practices that organizations need to 
implement and ensure a basic level of cybersecurity protection. 

The NCSB is structured around six core domains: govern, identify, protect, detect, respond, 
and recover. These six core domains are divided into 15 cybersecurity categories and further 
broken down into 33 cybersecurity elements. These domains cover the full range of 
cybersecurity management, including governance and policy oversight, asset identification 
and protection, threat detection, incident response, and rapid recovery. 

In this regard, the chief executive has issued the Chief Executive Directive No. 4: National 
Cyber Security Self Assessment (effective 1 October 2024), requiring all NCII Entities to 
complete the NCSB Self-Assessment within two weeks from the date they are designated as 
an NCII Entity. Once completed, the NCII Entity is required to submit the self-assessment to 
the chief executive of NACSA via email, as well as to their respective NCII Sector Lead. The 
format of the NCSB Self Assessment is available on   9É ќƚШƽĲĤƚŔƣĲ.

Implementation of Post-Quantum Cryptography Migration by NCII Entities
The chief executive has recently issued the Chief Executive Directive No. 9: Preparation of 
Data and Information on the Implementation of Post-Quantum Cryptography Migration by 
National Critical Information Infrastructure Entities (effective 22 September 2025). Under 
this directive, NCII Entities are required to prepare and furnish to the chief executive data and 
information on their implementation of post-quantum cryptography (PQC) migration, as 
specified in Appendix A to this directive, in such form and manner as may be specified in a 
written notice issued by the chief executive, within three months from the date of such 
notice.

Exempted entities
On 28 January 2025, the Cyber Security (Exemption) Order 2025 was published in the Official 
Gazette and came into force on 1 February 2025. Under this order, the following persons are 
exempted from all provisions of the CSA: Amazon Data Services Malaysia Sdn. Bhd.; Amazon 
Web Services Malaysia Sdn. Bhd.; Google Asia Pacific Pte. Ltd.; Google Cloud Malaysia Sdn. 
Bhd.; Google Malaysia Sdn. Bhd.; Microsoft Knowledge Capital Sdn. Bhd.; Microsoft 
(Malaysia) Sdn. Bhd.; Microsoft Payments (Malaysia) Sdn. Bhd.; and Pearl Computing 
Malaysia Sdn. Bhd.

What are the most relevant cybersecurity updates?

https://www.nacsa.gov.my/doc/Arahan%20KE%20No2%20v3.pdf
https://www.nacsa.gov.my/doc/National%20Cyber%20Security%20Baseline%20v1.4.pdf
https://www.nacsa.gov.my/doc/Arahan%20KE%20NACSA%20No.%204%20v3.pdf
https://www.nacsa.gov.my/doc/Arahan%20KE%20NACSA%20No.%204%20v3.pdf
https://www.nacsa.gov.my/legal.php
https://www.nacsa.gov.my/doc/Arahan%20KE%20NACSA%20No.%209.pdf
https://www.nacsa.gov.my/doc/Arahan%20KE%20NACSA%20No.%209.pdf
https://www.nacsa.gov.my/doc/Arahan%20KE%20NACSA%20No.%209.pdf
https://www.nacsa.gov.my/doc/Arahan%20KE%20NACSA%20No.%209.pdf
https://www.nacsa.gov.my/doc/Arahan%20KE%20NACSA%20No.%209.pdf
https://www.nacsa.gov.my/doc/CYBER%20SECURITY%20(EXEMPTION)%20ORDER%202025.pdf



































































































































































































































































































