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Managed Extended Detection
& Response (MXDR) by Deloitte

Embed 24/7 vigilance and run with confidence

Safeguard your enterprise with MXDR by Deloitte as your fully managed cybersecurity
solution. Let Deloitte operate your security with a powerful combination of market-
leading Software-as-a-Service (SaaS)-based threat hunting, detection, response and
remediation capabilities; proven processes; and our experienced specialists, trained to
pursue threats before they become attacks and respond to minimize business impact.

The Challenge

Organizations are facing increasingly swift, sophisticated cyberattacks across cloud,
operational technology (OT), and Internet of Things (IoT) assets. Securing your
organization against these threats, modernizing detect and respond capabilities, and
solving historical issues of scalability are crucial. However, selecting, implementing,
and integrating the right mix of security solutions over a growing attack surface is
difficult. And finding and retaining scarce cybersecurity talent and training to stay
continuously abreast of the latest security innovations and threats - while reducing

cost and complexity - are big challenges.

How MXDR by Deloitte works
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on a Global Scale

3000+ Detect & Respond
practitioners and 200+ cyber threat
intelligence analysts

Highly skilled engineers with
deep industry experience who advise,
implement, and operate

A 24x7x365 global intelligence
network along with local specialists
who help navigate your local context

Geo-specific compliance with regional
regulations such as FedRamp, GDPR,
and other directives
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Comprehensive integrated ecosystem of
leading technologies with SaaS and cloud-
based solutions powered by advanced
automation and Al

Future-proofed enterprise with improved
vigilance and latest market innovations,
enabling superior SOC metrics and faster
detection and response

A customized modular approach,
integrated with our own Deloitte intelligence

platform to meet your technology and service

outcome needs

Qutsmart Adversaries.
Deliver Resiliency.

Embed continuous advantage across
your operating models from day one.

Proven Processes
Standardized outcomes across borders

provides resilience and protection for
diverse assets

Straightforward pricing model with
predictable costs

Automation using mature playbooks for
efficiency and effectiveness

Industry and geo-specific use cases,
enriched by Deloitte cyber intelligence

Through our “"Advise. Implement. Operate.” approach, we bring an end-to-end solution to address your cybersecurity
requirements. We remove the complexities of separately managed vendors and accelerate processes to provide an
agile, comprehensive, security shield — all under a single provider. The results are vigilance and efficiency with proactive
security protection rooted in ongoing detection and response coverage.



MXDR by Deloitte

operates it all for you.

Resilient. Secure. Responsive.

With MXDR by Deloitte, security is managed under one umbrella delivering what you
need to outsmart adversaries.

Safeguard Your Enterprise Protect from internal and external breaches,
@ eliminate vulnerable data silos, and shield your assets with our global
intelligence network.

@ Quick Response, Faster Recovery Mitigate attack surface and reduce
downtime expenditures with a unified response.

Streamlined Security Integrate leading tech providers under one
@ service and combine with our proven processes to standardize outcomes
and reduce complexity.

Operational and Cost Efficiencies Scale quickly with centralized
@ security across multiple locations, while helping to ensure compliance
with geo-specific regulations.

More Business Control and Decision-Making Tools C-Suite reporting
@ gives you access to the necessary tools for real-time threat assessments
and visibility across your entire enterprise.

The Deloitte Difference

When you leverage our talent to run your cybersecurity, you get the benefit of the world's
largest security services with more than three decades of experience across industries.

With MXDR by Deloitte, we act as your lead security provider to help you defend operations
and power business transformation. In a world of increasing threat, there is a need for
proactive detection and response. Deloitte can help you operate with confidence.

Named a leader for Worldwide
Managed Detection and Response
Services by IDC MarketScape?

ranked in all security
services segments

by revenue in the Gartner® Market

Share Analysis: Security Services, Incident Readiness Services
Worldwide, 2023' by IDC MarketScape?

1. Gartner, Market Share: Security Services, Worldwide, 2023, By Shailendra Upadhyay, Rahul Yadav, Akshita Joshi, Matt Milone, Travis Lee, 22 May 2024. Gartner does not
endorse any vendor, product or service depictedin its research publications, and does not advise technology users to select only those vendors with the highest ratings
or other designation. Gartner research publications consist of the opinions of Gartner's research organization and should not be construed as statements of fact. Gartner
disclaims all warranties, expressed or implied, with respect to this research, including any warranties of merchantability or fitness for a particular purpose. Gartner is a
registered trademarkand service mark of Gartner, Inc. and/or its affiliates in the U.S. and internationally and is used herein with permission. All rights reserved

2. IDC MarketScape: Worldwide Managed Detection and Response (MDR) Services 2024 Vendor Assessment by Craig Robinson, April 2024, IDC #US49006922e

3. IDC MarketScape: Worldwide Incident Readiness Services 2021 Vendor Assessment by Craig Robinsonand Christina Richmond, November 2021, IDC#US46741420,

Named a leader in Cybersecurity

Get Started with MXDR by Deloitte

To learn more, visit www.deloitte.com/mxdr or contact our team today:

Damien Bones
Global Deloitte Private Operate Leader
dbones@Deloitte.com.au

About Deloitte

MXDR by Deloitte

Services.

+ Endpoint Prevention, Detection, and Response

(EPDR)

» Extended Detection and Response (XDR)
* Identity Prevention, Detection, and Response (IPDR)
» Operational Technology Prevention, Detection, and

Response (OTPDR)

* Incident Response (IR)
» Adversary Threat Hunting
* Attack Surface Management (ASM) and Vulnerability

Management

* Insider Threat Detection
+ SaaS Prevention, Detection, and Response (SPDR)
* Cloud Security Prevention, Detection, and

Response (CSPDR)

» Cybersecurity Intelligence (CSI)

MXDR by Deloitte
in Action.

After enduring a double ransomware attack that
brought back-office operations to a halt, a large
US restaurant franchisee wanted to prevent
such a disruption from happening again without
having to make large internal cyber investments.
MXDR by Deloitte provided the right fit, allowing
the company to take advantage of a fully Saas-
based approach for incident detection and
response. With a more centralized cyber
solution delivered through a Deloitte-managed
cloud environment, the company eliminated the
need to create a new security operations center
— while receiving the advantages of cloud-native
capabilities with continual innovations and
updates, monitoring, proactive hunting,
response, and remediation.
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