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Our client, a large biopharmaceutical 

company, had a fragmented and 

decentralized environment that 

contributed to difficulties with data 

availability, sharing, security, and funding 

that drove extended timelines for 

analysis and decision making. They 

aspired to make big data a competitive 

advantage on a secure managed 

environment. 

Our cloud managed services included:

• An integrated analytics platform 

using Amazon Web Services (AWS) 

cloud technology that focused on 

optimization and cost

• A secured, in-scope infrastructure 

environment that leverages leading 

practice networking and layered 

security approaches with automated 

deployment scripts

• Initial penetration testing of the 

company’s AWS virtual private cloud 

to determine if resident technical 

vulnerabilities or configurations could 

be exploited to gain unauthorized 

access to systems or data

A biopharmaceutical company improves analysis and 
decision-making with a streamlined, centralized 
environment

CHALLENGE
A large biopharmaceutical company had a fragmented and decentralized environment that contributed to difficulties 
with data availability, sharing, security, and funding that drove extended timelines for analysis and decision making.

APPROACH
Deloitte assisted in delivering cloud managed services that helped the client achieve their aspiration of making big 
data a competitive advantage on a secure cloud managed environment. 

OUTCOME
The organization was able to retire multiple existing legacy systems realizing license and maintenance cost savings, 
as well as consolidated the analytical tool license costs to leverage enterprise purchasing. They also modernized 
their computing infrastructure and standardized the process to support information aggregation.
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Contact us:

Aaron Brown

Cyber Cloud Managed Services Leader

Partner | Deloitte Risk & Financial Advisory

Deloitte & Touche LLP

aaronbrown@deloitte.com

Scope and 

complexity

The project involved deploying, 

protecting, and managing:

AWS EC2 instances 

AWS Firewall Manager

Lambda​

AWS WAF​

AWS Advance SHIELD​

GuardDuty​ encryption keys and 

certificate manager​

AWS Transit Gateway​

Prisma Cloud 

Cloud compliance frameworks for 

privacy and data protection criteria 

that meet standards and regulations 

like HIPAA, ISO 27001, SOC2, CCPA, 

PIPEDA, MITRE ATT&CK, CIS AWS 

Foundations Benchmark  v1.3, CSA 

CCM, GDPR, HITRUST CSF V9.3, NIST-

800, SOC2, ISO27001, and PCI DSS v3. 

Industry compliance frameworks:

Palo Alto Networks firewall, 

TrendMicro, Cloudstrike,  Okta 

ASA/SSO, Prisma Compute, Nessus, 

Hashicorp Key vault, ServiceNow, etc.

Deloitte’s cloud managed services also 

involved the development of standard 

operating procedures for ongoing 

management, issue resolution, user 

onboarding, performance 

optimization, and enhanced 

deployments of the platform. These 

included automated scripts for 

repeatable execution of cloud 

infrastructure activities such as server 

deployment and configuration, cluster 

creation, and securitization risk. 

Through these efforts, we helped arm 

the client with an AWS cloud-based big 

data platform equipped with a suite of 

cyber tools/applications and data sets 

ready for analysis and provisioned 

through an established governance 

processes. We also helped modernize 

their computing infrastructure and 

standardized the process to support 

information aggregation. These also 

drove cost efficiencies by retiring multiple 

existing legacy systems.
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Cloud reference architecture | Cyber cloud 
managed services

Illustrative architecture for securely deploying AWS 
to support multiple enterprise applications and 
user base
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