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Foreword by William Touche

Technology has become pervasive in our lives, accelerated by 
the pandemic with the move to remote or hybrid working at 
many organisations. We all depend on the privacy, integrity and 
accessibility of the data held within information systems. Its 
importance is reinforced by the size of regulatory fines able to 
be levied.

With board oversight of technological capability, opportunity 
and risk critical to company success, regulators are increasingly 
focused on how companies report cyber risk and breaches in 
security. The FRC’s Financial Reporting Lab published its report 
Digital Security Risk Disclosure over the summer and earlier 
this year the US Securities and Exchange Commission (SEC) also 
published a proposal to improve disclosure in this area. 

In order to examine current reporting in the UK, we are 
pleased to present this survey of cyber opportunity, risk and 
governance reporting across the FTSE 100 which is designed 
to help you identify examples of good practice and to offer 
insight about how to keep the users of annual reports informed 
in this important area. It is clear from our findings that the 
Lab’s guidance will be useful to address the variability in 
current disclosure practice in the UK, given the importance 
of technology as a driver of both value and potential 
vulnerabilities (see Appendix 1). 

We last examined FTSE 100 cyber risk and governance reporting 
in March 2018 and we are pleased to see progress in companies’ 
disclosures. For example, 24% of companies now disclose a 
board member with cyber expertise compared to 8% previously. 
However, when compared to the SEC proposal on cyber 
reporting published in March 2022 and the FRC Lab’s disclosure 
recommendations, more focus is needed to match the needs of 
investors as identified by these two market regulators. 

In particular, a substantial majority of companies are still 
not reporting that they receive and deal with cyber attacks. 
Investors, regulators and the informed public are aware that 
companies will regularly be fending off cyber attacks of varying 
degrees of sophistication and success - and almost half of FTSE 
100 companies report an increase in cyber attacks attributed 
to the pandemic, the move to remote/ hybrid working and 
geopolitical tensions. It is important to tell the full story. The 
SEC has also levied a substantial fine on a company which 
disclosed data theft as a risk but did not say that such theft had 
actually taken place.

In summary, our FTSE 100 annual report review shows: 

 • Companies in every sector, although not every company, identify 
cyber as a principal risk – so companies should think carefully if they 
do not

 • The value destruction from cyber risk is very high and can include 
customer service issues, costly remediation, regulatory fines and 
longer-term reputational damage. Detailed disclosure is now being 
called for to highlight board oversight.

 • The better disclosures are company specific, year specific 
and provide sufficient detail on actions and outcomes to give 
meaningful information to investors and other stakeholders. 

 • Boards and board committees are increasingly educating 
themselves about the cyber threat and challenging management to 
implement stronger controls, focusing on technology capabilities, 
education of employees and engagement with suppliers. 

Foreword by William Touche

1. Do companies describe cyber risk clearly? 
The verdict: Improvement, but no cigar…

Appendix 1: SEC proposal and  
FRC Lab recommendations

2. How do boards appear to be involved?

Appendix 2: Examples of cyber disclosures 

3. Are mitigating activities well explained?

4. How much are companies really saying 
about cyber security breaches?

5. Tech transformation is accelerating

https://www.frc.org.uk/investors/financial-reporting-lab/digital-security-risk-disclosure
https://www.federalregister.gov/documents/2022/03/23/2022-05480/cybersecurity-risk-management-strategy-governance-and-incident-disclosure
https://www.federalregister.gov/documents/2022/03/23/2022-05480/cybersecurity-risk-management-strategy-governance-and-incident-disclosure


Cyber risk and governance reporting in the UK: Improvement required!

4

 • Generally, companies are doing a lot in this area and should 
take credit for what they are doing, including describing who 
has executive responsibility, how they report to the board, 
board level responsibilities, the policy framework, internal 
controls, internal and external assurance, and disaster 
recovery plans. It is the absence of regulatory guidance that 
has led to variability of disclosures.

 • Finally, if company disclosure does not look strong enough 
after taking credit for what the company is doing already, it is 
worth enquiring if enough is being done to manage cyber risk: 
disclosure can only report on what companies actually do. 

Considering what companies are actually doing in practice, 
in Digital frontier: a technology deficit in the boardroom, the 
Deloitte Global Boardroom Program reports the findings of a 
survey covering more than 500 directors and C-suite executives 
and conversations with leaders, directors, and subject matter 
specialists to find out what’s being done in boardrooms around 
the world when it comes to technology. The survey found that 
fewer than half of executives and board members surveyed 
believed their board is providing enough oversight of technology 
matters. Meanwhile, 44% of executives said that their board 
directors lack the knowledge they need to provide effective 
stewardship over technology strategy. 

This lack of experience could put investment at risk, and 
ultimately lead to a competitive disadvantage. Nearly half of 
respondents (49%) say their organisation isn’t investing enough 
in technology to meet the key strategic objectives of outpacing 
the competition and addressing opportunities and risks. 

The findings of the global survey offer some clear paths to 
future success. While the digitally connected world presents 
threats, it also presents opportunities - to improve engagement 
with customers and suppliers, implement technologies to 
improve sustainability, to increase efficiency and enhance 
decision making with richer data. Investment in technology can 
transform performance and our survey of FTSE 100 company 

reporting found that the better disclosures both explained 
these opportunities and explored the change in risk profile as a 
result. Good disclosure can help investors differentiate whether 
a company is doing enough to manage its risk and embrace 
opportunity.

We hope you find this review useful. Do get in touch with your 
Deloitte partner, the cyber risk and crisis management specialists 
whose names are in the contact list or the Deloitte governance 
team if you would like to discuss any areas in more detail. And 
don’t forget you can join us at the Deloitte Academy where cyber 
and tech trends are frequently on the agenda.

At a glance

 • 97% of the FTSE 100 clearly pulled out one or more types of cyber risk as a 
principal risk in their disclosure.

 • The most common potential impacts cited were disruption to operations 
81%, reputational damage 76% and financial loss 69%.

 • Under half (43 companies) acknowledged an increase in cyber attempts and 
sophistication since the pandemic and the shift to remote/ hybrid working 
environments. 

 • About one third of companies (32) acknowledged employee risk as part of 
cyber security and data loss. 

 • A quarter indicated that there is a board director with direct specialist 
expertise.

 • 80% mentioned contingency plans, crisis management or disaster recovery 
plans as a mitigating action for cyber risk. However, under half of these said 
they completed testing on these plans in the reporting period. 

 • In an area requiring greater attention, only 12% actually acknowledged cyber 
security incidents in their organisation. 

 • 74% of the FTSE 100 disclosed digital strategy and 70% disclosed technology 
investments as an opportunity (with just over half mentioning both).
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1. Do companies describe cyber risk clearly?  
The verdict: Improvement, but no cigar…
The good news is that now almost all (97%) of the FTSE 100 clearly 
show one or more elements of cyber risk as a principal risk, up 
from 89% in 2018, the last time we performed this analysis. 

Companies described four types of cyber risk: cyber crime, 
IT systems failure (not necessarily related to cyber crime), 
data protection (the risk of data loss) and data theft or 
misappropriation. The better disclosures discussed all these. 

Nearly half (43%) of these companies described more frequent 
attacks following the shift to remote / hybrid working. Although 
it may seem contradictory, less than half (38%) identified an 
increase in risk compared to the previous year.
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Figure 1. Types of cyber risk identified in FTSE 100 annual 
reports 
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Figure 2. Cyber risks as categorised in FTSE 100 annual 
reports

Operation and execution risks External risks

Reputational risks
Strategic and commercial risks Legal and compliance risks
Information systems and technology
Other

Some companies recognised cyber risk and data risk separately, 
with cyber generally shown as an operating risk and data as a 
legal or compliance risk.
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The more specific the description of the nature of the cyber 
crime companies have experienced or believe they are exposed 
to, the more specific the description of the management 
or mitigation they apply (see section 3), conveying focus 
and confidence. Figure 3 explains the nature of cyber crime 
mentioned by the 97 companies that identified one or more 
element of cyber risk as an aspect of their principal risk(s). 

Figure 3. Types of cyber threats disclosed by the FTSE 100
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The majority of companies did not call out the specific types 
of cyber threats faced. For instance, although unauthorised 
access is faced by all companies with digital assets, it was 
only mentioned by 27 companies. The most common threat 
mentioned was phishing (39 companies). Deloitte’s 2022 On the 
board agenda explained that 65% of business leaders1 identified 
ransomware as the single greatest threat to their organisation 
over the next 12 months; curiously, however, just 33 companies 
mentioned ransomware in their annual reports. 

1 Based on an online poll of more than 50 C-suite and other executives during a webcast held on June 24, 2021
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How were impacts described? The most common cited were 
disruption to operations 81%, reputational damage 76% and 
financial loss 69%2. The majority also mentioned data loss and 
legal implications, including penalties arising from inability 
to meet contractual obligations or other regulatory non-
compliances. (See Appendix 2, example 1.)

Just under half of companies described an impact on customers 
which could result in loss of customer and investor confidence 
or trust. 
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Figure 4. Potential impact of cyber risk as described in FTSE 100 annual reports 
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2 Financial loss has been classified as distinct from theft or fraud leading to funds being misappropriated. 
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Some disclosures also considered the impact of cyber risk on 
the company’s ongoing viability with inclusion of possible cyber 
security scenarios (see Appendix 2, example 3).

What about the weak link – the risk from company employees? As 
companies become more reliant on technology and remote and 
hybrid working there is an increased risk to cyber security from 
employee action or inaction - only 32% of companies recognised 
this, but this was up from 23% in our 2018 survey. 

There is increasing recognition of the threat from the ecosystem: 
Cyber criminals can use third parties to gain unauthorised access 
where a supplier or customer interacts with a company’s system 
– sometimes known as “fourth party risk”. Just under half (47%) 
of companies disclosed third party risk as an aspect of their 
principal risk(s). 

Technology transition is also a risk: 41% of companies highlighted 
the risk of not keeping up with technology changes or failure to 
successfully implement new technologies, but only 17% made 
the link between technology transformation and cyber risks. 

Metrics are in short supply: Just five companies mentioned 
a cyber-related key performance indicator (KPI), for example 
the number of digital visits or technology uptime availability 
(proportion of time technology platforms were available to 
customers). However, all of these disclosures were brief and most 
omitted a clear definition, quantification, and target for the KPI. 

In addition, three companies included key risk indicators 
(performance measures to monitor risk) in their cyber principal 
risk(s). Examples included the number of serious IT incidents and 
time taken to respond. (See Appendix 2, examples 2 and 5.)
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2. How do boards appear to be involved?

We looked at how companies described how their boards 
take ownership of cyber risk. We focused on whether the 
board appeared to have sufficient expertise and experience 
disclosed to guide the business through appropriate cyber risk 
assessments and mitigations, as well as how the board provided 
oversight of management. 

One in four (24%) FTSE 100 boards appeared to have a director with 
direct specialist expertise in cyber3, up from 8% in 2018, whereas 
three in four boards (74%) claimed to have a digital specialist. 
Where there was a cyber specialist all disclosures included some 
description of the board member’s prior experience.

In describing their oversight, while 61% of boards reported they 
had received either a report or presentation on cyber in the year, 
including ‘deep dives’, only one in four boards (23%) disclosed 
this as a regular agenda item. 

The best cyber improvement programmes included a description 
of the board’s role throughout, how they are kept informed on 
progress, whether external experts have been engaged and a 
description of the programme leader.

Nearly all boards (95%) of boards mentioned cyber security in 
their corporate governance statement, most frequently as a 
matter covered by the audit committee or the risk committee. 
Disclosures identified in the nomination committee mostly 
considered the board expertise in this specialist topic, perhaps in 
seeking new recruits.
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80%

Remuneration CommitteeNomination CommitteeSustainability CommitteeRisk CommitteeAudit or Audit and Risk (or Audit 
and Compliance) Committee

Figure 5. Cyber mentions in committee reports 

75

12

3

21

12

3 We have included references to cyber, information technology and information security , including where the expertise isn’t mentioned in the board members 
CV but is mentioned within the nomination committee report. 
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At least one in ten companies (12%) included cyber 
considerations in the remuneration report, usually as part of 
a director’s personal objectives, with the best explaining the 
objective that was set and the progress the director made during 
the year. 

However, overall the level of disclosure on cyber risk was highly 
variable with many audit or risk committee reports simply 
citing cyber security in a list of topics considered as part of 
internal control. Many did not enhance by one jot an investor’s 
understanding of the board’s interest in, and ownership of,  
the area. 

Just under half (48%) disclosed that they have a Chief Information 
Security Officer (CISO), or similar position, as part of the executive 
team. However, only 12% commented on the CISO’s role and 
reporting lines. The better disclosures described the CISO’s 
attendance at board or committee meetings and the process by 
which the board is informed about cyber risk and mitigations. 

The SEC’s recent cyber reporting proposal contemplates 
disclosure of the company’s cyber risk assessment programme 
and inclusion of a description. Currently, less than one in five 
companies (only 17%) describe a formal cyber risk assessment 
within their annual report. (See Appendix 2, example 6).
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Companies can demonstrate to investors that addressing cyber 
risk is a priority by showing they have thought about where 
responsibility lies at executive level, the reporting lines to the 
CEO and the board and the board oversight structures in place. 

However, just one third (33%) clearly identified in their annual 
report a person or team with responsibility for cyber security 
and only six companies reported that this was a board member. 

One company mentioned that an external cyber expert – neither 
a director nor an employee – attended a number of board and 
committee meetings in the year, ensuring that the board has 
access to expertise without adding a “specialist” director. 

All companies are expected by their investors and other 
stakeholders to have internal controls and IT policies in place to 
manage IT security issues. But we found that not all companies 
mentioned these: 

 • 81% described having internal policies in relation to cyber/data 
security within their risk mitigations, with 10% of all companies 
mentioning improvements in these policies during the year. 

 • 90% mentioned internal controls in place as a mitigating factor in 
relation to cyber risk, and 23% disclosed improvements in these 
internal controls during the year. 

A low four in ten (42%) of companies discuss how they ensure 
and monitor adherence to group policies and controls by 
their commercial partners, suppliers and contractors, and/
or what measures they have in place to protect their data and 
information technologies where third parties are involved.

If employees are the soft entry point, 85% of FTSE 100 companies 
mentioned delivering staff training on cyber or data risk during 
the year, substantially higher than the 30% of companies that 
mentioned cyber or data training delivered to the board! 

Investment in training was accompanied by testing: Four in ten 
(39%) mentioned some form of vulnerability testing, penetration 
testing or other cyber risk testing performed during the year. 
The best disclosures described an iterative process to identifying 
risks, implementing mitigations and detecting flaws (see 
Appendix 2, example 7). 

But, while four in five companies (80%) mentioned contingency 
plans, crisis management or disaster recovery plans as a 
mitigation for cyber risk, under half mentioned testing these 
plans in the year. More common was disclosure of periodic 
testing with no information on frequency. We expect that 
companies did not take credit for having suitable plans in place 
and regular testing. 

Surprisingly, we did not find evidence of board involvement in 
assessing disaster recovery, crisis management or contingency 
plans in the annual reports. Perhaps a topic for companies  
to consider? 

Investment in cloud solutions is growing fast and 21 companies 
mentioned cloud solutions as a mitigation of cyber risk, and of 
these about half (12) also discussed third party due diligence 
or monitoring of compliance with internal controls and policies. 
Governance of third parties is a growing area of focus. 
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Almost all companies will be experiencing regular cyber 
attacks. Fortunately, many are repelled and not all those that 
get in result in sufficiently significant issues that they become 
public knowledge, even if they are reported to the Information 
Commissioner. 

Most companies mentioned an increase in cyber crime in their 
industry, however substantially fewer (12%) cited cyber security 
breaches in their organisation. Only seven companies indicated 
whether the breach was material. 

The best disclosures explained the reputational damage as a 
result of the breach (one company), the legal implications (three 
companies) and any resultant changes to cyber security policies/ 
procedures (four companies). 

One company disclosed a fine from the SEC following an 
insufficient prior period disclosure of a data breach, clearly 
showing the SEC stance that generic descriptions without detail 
of the incident is not providing sufficient information to investors. 

Only one company included clear disclosure of how the breach was 
remediated, an area included within the SEC’s recent proposal.

Although not in the FTSE 100 and therefore not within our 
survey population, The Weir Group PLC provided detailed 
disclosure in their audit committee report of a cyber incident 
they experienced during 2021 (Appendix 2, example 8). This 
disclosure includes a description of the attack, materiality level, 
steps taken in the days following the attack to remediate, how 
the board was kept informed, and how policies and procedures 
have been updated to help prevent a repeat. 

4. How much are companies really saying about cyber 
breaches? 
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Three in four companies (74%) described their digital strategy 
(long-term strategy) and 70% described their technology 
investment plans (short-medium term strategy) as opportunities 
(with just over half mentioning both). 

Strategy examples given included moving to cloud-based 
platforms and big data. Examples of short-medium term 
investment included new ERP systems and hiring the scarce 
talent with technology expertise. 

The best disclosures showed a link between the opportunities 
and the principal risk(s) identified. For example, Barclays 
PLC described some of the opportunities of technology 
advancements but also explained that introducing new 
technologies can increase inherent cyber risk. 

Companies identified significant benefits from their investments, 
with the most common being increased or improved 
engagement with customers, followed by Increased efficiencies 
and enhanced performance. 

Just under half of companies recognised a link between technology 
/ digital opportunities and sustainability. This was predominantly in 
the investment in new sustainable technologies and was primarily 
discussed within the companies’ TCFD disclosures. 

5. Tech transformation is accelerating 
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Figure 6. Benefits identified by the FTSE 100
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Currently there is no specific cyber disclosure requirement in the UK or the EU, however, in March 2022 the U.S. Securities and 
Exchange Commission (SEC) published a proposal to mandate cybersecurity disclosures by U.S. public companies. The UK has 
followed suit, with the FRC’s Financial Reporting Lab publishing the results of its own research and advising on better disclosure on 
3 August. 

Key features of the SEC proposal include: 

Cyber incident reporting (8-K) to be filed within four business days of the point that the incident was deemed material (rather than the 
date the incident occurred/was discovered) along with proposed annual report disclosures to include:  

Appendix 1: SEC proposal and FRC Lab recommendations

Cyber incident reporting  • Any material impact of the incident on the registrant’s operations and financial condition

 • Any potential material future impacts on the registrant’s operations and financial condition

 • Whether the registrant has remediated or is currently remediating the incident

 • Any changes in the registrant’s policies and procedures as a result of the cybersecurity incident, and how 
the incident may have informed such changes

Disclosure of 
governance regarding 
cybersecurity risks

 • Whether responsibility for oversight sits with the board, specific board members or a committee

 • How the board is informed about cybersecurity risks, and how frequently this is discussed

 • Whether and how risks are considered as part of the board’s business strategy, risk management, and 
financial oversight

 • Management’s role assessing and managing risks and implementing policies procedures, strategies

 • Whether there is a CISO or equivalent, their role and reporting structure

 • Any director with cybersecurity expertise and their prior work experience and certification or degree

Disclosure of risk 
management and 
strategy regarding 
cybersecurity risks

 • Description of risk assessment program

 • Policies and procedures for third party providers

 • Activities to prevent, detect and minimise effects of cybersecurity incidents

 • Business continuity, contingency and recovery plans in the event of a cybersecurity incident

 • Whether incidents have led to changes in governance, policy, procedures, technology

 • Whether and how risks and incidents have or are reasonably likely to affect results

 • Whether and how risks are considered as part of strategy, financial planning and capital allocation
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Appendix 1: SEC proposal and FRC Lab recommendations

Key recommendations from the FRC Lab report include: 

Based on discussions with investors and stakeholders, the FRC Lab encourages companies to avoid “boilerplate” or overly static disclosure 
and draws out how more, relevant, better-focused disclosure can enhance reporting and will be considered valuable by investors.

Strategy Disclosures that:

 • provide the context for digital security and strategy and its importance to the company’s broader strategy, business 
model and ability to generate value;

 • indicate how external trends associated with digital security and strategy are integrated into the company’s approach; and

 • link digital security and strategy disclosure to the company’s broader strategy.

Governance Disclosures that:

 • detail the governance structures, culture and processes the company has in place to support digital security and strategy; 

 • link the governance of digital transformation and security risks to strategy and risk appetite; 

 • show how the board, and its committees, have oversight of these risks. This may also include who within the company has 
ownership of specific risks, and the access they have to senior leaders; 

 • explain what a company has done to foster a digital security (or cybersecurity) culture; and

 • outline the relevant skills of the board and any assurance obtained.

Risks Disclosures that: 

 • link the digital security and strategy risks to strategic objectives and risk appetite; 

 • consider the actions and activities taken to mitigate risk and how risks have evolved; 

 • provide information about the risk and mitigations at the right level of granularity; and

 • connect digital security and strategy with disclosures on viability and resilience.

Events Disclosures that highlight the impacts of events (internal and external) and the actions and activities that respond to these. 

Specifically where the company has been the subject of a cyber incident, provide information about:

 • the incident and its immediate impacts; 

 • mitigating actions taken and their objective and effectiveness; 

 • the work of the board to facilitate recovery from the incident; 

 • the quantified financial impact of the incident; and 

 • any improvements and amendments made, or to be made, in response to the incident.
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Within this appendix we have provided links to a number of illustrative examples of cyber risk and governance disclosure from our 
survey of FTSE 100 annual reports.

Appendix 2: Examples of cyber risk and governance 
disclosure 

Example 1 – Fresnillo plc Detailed risk description regarding the nature of cyber crime 
the company faces 

Annual report Page 137

Example 2 – Taylor Wimpey plc Provides examples of ‘key risk indicators’ to describe how 
they are monitoring the risk level

Annual report Page 65

Example 3 – Spirax-Sarco Engineering plc Includes cyber risk in its viability statement, with a 
description of the expected impact of a cyber attack

Annual report Page 44

Example 4 – RELX PLC Describes the impact that extreme weather events  
caused by climate change could have on information  
security systems

Annual report Page 68

Example 5 – Flutter Entertainment plc Includes a tech-related key non-financial indicator Annual report Page 30

Example 6 – Standard Chartered See example disclosure below Annual report Page 272

Example 7 – Intertek Group plc Explains their iterative risk-based framework backed up with 
a clear diagram

Annual report Page 169

Example 8 – The Weir Group PLC See example disclosure below Annual report Page 113

Example 9 – Barclays PLC Describes the opportunities of new technology and links this 
to the cyber security risk 

Annual report Page 212
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http://www.fresnilloplc.com/media/518688/38485-fresnillo-annual-report-21-web.pdf
https://www.taylorwimpey.co.uk/corporate/investors/results-and-reports
https://www.spiraxsarcoengineering.com/sites/spirax-sarco-corp/files/2022-04/Spirax-Sarco Engineering 2021 Annual Report.pdf
https://www.relx.com/~/media/Files/R/RELX-Group/documents/reports/annual-reports/relx-2021-annual-report.pdf
https://www.flutter.com/media/dvvn0ith/flutter-entertainment-plc-annual-report-2021.pdf
https://av.sc.com/corp-en/content/docs/standard-chartered-plc-full-year-2021-report.pdf
https://intertek-cdn.s3.amazonaws.com/ar2021/assets/pdf/Intertek_ARA21_WEB.pdf
https://www.global.weir/assets/files/investors/reports/2021-annual-report/weir-group-annual-report-2021-web-version.pdf
https://home.barclays/content/dam/home-barclays/documents/investor-relations/reports-and-events/annual-reports/2021/Barclays-PLC-Annual-Report-2021.pdf
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Example 6

Standard Chartered PLC describes the relevant cyber security 
roles and responsibilities, as well as the Risk Committee 
oversight. This example includes mention of a risk assessment 
and stress testing which further strengthens investors’ 
understanding of the company’s cybersecurity practices. 

Example 8

Although not in the FTSE 100 survey population, The Weir Group 
PLC clearly disclosed a cybersecurity incident that took place in 
the year and included their steps to remediate the incident.
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https://av.sc.com/corp-en/content/docs/standard-chartered-plc-full-year-2021-report.pdf
https://www.global.weir/assets/files/investors/reports/2021-annual-report/weir-group-annual-report-2021-web-version.pdf
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Contacts
Cyber risk

If you would like to contact a specialist in cyber risk regarding any matters in this report, please use the details 
provided below: 

Cyber risk: industry leads

Corporate

Susan Sharawi
Tel: +44 (0) 20 7303 7383
Email: ssharawi@deloitte.co.uk

Financial services

Andrew Johnson
Tel: +44 (0) 20 7303 7329
Email: andrewjohnson@deloitte.co.uk

Government and public services

Ed Burton
Tel: +44 (0) 20 7303 8906
Email: eburton@deloitte.co.uk

Phill Everson
Tel:+44 (0) 20 7303 0012
Email: peverson@deloitte.co.uk

Peter Gooch 
Tel:+44 (0) 20 7303 0972
Email: pgooch@deloitte.co.uk

Mark Ward
Tel:+44 (0) 20 7007 0670
Email: mdward@deloitte.co.uk

Foreword by William Touche

1. Do companies describe cyber risk clearly? 
The verdict: Improvement, but no cigar…

Appendix 1: SEC proposal and  
FRC Lab recommendations

2. How do boards appear to be involved?

Appendix 2: Examples of cyber disclosures 

3. Are mitigating activities well explained?

4. How much are companies really saying 
about cyber security breaches?

5. Tech transformation is accelerating

mailto:ssharawi%40deloitte.co.uk%20?subject=
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The Deloitte Centre for Corporate Governance
If you would like to contact us please email corporategovernance@deloitte.co.uk or use the details provided below:

Tracy Gordon
Tel: +44 (0) 20 7007 3812
Mob: +44 (0) 7930 364431
Email: trgordon@deloitte.co.uk

Corinne Sheriff
Tel: +44 (0) 20 7007 8368
Mob: +44 (0) 7824 609772
Email: csheriff@deloitte.co.uk

William Touche
Tel: +44 (0) 20 7007 3352
Mob: +44 (0) 7711 691591
Email: wtouche@deloitte.co.uk
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This publication has been written in general terms and we recommend that 
you obtain professional advice before acting or refraining from action on any 
of the contents of this publication. Deloitte LLP accepts no liability for any loss 
occasioned to any person acting or refraining from action as a result of any 
material in this publication. 

Deloitte LLP is a limited liability partnership registered in England and Wales 
with registered number OC303675 and its registered office at 1 New Street 
Square, London EC4A 3HQ, United Kingdom. 

Deloitte LLP is the United Kingdom affiliate of Deloitte NSE LLP, a member 
firm of Deloitte Touche Tohmatsu Limited, a UK private company limited by 
guarantee (“DTTL”). DTTL and each of its member firms are legally separate 
and independent entities. DTTL and Deloitte NSE LLP do not provide services 
to clients. Please click here to learn more about our global network of member 
firms. 
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