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The COVID-19 pandemic has highlighted the necessity of digital transformation, and an increasing number of companies
are using electronic contracts rather than contracts written on paper. However, the use of electronic contracts requires
various considerations, including how to address the increased risk of using external vendors to successfully execute such
contracts.

In principal, under the Civil Code, agreements do not need to be in writing but may be verbal as well. However, once a
dispute arises, the party alleging the existence of an agreement has the burden of proof in showing that an agreement
exists. Failure to do so will result in a judgment that is favorable to the other party who denies that such an agreement
exists.

Accordingly, for ease of proof and in order to prevent unnecessary disputes, agreements should be in writing and
confirmed by both parties by affixing their seals to the agreement. For contracts on paper, the parties must physically
affix their seals by signing the written contract. For electronic contracts, the parties must use an electronic signature to
affix their seals.

According to the Act on Electronic Signatures and Certification Business (Electronic Signature Act), “electronic signature”
means:

e A measure to be taken with respect to information that can be recorded in an electromagnetic record (a record
that is prepared in an electronic form, a magnetic form, or any other form not perceivable by human senses
and used for information processing by computers), which measure satisfies both of the following
requirements:

»  The measure must indicate that such information was created by the person who took such measure;
and

»  The measure must be able to confirm that such information has not been altered.

A comparison of physical seals and electronic signatures is set forth below:
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Verification that the seal or signature is in fact that of the party to the contract itself is critically important when the
situation enters the stage of disputes. According to Article 228, Paragraph 4 of the Code of Civil Procedure (CCP), a
private document that is signed by, or bears the seal of, a principal or an agent, is presumed to have been duly executed.
This is part of the so-called “dual presumption” theory that has been used to establish proof regarding the valid
execution of a contract.

For example, in cases where a contract has been concluded between two companies, with both companies using physical
corporate seals, the dual presumption is as follows:

(i) regarding a contract with a corporate seal impression, that seal is presumed to be affixed by the party to the contract
(first de-facto presumption — established by court precedent); and

(i) a contract with a seal affixed by the party to the contract is presumed to be duly executed (second presumption —
provided for in Article 228, Paragraph 4 of the CCP).

As the dual presumption theory heavily relies upon the placement of the seal, it has become the standard for companies
to use in important cases their corporate seal, which is registered with the Legal Affairs Bureau. Each party should be
able to confirm that the seal used is registered with the Legal Affairs Bureau (i.e., by providing a certified copy of the
authenticated corporate seal).

As for the electronic signature, however, the first de-facto presumption does not apply. In addition, Article 3 of the
Electronic Signature Act provides for a presumption rule similar to the above second presumption although without the
ability to provide authentication by the Legal Affairs Bureau. The first alternative is to issue electronic certificates for
electronic signatures by third-party certification authorities. When certification authorities are involved, the function to
identify the actor of an electronic signature is equivalent to that of a registered seal in the case of physically affixing a
seal. However, the lengthy process to obtain such electronic certificates from a certification authority is one of the
reasons why electronic signatures have not become widespread.

As a solution to this problem, businesses serve as certification authorities for electronic signatures, where a business
issues an electronic certificate for its customer and stores it in a secure location (referred to as “remote signature style”).
This practice is rapidly increasing. Based on the customer's instruction, the business enters the electronic signature for its
customer. Remote signatures are sometimes provided with an email certification (described below).

With regard to a risk of replication without permission, set forth below is a comparison between physical seals and
electronic signatures:

Physical Seals Electronic Signature
High

Seals produced in volume, such as a Electronic signature using an algorithm
cheap seal or saturation seal. with low cryptographic strength.

Risk of Forgery
A hand-carved seal by a craftsmen. Electronic signature using an algorithm

with sufficient cryptographic strength.

Low

When physically signing a contract written on paper, there is no function to detect whether the contents of the contract
have been tampered with. However, it is relatively easy to determine if the contract was tampered with since it is on
paper, and, in cases where multiple parties each have their own copy, the original may be compared with such copies to
determine whether tampering exists.



On the other hand, it is not easy to detect traces of tampering in electronic contracts due to the nature of electronic
data. In addition, when multiple parties each have their own electronic copy, it is difficult to distinguish which, if any,
have been tampered with.

In addition to electronic signatures, email certification also is used as a form of affixing of a seal.

Email certification focuses on the fact that an email address has a corresponding relationship with the person who uses
the email address. For example, if an electronic contract is sent (or accepted) via email from the email address of party A,
the transmission is presumed to have been made by party A, and the content of the contract is presumed to be based on
party A's intention.

Electronic contracts may be classified into the following types:

Electronic exchange of a contract Party A sends data of a contract (e.g., ' Low cost; easy to tamper with.
between the parties. PDF) to party B by email and makes an
offer.

Party B replies with the acceptance by

email.
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certification by an electronic contract | of the contract are sent to party B via
vendor. the vendor.
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the vendor, data of the contract is
stored by the vendor.
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according to the parties' instructions.
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electronic signatures only are affixed. | of a contract, local electronic contract.
signatures are affixed to the data. . )
More difficult to tamper with.
Local electronic signature is not widely
used, and the counterparty may not
be able to affix an electronic signature.
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