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The rise of artificial intelligence 
across biopharma
The pace and scale of medical and scientific innovation is transforming the  
biopharma industry. The need for better patient engagement and experience 
is spurring new business models. Data generated, captured, analysed and 
used in real time by innovative medical devices is biopharma’s new currency. 
A key differentiator for companies is the extent to which they are able to gen-
erate insights and evidence from multiple data sources. Consequently, digi-
tal transformation is a strategic imperative. This report outlines how artificial 
intelligence-enabled technologies will impact the biopharma value chain and 
accelerate biopharma’s digital transformation.

ALTHOUGH THERE IS a high level of innova-
tion in the industry, biopharma companies 
are facing a complex and challenging envi-

ronment due to increased competition and R&D 
cycle times, shorter time in market, expiring pat-
ents, declining peak sales, pressure around 
reimbursement and mounting regulatory scrutiny. 
As we have shown in our series of reports on 
Measuring the return from pharmaceutical  
innovation, these factors are contributing to an 
alarming decline in the projected return on invest-
ment that large biopharma companies might expect 
to achieve from their late-stage pipelines, threaten-
ing their long-term futures.1 

Digital transformation could provide a lifeline to 
biopharma research and development (R&D) and 
help reverse this trend. Digital transformation will 
also impact beyond R&D, as companies look to 
improve their operational performance, productiv-
ity, efficiency and cost-effectiveness across the 
entire biopharma value chain (see figure 1). Digital 
transformation will also impact business models, 
the development of new products and services, and 
how companies engage with health care profession-
als, patients and other customers. Ultimately, 
digital transformation is the next step in the evolu-
tion of biopharma companies. Embracing digital 
transformation will enable biopharma companies 
to innovate new products and services, engage cus-
tomers more effectively and execute processes more 
efficiently.2

Source: Deloitte analysis.
Deloitte Insights | deloitte.com/insights
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This overview report examines the factors that have 
created a perfect storm for the adoption of AI across 
the entire biopharma value chain (part 1), the chal-
lenges that need to be overcome to optimise the 
benefits of the industry’s potential AI-enabled 
transformation (part 2) and summarises the ways 
that AI is impacting the different parts of the value 
chain (part 3). We will be examining in more detail 
the impact of AI on each part of the above value 
chain in a series of further reports over the com-
ing months.

How AI technologies can 
enable digital transformation

The building blocks of a successful digital transfor-
mation include supportive leadership and a culture 
of collaboration and experimentation. However, the 
main driving forces behind digital transformation 
are the emerging technologies that give a company a 
digital foundation and competitive advantage in 
data analytics. These include artificial intelligence 
(AI), blockchain, cloud and virtual reality. The fun-
damental role of these technologies is to improve 
the quality of data and information flow and the 
robustness of insights derived from this data.

Biopharma companies are exploring the capabilities 
of these digital technologies to further their trans-
formation, but many have yet to take full advantage. 
A June survey by Deloitte and MIT Sloan 
Management Review found that only 20 per cent of 
biopharma companies are digitally mature, and that 
the lack of clear vision, leadership and funding are 
holding companies back.3 Compared to other indus-
tries, biopharma’s digital maturity and adoption of 
flexible and adaptable leadership and learning mod-
els ranked above manufacturing, financial insurance 
and government, but lagged behind IT, entertain-
ment and telecoms.4 

Nevertheless, biopharma’s commitment to digital 
transformation is increasing. Fifty-eight per cent of 
survey respondents said that digital transformation 
is a top management priority, and 79 per cent 
expect to realise the value of digital initiatives 
within the next five years.5

WHAT IS 
DIGITAL TRANSFORMATION?
Digital transformation is the use of innovative 
technologies to reimagine an organisation 
and drive change management. Digitally 
mature organisations are committed to 
transformative strategies that encourage 
collaboration and new ways of working, are 
open to taking risks and allow their leaders 
and employees access to the resources they 
need to develop digital skills and know-how.

WHAT IS AI? 
AI refers to any computer programme 
or system that does something we 
would normally think of as intelligent in 
humans. AI technologies extract concepts 
and relationships from data and learn 
independently from data patterns, 
augmenting what humans can do and 
interacting with humans in a natural 
way. These technologies include machine 
learning, deep learning, supervised learning, 
unsupervised learning, natural language 
processing (NLP), computer vision, speech 
and robotics (see figure 2). Advances in 
wireless technology, miniaturisation and 
computational power and machine learning 
architectures are fuelling development of 
more sophisticated and powerful AI tools 
(algorithms). Many AI products and services 
use multiple AI technologies. For example, 
virtual assistant systems are developed using 
NLP and speech/voice recognition, machine 
learning and other data analytics technologies.
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Source: Deloitte analysis.
Deloitte Insights | deloitte.com/insights

MACHINE LEARNING
Code or programmes (algorithms) that teach computers things over time through experience. With 
machine learning technologies, computers can be taught to analyse data, identify hidden patterns, 
make classifications and predict future outcomes. The learning comes from these systems’ ability to 
improve their accuracy over time without explicitly programmed instructions. There are also subsets 
of machine learning:

• deep learning: a subset of machine learning based upon a conceptual model of the
 human brain called ‘neural networks’. It’s called deep learning because the neural
 networks have multiple layers that interconnect: an input layer that receives data,
 hidden layers that compute the data and an output layer that delivers the analysis.
 Deep learning is especially useful for analysing complex, rich and multidimensional
 data, such as speech, images and video. It works best when used to analyse large 
 data sets.

• supervised learning: using labelled data to train a machine learning model

• unsupervised learning: algorithms that take a set of data that contain only inputs and
 finds structure such as grouping or clustering of data points.

SPEECH
A computer system able to understand human speech, including applications such as speech to 
text and text to speech.

NATURAL LANGUAGE PROCESSING (NLP)
Machines being able to understand and generate natural language in the form of highly 
unstructured speech or text. NLP powers the voice-based interface for virtual assistants and 
chatbots.

COMPUTER VISION
The ability to extract meaning and intent from visual elements, whether characters (in the case of 
document digitisation) or the categorisation of content in images, such as faces, objects, scenes 
and activities. The technology behind facial recognition–computer vision–is a part of consumers’ 
everyday lives. For example, some mobile phones permit their owners to log in via facial 
recognition. Computer vision technology “drives” driverless cars and animates cashier-less stores.

PLANNING
A branch of AI that concerns the realisation of strategies or action sequences, typically for 
execution by intelligent agents, autonomous robots and unmanned vehicles.

EXPERT SYSTEMS
A computer system that emulates the decision-making ability of a human expert.

ROBOTICS
Software that captures and interprets existing IT applications to enable transaction processing, 
data manipulation and communication across multiple IT systems.

FIGURE 2

A variety of AI technologies exist and are being used in biopharma
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Some biopharma companies are looking to their 
chief information officers (CIOs) to lead their digital 
transformation efforts, while others have brought in 
chief digital officers (CDOs), often from other 
industries, or chief digital information officers 
(CDIOs), which combines many of the skills from a 
CIO and CDO.6 Regardless of the title, digital trans-
formation leaders in biopharma companies need to 
fully utilise data and emerging digital technologies 
to transform their business and operating models. 
The most anticipated and impactful of these tech-
nologies fall under the umbrella term of AI.

Currently, machine learning (ML) sits at the core of 
many AI technologies, with recent advances in ML 
algorithms and the more complex subset of ML 
known as deep learning (DL) driving much of the 
excitement. Until recently, many companies lacked 
the expertise to maximise the potential of AI tech-
nologies, mainly because identifying the right use 
cases, creating customised solutions and adopting 
these solutions at scale required access to large data 
sets, specialised infrastructure and processing 
power, and a team of data and analytics experts.7 
Wide scale adoption also required a high level of 
investment. 

Today, this situation is changing rapidly as early AI 
adopters such as tech giants and start-ups offer 
AI-based development tools and applications as 
products and services, allowing other companies to 
benefit from AI. Given biopharma’s access to large 
data sets and the resources to access the required 
computing power and top technical talent, those 
companies who are willing to invest early are poised 
to capitalise on AI.

The market for AI in biopharma

According to MarketsandMarkets, the market for AI 
in the biopharma industry is expected to increase 
from US$198.3 million in 2018 to US$3.88 billion 
in 2025, with a compound annual growth rate 
(CAGR) of 52.9 per cent.8 These values vary across 
the four regions: North America, Europe, Asia-
Pacific (APAC) and Rest of World (RoW), which 
includes South America, Africa and the Middle East 
(see figure 3).

The four applications projected to drive the major-
ity of the AI market in biopharma between 2018 
and 2025 include: drug discovery, precision medi-
cine, medical imaging & diagnostics and research. 
Drug discovery accounted for the largest market 
size during the forecast period, increasing from 
US$159.8 million to US$2,999.7 million in 2025, at 
a CAGR of 52.0 per cent. The market for precision 
medicine is expected to grow with the highest 
CAGR over the forecast period of 60.2 per cent, 
from US$16.3 million in 2018 to US$440.9 million. 
Medical imaging & diagnostics and research are 
also expected to grow at CAGRs over 50 per cent 
(see figure 4).
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FIGURE 3

Expected growth in the AI market in biopharma, 2018–2025 

Note: All dollar amounts are in US dollars.
source: MarketsandMarkets, 2018.

Deloitte Insights | deloitte.com/insights
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Factors driving the growth 
of AI across the value chain

Several factors are contributing to the growth of the 
global AI market in biopharma and the potential for 
digital transformation. From a technology and data 
perspective, three factors in particular are driving 
progress towards transformation: increasing data 
volumes, computing power and decreasing costs of 
computing. 

DATA GENERATION IS INCREASING 
IN VOLUME EXPONENTIALLY
The volume of health care data produced is growing 
exponentially. For example, the amount of genom-
ics data generated in recent decades has increased 
from approximately ten megabytes per year in the 
mid-1980s to over 20 petabytes from 2015–19,  
an increase of over nine orders of magnitude (see 
figure 5). 

Similarly, biopharma companies are producing 
increasing amounts of data from numerous sources 
across the biopharma value chain. Much of this 
data is in the form of real-world data (RWD), which 
can come from an ever-expanding variety of 
sources, including electronic health records, 

medical imaging, insurance records, wearables and 
health apps, social media, clinical trials and 
genomic sequencing. However, RWD often exists in 
silos and needs to be analysed and processed into 
real-world evidence (RWE) to generate new 
insights. AI technologies, particularly machine 
learning (ML), are increasingly used to analyse 
RWD. 

A Deloitte RWE benchmarking survey conducted 
between January and April 2018 found that 60 per 
cent of biopharma companies currently use ML to 
analyse RWD, but 95 per cent expect to use it in the 
coming years.9 Moreover, 90 per cent of respon-
dents have either already established or are 
currently investing in building RWE capabilities for 
use across the entire product life cycle, though only 
45 per cent currently have capabilities mature 
enough to do so. The survey also found that adopt-
ing and applying RWE is no easy feat, 75 per cent of 
respondents said lack of receptivity by external 
stakeholders such as payers and providers is a 
major barrier to the development of RWE capabili-
ties, 70 per cent cite internal stakeholders’ lack of 
understanding and 65 per cent, lack of access to the 
necessary external data.10

Source: MarketsandMarkets, 2018.
Deloitte Insights | deloitte.com/insights
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Expected growth of the AI market in biopharma by application
Market size (USD millions)
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COMPUTERS ARE MORE 
POWERFUL THAN EVER
Scrutinising enormous amounts of structured and 
unstructured data requires algorithms that can 
analyse sources across the biopharma value chain. 
It also requires an incredible amount of computing 
power, which in the past decade has also increased 
exponentially (see figure 6).11 Microprocessor 
speeds have increased at a similar rate.12

COMPUTING COSTS HAVE 
DECREASED SUBSTANTIALLY
At the same time, the cost of computing power has 
decreased exponentially. For example, the cost to 
sequence the first whole human genome has 
decreased from nearly US$100 million in 2001 to 
just over US$1000 in recent years (see figure 7).13 

AI-specific chipsets are also decreasing in price, 
often very quickly. For example, 
MarketsandMarkets found that a leading AI chipset 
decreased significantly in price, falling by close to 
50 per cent per unit from 2016 to 2017.14 These 
developments are leading to the adoption for new 
applications, driving the growth of the AI chipsets 
market further.

Source: Our World in Data, University of Oxford.
Deloitte Insights | deloitte.com/insights

FIGURE 6
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Deloitte Insights | deloitte.com/insights
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Note: All dollar amounts are in US dollars.
Source: National Human Genome Research Institute.

Deloitte Insights | deloitte.com/insights

FIGURE 7

Cost of sequencing a full human genome
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Biopharma companies are 
poised to exploit these 
factors through AI adoption
Separately, these factors can drive incremental 
increases in efficiency and productivity in bio-
pharma. However, incremental increases are not 
enough for an industry that needs to evolve and 
transform digitally. Biopharma companies need to 
act now, as the combination of these factors has 
created a perfect storm in an industry ripe for 
transformation. If biopharma is to take full advan-
tage of these factors to transform digitally, there are 
significant barriers to overcome, which include 

shifting to a cloud-based computing and storage 
IT infrastructure. In the next section, we will look at 
some of these challenges in more detail, focused on 
themes that run across the biopharma value chain 
and provide opportunities to drive the adoption of 
AI technologies.

Incremental increases 
are not enough for an 
industry that needs to 
evolve and transform 
digitally.



10

Intelligent biopharma

The challenges and 
opportunities in AI adoption
AI technologies will drive digital transformation in biopharma. The rate that 
biopharma companies improve their use of data, modernise their IT infrastruc-
ture, navigate the evolving regulatory landscape, adopt a rules-based approach 
to data ethics and respond to the impact of AI on the future of work will deter-
mine which biopharma companies thrive in a digitally transformed industry. 
These themes (see figure 8) represent both challenges and opportunities for 
the industry.

Source: Deloitte analysis.
Deloitte Insights | deloitte.com/insights
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FIGURE 8

The critical themes that cut across the biopharma value chain and are influencing 
pace and scale of AI implementation

The race for data

If biopharma companies are to capitalise on the 
availability of AI technologies, they will need to 
maximise the utility of the huge datasets already at 
their disposal and identify, access and integrate new 
sources of RWD. Winning the race for the highest 
quality data will be the deciding factor in determin-
ing which biopharma companies survive and thrive 
in a digitally transformed world. 

THE NEED FOR ROBUST, 
RELIABLE, CURATED DATA
AI technologies require robust sources of data in 
order to train AI algorithms effectively and give 
users confidence in the performance of the technol-
ogy. The data sources must also be identified, 
processed and stored in a manner that allows for 
efficient analysis. However, the large volumes of 
data created by the biopharma industry are often 
unstructured, which limits the value that can be 
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extracted. Quality and reliability of data sources 
vary widely, with data often in the form of text, 
audio, video and images, which current AI technol-
ogies are often unable to process without prior 
interventions by highly skilled humans. Such inter-
ventions include harmonising disparate data sets, 
synchronising data types and data models, correct-
ing inconsistencies and inputting missing values so 
that data can be used for analytical purposes.

DATA INTEROPERABILITY
Interoperability refers to the extent to which sys-
tems and devices can exchange and interpret shared 
data over wired and wireless networks. It is a signif-
icant challenge for all stakeholders across the health 
care ecosystem, including biopharma companies. 
Most biopharma companies operate across multiple 
geographies with multiple diverse IT systems and 
need access to data from many different types of IT 
systems used by health care organisations and other 
partners. Interoperability is extremely complex and 
relies on being able to establish connectivity and 
communication between devices and IT systems 
and between data and workflows to enable secure 
and transparent data exchange through consensus 
standards and protocols.15 Developing interoperable 
systems is essential for improving functions across 
the entire biopharma value chain, particularly 
around consented sharing of patient data. 
Interoperability can also help companies engage 
more effectively with clinicians and patients, 
improve the track and trace of products in the sup-
ply chain, improve clinical decision support, 
identify patients and improve medication adher-
ence, among numerous other applications. 
Interoperability is necessary to improve workflow 
speed and performance, and break down siloed 
behaviours that inhibit efficiency. 

DATA PRIVACY AND SECURITY
The exponential increase in the amount of data gen-
erated and analysed by biopharma companies also 
increases the importance of maintaining the privacy 
and security of data. As an information-rich indus-
try, biopharma faces a growing threat from 
criminals and state-sponsored actors to the data it 
holds on patients, products and research. Health 
data is particularly prized as breaches of personal 
health information (PHI) often remain undetected 
for long periods and can be used to orchestrate 
financial and medical fraud, identity theft and hos-
tile intelligence gathering (including support to 
social engineering and phishing attacks). Without 
appropriate security, highly motivated adversaries 
could exploit AI-driven systems through data poi-
soning attacks to harm the integrity of underlying 
AI models or use model stealing approaches to har-
vest intellectual property. These threats necessitate 
active monitoring of data to preserve their business 
value. The likelihood and impact of cyberattacks on 
biopharma’s extensive information assets is moving 
to the top of the list of business risks confronting 
senior management.16 

Because these types of threats can never be fully 
eliminated, persistent attention to the privacy and 
security of data are paramount for biopharma com-
panies. This involves multiple moving parts, 
including people, governance, organisations, pro-
cess and controls, technology and intelligence. 
Another pressing concern is managing the prolifer-
ation of laws and regulations in the sphere of data 
protection and privacy, with almost every govern-
ment developing or strengthening its own privacy 
and security legislation. 
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HOW TO WIN
With data the new currency in the life sciences 
industry, biopharma companies are racing to secure 
access to as much data as possible, either through 
partnerships, collaborations, mergers and acquisi-
tions (M&A) or developing internal capabilities (see 
figure 9). However, this can be an uphill battle, at 
least with regard to patient data. Biopharma com-
panies need to ensure that any patient data they use 
has specific consent to be used for the specified pur-
pose, and that it is private and secure. Improving 
information exchange between all stakeholders on 
threats, incidents, vulnerabilities, best practices and 
mitigation strategies is an imperative. Biopharma 
companies also need to commit to cybersecurity 

education across all tiers of the organisation and 
supply chain, and ultimately with customers.17

As noted above, interoperability is crucial to the 
success of biopharma’s digital transformation, and 
open data and technology standards are key compo-
nents of this transformation. Tackling the 
interoperability challenge can be accelerated 
through the adoption of open platforms, based on 
open data standards. A key solution to improving 
the security of data is through using cloud comput-
ing power and storage ability (see figure 10). 
Indeed, cloud services, edge computing, data ware-
housing and data lakes can all help improve the 
performance of AI systems.

Source: Deloitte analysis.
Deloitte Insights | deloitte.com/insights
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Updating IT infrastructure

While AI technologies rely on data to learn, 
improvements in the computer systems and infra-
structure that perform the algorithms, including the 
hardware, software and services, are key factors 
enabling the rise of AI.

IMPROVEMENTS IN HARDWARE, 
SOFTWARE AND SUPPORT
Computer hardware, including processors, memory 
and networks, require substantial amounts of com-
puting power to run AI software programmes. As AI 
software becomes more complex, the required com-
puting power of the hardware increases. Processors 
need to run more operations in less time, memory 
boards need to store more information locally and 
networks need to facilitate the flow of data and 
information faster. 

Software is what allows AI technologies to be 
deemed ‘intelligent’. Software uses algorithms to 
receive data from hardware and processes it to form 
an intelligent response, carrying out the complex 
operations that simulate reasoning, learning, prob-
lem-solving, perception and knowledge 
representation. Moreover, a key challenge is the 
ability to generate confidence in the algorithm. In 
traditional software development projects, the 
design of the algorithm is transparent and has been 
subjected to robust verification and validation. 
However, with ML systems, the system is constantly 
learning and can often be perceived as a ‘black box’ 
when testing.

AI technologies require installation, training and 
support. Deploying and integrating AI hardware 
and software into a biopharma’s current IT infra-
structure can be a complex task that requires highly 
skilled talent, which many biopharma companies 
currently lack. Similarly, support and maintenance 
services that maintain or replace the IT infrastruc-
ture to an acceptable standard, can also be 
expensive and time consuming to keep up to date.

MOVING TO THE CLOUD TO ENHANCE 
EFFICIENCY ACROSS THE VALUE CHAIN
Traditionally, biopharma companies have stored 
and analysed their data locally (‘on premises’). 
However, many biopharma companies are moving 
away from their traditional IT infrastructures and 
using cloud computing and data storage for analyt-
ics and predictive modelling. Utilising a third-party 
provider for software as a service (SaaS), infrastruc-
ture as a service (IaaS) and platform as a service 
(PaaS) can have numerous benefits compared to 
storing and analysing data on premises, including 
helping to meet data security, privacy and regula-
tory requirements (see figure 10).18 

Source: Deloitte analysis.
Deloitte Insights | deloitte.com/insights
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regulatory requirements are met
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Managing data in the cloud also eliminates the 
need to continually update local IT infrastruc-
ture and can be cheaper than storing locally.19 
This effectively allows small- and mid-sized 
biopharma companies to reduce their operating 
expenses and compete with larger companies. 

The multiple offices and research facilities of large 
biopharma companies are often spread across 
different countries, and this organisational com-
plexity can often impede collaboration. This can 
be overcome by using cloud computing to enable 
employees from the same company to collaborate 
much more effectively. Cloud computing can also 
help improve collaboration between biopharma 
companies, smaller biotech companies, research 
laboratories and academic institutions located 
anywhere in the world. It also allows companies 
to process substantial amounts of data faster 
than on-premises IT infrastructure.20 Deloitte 
Global predicts that in 2019, all industries will 
accelerate their use of cloud-based AI software 
and services. Among companies that adopt AI 
technology, 70 per cent will obtain AI capabil-
ities through cloud-based enterprise software, 
and 65 per cent will create AI applications 
using cloud-based development services.21

Data security is another factor influencing the 
move to the cloud. Much of the data biopharma 
companies hold is sensitive, including patient data, 
or is related to intellectual property. Encryption, 
cloud data protection gateways, combination 
passwords, firewalls, cache patterns and other 
cloud security technologies can protect sensitive 
information.22 Similarly, utilising a hybrid cloud 
can be advantageous, which allows biopharma 
companies to store their core confidential data and 
applications on a private cloud while selectively 
utilising the public cloud when appropriate.23

Navigating regulation

The biopharma industry operates in an increasingly 
complex regulatory landscape. Over the past few 
years, the industry has seen a proliferation of reg-
ulatory changes and a plethora of new regulations 
still to come into force. At the same time, regulators 
face the challenge of continuing to protect patients 
and enhance public health while fostering inno-
vation by responding efficiently and effectively 
to the exponential pace of change in medicine, 
science and technology. Regulatory compliance 
is a cornerstone of product development and 
commercialisation, giving biopharma companies a 
framework with which commercial objectives and 
patient access can be optimised (see figure 11). 

Companies, viewing regulation as simply the cost 
of doing business, risk undermining the potential 
for innovative medicines achieving regulatory 
approvals as safely and quickly as possible. Indeed, 
navigating regulation well and collaborating with 
regulators can be a differentiator for biopharma 
companies as both parties embrace AI and other 
digital technologies to drive the economy, efficiency 
and effectiveness of regulatory operations.24

Moreover, because personal data is integral 
to nearly all biopharma business operations, 
companies need to comply with a variety of data 
protection requirements including consumer 
protection and HIPAA legislation as well as 
international laws such as Europe’s General Data 
Protection Regulation (GDPR). GDPR is aimed at 
standardising and strengthening the protection 
of personal data, including strengthening the 
rights of individuals to be better informed about 
how their data are to be used, it also sets out clear 
responsibilities and obligations on health care 
professionals and companies using such data, 
with stringent penalties for infringements. 
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IMPROVED RESPONSES
Improved efficiency and effectiveness
in query responses can lead to streamlined 
submissions across markets

INCREASED
CAPACITY
Skilled resources are
freed up to focus on 
more value-add 
work, improving staff 
satisfaction, productivity 
and potential to
innovate    INCREASED HA 

REQUIREMENTS

MANAGING 
KNOWLEDGE

GROWING 
AMOUNT OF 

DATA

GROWING 
BUDGET 

PRESSURES

OVERUTILISED 
RESOURCES

COMPLIANCE 
RISKS

FIGURE 11

Biopharma companies can use AI to optimise the effectiveness of their response to 
the increasingly complex regulatory environment

INCREASED EFFICIENCY
Outsourced activities and in-sourced repetitive tasks 
can be transitioned to automation bots to free up 
skilled resources and reduce spend

IMPROVED OVERSIGHT
Robots operate in a controlled way. 

An audit trail is kept of every 
performed action, and 

advanced reporting helps 
control and sound decision-making 

IMPROVED
SUBMISSION 

QUALITY
Improved ability to

compile, store, update
and operationalisesoft

and hard regulatory 
intelligence

IMPROVED SUBMISSION PLANNING
Advanced search and contextualising 

capabilities within automation bots allow for 
faster and improved knowledge management   

Source: Deloitte analysis.
Deloitte Insights | deloitte.com/insights

Reduced 
operational 

costs

AI and other digital technologies can help reg-
ulators increase their efficiency by automating 
manual tasks, optimising their inspection and 
enforcement efforts, and accelerating the analysis 
of large volumes of data. For example, NLP/NLG 
can be used to analyse and process much of the 
raw data submitted to regulators. In practice, 
unstructured data are transformed into structured 
data, which are then processed (and potentially 
translated) through an algorithm that generates 
a narrative. Ultimately, automating numerous 
processes such as monitoring activities, generating 
reports, maintaining licenses, managing queries 
and others that currently consume time and 
highly skilled resources can reduce costs, improve 
quality by eliminating human error, improve 
compliance through better decision-making 
from better analytics and increase capacity by 
allowing staff to focus on higher value-add work. 

What biopharma companies should consider:

• taking steps to standardise global operations to 
facilitate regulatory convergence

• increasing the transparency of operations and 
data to highlight to regulators the benefits of 
partnerships, as well as improve public trust in 
the organisation

• transforming culture, processes and operating 
models to embrace the newfound interconnec-
tivity of the regulation.25
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These approaches could lead to the implementa-
tion of a robust regulatory intelligence platform 
within life sciences regulation that leads to a more 
collaborative and consistent approach to regulation 
globally. Currently, regulators require manufac-
turers of AI algorithms to resubmit clearance 
applications when major modifications are made 
to software, as regulators are ill-equipped to work 
with algorithms that constantly change through 
self-learning.26 However, in April 2019, the Food 
and Drug Administration (FDA) published an 
exploratory white paper with a framework that 
would allow companies to include plans for any 
anticipated modifications to their algorithms with 
feedback required by June 2019.27 Similarly, the 
European Medicines Agency (EMA) has recom-
mended the establishment of an AI test ‘laboratory’ 
to explore how AI and other digital technologies 
can be exploited in decision making across key 
business processes.28 Biopharma companies should 
therefore think about engaging proactively with 

the FDA, EMA and other regulators to ensure 
future guidance from regulators is fit for purpose.

Ethical AI implementation

As AI technologies become more powerful, so do 
the potential for unintended or adverse outcomes. 
It is every industry’s responsibility to take steps to 
ensure ethical concerns are addressed. The ques-
tions that surround AI ethics can be difficult, and 
the operational aspects of addressing AI ethics are 
complex, resulting in five main issues around the 
ethics of data and AI technologies (see figure 12).29,30 

Governments, technology companies, industry, 
academic institutions and others have started laying 
the foundation for ethical AI use. For example, 
technology companies and tech giants are creating 
AI tools and platforms and have developed ethical 
guidelines to govern the use of AI internally as 

FIGURE 12

The five biggest issues around the ethics of data and AI technologies

AI technologies will automate many of the decisions made during research and clinical testing. 
Biopharma companies need to ensure they prioritise ethics in their use of AI technologies and 
maintain accountability of their policies and actions

The use of AI to automate tasks 
can impact jobs and in some
cases lead to their elimination.
The 2018 Deloitte State of 
AI in the Enterprise survey 
found that 36 per cent of 
respondents thought that
job cuts from AI-driven
automation had risen to the
level of an ethical risk. 
Consequently, AI should
be used by employers to
increase opportunities for 
employees and mitigate
negative impacts          

PRIVACY

Much of the data collected by biopharma 
companies is personal health data, which if exposed can 
erode personal privacy. Biopharma companies need to 
be transparent about how information is collected and 
used so that individual privacy is protected  

Just as humans are susceptible
to bias, algorithms can be shaped by 

this real-world bias. Historical data sets 
that are used to train algorithms need 

to be inspected to eliminate the 
potential for bias 

AI algorithms
are becoming increasingly 

complex, and  how they 
work can be closely held 

secrets, but  being able to 
understand and explain 

how they work can avoid 
unintended or adverse 

outcomes

Source: Deloitte analysis.
Deloitte Insights | deloitte.com/insights
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well as guide other enterprises. Governments and 
regulators are also beginning to play a crucial role 
in establishing policies and guidelines to tackle 
AI-related ethical issues. For example, the Euro-
pean Union’s GDPR requires organisations to be 
able to explain decisions made by their algorithms 
and allow individuals to request their data be ano-
nymised, deleted or forgotten. Other government 
initiatives include setting up AI ethics councils or 
task forces, and collaborating with other national 
governments, industry and other stakeholders. 
Consequently, biopharma organisations need to 
build in ethical considerations as they design, build 
and deploy AI-powered systems, including testing 
for and remediating systems that unintentionally 
encode bias and treat users or other affected parties 
unfairly. Companies can also build trust with stake-
holders by being transparent about their use of AI.31

The future of work

Today, traditional thinking and long-standing 
organisational cultures are holding biopharma 
companies back. Tomorrow, AI technologies 
and digital transformation will result in major 
changes to roles and responsibilities within 
biopharma companies, requiring companies to 
rethink the workforce experience, adapt to em-
ploying a more diverse workforce and transform 
their approach to leadership development.32

The next generation of biopharma talent will need 
to be agile, digitally literate and open to continuous 
learning as part of their career development. 
Technology and capabilities will evolve rapidly, 
and biopharma employees will need to balance 
the pursuit of new skills with the application of 
their current skill sets. The race for talent will be 
run across industries, as biopharma companies 
compete with other biopharma companies, 
consumer technology companies and most 
other industries for data and analytical talent.

The skills gap is most acute for technical roles such 
as AI researchers, data scientists and software 
developers. For example, the August 2018 LinkedIn 
Workforce Report found that the “demand for data 
scientists is off the charts”.33 In 2015, there was a 
national surplus of people with data science skills. 
Three years later, data science skills shortages are 
present in almost every large US city. This shortage 
(151,717 people) is smaller, but growing faster, than 
the national shortage of software development 
skills (shortage of 212,838 people). But three years 
ago, software development skills were already in 
shortage nationally.34 As only large companies 
with deep pockets will have the resources to keep 
industry-leading AI talent on a permanent basis, 
biopharma leaders will need to embrace a more 
diverse workforce that has evolved from the tradi-
tional employer-employee relationship, in part due 
to the impact of AI technologies (see figure 13).35

Full-time 
employees you 
can attract and 

hire

Contracted 
freelancers 

working in the gig 
economy

Bots that automate 
some business 

processes and act 
as digital full-time 

employees

Crowdsourced 
activities, such as 
the creation of 

algorithms

Source: Deloitte analysis.
Deloitte Insights | deloitte.com/insights

FIGURE 13

The evolution of a more diverse 
biopharma workforce
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FIGURE 14

The future of work encompasses changes in work, the workforce and the workplace

AUTOMATION LEVEL
What work can be automated?

With automation increasing through 
the use of robotics and AI technologies, 

what work can be done by and with 
smart machines?    

PHYSICAL PROXIMITY
Where is the work done?
With new combinations of 
collaborative teaming and digital reality 
technologies, how  will workplaces and 
work practices reshape where and 
when work is done?

Current work options Future work options

Source: Deloitte analysis.
Deloitte Insights | deloitte.com/insights

Who? Workforce
2

1 3

What? Work Where? Workplace

TALENT CATEGORY
Who can do the work?
With the emergence of new talent platforms and contracts,
how should the continuum of talent from full time to managed 
services to freelancers and gig  workers be leveraged?

Automation from AI-enabled bots will replace 
or augment work that humans have traditionally 
done, allowing employees to focus on higher-value 
activities while machines take on repetitive 
tasks that they can do faster, cheaper and more 
accurately. As evidenced by current trends, bio-
pharma companies will initially look to capitalise 
on AI through partnerships and collaborations 
with multiple companies, from AI start-ups 
to large tech. However, to remain sustainable 
and become an employer of choice, biopharma 
companies need to create a workplace where 
“profit meets purpose, talent trumps technology 
and the social enterprise reigns supreme”.36

A Deloitte 2018 survey of AI early adopters 
showed that the most popular path to acquiring 
AI capabilities is also the easiest: enterprise 
software with integrated AI. Overwhelmingly, this 
software is cloud-based, either through public or 
private cloud deployments. Fifty-eight per cent 
of survey respondents globally were using this 
approach. Deloitte Global estimates that by 2020, 
about 87 per cent of AI users will derive part of 
their AI capabilities from enterprise software 
with integrated AI. While enterprise software and 
cloud-based development platforms can provide an 

effective gateway to AI, they are not a substitute for 
having at least some in-house technical AI talent. 
Companies also need to understand the challenges 
AI can help them solve and how it can help solve 
them. This requires not only technical talent, but 
also executives who understand business needs 
and can ‘speak data science’ to technical experts. 
These translators can help companies ensure 
they are not just building models more efficiently, 
but also efficiently building effective models.37 

The future of work is being shaped by two powerful 
forces, the growing adoption of AI in the workplace 
and the diversification of the workforce to include 
both ‘on-balance and off-balance sheet’ talent. 
These forces of change are affecting three deeply 
connected dimensions of an organisation: the work 
itself, who does the work and where the work is 
done (see figure 14). While the full impact that AI 
technologies will have on the future of work is not 
yet a foregone conclusion, biopharma companies 
need to view advances in these technologies as 
more than merely avenues to drive more efficiency 
and cost reduction. AI will create opportunities 
for biopharma companies to redefine roles, 
activate and reskill their workforce and generate 
broad and valuable enterprisewide benefits.38 
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Biopharma’s AI-fuelled future

Digital transformation will result in biopharma companies using technologies 
to accelerate innovation, streamline processes and eliminate barriers. AI tech-
nologies will be at the forefront of this transformation, helping improve effi-
ciencies, power new products or services, enable new business models and 
create a biopharma industry vastly different from its current iteration. 

AI will impact the entire 
biopharma value chain

AI’s impact will be felt across the entire biopharma 
value chain, initially by aggregating and synthesis-
ing information from data (see figure 15). Below are 
examples of the likely applications of AI in the dif-
ferent segments of the value chain.

RESEARCH AND DISCOVERY
AI has the potential to drastically improve produc-
tivity by applying AI and computational biology to 
drug discovery and development. This, in turn,  
will make research and discovery cheaper, faster 
and more effective. It will reduce the number of 
failed drugs by identifying patterns in large volumes 
of data, and it will improve target identification, 
safety and efficacy assessments by using predictive 
modelling and in silico testing. 

Source: Deloitte analysis.
Deloitte Insights | deloitte.com/insights

Research &
discovery

Clinical
development

Manufacturing 
& supply chain

Launch & 
commercial

Post market 
surveillance & 

patient support

FIGURE 15

Some of the main applications of AI across the biopharma value chain

• Aggregating  and
 synthesising 
 information
• Mining data to identify
 drug targets and
 molecule interactions
• Understanding
 disease mechanisms
• Drug candidate
 generation and
 selection

• Trial design
• Site selection
• Recruitment
 optimisation
• Process optimisation
• Predictive toxicity and
 risk monitoring
• Monitoring drug
 adherence

• Supply chain planning
• Predictive
 maintenance
• Inventory
 management
• Demand forecasting
• Logistics optimisation
• Workforce planning
• Procurement
• Medication tracking,
 safety and security
• End-to-end visibility

• Launch coordination
• Patient engagement
• Physician decision
 support
• Marketing operations
• Predictive pricing

• Medication adherence
• Adverse event
 recognition
• Patient monitoring
• Compliance
 monitoring
• Patient support 
 programmes/
 platforms
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A key role for AI algorithms is in predicting interac-
tions between molecules to understand mechanisms 
of disease. These mechanisms could in turn help 
establish new biomarkers; identify, design, validate 
and optimise novel drug candidates; and identify 
existing drugs that could be repurposed for other 
indications. Combining AI with other technologies 
such as organ-on-a-chip, 3D cell cultures and other 
cell models that replicate human biology in-vitro, 
could reduce the need to conduct animal testing 
and may eventually lead to eliminating Phase 1 clin-
ical trials in healthy volunteers.39

Currently, over 148 start-up companies and over 33 
large biopharma companies – either through part-
nerships or on their own – are applying AI to drug 
research and discovery.40,41 Companies are also 
investigating the potential to use AI technologies to 
design and run preclinical experiments, which 
could help shorten the overall time it takes to dis-
cover, develop and launch a new drug.

CLINICAL DEVELOPMENT
Clinical trials are ripe for transformation as they are 
increasingly slow, expensive and involve a large 
number of manual processes. In addition, many tri-
als are never completed. In 2018, over 30,000 
clinical trials were registered with ClinicalTrials.
gov, with nearly 300,000 trials registered since the 
year 2000. However, fewer than 5,000 trials pub-
lished results in 2018, and fewer than 35,000 
registered studies have published results since 
2000.42

Biopharma companies are currently exploring the 
use of AI technology applications to optimise their 
clinical trials including improving trial design and 
patient recruitment, analysis of both trial results 
and real-world evidence, and automation to 
increase the speed and efficiency of results publica-
tion. Successful implementation could result in 
reduced development costs, increased adherence 
and improved outcomes. Furthermore, the avail-
ability of rich data sets and AI-driven analytics 
could also result in the development of highly effec-
tive personalised therapies without the need for 
large-scale clinical trials.43 

MANUFACTURING AND SUPPLY CHAIN
Biopharma manufacturing and supply chains pro-
duce vast amounts of real-time data that for years 
have been underutilised. However, AI technologies 
are poised to impact these processes through real-
time data processing and decision making that can 
make supply chains truly data-driven. The potential 
for end-to-end visibility in manufacturing and sup-
ply chains will allow biopharma companies to 
improve their supply chain planning, inventory 
management, demand forecasting, logistics optimi-
sation, workforce planning and procurement. The 
ability to adjust processes and track medications in 
real time will allow biopharma companies to man-
age their supply, quality, safety, security and costs, 
resulting in more intelligent manufacturing and 
supply chain decision-making. 

The industry is likely to shift away from linear sup-
ply chains to open, dynamic, and interconnected 
digital supply networks (DSNs). DSNs leverage a 
variety of digital technologies such as sensors, 
robotic process automation (RPA), blockchain, and 
advanced analytics to enable greater product visibil-
ity, traceability and inventory control. Several 
companies are already seeing benefits from data-
driven supply chains with ML applied to production 
data to build compliance and quality risk models 
helping to predict failures and compliance issues. 
Meanwhile RPA and NLP could automate compli-
ance report creation and filing. Manufacturing and 
shipping next generation products–specifically cell 
and gene therapies–will likely require a different set 
of capabilities than traditional molecules. These 
capabilities should include advanced analytics and 
workflow automation to seamlessly coordinate 
patient cell collection, manufacturing capacities, 
cold chain logistics and delivery of the viable prod-
uct to the transfusion centre.
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LAUNCH AND COMMERCIAL
End-to-end visibility across commercialisation 
could have significant benefits to biopharma com-
panies. Using AI technologies can help companies 
coordinate product launches better, improve patient 
engagement, help with physician decision support 
and marketing operations, and predict market 
access and pricing decisions. Early attempts are 
already underway to use AI for precision engage-
ment by tailoring behavioural nudges to an 
individual’s personality, motivations, care journeys 
and engagement challenges. Customised health care 
practitioner (HCP) engagement could help ensure 
that the right HCPs get the right content at the right 
time. AI can help stratify HCPs into various ‘perso-
nas’ based on their habits, preferences and 
receptivity to marketing messages. Evidence gener-
ation to establish proof of value will likely become 
critical to support reimbursement models for new 
curative therapies and services.44 

POST MARKET SURVEILLANCE AND 
PATIENT SUPPORT PROGRAMMES
Post launch, biopharma companies may also need 
interoperable health data to track and engage with 
patients remotely and intervene with personalised 
treatment options at the right time. This requires 
integration and analysis of patient data in real time 
to determine if/when an intervention is needed. 
Applying AI technologies towards safety will be crit-
ical, particularly in detecting potential adverse 
events or adverse events in real time. Insights into 
patient monitoring beyond safety will also be 
important, and compliance monitoring is an area 
many biopharma companies and start-ups are tar-
geting. AI-enabled patient support programmes 
could transform biopharma’s relationship with cus-
tomers, improve enrolment, adherence and 
retention, and deliver a better overall patient 
outcome.

Stay tuned for more insights

Biopharma’s use of AI across the value chain is still 
in its infancy, but the time to invest in its future is 
now. Indeed, AI is increasingly seen as a critical 
capability of the digitally transformed biopharma 
company. Maximising the potential of AI technolo-
gies will help drive biopharma companies toward 
full digital transformation, which – if done right – 
could catapult biopharma companies into a world 
where they are able to develop more effective drugs, 
and where these drugs are discovered, clinically 
tested and approved faster and cheaper than is cur-
rently possible. 

Over the next few months, we will look at each link 
of the biopharma value chain in more detail, exam-
ining specific case studies and applying insights 
from interviews with senior leaders across the bio-
pharma ecosystem from major biopharma 
companies to innovative start-ups, including many 
companies that are poised to disrupt the traditional 
biopharma landscape. 
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