
Web-based Enterprise Risk Assessment Tool

Flexible 
and  
scalable 
tool that  
can be 

 

needs
 

Deloitte Advisory’s EWRA Approach:

Scope
Assess  

Controls
Assess  

Residual Risks
Action Plan and 

Reporting

Risk Factors

Customers Products & 
Services

Geographies Channels Qualitative Risks Sanctions Risks

Measures

 • Customer type

 • Ownership
structure

 • Industry

 • Politically
Exposed
Persons (PEPs)

 • Length of
relationship

 • Customer Risk
Rating (CRR)

 • High degree
of anonymity
or limited
transparency

 • Rapid movement
of funds

 • High volume
of currency or
equivalents

 • Payments to/
from third
parties

 • Location of 
business

 • Location of 
customers

 • Origin/
destination of
transactions

 • Account
origination

 • Account
servicing

 • Growth vs.
stability

 • Mergers &
acquisition

 • New products/
services

 • Strategy changes

 • New regulatory
requirements

 • Emerging risks

 • Geographical
proximity to
sanctioned
jurisdictions

 • Close economic
ties to sanctioned
countries/entities

 • Indirect
sanctions risks

Example Inherent Risk Factors and Measures:

Assess 
Inherent Risks
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EWRA Heatmap:

Survey Dashboard: Survey Tracking:

Contact Deloitte Transactions and Business Analytics LLP:
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Visit DERA at
www.deloitte.com/us/DERA

As used in this document, “Deloitte Advisory” means Deloitte & Touche LLP, which provides audit and enterprise risk services; Deloitte Financial Advisory Services LLP, which 
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