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30-SECOND SUMMARY

While mobile device technology may still be novel and nascent, 
the discovery-related legal issu

es 

are not. Mobile devices and mobile device data are subject t
o the same discovery and evidentiary 

rules that apply to other electro
nically stored information (ESI). Just as courts sanction par

ties for 

failing to preserve other forms of ESI, some courts are sanctioning partie
s for failing to preserve 

mobile device data. Managing mobile device data during the dis
covery process can be challen

ging 

due to the number of custodians and devices,
 and the variation of relevant d

ata on those devices 

over time. Unlike conventional computer data that tends to remain static over the course of lit
iga-

tion, mobile data evolves and grows. 

By Mark Michels and Emily Soverel

“The cell phone is the most quickly ad-

opted consumer technology in the his-

tory of the world.”1 Not surprisingly, 90 

percent of full-time American work-

ers use their personal smartphones for 

work purposes2 — a fact that presents 

multi-faceted challenges for corporate 

counsel. This is particularly apparent 

in the context of employment-related 

disputes, which often center on em-

ployees’ communications. A growing 

number of the most relevant commu-

nications among affected employees in 

employment-related disputes will likely 

reside on mobile devices.
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Mobile devices offer a wide array 
of communication tools, such as text 
messages, group chats, video chats, 
photos, status updates, “likes” and 
voicemails. Identifying, preserving and 
collecting these communication data 
is complicated by the fact that mobile 
devices run on a number of operating 
systems, which are often customized 
by the carrier or the user, and may or 
may not have the latest updates to the 
operating system. If the mobile device 
data are potentially relevant in the 
litigation, they are subject to the same 
legal treatment as other electronic data 
involved in the litigation. However, the 
vagaries and complexities of mobile 
device data require careful consider-
ation by counsel in discovery planning. 
Counsel will be well served to have 
technical advisors with expertise in 
mobile device forensics assisting them 
in discovery and litigation planning.

The legal context
While mobile device technology 
may still be novel and nascent, the 
discovery-related legal issues are not. 
Mobile devices and mobile device data 
are subject to the same discovery and 
evidentiary rules that apply to other 
electronically stored information (ESI) 
and other “tangible things” in federal 
civil litigation. Mobile device data are 
no different from other data types. The 
Advisory Committee notes to Federal 
Rules of Civil Procedure state that ESI 
includes “information ‘stored in any 
medium’ to encompass further devel-
opments in computer technology … 
[and] is intended to be broad enough 
to cover all current types of computer-
based information, and flexible enough 
to encompass future changes and 
developments.”3 

Just as courts sanction parties for 
failing to preserve other forms of ESI, 
some courts are sanctioning parties 
for failing to preserve mobile device 
data. In Calderon v. Corporacion 
Puertorrique a de Salud, 2014 WL 
171599 (D.P.R. Jan. 16, 2014), the 

plaintiffs filed suit alleging discrimi-
nation under Title VII. Defendants 
served a subpoena on one of the 
plaintiff ’s mobile carriers. In their 
review of the phone and text message 
logs provided by the carrier, defen-
dants determined that the individual 
plaintiff had not produced all of the 
text messages from the relevant time 
period. Ultimately, the facts demon-
strated that plaintiff selectively saved 
text messages and deleted others. 
The court concluded that, when the 
plaintiff deleted the text messages, the 
plaintiff foresaw litigation and thus had 
a duty to preserve the text messages, 
and spoliation occurred. The court 
concluded that an adverse inference 
was the most appropriate sanction. The 
adverse inference would provide gen-
erally that “a trier of fact may (but need 
not) infer from a party’s obliteration 
of a document relevant to the litigated 
issue that the contents of the docu-
ment were unfavorable to the party.”4 
See also, Christou v. Beatport, LLC, 
2013 U.S. Dist. LEXIS 9034 (D. Colo. 
Jan. 23, 2013) (Defendant’s failure to 
preserve mobile phone text messages 
was negligent, and spoliation sanctions 
were appropriate.).  

Preservation must be thought about 
in the context of proportionality; this 
is as true for mobile devices as it is 
for other discovery data. Failing to 
preserve may not result in sanctions 
if there is a proportionality argument 
to be made. The Sedona Conference 

Commentary on Proportionality in 
Electronic Discovery (January 2013) 
traces the development of the “propor-
tionality” principle in the Federal Rules 
of Civil Procedure, culminating in the 
current version of Rule 26(c)(1), which 
permits a party to resist discovery if 
the cost of obtaining the data out-
weighs the benefit of the data in the 
specific matter. In the case of PTSI, Inc. 
v. Haley, 2013 PA Super 130 (Pa. Super. 
Ct. 2013), the defendants routinely de-
leted text messages “so as not to unduly 
encumber” their smartphones.5 They 
did this due to the volume of text mes-
sages and the limited storage capabili-
ties of their smartphones. “[I]t would 
be very difficult, if not impossible, to 
save all text messages and to continue 
to use the phone for messaging.”6  
“[T]he obligation to preserve electron-
ic data and documents requires rea-
sonable and good faith efforts … [but] 
it is unreasonable to expect parties to 
take every conceivable step to preserve 
all potentially relevant data.”7 

The producing party in PTSI con-
vinced the court that the monetary 
cost of preserving the text messages 
outweighed the benefit of producing 
them in the matter. However, defen-
dants in employment-related cases 
may face non-monetary factors in the 
court’s cost-benefit balancing, nota-
bly, the public interest. The Federal 
Rules of Civil Procedure Advisory 
Committee stated that “Rule 26(b)(2)
(C)(iii) recognizes that many cases in 
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public policy spheres, such as employ-
ment practices, free speech, and other 
matters, may have importance far be-
yond the monetary amount involved.”8 

In discovery planning, in-house 
counsel are faced with applying pres-
ervation, production and evidentiary 
principles in a mobile device environ-
ment that is substantially different than 
the typical personal computer and 
enterprise data environment. However, 
the same concepts of reasonableness 
and proportionality that apply in tra-
ditional discovery also apply to mobile 
device data discovery.

Mobile device litigation 
hold and preservation
At first blush, preserving mobile device 
data raises exactly the same issues as 
preserving other forms of ESI. Counsel 
typically asks: In this particular case, 
will an instruction to the employees 

suffice? Alternatively, does collecting 
the device from the employee make 
the most sense under those particular 
circumstances? Is the right approach 
to collect the data off the device and 
preserve it now? Counsel’s answers to 
these questions often differ under the 
specific case circumstances and may 
even change during the course of the 
matter.

A threshold level of inquiry in 
discovery planning is to determine 
whether the corporation has “posses-
sion, custody or control” of the device, 
the data or both. This inquiry may be 
more complicated when an employee’s 
personal device contains both per-
sonal and corporate data. The specific 
nuances of this issue are beyond the 
scope of this article; however, this 
issue must be addressed by counsel 
under the specific circumstances of the 
matter. Assuming that the company 

determines the device is within its 
possession, custody or control, it may 
be obligated to issue a litigation hold if 
relevant data are determined to reside 
on the mobile device.

Developing the preservation strategy 
requires counsel to understand where 
potentially responsive data are stored. 
There may be data types that only 
exist on the mobile device, including 
certain application data, draft messages 
and draft emails. As is true with other 
devices, the corporate IT organization 
may have information, such as billing 
records, logs and purchase records, 
from which counsel may determine 
whether custodians have mobile de-
vices. However, these sources are often 
insufficient, and counsel may need to 
develop questionnaires and conduct 
interviews with each custodian to en-
sure an understanding of the number 
of devices and the potential storage 
locations of the desired data types as-
sociated with the mobile device.

Relying exclusively on employees to 
preserve mobile device data, especially 
because of the dynamic nature of the 
data, requires considerable oversight to 
ensure that they preserve the required 
data. Some even maintain that relying 
on employees to preserve the data is 
problematic. “[M]any commentators 
have reported strong judicial disap-
proval of ‘self-collection’ and have con-
cluded … that the approach is simply 
far too dangerous for most enterprises, 
except perhaps those that are extreme-
ly risk tolerant.”9 

Mobile data types

UNFAMILIAR MOBILE DATA TYPES MAY INCLUDE:
■■ Call logs: a history, with dates 

and times, of calls made, 
received and missed

■■ Chat: a generic name for SMS 
and MMS type communications, 
often referring to messaging 
via third-party applications

■■ Contacts: the phonebook on 
the device, which may contain 
photographs, URLs, email 
addresses, date of birth and 
other information, in addition to 
phone numbers and addresses

■■ Device information: information 
about the device, including make, 
model, serial number, IMEI or other 
communications information

■■ Device settings: all of the user 
configurable settings, including 
time zone, language, Roll Off 
settings, Do Not Disturb, etc.

■■ Device voicemail: voice 
mail recordings

■■ Locations: refers to both operating 
system captured geolocation 
data, such as Access Points, as 
well as coordinates embedded in 
photographs, such as longitude, 
latitude and altitude found in 
mobile device camera files

■■ Memory card content: removable 
storage memory modules that 
operate similar to an external hard 
drive and may contain photographs, 
movies, music, sound recordings, 
text messages, files, etc.

■■ Multi-media messaging system 
(MMS): a protocol that facilitates 
the inclusion of an attachment with 
a text message, allowing the text 
message to exceed 160 characters

■■ Short message system (SMS): 
commonly referred to as a 
text message and is limited 
to 160 characters of text

■■ Tasks: a type of calendar entry, 
also referred to as a “to-do” list, 
but is linked to a date and time

Assuming that the company 
determines the device 
is within its possession, 
custody or control, it may 
be obligated to issue a 
litigation hold if relevant 
data are determined to reside 
on the mobile device.
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If counsel’s preservation strategy is 
to take physical custody of the device, 
it is important to maintain proper 
chain-of-custody practices so that 
the device can be tracked back to the 
individual. In one instance, a company 
instructed employees who had just 
been laid off to place their phones 
in a box as they exited the building. 
Litigation over this layoff or reduction 
in force (RIF) then ensued, and the 
poorly collected phones presented a 
host of problems when provided to the 
forensics team for processing. Many 
of the devices required a password or 
specific chargers that were not col-
lected during the RIF. This hindered, 
and in some cases even prevented, the 
data collection from some of these 
devices. The lesson here is that when 
collecting the mobile devices, par-
ties must ensure that the devices can 
be linked to their owner later in the 
litigation. Furthermore, collecting 
passwords and chargers are examples 
of two other actions counsel should 
take when the preservation strategy is 
to collect and hold the device.

If counsel choose to collect mobile 
device data as a preservation strategy, 
then counsel must address mobile 
device data collection complexities in 
their planning. For example, if counsel 
decides that the circumstances of 
the case require preserving the data 
directly from the mobile device, the 
tools currently available typically pre-
serve all data of each type selected, as 
there is currently no cost effective way 
to preserve only selected data types 
on a mobile device. This potential 

over-collection can be very costly and 
may result in collecting personal em-
ployee data, creating potential privacy 
concerns among employees.

As with all discovery preservation 
issues, counsel ought to be mindful of 
proportionality issues and determine 
whether the mobile device data are 
duplicative of other data, and whether 
the duplicative data are more accessible 
elsewhere (e.g., on a computer backup 
or server backup). If counsel can 
determine that the mobile device data 
themselves are redundant, that infor-
mation may factor into the preserva-
tion calculus. In crafting a preservation 
strategy, counsel should discuss their 
specific requirements with experts on 
their team who have requisite technical 
knowledge to determine the most ef-
fective and efficient method of preserv-
ing mobile device data.

Mobile device collection
Mobile device data collection and the 
associated forensics are evolving rapidly. 
Maintaining data collection quality and 
efficiency is one significant challenge 
that sets mobile device forensics apart 
from personal computer forensics. 
Unlike traditional personal computer 
forensics, mobile device forensics must 
not only address the changes in capac-
ity, but also a plethora of changing con-
figurations that lack industry standards 
and a short development cycle for up-
dated operating systems. Many devices 
use customized or proprietary mobile 
variations of the original operating 
systems, resulting in added complexity 
when compared to the traditional oper-
ating system used on a computer. 

There are thousands of different mo-
bile devices, each of which may have 
a slightly different operating system. 
Additionally, there are new mobile de-
vices and operating systems released to 
the marketplace on a weekly or month-
ly basis. Many of the manufacturers 
do not release the technical details and 
specifications of the operating systems 
or new devices to the mobile vendors 

prior to the public release of the device. 
Despite the mobile forensic tool devel-
opers’ best efforts, they are still forced 
to play “catch-up” to identify a forensic 
method for extraction of these new 
devices and operating systems. Due to 
these constant changes, the methods 
used to image and interpret data from 
a specific phone may not be possible at 
the time of release or even for a time 
after the initial release.

The leading industry standard 
mobile forensics tools have the abil-
ity to create their own images or use 
the backup file created by the mobile 

Glossary of mobile 
device terminology

■■ Access Points: refers to Wi-Fi 
routers through which a device 
may connect to the internet

■■ Chat: a common term 
encompassing multiple 
messaging standards

■■ International mobile equipment 
identifier (IMEI): a unique 
number used as part of the 
identification of a mobile 
device on a cellular network

■■ Locations: refers to both 
operating system captured 
geolocation data, such as 
Access Points, as well as 
coordinates embedded in 
photographs, such as longitude, 
latitude and altitude found in 
mobile device camera files

■■ Multimedia messaging service 
(MMS): a protocol that 
provides for transmission of 
messages of greater length 
than SMS, as well as the ability 
to transmit an attachment

■■ Short message service (SMS): 
a protocol that provides for 
transmission of text messages 
up to 160 characters

■■ Wi-Fi: refers to the IEEE 
standard for wireless 
communication under 
section 802.11

Due to these constant 
changes, the methods used 
to image and interpret data 
from a specific phone may 
not be possible at the time 
of release or even for a time 
after the initial release.
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device’s backup utility to extract active 
(or logical) and previously deleted 
(recovered) data that would have once 
resided on the mobile device. It may 
be necessary to use multiple tools or 
even perform multiple preservations in 
order to obtain all possible information 
from a mobile device. In some cases, 
the only option is to manually preserve 
data through static screenshots or 
video. This is heavily dependent on the 
specific make and model, the version 
of the operating system, and the poten-
tial acquisition method.

Traditionally, forensically collecting 
mobile device data was the only option 
due to the complexity of the devices, the 
variables of collection and the diverse 
data types to be handled. This may no 
longer be true in certain enterprises, 
which may now have a range of other 
collection options available. Mobile 
device management (MDM) collections 
and corporate application data re-
positories may account for a part of the 
solution, which may significantly lower 
litigation costs. Many of the device 
types and MDM utilities allow for data 

backup from the device and even to a 
remote repository. However, these back-
ups are not the equivalent of a physical 
image from a traditional hard drive and 
do not encompass all available data. 
Therefore, these may not be adequate in 
the particular litigation at issue.

Due to the lack of standards, the abil-
ity to collect all potentially relevant data 
from a mobile device may not always be 
possible due to the proprietary operat-
ing systems, varying interfaces and 
ever-changing landscape, including the 
release of new applications that may 
store data differently in each operat-
ing system. In addition, the techniques 
used to collect all data may be very time 
consuming and could potentially be 
considered “unreasonable.” It is critical 
to identify the data that needs to be 
preserved and the methods that need 
to be employed. There are a number of 
factors in determining the image and 
collection method that is appropriate 
for a specific matter. The main factor is 
to preserve all data while considering 
and weighing the risk factors with the 
benefits. Counsel’s collection planning 

is yet another area where counsel 
should consult with mobile device 
forensics experts to understand the 
specific data collection issues involved 
in the specific case.

Mobile device processing, 
review and production
One challenge counsel face when pro-
cessing mobile data is extracting data 
from the device in a way that enables 
review in a manner consistent with 
other data. Loading mobile data into 
the review platforms, while preserv-
ing associated metadata, enables the 
data to be handled as single unique 
items, providing for improved review, 
searching, privilege management and 
production. For example, an investiga-
tion timeline consisting of multiple 
data types (i.e., emails, documents, text 
messages, etc.) is easier to construct 
and potentially richer when all data are 
organized in one location in a consis-
tent form. Most mobile forensic tools 
generally lack the ability to extract this 
data into a generic format that can be 
loaded into the majority of discovery 
review tools. Some service providers 
have solutions designed to normalize 
mobile phone data so that it can be 
concurrently reviewed.

Another challenge to mobile device 
data review is normalizing dates and 
times. Not only do text messages have 
the same challenges as email — requir-
ing the conversion of all messages to a 
common time zone to correctly display 
threads of messages across custodi-
ans — but mobile device text message 
times may also differ significantly 
between the sending device and the 
receiving device. The providers handle 
text messages as a “store and forward” 
service. When sent, the message 
receives a timestamp on the sending 
device based on the time currently 
held by the device. However, since 
these are “store and forward” messages, 
they are stamped with the server time 
on the receiving device when delivered. 
This can be additionally complicated 
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because mobile devices may be out of 
contact with the provider’s text mes-
saging server for extended periods of 
time, such as when the custodian is on 
an aircraft. Unlike emails, which have 
extensive headers that contain dates 
and times of each mail server process-
ing the message, no similar record is 
included with text messages.

Here again, counsel’s planning 
should consider how mobile device 
data are to be managed for investiga-
tions, review and production.

Challenging but manageable
Essential to any discovery matter or 
investigation is the involvement of all 
parties in advance planning, includ-
ing management, legal and technical 
personnel. Managing mobile device 
data during the discovery process can 
be challenging due to the number of 
custodians, the number of devices, the 

variation of relevant data on those devic-
es over time and the variations of data 
among devices. In discovery planning, 
counsel’s communications with key 
personnel is critical. Once the data types 
of interest and their potential locations 
are mapped, counsel, working with their 
mobile forensics experts, should develop 
a preservation strategy that is consistent 
with the needs of the litigation. Counsel 
must work closely with the team that 
controls the corporate MDM solution to 
identify devices, corporate applications 
and data types that may be responsive 
in the litigation. Unlike conventional 
computer data types that tend to remain 
static over the course of the litigation, 
mobile data types continue to evolve and 
grow, requiring repeated touch points 
over time to ensure a complete under-
standing of both the data to be collected 
and the potential locations from which 
to preserve that data. ACC
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