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Controls Methods in a Digital, Agile
World



Controls Design Methods
Effective, Risk Aligned Control & Assurance apply to digital programmes just as in ‘traditional’ programmes

Oversight & Governance

Board, Executive, Business Leadership, Regulators
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Assurance activity

Providing 2nd and 3rd line of defence assurance
activities over the design, implementation and
operating effectiveness of controls.
Implementation of shared services assurance as a
service capabilities.

" Risk Assessment

Risk assessmentprocess to identify a single, dear
view of the risks and opportunities of the
organisation.

Ongoing process of risk scanning to ensure
emerging risks and ‘near misses’ are captured to
ensure the risk register remains relevant.

T I

EELETE T EITERYTT T
o
AT ——

0

MI Dashboard & Reporting

+  Automated and dynamic risk and control
effectiveness reporting.

Quantified reporting on control effectiveness.

! Risk Appetite & Controls Strategy ":
: + Defined organisational risk appetite :
1 « Controlsstrategy that articulates the organisational :
: approach to controlsincluding executive :
H H

ML sponsorship, governance, authority levels, and
Dashboard & technology enablement.

Reporting Appetite &
S : Controls
Embedding & Change Strategy
*  Winning the hearts and minds, helping employees
understand the value and own controls.

Setting up the business for success with necessary
tools and techniques to deliver a sustainable

controls framework. Controls
P : Framework

: Risk and Controls Framework, Policies &
Procedures

Controls framework mapped against risks with clear
definition of minimum / key controls,
responsibilities and roles.

Embedding &
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Training
+  Controls training programme for the first and
second line of defence to develop a clear

: Policies & Procedures
Succinct policies that act as enablers for training
and communication.
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understanding of controls and the requirements to o - » Guidelines for control operation, templates and H
operate controls effectively, Technology Controls .»‘ : repository management. :
enablement Implementati & :
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................................................................... Operation

Technology Enablement
» Implementation of automated business process
controls.

' Controls Implementation & Operation
: « Deployment of continuous control maonitoring, self-
H

* Aclearly defined controls operating model outlining
who, what and how the controls are implemented
and operated effectively and efficiently across the
organisation.

+ A costeffective controls centre of excellence to
supportlocal markets delivering control testing and
monitoring

certification, evidence gathering and retention
solutions.
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Digital Controls by Design
Principle Building Blocks for a robust Control Framework in a digital world

Governance

Shared
Services

Application
Security

O

Automation

ecurity

Controls Design Authority Group (CDAG) should be formed to
approve the controls design in line with defined minimum controls
standards. An owner should be identified for owning controls
on a more operational basis.

Establish a Control Service Centre as node within the Finance
Shared Service Centre(s). Their remit would increase as the team
matures from initially control testing support and reporting to
exception management and test execution for all non-judgemental
controls.

The scope of controls should include process controls, access
controls and General IT controls, on all Finanacial system in
scope.

Application security should be designed to be flexible and modular
so that roles can be Segregation of Duties (SoD) free, or assigned
a mitigating control from an approved list.

Application security should be extended to Robots — what can
they systems and data can they access, what can they share and
distribute?

Automation of Segregation of Duties (SoD) checks, password
resets and workflow approvals should be put in place to maintain
security post go-live.

Control
Awareness

Automation

Automated

Monitoring

Take Control of the Robots by implementing access, process and
General IT controls (e.g. change management) controls over robots.
Perform validation over machine learning & Al processes.

Risks and Controls should be defined in each business
process design document. All of the controls, including controls
over Robots are brought together into a Risk and Control Matrix
(RACM) to avoid gaps and for duplication to be managed in a more
efficient manner.

Control Awareness Training should be given emphasising key
roles and responsibilities as it relates to control ownership, control
operation and effective monitoring to drive accountability and make
effective above and beyond a ‘box-checking’ exercise. Emphasise
new risks and controls of digitisation and robots.

Standard application configuration should be used to automate
controls and relevant ‘inherent controls’ called out in the RACM i.e.
controls that are embedded in the application and do not require
additional configuration.

Use Robotics for Automation of Controls where system
configuration or integration is not available.

A control monitoring or testing regime should be put in place to
ensure continuous effectiveness of the controls post go-live —
similar to the ‘real-time’ analytics strategy for other areas.



Controls should be designed into Hybrid Agile solutions from the outset
The application of adaptive, agile concepts and techniques in a traditional, predictive project. When
Financial Controls are included in project requirements, they can be delivered in an agile way.

Retain from waterfall Retain from agile
Flexibility

Business owns priorities and features
Rapid delivery of product increments
Value-driven

Execution discipline

« Predictability (scope/requirements,
resources, schedule, and budget)

« Project controls

« Execution discipline

Controls in Hybrid Agile
Predictability
Requirements include control objectives
Flexibility at the control activity level
Enhanced collaboration with internal stakeholders
Frequent review of increments — Optimised RACM
Execution discipline
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Integrating Controls Design into an agile digital finance programme

Control design is integrated into an agile programme by including the requirements in at the discovery stage.
It is imperative that this is at the right level - i.e. the control objective level.

The sprint team then has the freedom to design, iterate and build the detailed control activities required to
realise the control in the Sprint cycle.

The sprint outcome is then fed forward into the Risk and Control Matrix (RACM), which is iterated and
optimized through collaboration between multiple cross-functional sprint teams.

Control Activities Incorporate in
Detail RACM

Control Objectives

Prepare and
Deliver OCM
Release

Test

Establish
Archi-
tecture

Setup
Foundation Create
OCM

Approaches

Manage
Release
Deployment

Deploy
Code
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Vision Launch product
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Close

Sprint £



Sample approach for hybrid agile project — where do controls fit-in?

Control Design

Develop Sprint 0 Design, Build, and Unit/String Test Sprints Integration, Parallel User Acceptance
Master Plan Business Process NUmber of sori Performance Test
Requirements * Number of sprints & Regression Test
determined by project
_> i
l @ @ @ = Sprint plans developed l
iteratively
Develop Control Control Framework Deployment
Integrated Requirements Optimisation
Work Plan l l

» Integration and Support
regression testing
starts earlier

Testing is executed as
code is ready

Prioritisation
High-level Design £ @ i}

Waterfall Thread (i.e. Data Migration)

Project & Quality Management

Develop
Product Roadmap

Organisational Change Management

Technology/Infrastructure




Robotic Control Automation



What is Robotic Process Automation (RPA)?
Software!

Robots are Robots are not

Computer coded software. Walking, talking auto-bots.

Programmes that replace humans
performing repetitive rules-based
tasks.

Physically existing machines processing
paper.

=

Cross-functional and cross-application @ Artificial intelligence or voice recognition
macros. J and reply software.

Robots can provide a ‘thin layer’ of controls over systems where ‘standard’
configuration is not available i.e. Robotic Control Automation!



What processes are suitable to deploy with Robotic Control Automation?
Anything that is rules based and repetitive — Shared Services is a good place to start

Sample processes suitable for robotics, illustrative

Sample Activities for Robotic Control Automation

Finance Processes « Logging onto web / multiple enterprise applications

« Scraping data from websites / applications
« Copying and pasting data
* Following if/then conditions and rules
» Extracting and reformatting data into reports or dashboards
management (for example, « Extracting structured data from documents
vendor and customer account « Merging data from multiple places
creation), fixed assets analysis, « Making calculations
time and expenses auditing  Filling in forms
and credit assessment. « Reading and writing to databases

Reporting, bank
recondiliations, intercompany
accounting, master data
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Controlling Robotised Processes
Creating a robust control environment in the digital world - the same fundamentals

ON @

Access and
Security
Controls

Exception
Managmnt.

» Controls are in place to secure
Controls

robots and prevent unauthorised \
use, disclosure, damage or loss of
data

« IT operational procedures are in place \
and provide for well controlled scheduling ‘
and monitoring of Robots, and provide
reasonable assurance that incidents and
exception alerts are identified, escalated
and resolved.

All changes (acquisitions or developments of new \
systems, system enhancements, upgrades and

bug fixes) to SOX relevant robots and their
supporting infrastructure are logged, authorised
and appropriately tested

Control Objectives

Managmnt.
Controls / Access to create, change or stop
robots must be strictly restricted

s ° Access to modify a robot posting

/ should be logged and monitored
/ -+ SoD between business users and

/’ robot managers / developers

» Appropriate system event and security
logs are maintained and routinely
reviewed for exceptions

» Defined responsibility for monitoring
robots performance and exception
management or manual resolution

/ . : :
;7 " Processes are in place to routinely review
configuration against policies (e.g. tolerances)

« Routinely perform validation over the accuracy of
machine learning conclusions (i.e. inappropriate
data fed to Al tools can ‘alter’ their performance
without going through a change management
process)

Control Activities




Additional Digital Risks

In addition to the other risks and controls discussed above, increasing digitisation brings new risks that need

to be controlled

Resilience
Planning and
Cyber Risk

Business
Impact
Assessment

Data
Governance
and Digital
Rights
Management

Decision
Governance
and
Accountability

Model
Validation and
Testing

Regulatory
Compliance
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Appendix



Secure the Digital Core.....

Innovation and agility is driven by cloud applications, robotics, Al and ‘edge’
technologies

Experience - -~ Engagement

SAP SuccessFactors

SAP Fieldglass

Business Intelligent
Transactions Insights

SAP Ariba

SAP Fieldglass

CONCUR.

SAP Leonardo

& Supply Chain Management
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Contact

For more information please contact:

Johan Van Grieken
Partner Deloitte Belgium

+ 32 2800 24 53
jovangrieken@deloitte.com

Wivine Massaut
Director Deloitte Belgium
+ 32 2800 22 74
wmassaut@deloitte.com

Julie Van der Planken
Director Deloitte Belgium

+ 32 2800 27 09
jvanderplanken@deloitte.com
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