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Synopsis

In a data driven world, data is being used
and transferred everywhere around us.
Organisations use data for their businesses,
to stay competitive and to stay relevant.
Personal data or some types of data in
organisations is considered as confidential.
We all know the benefits of data but are we
aware of the importance of protecting data
and the risk of data leakage? How do we
protect our data? What actions we should
take when our data is leaked?

Dr. Wit | The previous episode, we talked
about data and the risk of data leakage
from Khun Parichart. | have to say well
done, very good information indeed.

Parichart | Before we discuss further, next
time please be careful about showing your
thumb.

Dr. Wit | Why not? Giving thumbs up is an
expression for approval. Everyone knows
that.

Parichart | Your fingerprints might be
captured.

Dr. Wit | Even from this angle? Is it that
easy?

Parichart | With today’'s technology, it is
possible.

Dr. Wit | Normally, Thai people believe that
even if the data is leaked, it is not of a use of
anybody. Anything you can share with us on
how the leaked data has negative affects to
personal or organization?

Parichart | We never know how organi-
zations handle our data or how well they
protect our data. We can assume that the
organization a good data protection system
but who knows. How can we be sure that
our data is handle properly?

Dr. Wit | So the basic information that we
usually give away is name / surname/ and
mobile phone number, is it risky to provide
this information?

Parichart | Actually, this kind of data is
classified as sensitive information according
to the Personal Data Protection Act. Name,
surname, address, mobile number can identify
a person.

Dr. Wit | So, this is sensitive information?

Parichart | Yes, and we give this information
by ourselves.

Parichart | Yes, we are the one who allow
them to use our data but how we can
confident that during the process, our data
is well protected. Who keep it? How is it
used? How is it destroyed after the program
is done? We know nothing.

Dr. Wit | What are security measures for
protecting sensitive and confidential
information nowadays?

Parichart | For Financial Sector, they have
measurements for data security for quite
some time now but other sectors are only
starting. Because they only start to have
incidents about data leakage.

Dr. Wit | Financial sector, | got it because it
concerns money and stuff but other sector,
what are their concern?

Parichart | For example a factory, we thought
that there is nothing. But there are production
recipes and processes that are important?

Dr. Wit | Trade secrets.

Parichart | Yes, actually there are sensitive
information for every industry but the
problem is businesses do not know that

this or that information is their sensitive
information. They do not know which data

is Sensitive, Confidential, Internal Use or
Publicly Available, hence they cannot classify
their data.

Dr. Wit | So how do we help our clients
who would like to do data security. Can you
share with us, step by step?

Parichart | Deloitte has what it is called
Data Protection Framework. This Data
Protection Framework is a guideline on
what organizations need to do. We can start
with Data Protection Assessment. Because
data leakage can happen in many ways.

Not just through the system. Sometimes
through a paper that we accidentally place
somewhere that contains sensitive information.

Dr. Wit | A paper document is still risk?

Parichart | Yes, therefore we can help our



their Potential Data Leakage Maturity to find
out areas that need improvement. Then, we
give them recommendations. Sometimes
raising awareness among the employee is
enough. Employees may not have practical
knowledge about Data Leakage and
Personal Data Protection Act. Some other
cases, it may be the processes that need
improvement, whether manual or automate.

Dr. Wit | Automate means system so could
you explain how we protect data leakage
using systems?

Parichart | There is the technology called
Data Classification Tool that can help us.
For examole when we save a file, a system
will ask whether this file is Sensitive / Confidential
or Internal Use. If it contains Confidential
Information but we want to save as Internal
Use, the tool will not allow as this file
contains Confidential Information. So you
can only save the file as Confidential
Information only.

Dr. Wit | What are confidential
information?

Parichart | Business Strategy, Network
Diagram, Production process/ formula.
Actually, classifications depend on each
organization.

Dr. Wit | So, how can the system identify
which is sensitive information which is
confidential?

Parichart | The tool is very smart. We
set the rules and put in keywords for the
system.

Dr. Wit | Yes, but sometimes it depends
on human as well, especially, authorized
persons. Sometimes it is the authorized
persons that do unauthorized things.

Parichart | | Yes, nowadays we have the
technology called Database Monitoring
which is the system that monitoring DBA or

how's authorized person do with data and
what type of data they can access.

Dr. Wit | To monitor authorized persons.
Parichart | Yes.

Dr. Wit | What about USB. We save our
work on USB. How do we protect it?

Parichart | For Deloitte, the hard disk of
all employees has password. In case the
hard disk or notebook is lost, other people
cannot access data. We also have the
Procedure that employee needs to report
office and tell the police. Also, we didn't
allow employees to save document in
Thump Drive. This is Minimum Requirement
to protect our data. We give similar
recommendation s to clients. For the financial
sector, as Data Leakage is very important,
they even make USB port unavailable for
use.

Dr. Wit | Employees cannot transfer data to
external device, right?

Parichart | Definitely yes, cannot save any
data to external device.

Dr. Wit | So that employees need to stick
with the devices or anything that can access
data by using password only.

Parichart | Correct. If any employee needs
to have data and would like to send the data
to their personal e-mail account, if the
organization that very serious about this,
they will have Data Leakage Tool which
monitoring the mai gateway. Also, the

tool will know that who sending sensitive
information to personal email or not. But
nowadays we need to bring work to work at
home, in this case the organization need to
weight whether they will allow Sensitive |
nformation to be stored in employee’s
notebook or not. Or how do they monitor
their employees’ notebooks. Everything
requires People Process and Technology.

Dr. Wit | Just print it out then, make it easy.

Parichart | Actually, printed document is
the most difficult to control

Dr. Wit | So, how do we protect data on
printed material?

Parichart | There is the technology called
Digital Rights Management. | can send a

file to a recipient and set up open time
within 7 days, if that person didn't open the
file within 7 days, the file will no longer be
accessible. | can also set that this file cannot
be printed out.

Dr. Wit | So how should organization start?

Parichart | Do the assessment first, classify
the data we have, then identify the potential
leak channels.

Dr. Wit | We may have outsourcing staff.

Parichart | Yes. Housekeeper, etc. There
are many channels that data can leak.
Network system should be evaluated first
to identify the required steps and actions.
We may already have standard policy and
procedures but may not yet roll out or
implement it.

Dr. Wit | We already have it somewhere.

Parichart | But have not yet bring it to
practice.

Dr. Wit | So we need to be careful with
everything. Digital world has its disadvantages.

Parichart | Exactly, you need to sacrifice
some conveniences for security.

Dr. Wit | Indeed! Thank you Khun Parichart.
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