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Synopsis

These days, It is easy to access information in
the cyber world. However, some people do
not realize that their information, especially
for the company, can be violated or taken
advantages of. What are those risks people
should be aware of and how to secure
confidential information?

Parichart | Some of us like to take our
mobile phone with us to the restroom. How
can we be sure that the phone is safe and
not hacked? You may appear in a video that
spreading all over the internet.

Dr. Wit | Today, we will talk about an issue
that is really close to us. We can freely

surf the internet or cyber world but it also
means that someone might be able to access
to our personal data. Despite security and
measures, how can we be sure that we are
safe are we in the cyber world? Today, we
are with Khun Parichart Jirawatara to talk
about Cyber Risk. First of all, we all have
devices such as tablet and smartphone. Are
we at risk? Is information in our devices well
protected.

Parichart | Let's start with a simple stuff. If
we jailbreak our smartphone, how can we
be sure our smart phone camera was not
hacked.

Dr. Wit | Itis simple like that?

Parichart | Yes, it is. We always bring a
smartphone to the restroom. If your phone
is hacked and camera was activated, you
may live from the restroom without knowing
it. However, nowadays there is a sticker or
mobile phone camera cover to protect the
camera from being accessed.

Dr. Wit | If an individual like us is at risk,
would it be higher risk or organisations? Or
we can build defense wall? They say that
Cyber risk is evolving every day, is that true?

Parichart | That is true. People think
technology can solve everything but it is
actually us, the people that are the no.1 risk
factor. How much do we know about data
protection? Let's say, Facebook, do we know
how to set up Privacy? Do we know that our
posts should be set up as “Personal” only,
not Public? Or do we know what we should

or should not post or share? We don't know
what Facebook do with our data. Therefore,
before Post, Share or whatever, we need to
think first.

Dr. Wit | Because in the Cyber world, it is
not a one on one communication.

Parichart | Also, younger generations
always take photos, post and share, even
at a meeting. After the meeting is finished,
they feel like celebrating that the project is
completed and they take a selfie then and
there, with a business strategy plan as a
background. Then, they post it on social
media without realising it.

Dr. Wit | So confidential information was
leaked to the public by themselves.

Parichart | Exactly. At Deloitte, we have a
service called “Cyber Watch”. We monitor if
there is any photos that contains sensitive
information and notify the clients if we
found them. There are many leakage cases
of selfie photos after a meeting with sensitive
information in the photos.

Dr. Wit | Who would have thought, right?
That is why we need an expert because they
know where the risks are. Now, as an
organisation, | believe they would have
some level of cyber security in place. But
the bad guys would always try their best to
access our information. How do we know
whether the security system in our
organisation is enough?

Parichart | Currently, organisational Cyber
Security Assessment has become a trend.
Itis an annual assessment of organisation’s
data protection capabilities, similar to our
annual physical check up. We have a
physical check up every year to identify
any health issues we may have in order to
receive a proper treatment or prevent new
health issues. The same concept apply to
Cyber Security Maturity Assessment - to
identify organisation’s risk issues and seek
preventive solutions, whether it concerns
People, Process or Technology. In some
organisations, it may be a lack of staff's
awareness. So the Cyber Security Maturity
Assessment will help organisations to
identify areas of improvement.



Dr. Wit | | think one topic concerning cyber
risk that is scary to us is data leakage. |
believe that Deloitte has an extensive
experience on this as well. How do we
prevent data leakage?

Parichart | We do. A framework is a good
start. One topic under this framework is
Information Asset. Normally, every
organisations have assets such as tables,
chairs, notebooks, etc. Everyone says data is
important. Network accessories, computer
and server is important but we do not have
this things listed.

Dr. Wit | | remember when | was young,
our school desk had these stickers.

Parichart | And we never classify that
which data is sensitive or confidential either.

Parichart | When the data is classified,
we know which data is sensitive, which is
confidential. Then we bring in technology
and process.

Dr. Wit | Many people use technology first.
But actually it is the organisation’s require-
ments and risk assessment first, then the
solution.

Parichart | Exactly. It is like we are
protecting our home. Why we keep money and
valuable items in a safe box. It is because
we classified that those things are valuable.
So thatis why it is kept in the safe box in
our bedroom, with double lock door. Some
might also have CCTV installed. The same
idea apply to our organisation. There are a
lot of important data but we have

never classified which data is important.
Another difficulty that we faced with our
clients is they do not know where the data is
or which data is important. They need us to
analyse and classify it for them.

Dr. Wit | What data can be identified as
important data?

Parichart | Organisation strategy.
A production formula, for example.

Dr. Wit | A trade secret.

Parichart | Organisation Network Diagram,
Source Codes, etc. Hackers are looking to
snatch this information.

Dr. Wit | Is there many hackers today,
some might ask? And do they always look
for an opportunity to hack us all the time?

Parichart | We have heard about Cloud as
a service, Software as a service, Application
as a Service. These days, there is Hacking as
a service.

Dr. Wit | Very interesting word. What does
it mean?

Parichart | There is a hacker service. And it
is available on the internet.

Dr. Wit | Like hiring a gunman?

Parichart | You can buy the service and pay
by bitcoin.

Dr. Wit | They are in the dark, we are in
the open. Now, how do we do the risk
assessment, or identify threats - what is the
process?

Parichart | Actually, most leading organisations
have a Security Operating Center or SOC to
monitor cyber threats. Deloitte also have
SOC around the world working 24/7
monitoring any potential threats for clients.

Dr. Wit | Technology is important for sure
but | think another thing that is also important
is people. They can strengthen or weaken
the organisation. How do we prepare people
in the organisation?

Parichart | Many organisations start to
realise that people actually are important
factor for the organisations’ cyber security.

Some organisations run Cyber Security
Awareness Program. It has to be a program
running through out, not a project.

Dr. Wit | Long term.

Parichart | Yes. For example, during new
staff orientation program, organisation
should share their company cyber security
policy as well.

Dr. Wit | To make them realise how
important it is.

Parichart | Yes. And a company should
have e-learing or class room trainings on
Cyber Security for their staff. Some organisation
have it in a game format to test the level of
understanding of their staff. Some holds a
Security Day - setting up booth to educate
the safe ways to do Facebook security setting
or how to set a safe and secure CCTV at
home. Because CCTV can also be hacked.
Or even a simple thing that was mentioned
earlier that younger generations like to post
everything on social media. Good days or
bad days, they take photos. They spill coffee
on a table, they take photos without realising
that there is sensitive information in the
photos that they share on Facebook.

Dr. Wit | So the company's confidential
information is leaked unintentionally. So
how about print it on the paper, putitin
a box and seal the box. It should be more
secure this way?

Parichart | There is another issue called
“Third Party Risk”. There was an incident
with printed documents in a country in this
region last year. The said document was to
be taken to the storage. The document was
left unguarded in front of the office building
in central business district, waiting for the
document storage company to pick them
up. By the time the document storage
company come to pick them up, some of
the document was blown away by the wind.

Later, we found out that the document
contain sensitive information. So there was
a regulatory penalty for that. The organisation
was fined for the incident. Even though our
organisation have a good security and good
protection, but the damage might happen
because of a third party such as our
business partner.

Dr. Wit | Third Party Risk means risks from
third party. The case we discussed earlier
happened to printed data. What about the
third party in the digital world. How do

we ensure the safety and security of the
system?

Parichart | A simple example is Cloud. We
can compare Cloud to living in a condominium.
How can we be totally confident about
safety & security living in a condominium?
Each room in the condominium has its own
protection on a different level. If the room
owner do not have a good security or if the
condominium do not have a good security
system, someone might break into the
room or the condominium. For example,

IT person may not know how to install the
system securely and incidentally spreading
confidential information to public. It is like
you open the door and welcome a bad person
into your house.

Dr. Wit | Thank you so much. We have
learned a lot today that we need to be
aware of the cyber risks and learn how to
protect ourselves and our organisation.
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