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Data Protection
Guarding the Organisations’ and the
Customers' valuable information



The Digital Revolution

Advances in data science, processing
capabilities and new technologies have
sparked the fourth Industrial Revolution,
shifting our world to digital economy. As
processes get digitized and information
is made accessible across the internet,
enterprises need to consider the aspects
highlighted in the adjacent image:

Adversaries and attacks are growing
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27,000 cyber security threats in the first half of 2017.
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Data breaches

('T

Average cost of a data breach was estimated at INR 110 million.
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Why is protecting data so difficult?
The magnitude of stolen information is staggering, and the challenges associated with protecting data continue to grow. Some of the

reasons are:

Explosive data
growth...

Data is doubling
in size every two
years and by 2020,
it will reach 44
zettabytes'.
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Business and
technology
innovation
Innovations are
creating additional
cyber risk for
organizations. By
2020, there will be
over

5 Billion Internet of
Things (IoT) devices?.

Technology flawed
by design

6,488 new security
vulnerabilities®
were added to

the National
Vulnerability
Database (NVD) in
2015. This means
an average of 17
new vulnerabilities
each day

Compliance focused
mindset

Cyber security
standards, laws, and
regulations have not
and cannot keep up
with both business
and technological
change and your
evolving adversaries.

Consistently

failing to
implement security
fundamentals
99.9% of exploited
vulnerabilities were
compromised more
than a year after the
CVE was published?

' “The Digital Universe of Opportunities: Rich Data and the Increasing Value of the Internet of Things”, EMC Digital Universe with Research & Analysis by IDC
2 2015 Data Breach Investigations Report”, Verizon
3 National Vulnerability Database (NVD)



Data Protection - An Imperative

There is an urgent need to change the approach that organizations take to data protection, to minimize the risk exposure. Focusing on
the following four fundamental areas can help organizations improve their security posture and change the security landscape:
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Build and maintain
a comprehensive
inventory of sensitive

assets and data
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Focus on risk mitigation
rather than compliance
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for data loss

Implement data security
controls but also monitor
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Consistently execute and
maintain uniform security
fundamentals across the
enterprise

Reinvented approach - Data Protection

The data protection capabilities should occur from the “inside out”, in addition to the “outside in”. Assume your adversaries are “in”, and
limit what they can do, and the impact they can cause.

Data Centric Capabilities

Focus on the sensitive data itself

¢ Identify and maintain an inventory of the most
critical assets through enterprise data discovery,
classification, and management programs

* Render compromised data useless through

tokenization, encryption and obfuscation

e Zero in on the most likely targets for attacks
* Monitor for data access or exfiltration at database

layer and endpoints

Close access paths through fundamental security

controls

* Strong Authentication

* Malware Detection

* Privileged User Management

* Vulnerability and Patch Management
* Configuration Management

Application

Platform

Below are the broad range of data protections services that Deloitte can assist you in your critical data protection journey .
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Data Discovery Exercise

Identify where unstructured and
structured sensitive data exists across
the organization and develop data-
flow diagrams.
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Data Protection Technology

Assessment

Understand key risks the organization
is facing and the current state

of security controls to develop a
comprehensive data protection

strategy and roadmap.
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Data Exfiltration and

Risk Assessment

Conduct risk assessment to identify
areas in the organization that is most
at risk, so that remediation activities
can be prioritized.
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Data Protection Technology

and Capability Implementation

Deploy data protection technology

solutions and capabilities along with

effective monitoring capabilities
(encryption, database security etc.)
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Data Protection Program and

Foundation Development

Develop supporting capabilities (e.g.,
governance, operating model,metrics
etc.) to enhance and strengthen the

data protection program.
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Managed Services

Provide service level agreement (SLA)
driven data protection monitoring
services, thatinclude event analysis,
reporting and other operational

support.
.
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