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Die Nutzung von ServiceNow in der Cloud
wird zunehmend popularer. Vor der tat-
sachlichen EinfUhrung von ServiceNow
stehen viele unserer Kunden vor einer
intensiven Prufung der Risiken. Typische
Fragestellungen sind:

Ist meine Organisation reif fur Ser-
viceNow aus der Cloud?

Ist ServiceNow professionell organisiert
und im Hinblick auf relevante Standards
zertifiziert?

Gibt es Wege unternehmenskritische Da-
ten sicher und im Einklang mit geltenden
Gesetzen mit ServiceNow zu verarbeiten?

Ergreift ServiceNow angemessene
Malinahmen zur Sicherung seiner Infra-
struktur?

Ein Blick hinter die Kulissen

Vor einer endgultigen Entscheidung tragen
sich unsere Kunden mit dem Gedanken,
ServiceNow als prozessunterstitzendes
Tool in meist globalen Organisationen
einzuflhren. Die L6sung soll, wenn aus
Risiko-Sicht moglich, in der Cloud be-
trieben werden. Zumeist haben Kunden
bereits Vorarbeit im Hinblick auf Risiko
Management und Information Security
Management getroffen und orientieren sich
an marktgangigen Standards.

Deloitte hilft die entscheidenden
Risiken der ServiceNow Lésung fiir Sie
zu identifizieren

1. Wir greifen auf bestehende ServiceNow
Risiko-Assessments zurlck.

2. Marktgdngige Standards und neue
Kunden-Spezifika werden mit diesen
verknUupft.

3. AbschlieBend dokumentieren wir die
ServiceNow Risiken vollstandig in einer
klaren Entscheidungsvorlage.

Im Ergebnis zeigt die Entscheidungsvorlage
auf, welche Risiken zu vernachlassigen sind
und welche tatsachlich Einfluss auf die
Auswahl von ServiceNow als Cloud Lésung
haben.

Jeder Kunde bewertet Risiken
anders - unsere ServiceNow Erfahrung
hilft dabei

Deloitte nutzt die Cloud Computing
Intelligence Risk Map, mittels derer
ServiceNow-spezifische Risiken angemes-
sen identifiziert werden (siehe Grafik im
Innenteil).

Insgesamt adressiert die Cloud Compu-
ting Intelligence Risk Map 130 Risiken, die
mit marktgangigen Standards verknupft
sind (siehe Abb. 1).

Abb. 1 - Client-specific evaluation of each risk map sub-area in scope

Risk map area

4. Identity and Access
Management

Risk map sub-area

Access Management

Question (SL.111)

Is there a process which
allows the client to
specifically list who from
the cloud provider will
have access to their
Scoped Systems and
Data?

Rating and reference to CLIENT environment

ServiceNow provides at no additional cost a plugin called the
'SNC Access Control Plugin'. Customers may use this plugin
to restrict instance level access to named ServiceNow
support personal and can specify who from ServiceNow can
access the instance and when. This can be configured to
prevent any ServiceNow support access to the instance
unless this is explicitly updated to allow access. Note that in

this case it may affect support service levels.

1SO 27001
1SO 27018
Relation

to Client
Standards
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The ServiceNow Access Management Process
aligns smoothly with CLIENT process
“Headquarters Access Management v3.18"
and CLIENT identity management policy

Sources: Deloitte assessment based on Standardized Information Gathering (SIG) Questionnaire (04.12) and
several reports and white papers originating from ServiceNow
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Abb. 2 - Management summary with 5 core results identified per risk map area

| 2. Delivery Strategy and Architecture

Downtime

Downtime is negotiated with customer. Customers can pin their
instances so that upgrades are not forced on them. Most
upgrades can be done without affecting customer production.

Customer installation

ServiceNow environment.

Customers are not allowed to install their equipment into the

Geographic location

house their data.

Customer selects which data center they would like to use to

Capacity management

ServiceNow has a documented capacity planning model which
is used to determine sizing requirements and scaling options.

Methodology according to CLIENT Risk

Web service configuration

w

Customers may configure their ServiceNow instances to consum
other web services as well as to expose web services for
consumption by other in-house applications.

Management Process: Vulnerability
analysis scenarios and rating applied to
findings of ServiceNow assessment and
a possible negative impact on CLIENT
environment, sorted by level of impact

Very low
impact

* Deloitte ist globaler Partner von Service-
Now und hat tiefgreifende Informationen
bezogen auf organisatorische, prozessuale
und technische Rahmenbedingungen
(siehe Abb. 2).

* Wesentliche Ergebnisse werden im
Einklang mit kundenspezifischen An-
forderungen klassifiziert und priorisiert
(siehe Abb. 3).

Deloitte unterstutzt Sie als globaler
ServiceNow System Integrator ganz-
heitlich

Deloittes Service Line Technology Strategy &
Architecture bietet umfangreiche Dienst-
leistungen in IT Strategy & Innovation, IT
Governance & Management, IT Sourcing &
Procurement, IT M&A sowie Transforma-
tion an und kann somit im gesamten
Service Lifecycle beraten. Unsere Dienst-
leistungen werden zudem regelmaliig von
Analysten ausgezeichnet. Deloitte erzielte
beispielsweise in der ,ALM Intelligence
Competitive Landscape Analysis: Cloud
Consulting 2016" als fuhrendes Cloud Be-
ratungsunternehmen die Leader-Position.

(descending)

Abb. 3 - All core results per risk map area are classified in a heat map

No negative impact has been discovered
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According to a potential negative impact on CLIENT the majority of core results have been classified with a risk
of “low” or less (38 of 45). Methodology according to CLIENT Risk Management Process: Vulnerability analysis
scenarios and rating applied to findings of ServiceNow assessment and a possible negative impact on CLIENT
environment
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Cloua Computing
Risk Intelligence Map

The Cloud Computing Risk Intelligence Map™ provides a
unique view on the pervasive, evolving, and interconnected
nature of incremental risks associated with cloud computing
that executives and managers may find useful in identifying
risks that apply to their organizations.

Businesses thrive by taking risks, but falter when risk is man-
aged ineffectively. A Risk Intelligent Enterprise™ recognizes
this dual nature of risk and devotes sufficient resources both
to risk taking for reward and to the protection of existing
assets.

The Risk Intelligence Map is intended to serve as a guide on
the journey toward Risk Intelligence by helping personnel in

all functions of an organization broaden their perspective

on risk and improve their ability to execute their risk-related
responsibilities.

This may be accomplished by using the Risk Intelligence Map to:

* spur discussions about risk management topics, including
risk identification, prioritization, measurement, and miti-
gation

* acilitate the connection of risk management silos

* identify redundant efforts in place to manage risk

* improve efficiency in compliance and risk management

efforts
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* develop risk event scenarios that require integrated
responses The Risk Intelligence Map is not a definitive or
comprehensive representation of risks that may be en-
countered by an organization.

Consider customizing the Risk Intelligence Map based on
risks that impact your organization. Areas could include
regulatory, geographic, industry, and company-specific issues.
For more information on customizing the Risk Intelligence
Map to meet the needs of your organization, please contact
your Deloitte practitioner.

1. Governance, Risk
Management, and
Compliance

Governance

* Inadequate manage-
ment oversight of cloud
adoption

e Failure to evaluate and
monitor usage of cloud

Risk
Management

* Inadequate analysis of
incremental risks intro-
duced by cloud

¢ Lack of independent
assessment of cloud
solution

* |Insufficient expertise in
auditing cloud environ-
ment

Compliance

* Inability to demonstrate
compliance with regula-
tory requirements

Limitations on ability to
monitor compliance of
cloud components

Changing compliance
landscape due to
evolving regulations and
standards

Noncompliance with
multijurisdictional data
privacy laws due to lack
of visibility into data
location

2. Delivery Strategy
and Architecture

Strategy

e Lack of a coherent
cloud strategy and
roadmap

¢ Cloud strategy not
aligned with business
needs or technology
maturity

Architecture

* Lack of proper isolation
for sensitive data due to
multitenancy in cloud

* Lack of configurability
and customization of
cloud architecture

* Inability to use best-of-
breed technologies

* Unacceptable perfor-
mance degradation due
to increased network or
system latency

* Failure to engineer
cloud applications to
leverage scalability
offered by the cloud

3. Infrastructure Security

Vulnerability
Management

* Security vulnerabilities
introduced by cloud
co-tenants and ecosys-
tem partners

* Failure to protect
against new vulnera-
bilities in virtualization
technologies

e Lack of timely security
patches for proprietary
cloud components

* Failure to patch vul-
nerabilities in virtual
machine templates and
offline virtual machines

* Inadequate vulnerabil-
ity testing of services
obtained from cloud
ecosystem partners

Network Security

* Compromise of cloud
management interfaces
due to targeted attacks

e Failure to secure net-
work traffic between
distributed cloud com-
ponents

* Exposure to distributed
denial-of-service
attacks against public
facing cloud interfaces

* Lack of defense against
attacks originating
from within the cloud
environment

System Security

* Compromise of cloud
environment due to
poor security practices
by the customer

Lack of adequate cloud
service security due to
conflicting customer
priorities

Insecure end-user
systems interacting
with cloud-based appli-
cations

Failure to secure intra-
host communications
among multiple virtual
machines

Application Security

* Inability to inde-
pendently test applica-
tion security

* Circumvention of appli-
cation access controls
by cloud provider staff

¢ Failure to secure inter-

faces between variety of

cloud-based and tradi-
tional applications

* Inadequate facilities
to capture and store
application logs

Encryption

* Lack of controls to
prevent cloud provider
from accessing encryp-
tion keys

* Poorly implemented en-
cryption and key man-
agement due to cloud
service immaturity

4. Identity and Access
Management

Identity
Management

* Insecure integration of
internal and cloudbased
identity management
components

* Inadequate due dili-
gence prior to assign-
ment of broad cloud
management privilege

Access
Management

* Failure to implement
proper access controls
for cloud management
interfaces

* Inadequate logical
access control options
due to cloud service
immaturity

* Inability to restrict
access or implement
segregation of duties
for cloud provider staff

5. Data Management

Data Acquisition

* Housing inappropriately
collected data

Data Storage

* Unauthorized access to
data storage through
underlying cloud tech-
nology

* Inability to monitor data
integrity inside cloud
storage

* Failure to properly
retain data due to com-
plexity of multiple cloud
data stores

Data Usage

* Lack of clear ownership
of cloud-generated data

* Unauthorized access
or inappropriate use of
sensitive data (e.g. per-
sonal data, intellectual
property)

e Underutilization of data
use due to restrictions
on access to datain
cloud

Data Transfer

* Noncompliance with
data privacy laws due to
cross-jurisdictional data
transfer

* Inability to integrate
data loss prevention
technology with cloud
solution

Data Disposal

* Failure to remove data
from multiple cloud
data stores

* Insecure deletion of
data from multiple-use
hardware resources

6. Business Resiliency

and Availability

Technology
Resiliency

* Cloud service failure

due to oversubscription

in peak usage periods

* Inability to verify cloud

infrastructure resiliency

* Single-points-of-fail-
ure due to addition of
complex technology
components

* Increased complexity
of data replication or
backup to other clouds
or back in-house

Cloud Provider
Continuity

* Inability to test cloud
continuity and disaster
recovery plans

Lack of continuity plan
for cloud provider
failure, acquisition,

or change in service
strategy

Failure to establish
source code escrow
agreement for proprie-
tary software

Supply Chain
Continuity
* Interruption of cloud

services due to critical
subcontractor failure

7. 1T Operations

Asset
Management

* Failure to comply with
software licenses due to
ease of cloud resource
provisioning

* |nsufficient tracking of
virtual assets

Project
Management

* Poorly defined roles
and responsibilities of
cloud participants

* Unresponsiveness in
cloud provider com-
munications due to
customer volume

Incident
Management

* Delayed data breach
notification due to
complex identification
of affected customers

¢ |Ineffective incident
investigation due to im-
permanence of virtual
systems

e Failure to limit incident
spill-over to other cloud
tenants

* [nability to troubleshoot
performance issues due
to continuous environ-
ment changes

Change
Management

* Inadequate cloud mi-
gration planning

* Inability to align busi-
ness process changes

with standardized cloud

service options

* Lack of coordination of
system maintenance
resulting in conflicting
changes and difficult
troubleshooting

Operations

* Inadequate monitoring
of cloud resource utili-
zation

* IT operational pro-
cesses not updated to
reflect unique cloud
computing risks

* Lower availability of
cloud service than
prescribed by the SLA
due to provider over-
subscription

* Inability to provide ad-
equate level of service
globally

Physical and
Environmental

* Inadequate physical
and environmental
safeguards for cloud
locations

* Increased data loss for
multiple customers
from physical machine
theft

8. Vendor Management

Vendor Selection

* Inadequate due dili-
gence of cloud security
controls

¢ Lack of sufficient
number of viable cloud
providers

* Lack of performance
track record due to
cloud service immatu-
rity

Monitoring

* Lack of performance
monitoring mechanisms
beyond cloud provider
reports

* Inability to use third
parties to assess cloud
provider performance

* Gap between provider's
nonperformance vs.
business impact of
service disruption

Vendor Lock-in

High cost of migrating
cloud-resident technol-
ogy due to proprietary
architecture

Complexity in architect-
ing technical solutions
that minimize vendor
lock-in

Failure to plan for cloud
portability and interop-
erability

Lack of agreed upon
exit obligations for both
provider and customer

9. Business
Operations

Contracting Human Resources

¢ Malicious insiders with
administrative access to
cloud components

* Inability to customize
cloud contract and
establish cloud provider
ability * Inadequate IT skills to
manage cloud-based
technologies

* Failure to update cloud
contract over time to re-

flect operating changes . )
P & & ¢ Failure to retain tech-

nical specialists upon
cloud migration to over-

Resource .
see cloud operations

Provisioning

* Failure to formally de-
fine maximum available Legal
cloud resources

* Inadequate records
management, preser-
vation, retention, and
disposal policies

* Failure to consider
digital evidence and
ediscovery issues in
contracts

* Unauthorized exposure
of data at cloud loca-
tions with unpredictable
legal environment

Finance

Lack of internal controls
for financial processes
and transactions in the
cloud

Failure to control cloud
expenses due to ease
of proliferation of cloud
usage

Economic denial-ofser-
vice by exhausting me-
tered cloud resources

Tax

* Failure to analyze and
plan for tax considera-
tions





