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Definitions

“Deloitte” refers to one or more of Deloitte
Touche Tohmatsu Limited (“DTTL”), its global
network of member firms, and their related
entities (collectively, the “Deloitte
Organization”). DTTL (also referred to as
“Deloitte Global”) and each of its member firms
and related entities are legally separate and
independent entities, which cannot obligate or
bind each other in respect of third parties. DTTL
and each DTTL member firm and related entity
is liable only for its own acts and omissions, and
not those of each other. DTTL does not provide
services to clients. Please
see www.deloitte.com/about to learn more.
“Deloitte Central Europe” (“Deloitte CE”) is a
regional organization of entities organized
under the umbrella of Deloitte Central Europe
Holdings Limited, the member firm in Central
Europe of Deloitte Touche Tohmatsu Limited.
Services are provided by the subsidiaries of,
and firms associated with Deloitte Central
Europe Holdings Limited, which are separate
and independent legal entities.

CnoseHis, Cepbisa, YKpaiHa

BusHaueHHA

«[JenoiT» 03Havya€e oaHy Yn Binblue LPUANYHUX
ocib, AKi BXoAATb [0 CKAady opraHisauii
«Jenoit Tyw Tomauy flimitea» («ATT/1»), dipm-
yyacHuub i rnobanbHOi Mepexki, Ta iXHix
NOB’A3aHMX  OPUAMYHMX OCib (pasom —
«OpraHizauia  [Qenowt»).  OTT/1  (TakoX
Ha3uBaeTbcA «[lenoWt Fnoban») Ta KOMKHa 3
dipm-yyacHuMLUb ii mepexi Ta nos’Aa3aHmx ocib €
IOPUANYHO  OKPEMMMM Ta  He3aNnexHUMMU
ocobamu, Aki He Bnpasi 3060B’A3yBaTM abo
6patn 060B’A3KM Nepes TPeTiIMM 0cobamm oaHa
3a iHwy. OTT/l, KoxHa 3 ¢ipm-yyacHUUb, LLO
BXOAATb A0 mepexi ATT/1, Ta KoXKHa nos’a3aHa
ocoba HecyTb BiANOBiAANbHICTb Ti/IbKK 33 BNACHI
Aii  unm  6es3pianbHicTb, a He 3a Ail uu
6e3nianbHicTb oaHa oaHoi. AOTT/1 He Hapae
nocnyr knieHtam. [lisHatuca 6inblie BM moxkeTe
3a nocunaHHam: www.deloitte.com/about.
«[enoit LleHTpanbHa €Bpona» («OenonT LE»)
€ perioHaIbHO OpraHisaLieto PUANYHKX OCib,
OpraHi3oBaHMX nNig KepiBHULTBOM KOMMaAHIi
«denont LeHTpanbHa €Bpona  XOAAMHI3
Nimiteq», dipmu-yyacHuui  «Jenovt Tyw
Tomauy Jflimitea» y UeHTpanbHit €Esponi.
Mocnayrn HajatoTbCA LOYipHIMK
NigNPUEMCTBaMM, acOL,iMOBAHUMM KOMMAHIsMK
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The “Controller” (“we”, “us”, or “our”) means a
controller or data controller determining the
purposes of Personal Data processing (as

further defined in the Data Protection
Legislation)  (in  Ukrainian:  sonodineuyp
MepcoHanbHUX OAHUX).

The “Processor” means a data processor or
processor processing the Personal Data on
behalf of the Controller (as further defined in
the Data Protection Legislation) (in Ukrainian:
pPO3MOPAOHUK NepCcoHAnbHUX OAHUX).

The “Data Protection Legislation” means the
following legislation to the extent applicable
from time to time: (a) national laws
implementing the Directive on Privacy and
Electronic Communications (2002/58/EC); (b)
the GDPR; and (c) any other similar national
privacy law.

The “GDPR” means the General Data
Protection Regulation (the EU) (2016/679).

The “Personal Data” means any personal data
(information relating to an identified or
identifiable natural person/data subject)
processed in connection with or as part of the
services provided to our clients or in relation of
the contractual relationships with our vendors,
contractors, or sub-contractors or as necessary
for activities that are part of our standard
business operations.

The “Processing” means any operation or set of
operations on the Personal Data (manual or
automated) such as collection, recording,
structuring, storage, use, disclosure,
restriction, erasure, or destruction (as further
defined in the Data Protection Legislation).

«JenoiTt LeHTpanbHa €Bpona XonguHr3
NimiTeg» (nos’sA3aHi dipmn), AKi €
CaMOCTIHUMM Ta He3aNeXHUMU IOPUANYHUMU
ocobamu.

«KoHTponep» («mu», «Hac» abo «HaLW»)
O3HaYa€e KOHTponepa abo KOHTpoJsiepa AaHuXx,
AKWUMA BU3HAYae LUini 06pobku MepcoHanbHUX
OaHuX (SK BM3HA4YeHO Hagani y 3aKOHOAABCTBI
npo 3axucT AaHux) (80s100ineyb NepcoHanbHuUX
OaHuXx).

«lMpouecop» 03Hayae npouecopa AaHux abo
npouecopa, AKNin 0bpobnsae MepcoHanbHi gaHi
Big imeHi KoHTponepa (AK BM3HauyeHO Hagani y
3aKOHO4aBCTBI npo 3axmcT AaHNX)
(po3nopsAOHUK nepcoHanbHUX OAHUX).

«3aKOHOAABCTBO MPO 3aXMUCT AAHWUX» O3HAYaEe
TaKe 3aKOHOAABCTBO Y Ti Mipi, AKe Yac Big, vacy
3aCTOCOBYETbCA: (a) HaujioHanbHe
3aKOHOAABCTBO, Y AKOMY  BMpPOBaKeHa
OupekTnea npo KOH}iAeHUINHICTb Ta
eNIeKTPOHHI 3acobu 38’a3ky (2002/58/€K); (6)
3P340;, Ta (B) 6ygb-aki iHWi aHanoriyHi
HaLUioHaNbHi 3aKOHM NPO KOHIAEHLINHICTb.

«3P3[]» o03Hayae 3arasbHUI perfameHT Mpo
3axuct gaHux (EC) (2016/679).

«lepcoHanbHi  gaHi» o03HayatTb byab-AKi
nepcoHanbHi AaHi (iHpopmauisa, AKa CcTocyeTbes
iaeHTMdikoBaHoi ¢isnyHOi ocobu abo ocobw,
AKY MOXKHa iaeHTUdiKyBaTn/cyb’ ekta gaHux), aKi
06pobnATbCA Y 3B8’A3KY abo B pamKax nocayr
abo CTOCOBHO [OrOBiPHUX BiIAHOCWMH 3 HaLIMMMU
nocravasibHUKamu, niapsaaHUKamm abo
cybnigpagHMkamu, abo AKi HeobxigHi Ans
AiANbHOCTI, KA € YaCTUHOW Haloi 3BMYaMHOI
rocnoAapcbKoi onepauinHoi AianbHOCTI.

«0ObpobKa» o3Hayae byab-AKy onepauio abo
Habip onepaui woao lNepcoHanbHUX [AHMX
(pyuHy abo aBTOmMaTM30BaHy), Taky sK 36ip,
3anmuc, CTPYKTypu3aL,ito, 36epiraHHsA,
BMKOPUCTaHHSA, PO3KpUTTA, 0bMerKeHHs,
BMAaNeHHA abo 3HMWeEHHA (AK BW3HAYeHOo
Hagani y 3aKoHO4aBCTBI NPO 3aXUCT AaHMUX).



The “Recipient” means a natural or legal
person, public authority, agency, or another
body, to which the Personal Data are disclosed
(as further defined in the Data Protection
Legislation).

Summary

This Privacy Statement is applicable to
processing of your Personal Data (the “Data”)
by us and explains:

e What Personal Data we process about
you;

e  Why (for what purposes) we process your
Personal Data (including the legal grounds
for your Data processing);

e How and in what locations we process
your Personal Data (where we transfer
your Personal Data and with whom we
share your Data);

e What are your rights.

This Privacy Statement applies from the date
specified at the top of this page. We may
modify or amend this Privacy Statement from
time to time, therefore, we encourage you to
review this statement periodically.

What  Personal Data We  Process
We process the Personal Data that you provide
to us, that we obtain from your employer or
contractual partner, advisor, or third party,
that you explicitly made publicly available, or
are publicly available otherwise (e.g., online

media).
These Personal Data may include:
e Your name, surname, and gender;

e Your occupation (job position) and general
contact details (work or home address,

«PeumnieHT» o3Hayvae ¢isnyHy abo rPUAUYHY
0coby, Aep*KaBHUI opraH, areHTCTBO abo iHWNi
opraH, fAKOMY pO3KpuBatoTbcA [lepcoHanbHi
AaHi (AK BU3HaYeHo Hadaniy 3akoHoAaBCTBi Npo
3aXMCT JaHUX).

KopoTkui BUKnap,

Lls 3aaBa Npo KOH}IAEHL,iINHICTb 3aCTOCOBYETLCA
00 00pobKM Bawmx [epcoHanbHUX AaHUX
(Hapani — «AaHi») Hamu | NOACHIOE:

e AKi [lepcoHanbHi JaHi nNpo Bac mu
0bpobnnemo;

e yomy (gns AKuX uineit) mm obpobnsemo
Bawi [lepcoHanbHi AaHi (BKAWOYHO 3
npaBoBMMM nNigctaBamm Ans  0b6pobKu
Balmnx JaHux);

e AKMM YMHOM i B AKUX MiCLLAX PO3TaLLYBaHHS
MU 06pobnsemo Bawi MNepcoHanbHi AaHi
(kyan mu nepepaemo Bawi MepcoHanbHi
AaHi i 3 KMM MW Aianmmoca  Balnmm
OaHnmn);

e  AKMMM € BaLLi NpaBa.

Lls 3anaBa Npo KOHOIAEHL,iMHICTb 3aCTOCOBYETLCA
i3 4aTW, BKA3aHOi Ha NOYaTKy L€l CTOPiHKK. Mn
MOXeMO BHOCUTM 3MiHM abo nonpaBKuM A0 i€l
3aABM Npo KOHIAEHLIMHICTL Yac Big, u4acy,
BiANOBIAHO, MW PEKOMEHAYEMO MNepioaAnYHO
nepernagaTty uto 3asBy.

AIKi MepcoHanbHi paHi mu  06pobnsemo
Mu 06pobnsemo MNepcoHanbHi AaHi, AKi BU Ham
HaZa€ETe, fKi MM OTPMMYEMO Big, poboTosasLA
abo KOHTpareHTa 3a AOrOBOPOM, KOHCY/IbTaHTa
abo TpeTboi CTOpOHM, AKi BWU BigBepTo
onpuaoaHuam abo fAKi iHakLwe cTatoTb Ny6aiYHO
AOCTYNHUMM (Hanpuknaga, yepes IHTepHeT-3MI).

Jo Takux
Hanexatu:

MepcoHanbHUX [AQHUX MOXKYTb

e Balle im’s, Npi3BULLE Ta CTaTb;
e BaW pig 3aHATL (poboya nocaga) Ta
3aranbHi KOHTaKTHi aaHi (poboya abo



personal or work e-mail address, and
telephone number);

e History and details of your business
contacts with Deloitte;

e Your bank account number (in case that
our client/contractor/vendor, and sub-
contractor is a natural person);

e |P address;

e Your Personal Data provided in connection
with the execution of your rights in
accordance with this Privacy Statement;

e CCTV images and other information we
collect when you access our premises (the
specific and customized information on
this Personal Data processing is available
in the respective Deloitte CE premise if
applicable — the CCTV images may be also
processed by the building owner or the
authorized third party).

For the purposes specified here-below, we do
not collect or process any ‘sensitive’ or ‘special
categories’ of Personal Data as defined in the
Data Protection Legislation. The additional
types and categories of your Personal Data that
are processed directly for the purposes of
provision of our services are described in
the Deloitte CE Entities Providing Services as
Data Controllers and Deloitte CE Entities
Providing Services as Data Processors privacy
statements.

Purposes of Your Data
“Purposes”)

Processing (the

e Compliance with the applicable legal,
regulatory, or professional requirements
(anti-money laundering);

e Addressing requests and communications
from competent authorities;

OOMalHA agpeca, ocobucra abo poboua
ajpeca enNeKkTPOHHOI nowTu i Homep
TenedoHy);

e icTopia Ta peTanbHa iHPopmauia BawMX
6i3Hec-KOHTaKTiB 3 [lenoiT;

e HOMep Baworo 6aHKIBCbKOrO pPaxyHKy
(AKwo BaLUMM
KnieHTom/nigpagHnKkom/nocravyanbHUKOM
€ ¢isnyHa ocoba);

e |P-agpeca;

e Bawi MepcoHanbHi AaHi, HagaHi y 3B’A3Ky i3
peanisaui€lo BaWMX MNpPaB 3rigHO 3 L€
3anBo0 NPO KOH}IAEHLINHICTD;

e 300parKeHHA Kamep BiAeOCNnOCTEpPENKEHHA
Ta iHwa iHdopmauia, AKy mu 36Mpaemo,
KON BW OTPUMYETE [0CTYN A0 HaWMX
NpuMileHb (KOHKpeTHa Ta cneujanisoBaHa

iHpopMmaLis npo uto 06pobKy
lMepcoHanbHUX  AaHWMX  AOCTynNHa y
BignosigHOMY NPUMILLLEHHI KOMNaHii

Oenont LUE, y pasi HeobxigHocTi —
3006paXKeHHA KamMep BiJeoCnocTeperKeHHs
TAKOX MOXXYTb 06pPOBNATUCA BNACHUKOM
6yaisni abo ynNOBHOBAXEHOW TPETbOK
CTOPOHOI0).

Ons uinen, 3asHayeHnx gani, Mm He 36Mpaemo
Ta He 06pobnAaemo Byab-AKUX «4yTANBUX» abo
«cneuianbHUX  KaTeropim» MNepcoHanbHUX
LAHUX, fAIK BU3HA4yeHO Yy 3aKOHOAABCTBI MNpo
3aXMCT faHux. [lopaTKosi BMAWM Ta KaTeropii
BaLUMX MNepcoHanbHUX OAHNX, AKI
obpobnaTbca 6e3nocepenHbO  Aaa  uinedn
HaZaHHA HalKX NOCAYr, ONUCAHI Y BigNOBIAHMX
3anABax Npo KoHPigeHUilMHicTe KomnaHii Jlenout
LLE, AKi HagaoTb nocnyrn y poni KoHTponepis
AaHux Ta KomnaHii Qenont LUE, aki HagawTb
nocayru y poni NMpouecopis AaHUX.

Lini 06po6Ku Bawmx faHux (Hagani — «Lini»)

e [OOTPUMAHHA  3aCTOCOBHMX  MPaABOBMX,
perynatopHux abo npodeciiHnux BUMor
(npoTuaia BiaMMBAHHIO KOLWITIB);

e po3raag 3anuTis i noBiAOM/IEHDb
KOMMETEHTHUX OPraHiB;
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e General contract administration, financial
accounting (invoicing), and statistics;

e Internal compliance and risk analysis
(including investigating or preventing
security incidents);

e Protecting our rights and legitimate

interests;
e General client, vendor, contractor, or sub-
contractor relationship purposes

(including the feedback and complaints, as
well as assessment and development of
business opportunities);

e Utilization of internal or hosted (cloud)
information technology systems, services
and applications (for communication, data
sharing, and archiving purposes).

Please note that this Privacy Statement does
not include the information on processing of
Personal Data for the purposes of marketing,
direct mailing, and recruitment. The processing
of Personal Data for such purposes is described
in the specific privacy statements that may be
also part of your consent with such a Personal
Data processing (where relevant). We do not
process your Personal Data for direct mailing
and marketing purposes without your explicit
consent. However, we may ask you for such a
consent in the course of Personal Data
processing for the Purposes.

Legal Basis for Your Data Processing:

We process your Personal Data only when the
processing is necessary in the following cases:

e To administer the contract we have with
you personally or to take steps to enter
into a contract with you;

e For compliance with a legal obligation we
are subject to;

e 3arasibHe agMIHICTPyBaHHA  40roBOpIB,
¢diHaHCcOBMI 06K (BUCTaBNEHHSA paxXyHKiB)
i CTAaTUCTUKa;

e  BHYTPIWHA BiANOBIAHICTL i aHANI3 pU3MKIB
(BknoyHO i3 poscnigyBaHHAM  abo
3anobiraHHAM iHUMAeHTam 6e3neku);

®  3aXMCT HalUMX NPaB Ta 3aKOHHUX iHTepecis;

e 3arafbHi Uini BIAHOCMH 3 KJIEHTaMMW,
nocTayasibHUKaMu, nigpagHukammn abo
cybnigpagHMKamy (BKAKOYHO 3 Bigrykamu
Ta CKapramu, a TaKOX OLUIHKOK Ta
PO3BUTKOM Bi3HEeC-MOoXAnBOCTEN);

®  BUKOPMUCTAHHA BHYTPILLHIX abo
PO3MiLLLEHUX (xmapHmnx) cucrem
iHbOpMaLiMHUX TexHonorin, nocnyr i
3aCTOCYHKiB (ana 3B’A3Ky, 0OMiHY AaHMMM
Ta apxiByBaHHA).

Mpocumo 3BepHYTM yBary Ha Te, WO uUA 3asABa
NpPO KOHPIAEHUIMHICTb HE MICTUTb iHOpMaLLii
npo o6pobKy MNepcoHanbHUX AaHMX ANA winew
MapKeTUHry, MPAMMUX MOLITOBUX PO3CU/IOK Ta
Halimy nepcoHany. O6pobka [MepcoHanbHMX
OAHUX ANA TaKUX Linen onucaHa y cneuiaibHUX
3aABax MNpO KOH}IAEHUiNHICTb, AKi  TaKoX
MOXKYTb OYTW YacTMHO BALIOi 3roay Ha Taky
06p0obKy MepcoHanbHUX AaHuX (y BignoBigHUX
BMNagKax). Mu He o06pobnsemo BawwuXx
MepcoHanbHUX [aHUX A1 BUKOPWUCTAHHA Yy
NPAMMUX NOLITOBMUX pO3CUKax Ta
MapKeTUHIroBux uineir 6e3 oTpMMaHHA BaLloOi
yiTKOI 3rogn. O4HaK, MU MOXKeMO MOMpPoOCUTH Y
BaC TaKy 3rogy nia yac 06pobku MNepcoHanbHNUX
JaHnx ana pocarHeHHa Linen.

MpaBoBa ocHoBa AnA 06po6KM Bawux JaHux:

Mu 06pobnsaemo Bali MNepcoHanbHi AaHi TiNbKK
Todi, KonuM o06bpobka HeobxiaHa Yy TaKux
BMMaZKax:

e  ONA agMiHICTpyBaHHA A0roBOpPY, AKUN MWK
MAeEMoO 3 Bamu ocobucto, abo BXKUTTA
3axo04iB oA YKNageHHA JOroBOpPY 3 Bamu;

e [NA AOTPUMaHHA LOPUANYHNX 3060B'A3aHD,
AKI MW MAEMO;



e Forthe purposes of our legitimate interest
which might be to:

- Execute and fulfill contracts with our
vendors, contractors or  sub-
contractors,

- Protect our business interests
(including to conduct our risk and
quality assessments),

- Ensure that the complaints or requests
delivered to us are properly
addressed.

Retention of Your Personal Data
Your Personal Data shall be retained by us for a
period of 10 (ten) years following the provision
of services to our clients or the expiration of
our contractual relationships with our vendors,
contractors, or sub-contractors or as required
by the applicable laws or relevant regulations
or for Deloitte legitimate interests.

Personal Data Controller

In the context of this Privacy Statement, the
Data Controller is the Deloitte CE entity that is
a party to the client, vendor, contractor, or sub-
contractor contract.

Sharing and Transferring Your Personal Data

Your Personal Data may be
disclosed/transferred to and processed by the
following Recipients for the Purposes:

Deloitte Group of Entities listed here. If
applicable, your Personal Data will be
processed only to the extent allowed for the
Purposes and in accordance with the Data
Protection Legislation. Each of the Recipient(s)
shall be responsible for ensuring the
appropriate protection of your Data, providing
information on your Data processing, and
obtaining additional consents if required. In

e AnA uiner peanisayii HawWKMX 3aKOHHUX
iHTepeciB, 40 AKX MOXKYTb Ha/leXKaTu:

- BYMHEHHA Ta BMKOHAHHA O0roBOpiB 3
HaWMmm nocTavyanbHUKaMM,
nigpagHnukamu abo cybniapagHnKkamm,

- 3aXMCT  Hawux  bisHec-iHTepeciB
(BKNOYHO 3 nNpPOBEAEHHAM  OLLHKM
PW3KKIB Ta AKOCTI),

- 3abe3neyeHHs TOro, WO HagicnaHi Ham
CKapru abo 3anuMTK po3rnafatoTbCA
HaNIE}KHUM YMHOM.

36epiraHHA Bawmnx MepcoHanbHUX gaHUX

Bawi NepcoHanbHi gaHi 36epiraTumyTbca HaMmu
npotarom 10 (gecATV) poKiB nicna HagaHHA
MOCAYr HaWKMMm KaieHTam abo  3aKiH4YeHHsA
TEPMiHY Aii Hawux AOroBipHMX BIAHOCKMH 3
nocrayasibHMKamm, niapagHUKamm un
cybnigpagHukamu abo BignosigHO A0 BMMOr
YMHHOTO 33aKOHOZABCTBA YM  BiAMNOBIgHMX
HOPMATUBHO-MPaBOBMX  aKTiB  abo  ans
[OCATHEHHA 3aKOHHUX iHTepecis [Jenour.

KoHTponep MNepcoHanbHUX AaHUX

Y KOHTeKcTi Ui€i 3aABM Npo KOH®iAEHLiNHICTb
KoHTposiepom paHux € topuauyHa ocoba
Oenont LIE, Aka € cTOpoHOW Jorosopy i3
KNIEHTOM, NOCTAYaNbHUKOM, NigpPAaHUKOM abo
cybnigpagHUKom.

O6miH Ta nepepgava Bawux [MepcoHanbHUX
BAHNX

Bawi MepcoHanbHi DaHi MOXYTb
po3KpuBatuca/nepedasatuca PeuunieHTam Ta
06pobnATUCA HUMUK anAa aocarHeHHs Linei:

Fpyna Komnawiii [enout nepeniyeHa Tyt. Y
BigNOBIAHMX BMNAAKax Bawi [epcoHanbHi AaHi
06pobaATUMYTbCA IMLe B 06CA3i, 403BONIEHOMY
ona  pocArHeHHa LUinen i BignosigHoO 4o
3aKoHOAaBCTBA MPO 3axmMcT AaHux. KoxkeH i3
PeuunieHTiB Bignosigae 3a 3abe3neyeHHs
HANEXHOro 3axmMcTy Bawwmx [aHWX, HafaHHA
iHpopmaLii npo 06pobKy Bawwux [aHux Ta
OTPMMAHHA  [A0JATKOBWMX  3roA, AKWO Uue
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case your Data are transferred across country
borders (including the territories outside of the
European Union), then such transfers will take
place only in the case that the obligations as
stipulated by the Data Protection Legislation
for when such transfers are fulfilled.

Processors

Our approved administrative and IT service
suppliers:

HeobxigHo. AKW,0 BawWwi AaHi nepeaatoTbCcs Yepes
KOPAOHW KpaiHM (BKAHOYHO 3 Teputopismu 3a
merkamu Esponelicbkoro Cotosy), Taki nepeaadi
[daHux BiabyBaTMMYTbCA AMIIE 3@ YMOBM
BMKOHAHHA 30608B’sA3aHb, nepeabayeHnx
3aKOHO4ABCTBOM MPO 3aXUCT AaHMX WOA0 TaKol
nepegadi.

Mpouecopu

Hawi 3aTBepAKEHI NoOCTavyanbHUKKU
afMIHICTPAaTUBHUX NOCAYr Ta nocayr IT:

Adastra s.r.o., Karolinskd 654/2, 186 00 Prague 8, Czech Republic/lpaza 8, Yecoka Pecnybnika
con4PAS, s.r.o., Novodvorska 1010/14, 142 01 Prague 4 — Lhotka, Czech Republic/lpaza 4 —

Jleomka, Yecoka Pecnybnika

Deloitte Advisory & Management Consulting Private Limited Company, Dézsa Gy ut 84.C., 1068

Budapest, Hungary/bydanewm, YeopujuHa

Deloitte CE Business Service Sp. z 0.0., Al. Jana Pawla Il 22, 00-133 Warsaw, Poland/Bapwasa,

lMonbwa

Deloitte Central Europe Service Centre s.r.o., Italskd 2581/67, 120 00, Prague 2 — Vinohrady, Czech

Republic/Mpaza 2 — BuHo2padu, Yecbka Pecrybika
Deloitte CZ Services s.r.o., Italskd 2581/67, 120 00, Prague 2 — Vinohrady, Czech Republic/lpaza 2

— BuHoepadu, YecoKka Pecnybnika

Deloitte Global Services Limited, Hill House, 1 Little New Street, EC4A 3TR London, United

Kingdom//loHdoH, Beaukobpumatis

Digital Resources a.s., Podébradskd 520/24, 190 00 Prague 9, Czech Republic/lpaza 9, Yecoka

Pecniybnika

MobileXpense, Koning Albert ll-laan 7, 1210 Brussels, Belgium/Bptoccens, benveis
Mobitouch sp. z o.0., Litewska 10/1, 35-302 Rzeszow, Poland/*ewys, Monswa

Sabris CZ s.r.o0., Pekar'skd 621, 155 00 Prague 5, Czech Republic/Mpaza 5, Yecoka Pecnybnika
SI- Consulting sp. z 0.0. — ul. A. Stonimskiego 1A ZITA, wejscie B, 50-304 Wroctaw,

Poland/Bpounas, Monswa

Uniwise s.r.o., Studentskd 6202/17, 708 00 Ostrava-Poruba, Czech Republic/Ocmpasa-lopy6a,

YecbKka Pecnybnika

Wookie.apps s.r.o., Josefa Kociho 1556, 153 00 Radotin, Czech Republic/PadomuH, Yecoka

Pecnybnika

Non-EU based (all non-EU based Data
Processors have concluded the EU approved
Standard Contractual Clauses with us ensuring
an adequate level of Personal Data protection
as required by the Data Protection Legislation).

MNo3a mexxamm EC (yci Mpouecopu AaHUX, AKi
3HaxXoAATbCA No3a Mmexamu €C, nianucanm 3
Hamu 3aTBepaKeHi B €EC CTtaHAapTHI AOroBipHi
MOJIOXKEHHA, AKi 3abe3neuyioTb  HaNeKHUI
piBeHb 3axucTy MNepcoHanbHUX AaHUX 3rigHO 3
BMMOramun 3aKOHOZaBCTBA MPO 3aXMUCT AaHUX).

Deloitte Support Services India Private Limited, RMZ Futura, Block B, 2nd Floor, Plot No. 14 & 15,
Road No. 2, Hi-Tec City Layout, Madhapur, Hyderabad — 500 081, Telangana, India/lalidapabad —
500 081, TenaHaaHa, IHOIA



Deloitte Touche Tohmatsu Services, Inc., 30 Rockefeller Plaza, New York, 10112 — 0015, USA/Hbto-

Mopk, 10112 — 0015, CLUA

Microsoft Corporation, One Microsoft Way, Redmond, WA 98052, USA/PedmoHO, wumam

BawuHnemon 98052, CLLIA

Their access rights are strictly limited to the
extent that it is only for necessary technical,
administrative, and help desk support services.

Security of Processing

We and our Data Processors established
technological, physical, administrative, and
procedural safeguards all in line with the
industry accepted standards in order to protect
and ensure the confidentiality, integrity, or
accessibility of all Personal Data processed;
prevent the unauthorized wuse of or
unauthorized access to the Personal Data, or
prevent a Personal Data breach (security
incident) in accordance with Deloitte CE
policies and the Data Protection Legislation.
Deloitte CE is a holder of ISO 27001 certification
— widely recognized global information
standard.

Your Rights
You have your right to:

e Request access to your Personal Data (and
request a copy of the Personal Data that
we process),

e Request us to update and correct your
Personal Data (right to rectification),

e Request us to delete your Personal Data
(where possible), or

e Require a restriction on the processing of
your Data.

You may object to the processing (in certain
cases as specified by the GDPR), as well as
execute your right to Data portability (receive a

IxHi npaBa gocTyny cyBopo obmexeHi avwwe ans
HagaHHA HeobXiaHnX TEXHIYHUX,
AAMIHICTPATUBHUX MOCAYT i MOCAYr NiATPUMKM
[0BiaKoBOI cny»Kbu.

be3neKa 06po6ku aHnx

Mwu Ta Hawi [Mpouecopn AaHUX BCTAaHOBWUAMU
TEXHOMONiYHI, i3nYHi, agMiHiCTpaTMBHI Ta
npoueaypHi 3acobu 3axucty BiANOBIAHO A0
NPUMHATUX Y Fanysi CTaHAAPTIB ANA 3aXWUCTy Ta
3abe3neyeHHA KoHdigeHUiHOCTI, UinicHOCTI
abo pgocTynHocTi ycix MNepcoHanbHUX AaHUX, AKi
0bpobnawTbes; 3anobiraHHA
HeCaHKLiOHOBaHOMY BMKOPUCTAHHIO un
HecaHKLioHOBaHOMY foCTyny A0 [epcoHanbHUX
AaHnX abo 3anobiraHHs NOPYLUEHHIO
MepcoHanbHUX AaHuX (iHUMaeHTam 6e3neku)
BiANOBIAHO A0 NOAITUKMK Oenont LE Ta
3aKoHOAaBCTBA NPO 3axucT AaHux. Adenout LLE
mae ceptudikaT ISO 27001 — LUMPOKO BU3HAHOTO
y CBiTi iHpopMmaLjiintHoro ctaHaapTy.

Bawi npasa
Bu maete Taki npasa:

e  BMMAaratu gocrtyny 4o BaLLMX
MepcoHanbHMX AaHuKX (i BUMaraty HagaHHA
Konii [MepcoHanbHWUX AaHUX, AKi MU
0bpobnaemo),

e BMMaraTM, wWob6 MW OHOBAOBAAM Ta
KopuryBanu Balli NepcoHanbHi AaHi (npaBo
Ha BUMNPaB/IEHHA),

e BMMaraTM Big Hac BWAANEHHA BaLMX
MepcoHanbHUX AaHUX (KOM MOXKAUBO),
abo

e  BMMAaraTu 3anpoBagKeHHA obMeXKeHHA Ha
06p0o6Ky Bawmx JaHux.

Bu morkeTe 3anepeuyBaTM nNpoTn ob6pobKu (y
neBHUX BUNAAKax, AK Le nepeabayeHo y 3P3/),
a TaKOX peanilyBaTu CBOE MpaBoO Ha



copy of Personal Data which you provided to us
in a structured machine-readable format, and
request us to transmit such Data to another
Data Recipient).

You can enforce all rights described here by
sending an e-mail
to: CEprivacy@deloittece.com or a written
notice to: Deloitte CE Data Protection Leader,
Deloitte Central Europe Service Centre, Italska
2581/67, 120 00, Prague 2 — Vinohrady, Czech
Repubilic.

You can also use the above contacts for any
questions related to processing your Personal
Data, including the security safeguards when
transferring the Data outside of the EU region.

It is also your right to lodge a complaint with a
local Data Protection supervisory authority in
the country of your residence in case you are of
the opinion that the processing of your
Personal Data infringes the GDPR.

nepeHocumictb  [aHux (oTpumatM  Koniwo
MepcoHanbHUX AaHWX, AKI BM HaZan Ham Y
CTPYKTypoBaHOMY dopmaTi Yy MaLKUHHOMY
NOAAHHI, i NONPOCUTU Hac nepeaath Taki [daHi
iHWomy PeuumnieHTy gaHux).

Bu moxKeTe 3acTocyBaTh BCi NpaBa, ONUCaHI TyT,
HagicnasLwm €NeKTPOHHNI auct Ha
aapecy: CEprivacy@deloittece.com a6o
nucbMoBe MnoBigomneHHa (Komy): KepiBHUKy 3
nUTaHb 3axucty gaHux [Oenoit LLE, kKomnaHiA
Denoiit UeHTtpanbHa €Bpona Cepsic LieHTp,
syn. Itaniiicbka 2581/67, 120 00, Mpara 2 —
BuHorpaau, YecbKa Pecny6nika.

BM TaKoX MOXKeTe CKOpUCTAaTUCA HaBedeHUMMU
BULWE KOHTAKTHUMWU JaHUMU Ans 6yab-aKux
NnUTaHb, nNoB’A3aHMX 3 06pobKo BawMx
MepcoHanbHUX AaHWUX, BKAKOYHO 3 rapaHTiamu
6e3neku nig yac nepeaadi AaHux 3a mexi €C.

Bu TakoX Ma€eTe npaBo MNojaty CcKapry Ao
MICLLeBOrO HarnA4oBOro OpraHy i3 3axucty
OAHNX Y KPaiHi BAaWOro NpoXXMBAHHA, AKLWLO BU
BBarKa€eTe, WO 06pobKa Bawmx epcoHanbHUX
AaHnx nopyuwye 3P3/.
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