
Privacy and Security in Health Care:  
A fresh look

Issue Brief:

Foreword

The United States health care industry is data-rich. 
Every encounter with the system results in an electronic 
footprint. The promises of connectivity – electronic and 
personal health records, clinical warehousing, home 
monitoring, distance medicine, and more – mean 
exponential increases in data and, in tandem, exponential 
opportunities for breaches of privacy and security of 
personal health information.

Facebook Co-Founder Mark Zuckerberg is a household 
name because his trade – connectivity, information, data 
flow – and “data” has ubiquitous impact on daily lives. 
Health care information is no less ubiquitous.

This Issue Brief provides a primer on risks associated with 
privacy and security in health care and guidance about 
industry preparedness. 

Privacy and security is a significant challenge for every health 
care organization and a concern for every U.S. citizen.

Paul H. Keckley, PhD
Executive Director
Deloitte Center for Health Solutions

Background

On September 20, 2010, a computer flash drive containing 
the names, addresses, social security numbers (SSNs), and 
protected health information (PHI) of 280,000 Medicaid 
members was stolen from the corporate offices of a health 
plan.1 On May 3, 2006, a laptop and disc containing 
personal health information (names, SSNs, date of birth, 
and other information) for 26.5 million veterans was stolen 
from a Veterans Administration (VA) employee’s home.2 
Personal health information about Congresswoman Nydia 
Velasquez, country singer Tammy Wynette,2 and “octo-
mom” Nadya Suleman were accessed, resulting in civil 
fines3 and embarrassment to reputable health systems. 
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Figure 1: HHS-reported information breaches
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In the seven years following the enactment of the Health 
Insurance Portability and Accountability Act (HIPAA) in 
April 2003, the Department of Health and Human Services 
(HHS) Office of Civil Rights (OCR) has investigated and 
resolved over 11,000 HIPAA violations.4 Since enactment 

of the Interim Final Breach Notification Rule in September 
2009, nearly seven million patients have been affected by 
data breaches.5 Figure 1 depicts some key statistics about 
breaches reported by HHS.

Based on data published by HHS as of December 27, 2010

As used in this document, “Deloitte” means Deloitte & Touche LLP and Deloitte Consulting LLP, which are 
subsidiaries of Deloitte LLP. Please see www.deloitte.com/us/about for a detailed description of the legal 
structure of Deloitte LLP and its subsidiaries.

© 2011 Deloitte Development LLC. All rights reserved.
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The health care industry is particularly susceptible to 
data fraud and medical identity theft due to the nature 
and content of the data it creates, collects, and stores.6 
Sensitive data such as SSNs, insurance identification 
numbers, payment information, and medical provider 
identification numbers enables criminals to file fraudulent 
claims that often go undetected for long periods of 
time.7 In 2009, 66 percent of all data breaches occurred 
at health care organizations.8 The increase in data 
breaches has been attributed to gaps in federal privacy 
regulations;9,10 lack of enforcement of existing legislation;11 
increased automation;12 pervasiveness of social media;13,14 
curiosity;15 and the potential for widespread monetization 
of personal health information16 by unauthorized users. 
The organizational consequences of data breaches can be 
significant: monetary penalties,17 damage to reputation, 
and lost revenues are most notable. The total annual 
economic impact of data breaches on U.S. hospitals alone 
is $6 billion.18 Yet most health care organizations have 
little or no protection in place to prevent, monitor, or 
remedy data breaches19 and funds to implement privacy 
and security safeguards are minimal to non-existent in 
operating budgets.20,21 These costs are likely to increase 
as a result due to the fragmentation of the U.S. wherein 
common privacy and security policies, procedures, and 
processes across sectors are problematic.22,23 

The move toward an entirely automated health care 
system featuring electronic and personal health records 
(EHRs and PHRs), clinical data warehousing, and increased 
transparency means more data is at risk and suggests 
an urgent review of privacy and security policies and 
procedures.24,25 This Issue Brief provides an update about 
current and emergent privacy and security challenges in 
health care, as well as preparedness measures to avoid risk. 

The total economic burden created by data 
breaches in the health care industry is nearly  
$6 billion annually. The impact of a data  
breach over a two-year period is approximately  
$2 million per organization and the lifetime 
value of a lost patient is $107,580.

Source: http://www2.idexpertscorp.com/press/healthcare-news/new-
ponemon-institute-study-finds-data-breaches-cost-hospitals-6-billion/
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Glossary

Acronym/Term Definition

HIPAA Health Insurance Portability and Accountability Act

Privacy26 Individual ownership and control over personal health information 

Security27 Protection of personal health information from unauthorized access 

Covered entity  
(CE)28

A health care provider that conducts certain transactions in electronic form; a health care 
clearinghouse, or a health plan

Business Associate  
(BA)29

Anyone who performs on the behalf of a covered entity and is involved in the use or disclosure of 
individually identifiable health information, including claims processing or administration, data analysis, 
processing or administration, utilization review, quality assurance, billing, benefit management, practice 
management, and re-pricing; or provides legal, actuarial, accounting, consulting, data aggregation, 
management, administrative, accreditation, or financial services to or for a covered entity

PPACA Patient Protection and Affordable Care Act

ARRA American Recovery and Reinvestment Act

CMS Centers for Medicare and Medicaid Services

EHR Electronic Health Record

PHR Personal Health Record

PHI Personal Health Information

HIE Health Information Exchange

HIT Health Information Technology

HHS U.S. Department of Health and Human Services

ONC U.S. Office of the National Coordinator of Health Information Technology

OCR U.S. Office of Civil Rights

CPO Chief Privacy Officer

CFO Chief Financial Officer

CCO Chief Compliance Officer

CIO Chief Information Officer

CISO Chief Information Security Officer

AHA American Hospital Association

AMA American Medical Association

AAMC Association of American Medical Colleges

HIMSS Healthcare Information and Management Systems Society

MGMA Medical Group Management Association

LSO Life Science Organization

RHIO Regional Health Information Organization
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Privacy and security: hot spots

Increased use of automated technologies (i.e., e-prescribing, 
billing, medical claims processing, EHRs, and PHRs)30 and 
gravitation toward local and national health information 
exchanges (HIEs)31 have expanded the health care privacy 
and security landscape. Electronic exchange of patient 
information offers greater convenience and efficiency in 
health care delivery, but not without greater data risk and 
liability32,33 due to broader access. For example, patient 
information exchanged via PHRs, social media networks 
(i.e., Facebook, Twitter), and mobile devices is subject to 
HIPAA regulations.34,35, 36 To optimize the utility of health 
information technology (HIT), effective exchange of 
data between sectors (i.e., provider groups, diagnostic 
laboratories, health plans, public health agencies, financial 
institutions, etc.) is essential.37 This broader exchange, 
however, further distributes privacy and security risks and 
increases the likelihood of data breaches.38,39,40 

Some notable hot spots where current policies, rules, and 
regulations are a focus of industry risk include:

Business associates vs. covered entities: Gaps in 
existing legislation have enabled data breaches.41,42 Under 
HIPAA’s Administrative Simplification provisions, HHS issued 
Privacy and Security Rules (2003) to provide guidance for 
protecting PHI.43 The Rules defined the “technical and 
non-technical safeguards” that covered entities (CEs) 
should implement during the handling and transference 
of electronic protected health information (ePHI).44,45 The 
provisions did not extend to business associates (BAs) of CEs 
or to the individuals within a CE, thereby interrupting the 
secure exchange of PHI.46 BAs of CEs were only required to 
contractually agree to handle PHI securely while conducting 
business for or on behalf of a CE. In the event of a data 
breach, HIPAA violations only applied to CEs, not BAs, and 
HHS had no enforcement over them.47,48,49 Additionally, 
penalties for HIPAA violations applied to CEs but not the 
individual(s) at the CE responsible for the breach, creating 
a gap in accountability. Loose enforcement through 
infrequent audits by HHS50 allowed CEs and BAs to become 
complacent51 about managing the privacy and security of 
PHI, thereby increasing the risk of a breach. 

Identity theft: In health care, approximately one third of 
data breaches result in medical identity theft.52 In August 
2009, the Federal Trade Commission (FTC) began enforcing 
the “Red Flags Rule” to prevent identity theft. Like HIPAA, 
the Red Flags Rule protects sensitive information and 
includes credit card and social security numbers and 
insurance claim information. Organizations functioning as 
“creditors” or which have “covered accounts” are required 
to implement written procedures to detect, prevent, and 
mitigate identity theft.53 Thus far, health care industry 
compliance with this regulation has been low, due to lack 
of awareness of the rules and uncertainty as to whom 
the rules apply.54,55 According to the FTC, providers are 
considered “creditors” when they defer payments for 
services rendered until insurance payments are made.56,57 
Additionally, any organization that sets up a consumer 
account where multiple payments can be made meets the 
definition of a “covered account” and is also subject to the 
rules.58 Health care organizations needed to have adequate 
policies and procedures in place by December 31, 2010, 
or be fined up to $2,500 per knowing violation.59 On 
December 7, 2010, Congress exempted health care 
providers from the Red Flags Rule.60
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ARRA timeline: The American Recovery and 
Reinvestment Act (ARRA), signed into law February 17, 
2009, included provisions under the Health Information 
Technology for Economic and Clinical Health (HITECH) 
Act that strengthen HIPAA enforcement and ensure that 
privacy and security safeguards are coupled with increased 
automation.61,62 (See Figure 2 for HITECH effective 
dates.) Most importantly, the ARRA provisions extend 
accountability for data privacy and security to the BAs.63 
It also established substantially higher fines for HIPAA 
violations (Figure 3),64,65 many of which have already been 
brought to the courts.66,67 Specifically, under ARRA:68,69,70

•	 BAs (including regional health information organizations 
[RHIOs], HIEs, e-prescribing gateways, and software 
vendors) can be held accountable for HIPAA violations 
to the same extent as a CE.

•	 Individuals, as well as CEs, can face criminal penalties 
for HIPAA violations.

•	 HHS is required to investigate HIPAA violations due to 
“willful neglect.” 

•	 HHS must conduct periodic audits to ensure compliance 
with the law, although to date, it is not clear how this 
will be accomplished. 

•	 Individuals may request an account of disclosures of 
their ePHI.

•	 Individuals must explicitly authorize the transfer or use 
of PHI to other entities or individuals; and CEs (or BAs) 
must comply with patient requests for non-disclosure of 
procedures paid out-of-pocket to insurers. 

•	 State attorneys general can bring civil action in federal 
court for HIPAA violations.

•	 CEs must notify individuals, HHS, and the media 
of a breach of unsecured PHI affecting more than 
500 individuals within 60 days of knowledge of the 
breach; BAs of CEs must notify CEs of a data breach 
within 60 days of knowledge.

•	 To qualify for financial incentives, CEs and BAs must meet 
HIPAA requirements to become “Meaningful Use” certified.

Figure 2: HITECH Act effective dates71,72

HITECH Provision Effective Dates

Violations subject to tiered civil money penalties; state attorney general has authority to enforce HIPAA February 17, 2009

Interim Final Breach Notification Rules effective September 2009

HHS to publish guidance on technologies and methodologies that render PHI “unusable, unreadable, or 
indecipherable;" also, regulations on scope of BA requirements

February 2010

HHS to publish guidance about use of information August 2010

CMS EHR incentive payments begin for hospitals October 2010

CMS EHR incentive payments begin for eligible providers January 2011

Figure 3: New HIPAA violation penalty tiers under HITECH73

Tiers Per Violation Maximum 

Without knowledge/intent $100 $25,000

Due to reasonable cause $1,000 $100,000

Willful neglect $10,000 $250,000

Willful neglect, not corrected $50,000 $1,500,000

© 2011 Deloitte Development LLC. All rights reserved.
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Current state of preparedness  
for privacy and security risk 

Health care industry studies suggest that current 
preparedness for privacy and security risk is woefully 
inadequate (Figure 4). Root causes vary but include 
lack of internal resources (human and capital); lack of 

internal control over patient information; lack of upper 
management support; outdated policies and procedures 
or non-adherence to existing ones; and inadequate 
personnel training – all of which contribute to the rise 
in data breaches and medical identity theft cases in the 
industry. 74,75,76,77,78,79

Figure 4: Key findings from various security studies80,81,82,83,84,85

Study
(study dates)

Sponsor Respondents Key Findings

Spring 2010 
National Survey 
of Hospital 
Compliance 
Executives
(March 30-April 
13, 2010)

AHA;
Identity Force

220 hospital 
executives from 43 
states; included CPO, 
CFO, CISO, CIO, 
Compliance Officers, 
HIPAA Officers, and 
their director-level 
equivalents

•	 Nearly 85 percent of hospitals are NOT in compliance with the HITECH Act 
•	 Breaches up over 120 percent – 41 percent of hospitals now have ≥ 10 

data breaches annually 
•	 Potential patient ID fraud and misuse going un-investigated as 34 percent 

of hospitals keep inadequate photo ID records and 70 percent investigate 
less than one case per week 

•	 56 percent of hospitals expect new health care reform law to either make 
no difference or to actually increase medical identity theft 

2010 HIMSS 
Security Survey 
(September 
10-October 8, 
2010)

HIMSS; 
MGMA; Intel

272 executives from 
hospitals, medical 
practices, payors, 
home health agencies, 
military health facilities, 
or HIEs; included CIOs, 
CSOs, and 10 percent 
VPs of information 
security (IS)

•	 General environment’s level of maturity is average (4.47 out of 7)
•	 53 percent have a dedicated CISO/CSO or full-time security staff
•	 Nearly 50 percent indicate <3 percent of their IT budget is allocated for 

information security 
•	 59 percent of those who conduct formal risk analyses do so annually
•	 33 percent of respondents have reported at least one known incident of 

medical identity theft at their organizations
•	 Compared to HIMSS 2009 Security Survey, awareness of new privacy and 

security provisions has increased; however, preparedness has not

Benchmark 
Study on Patient 
Privacy and Data 
Security
(June-September, 
2010)

Ponemon 
Institute; ID 
Experts

211 executives from 65 
provider organizations; 
included senior-level 
managers from billing, 
medical records 
management, HIPAA 
compliance officers, 
CISOs, CSOs, and CCOs

•	 60 percent of organizations had >2 data breaches in the past two years
•	 Data breaches cost organizations on average $1 million annually
•	 The average number of lost or stolen records per breach was 1,769 
•	 The top three causes of a data breach are: unintentional employee action, 

lost or stolen computing devices, and third-party snafu 
•	 41 percent discovered the data breach as a result of a patient complaint 
•	 58 percent of organizations have little or no confidence that their 

organization has the ability to detect all patient data loss or theft 
•	 63 percent of organizations say it took them between one to six months 

to resolve the incident
•	 Inadequate budget and lack of trained staff or end users are top two 

reasons for data breach

continues on next page
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Study
(study dates)

Sponsor Respondents Key Findings

2009 HIPAA 
Compliance 
Review (2009)

CMS Random sample 
of 5 CEs for which 
there were no filed 
complaints; CMS 
interviewed senior 
management as well 
as individual members 
of the workforce that 
received/ processed/
transmitted ePHI

•	 CEs did not perform a risk assessment and did not have a formalized, 
documented risk assessment process 

•	 Risk assessments were outdated and did not address all potential areas of 
risk 

•	 CEs had few and inadequate policies and procedures and they did not 
address the HIPAA Security Standards and Implementation Specifications 

•	 Documented procedures were inconsistent with procedures followed by 
CE personnel 

•	 CEs did not conduct security awareness training prior to granting user 
access

•	 CEs had BAs but Business Associate Agreements (BAAs) did not exist 
between the two parties or existing BAAs were inadequate

2010 HIMSS 
Analytics Report: 
Security of 
Patient Data 
Commissioned 
by Kroll Fraud 
Solutions
(December 
2009)

HIMSS; 
Kroll Fraud 
Solutions

250 executives 
from health care 
organizations; included 
senior information 
technology (IT) 
executives, CSOs, and 
Health Information 
Management (HIM) 
Directors/Managers, 
Compliance Officers, 
and Privacy Officers

•	 On average, respondents rate their compliance with HITECH/ARRA as 5.75 
on a scale of 1-7 (fully compliant)

•	 66 percent indicated the source of the breach was unauthorized access to 
information by an individual employed by the organization at the time of 
the breach

•	 98 percent have a policy in place to report a breach of patient information 
•	 Staff negligence of existing security policies and improper IT security 

policies were identified as top two causes of data being at risk 
•	 Employees were generally unaware of direct costs of data breach
•	 79 percent responded to a breach by increasing employee training 

2009 HIMSS 
Analytics Report: 
Evaluating 
HITECH’s Impact 
on Healthcare 
Privacy and 
Security
(August-
September 
2009)

HIMSS; ID 
Experts

150 hospitals and 26 
of their BAs; included 
senior IT executives, 
CPOs, CSOs, CISOs, 
and chief medical 
information officers

•	 Large hospitals are at greatest risk of experiencing data breach, compared 
to small and medium hospitals

•	 30 percent of BAs did not know HIPAA Security Requirements had been 
extended to their organizations

•	 47 percent of hospitals indicated they would terminate contracts with BAs 
if patient data was found to be at risk

•	 Compared to providers, BAs lag in all areas of HITECH awareness despite 
new provisions applying mostly to BAs

•	 Non-IT respondents were more aware of data breaches and HITECH 
requirements compared to IT respondents, indicating an inter-
departmental disconnect at organizations

© 2011 Deloitte Development LLC. All rights reserved.

continued from previous page
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Providers (hospitals, medical groups, ambulatory facilities, 
long-term facilities) 

Providers’ compliance with privacy and security regulations 
varies based on organization size, technology access, 
and resource availability.86 Some large organizations have 
proactively collaborated with software vendors to develop 
software that is compliant with HIPAA and other privacy/
security regulations.87 Smaller provider organizations tend 
to lag, since affordable and interoperable solutions often 
are unavailable.88 Cloud-based EMRs could prove a viable 
solution for small- and medium-sized practices contingent 
upon resolution of security issues with cloud computing.89 
For all provider organizations, regardless of their size 
and resources, employee curiosity and subsequent 
unauthorized access remains a barrier to compliance.90

Exacerbating these challenges, several trade associations 
(AHA, AMA, AAMC, and MGMA) have opined that 
expanded HIPAA provisions are onerous, disruptive, 
and overly restrictive.91,92,93,94 For example, the required 
accounting of all ePHI disclosures (including those for 
treatment, billing, and operations) is difficult to collect and 
maintain, and is rarely requested by patients.95 Mandating 
widespread adoption of EHRs poses incremental IT 
challenges for providers and may impede interoperability. 
Additionally, current restrictions on the sale of PHI, without 
patient authorization, profoundly impact and limit research 
activities. The extra responsibility shifted to providers to 
manage the downstream privacy and security of PHI could 
hinder optimal and efficient patient care delivery.96,97,98,99 
For multi-state health care systems, the inconsistency 
of privacy and security regulations comparing state and 
federal regulations poses additional risk.100 

•	 Implications for providers: Regulatory101,102 and 
technology changes for data integrity and protection 
are top priorities for providers.103 Adequate budget, 
upper management support, and personnel training are 
critical to privacy and security initiatives.104 Preventing 
unauthorized data access through user sign-on and 
encryption105 are risk-minimizing strategies that can 
be implemented, regardless of practice size. Data 
protection initiatives also need to extend beyond 
a provider’s own organization to its BAs and their 
subcontractors.106,107,108 HHS provides sample BA 
templates for CEs to ensure proper liability is attributed 
to BAs and their subcontractors.109

Health Plans (commercial insurance companies and 
employer self-insured plans that use an outside agent as its 
administrative services organization)

The potential for health plan privacy and security data 
breaches is substantial.110,111,112 Implementation varies 
widely within the sector.113,114 As per HITECH, some health 
plans’ notices of privacy practices are current with ARRA’s 
enhancements to HIPAA, which detail patients’ rights to 
the use and disclosure of their PHI and describe Internet 
security practices of sharing PHI with external contracted 
vendors.115 Many health plans, despite recent data 
breaches,116 have outdated notices of privacy practices117 
and lack control over third parties’ use of PHI they provide. 
Forthcoming implementation of HIPAA 5010 (2012) and 
ICD-10 (2013) assure added risk from expanded security 
challenges. 118,119,120

•	 Implications for health plans: Adequate data 
protection and security are priorities for health plans. 
Training internal staff, restricting user access, and 
revising contracts with BAs (and BA subcontractors) to 
enable secure data handling can reduce data risk.121,122 
Individual accountability and staff awareness of the 
repercussions of breaches can also help.123,124
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Life Sciences (pharmaceuticals, bio-technology, medical 
devices, non-allopathic nutriceuticals, functional foods)

Data integrity and security are major risk areas for life 
sciences organizations (LSOs).125,126 Copious amounts 
of routinely collected PHI and financial information are 
vulnerable to almost daily breaches.127,128 Internal and 
external security risks continue to threaten intellectual 
property critical to LSO competitive advantage.129 Further, as 
LSOs look outside the U.S. for emerging markets and cost-
containment strategies, data integrity as well as data security 
issues are becoming more prevalent.130,131 

HITECH’s new limits on CEs’ use and sale of PHI impact 
several operational functions (i.e., market research, 
clinical trials, patient assistance programs, and pharmacy 
compliance programs).132,133 The use of de-identified, 
secure, and private information by clinical investigators is 
central to research and development.134,135 Recently, the 
International Pharmaceutical Privacy Consortium provided 
its guidance to HHS, indicating the need to balance 
individuals’ rights to the privacy of their PHI with the 
societal need for health care research.136

•	 Implications for life sciences organizations: 
Data protection and security will be an even greater 
priority for this sector as increasing amounts of 
sensitive information are collected for LSO operations. 
Compliance to regulations typically not targeted toward 
LSOs, such as the Payment Card Industry Data Security 
Standard (PCI-DSS), will become necessary. Also, 
protecting intellectual property is paramount. Password 
protection and email, disc and laptop encryption are 
important first steps.137 

Health information technology solution providers 
(hardware, software, application providers, data 
management, technical support, consulting services, et al.)

The HIT services industry is profoundly impacted as it 
interacts with all of the players as a “business associate” 
in the scheme of HIPAA oversight. 138,139 As providers 
strive to become compliant with privacy and security 
regulations, they employ a variety of vendors for services 
and solutions.140 Technology vendors may support 
ONC-certified HIT solutions that comply with HHS’ 
technology standards final rule,141 qualify for CMS’ EHR 
incentives,142,143,144 and are interoperable with various 
practice sizes.145 Service vendors (medical transcriptionists, 
claims processors, financial services, or any other service 
with access to PHI),146 are included in the expanded 
definition of a BA under HITECH and are liable for data 
privacy and security in parallel with the CEs they serve.147 
For example, financial institutions providing claims 
processing and payment services to the health care 
industry are required to implement technical, physical, and 
administrative safeguards under HIPAA’s security rule in 
addition to those of the Gramm-Leach-Bliley (GLB) Act148 
they may already have in place. 

The push toward a 90 percent EHR adoption rate, 
implementation of HIPAA 5010, and ICD-10 is likely to 
increase outsourcing or subcontracting of various data 
processing activities.149 Third parties that provide these 
services may use outdated or less rigorous privacy and 
security policies and procedures than CEs.150 Complicating 
matters, some outsourcing partners operate offshore yet 
HIPAA is only enforceable in the U.S., so the potential for 
breaches via PHI handling by non-citizen third parties is an 
added risk.151 In fact, few countries have established data 
privacy and security regulations paralleling the rigor in the 
U.S., other than the European Union Data Directive and the 
Swiss Data Protection Act.152,153
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The HITRUST Alliance, a consortium of health information 
technology vendors, developed a certifiable security 
framework (Common Security Framework [CSF]) that can be 
implemented in any organization regardless of size or security 
governance maturity.154 The CSF155 incorporates current 
federal, state, third-party, international, and government 
agency security standards and regulations.156 The CSF 
is particularly useful for security self-assessments and to 
generate risk remediation action plans. Additionally, it is a 
reputed framework that BAs can implement to demonstrate 
the quality of their data security practices to CEs.157 

•	 Implications for HIT service providers: The 
services industry must ensure greater protection of 
the PHI it is entrusted with or risk losing substantial 
amounts of business and relationships.158 Health care 
data now crosses multiple industries159 and borders,160 
and vendors must be aware of the rules for handling 
PHI. Almost one third of BAs are unaware that new 
data privacy and security regulations apply to them.161 
Vendors and their subcontractors are now equally liable 
for data breaches.162

Federal and state government

Federal and state efforts to improve quality and efficiency 
of care through greater EHR use and the creation of a 
nationwide health information network (NHIN)163 are 
fraught with privacy and security challenges. Health 
information exchange entails broader access to PHI 
by numerous entities with varying privacy and security 
policies.164 Notably, the Office of the National Coordinator 
(ONC) for Health Information Technology and the HHS OCR 
coordinated efforts to ensure that HIE transactions assured 
optimal privacy and security protections via “meaningful 
use requirements” for certified EHRs.165 

Efforts to facilitate federal-state coherency in HIE policies 
as well as privacy and security are led by the Health 
Information Security and Privacy Collaboration (HISPC).166 
The resultant “Uniform Security Policy” provides minimum 
authentication and audit security policies required for 
operation of statewide HIE.167

•	 Implications for government: Federal and state 
objectives to improve quality and efficiency of health 
care delivery through EHRs and HIE have tremendous 
data privacy and security implications. Establishing trust, 
liability, and standardized data security controls across 
the exchange will be challenging. Gaining consensus 
among the multitude of involved entities on minimum 
necessary privacy and security standards will be critical 
to establishing trust in this vast exchange of PHI.168

“Third-party organizations accounted  
for 42% of all breaches [in 2010]…”
Source: http://www.ponemon.org/news-2/23
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Smart steps for stakeholders

Privacy and security regulations historically have focused 
on internal security processes; however, in the new normal, 
culpability has been expanded to downstream entities. 
As health care delivery transitions to performance-based 

compensation, increased transparency, and increased 
use of EHRs and PHRs, new privacy and security rules, 
regulations, laws, and standards will be added in each 
sector. A basic approach to assessing an organization’s 
current preparedness requires consideration in three key 
areas (Figure 5):

Figure 5: Assessing health care organization security and privacy preparedness

Strategy Objective Benefit Examples

Risk 
Management169

Identify and assess data 
security risks to develop 
appropriate security controls 
to mitigate or avoid risk

Allows health care 
organizations to make 
informed decisions on 
how to allocate security 
resources to improve data 
protection 

•	 Assess current security controls, audit logs, and 
current policies and procedures

•	 Review current BAAs

Security and 
Privacy Program

Develop and implement 
policies, procedures, and 
training needed to mitigate 
or avoid risk

Creates baseline standards 
for the secure handling 
of sensitive patient 
information; creates 
organization-wide 
awareness of data privacy 
and security policies 

•	 Create policies for proper handling of sensitive data; 
notifying HHS and the media of data breaches 

•	 Train employees on data handling policies and apply 
policies to systems that store sensitive data 

•	 Ensure employees are aware of data handling procedures 
and notification policies through effective training 

•	 Modify BAAs to prevent breaches and ensure liability in 
event of breach 

•	 Implement safeguards such as data encryption, user- and 
role-based access and identity management to prevent 
and limit inappropriate access to PHI 

•	 Protect information assets and manage data associated risks 
through an accepted security framework (i.e., HITRUST)

Compliance Validate effective risk 
management and 
governance

Reduces organizational 
risk; creates customer 
trust and confidence in an 
organization’s protection of 
PHI; reduces potential for 
financial penalties due to 
reasonable cause or willful 
neglect

•	 Demonstrate development and implementation of 
policies to address identified risks 

•	 Monitor and log data handling procedures and 
compliance with established policies

•	 Conduct regular internal and third-party security 
audits and compare reports to internal and external 
benchmarks that may exist

© 2011 Deloitte Development LLC. All rights reserved.

A strategic imperative for every organization is a  
top-management-led, board-approved audit of privacy 
and security risk, and plans for enhancement.
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Conclusions

Reform will change the U.S. health care system to improve 
the quality, efficiency, and coordination of health care 
delivery and payment systems. The “new normal” will 
be information-driven, connected, and transparent, thus 
exposing each participant to increased privacy and security 
risks. This potential liability extends across borders and 
organizations, with limited operational coherence or 
technological capabilities. The potential for data breaches 
is significant and increasing. Stakeholders must act now to 
prevent compromising sensitive patient data, preserve brand 
value, and avoid substantial financial penalties for violations. 

All data and information current as of January 2011

Decreases in internally caused breaches are 
most likely attributable to internal training 
programs and employee awareness.

Source: http://www.ponemon.org/news-2/23
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