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INTERNAL
AUDITING IN A
WORLD OF RISK

FRIC HESPENHEIBE, SANDY PUMBMANK, and MIGHAEL CORCORAN, DELOITTE & TOUCHE LLP

wk senior execulives 1o
identily their greatest con-
ceria, and chanees are risk
management will rank high
ot the Hist—and with good
reason, Debisrating agencies, such as
Standard & Poor's and Moody's, and
many equity analysts now consider com-
panies’ enterprise risk management
processes in their reviews, Shareholder
activism and high expectations placed on
the CEO and CFO have also sharpened

the focus on risk management. And, of

course, the main driver of risk manage-
ment has been an increase in the actual
rink of doing business, Developing new
producty, expanding into new markets,
using third-party production and sales
channels, and acquiring companies all ele-
vile visk and are all ongoing activities
in large companies,

These developments present chief
pudit executives (CALs) and internal
audit functions with an opporiunity to
increase their value to, and prafile in,
theit organigations, Companies need
internal audit’s expertise to attain frans-
parency aid to improve their ability to
execule against their business }1||m?t anil
povernance responsibilities, Risk Tntel-
Hgence—an integrated, proactive
n|,1|.'|||'uu|:h lay l'iﬂ.'-l'. H“IIIHHI.,"III{"H.I—Hi'ﬂl,?n
internal auditors the means to seize the
aopportunity and o apply their exper-
tise to risk management.

Internal auditors are unigquely qual-
ifled to help management identify,
asscxs, and address risk, lut assisting
in those tasks in ways that truly serve
management and other stakeholders
prosents its own sel of challenges.
Although they understand that risk tak-
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INTERNAL AUDIT'S
ONJECTIVE ROLE
POSITIONS IT YO

ADVISE MANAGEMENT
0N ACCEPTALLE RIGKHS

AR WILL AR HOW TD
ADID UNNECESSARY
AIGHE—A CRITICAL
AND OFT-NEGLECTED
DISTINCTION.

gy ds o part of business decisions, many
internal auditors, by training, tem-
perament, and tradition, see risk mainly
assomething to be avoided, even elim-
inated whenever possible,

Meanwhile, management teams will-
ingly {and hopefully knowingly) take on
risk as a condition of ereating value, par-
ticularly in highly competitive, fast-moy-
ing industries, Given interinal audit’s
irnditional role of value 1'”'1'."1!."1'\.'1.1.“!.111,
most aidit camimitiees and inanageneit
teame expeet CAEs and nternal audl
Lo i 1“1L i terins of vlsk avoldance and
strong controls, and often hear internal
auditors’ opinions about risk throogh
those expectations,

But CAEs can alter those expectations
and can play an instrumental role in
addressing risks, without compromis-
ing internal audit’s mission. This requires
an understanding of risk taking for reward
and of how internal auditors can besi
asslst management in assessing and man-
aging risks, With that understanding,
you can frame discussions aboil fisk in
terms of value creation as well as value
preservation.

Advisors, not owners

Of course, tnterial audit does not own
the risks being managed. That owners
ship goes o the managers of the
finetions associated with the risk,
as delegated by the board of direc-
tors i the case of publicly traded
companles. Internal audit’s objec-
tive role positions it to advise
management on acceptable risks
ai well as how to avoid unnecos-
sary risks—a critical and ofi-
neglected distinction, Indeed,
internal audit is uniguely positioned
to discuss all dimensions of risk, and
to act as a voice of reason an mansge
ment addresses the myriad risks fac-
ing taday's businesses,

Considering the perils inherent in
today’s business environment, man-
agement certainly needs an objective
souree of information, metrics, and
judgments about the downside diffi-
culties as well as the upside oppartinities
al a course of actlon. In most enter
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prises, an optimistic, if not blindly
enthusiastic, mindset quickly attends a
management decision atter it is made,
Thin in particularly true of decisions
arsociated with value ereation, such as
pursiing a new market or developing a
new product.

The sooner internal audii is engaged
with management on such decisions,
the better, Ideally, entry should occur
in the analytical stages of decislon mak-
|"B- or |.|uri|'|ﬂ 1||'||1l|.' et o |,'Il|i.'l.l1l'li.l'lﬂ.
Adter-the-foet invalvement leaves inter-
nal audit in a delensive posture or rel-
epated Lo rubber-stamp status, too late
fo the party Lo exert any meaningiul
influwenee an the outcome.

For instance, significant risks abtend
moal acguisitions, despite a good amount
of due diligence conducted by miili-
dizciplinary teams. Those risks arise
around strategyr intangible assets con-
tingent labilities; and integration of
legal, financial, reporting, and operi-
tonal systems. An acquidition polen-
thally puts a company's brand and
reputation, as well ag clistomer, su pplier,
and competitor relations, at risk.

One cannot expect legal counsel (let
alone the investment bankers) to iden-
||'l'r all downside risks F!l'!!hELl l'J}I' an
1'|,1:i_||_|j,~|.|ti.un. However, these must bae
identified, and internal audit should
stand ready to help ensure that all risks
are properly evaluated prior to man-
agement puIHnH the trigger on any deal,
Of caurae, lnternal audit does nol
approve or veto decisions. Rather, inter-
nn! aueit advises management on the com-
|ul|,-||:|'.|.-ns of their risk assessment and
the processes and contrals required to
address these rigks and achieve the goals
of the acquisition,

A mindser of managing risk, as
opposcd to avoiding all visks, enables
internal audit 1o speak management's
h‘“‘“““l‘""“ 1|HH,t1 with "iIH'IHHI,'l“I.'IHIh H:ni]n,
and support management's activitles in
unelul ways. To be sure, some risks must
be avolded. Dut most business risks—
povernance and compliance risks, sirat-
egy and execution risks, operational and
{inancinl risks, infrasiructure and exier-
nal risks—ean be addressed according
to their nature, severity, and probabil-




INTERRMAL
AUDIT CAN
DEVELOPF A

“FORTFOLID™
VIEW OF MISK
THAT
ENCOMPASSES
THE ENTIRE
ONGANIZATION.
PN OTHERS 1IN
THE CORPFORATE
HIERARCHY
HAVE THIR
CAPADILITY.

Iy, s well as the |:t|j.l;|.l|l|.r.:.l[1d.|:||'.¢ villner
ability to them.

A risk management lramework
What we call a Risk Intelligent approach

accepts risk as a necessary condition of

daing business and engages in proac-

tively addressing it, This approach rec

opgniges that risk cannot be Fully

mitigated, that risk avaidance is not a

prowth steatepy, and that risk taking for

rewaid is integeal to creating vilue,
I'ﬂ'n.:,lllin“'j.l', di e niaation 1.|.1.Ir.il'|H i

Risk Lntelligent approach:

« recopgnizes and manages the full
spectrum of risks that the enter-
prise faces)

« creates connections between orga-
nizgational “silos” that may be evalu.
ating risks from a single dimension;

+ allocates more risk-manage ment
resources to the more important
risks;

* anticipates and prepares integrated
responses to risks; and

v manages risk to maximize the
upside of decizions while minimiz-
ing the downside,

That finsl point warrants emphasis: a

Rink Intelligent approach values the abil-

ity to anticipate and respond o market

I:I|I-F'II:I-|'|.H:|!I“1I,‘H ] |'1.1|.r.|1|:-,' an i does readi-

iess for |r||l1.'|l1.|'|.1.| |.||'|'.|'|.|.|'+Ii|:||.]..'-.. Thiis i

defines visk as the potential for loss or

the diminished spportunity for gain
caused by events that can adversely affect
the achievement of a company’s objec

tives. A Risk Intelligent approach pro-
tects existing assets and business models

and enhances growth opporiuniiies. li

focuses on avoiding negative outcomes

and on achieving positive outcomes,
Crperating managers—and most inter-
nal auditors—might view this approach
to risk as alien to internal audit, given
the function’s traditional value-preser-
valion rele and above-noted orientation
pisva Fd elim it g Fink, We are il siig-
pesting that interndl auditors abandon

v liie preservaliom, Conliols, i.'h'li'l'l.l.'l“-

ance, reporting, and value preservation

represent the foundation for value-cre
ating activities, and cannot be aban-
doned. Rather we are suggesting that, in
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order to increase thelr professional worth
inan environment characterized by risk
taking, internal auditors expand their
focus on, and proficiency in, risk man-
agement by taking a holistic view of risk,

For example, internal audit can
encourage management to build Risk
Intelligent processes for assessing and
mitigating risks and advise manage-
ment on the structure, effcctivencas,
and efficiency of those processes, The
1,||,1|,'|.'| forinterinl audic s active Involve-
menl as Managenient puls e Proceascs
i |,1|qn.-|,-. This dramatically Increases
the chances that processes will func
tion as intended. When the processes
are in place, internal audit monitors the
quality of the processes, as well as the
levels af risk.

It is o worthwhile effort because,
although enterprises have intensified
their control, compliance, and gover-
nance efforts, business remains as risky
as ever, Drivers of vigk inelude:
< apgressive product development and

market expansion;
voereative linancial stratepies;
= continual acqguisition and foreign

invosbment activitys and
* proaler use ol aulsourcing, joinl
vicnlires, il |Ilil"1.|-|'llll'|'r |H‘|.u.h.l|:-

Liiai |,1.|1r.| hl:||.I:'H L'jhllula;l'.ll.

Although management assumes these
risks in anticipation of increased growth
and profitability, risks are rising. In
October 2006, a study in Forfune of 5&P
S0 companics showed that overall risk
levels more than doubled between 1985
andd 2006,

To incrense the soundness of risk man-
agement at their organizations, internal
auditors must develop certain skills and
oyercome formidable barriers,

A risk management skill set
Let's return to the practices of o Risk
telligent organization, and lool at what
internal audit can do to help lmplement
such practices:
Recognize the full spectrum of
risks. Internal audit has access (o
eviery area of the organization and
can identily risks wherever they
liek, Thus internal audit can
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develop a “portfolio” view of risk
that encompasses the entire organi-
ration. Few others in the corporate
hierarchy have this capability.

+ Create connections between
“silos” When internal audit identi-
fies a risk, it must identily potential
effects on ather areas, What other
functions might be affected ar pui
al visk? What other types af rigk
might avise due to o specific riskf

+ Adviae ai |1-|'||Ii1||.|ll Feaciree wllo-
cation, Internal audit can fdentify
or confirm and assist management
with priovitizing visks and advise
management on optimal resource
allocations, particularly in value-
creation activities.

« Anticipate and suggest integrated
responses to risk. Internal audit
can advise management regarding
the composition of an integrated
response to risks: Internal audit
should also agsess the appropriate-
ness ani L'I'i'h::li.'}f ol any new
processes and metries in manage-
menl’s response Lo risk,

» Provide visk management advice
to maximize the upside as well as
wiltbimlze the downside, When
internal audit fully appreciates the
nevid for management (o assime risk
taking for reward, the funciion can
pariner more effectively as o risk
management advisor.

These activities demand a shift in per-

spective. Historically, internal audit's

purview has been limited to the controls
associnted with operational, financial,
and compliance risks, That role must
now be extended to include sirategy and
execution risks (those associated with new
produc e, markets, acquisitions, alliances,
andd ather initiatives) and infrastructure
risks (those relating to intellectual prop-
erty, legal liability, safery, and business
continuity), among others,

lip ather words, (08 thie 1o inove

Beyond evaluating the effectiveness and

elficiency of pavroll, accounts pavable,

and similar controls. For example, inter-
nal auditors can educate management
about risk identification and evaluation,
particularly in such difficult areas as
reputational risk and extended enter-
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'|.'Ili'|n|.' arrangements, In addition, {nter-
nal audit can review fts approach to risk
asseasment for internal audit planning to
help ensure that resources are allocated
to higherspriority risk activities.

Internal audit as catalyst

Internal audit can act as catalyst in many
arcas of Risk Intelligence. Examples of
arens where internal audit can lead or
contribiite 1o management’s improved
appronch o embedding risk under-
atanding into all decisions include:

« aaalating in the development of a
wintform governance, risk, and com-
pliance framework that will pro-
mote an integrated view of risk and
responses to risk;

« coordinating the gathering and
analysis of risk information and
establishing systems for monitoring
ongoing risk;

v establishing commaon risk terminol-
apy and harmonizing the way risk is
iddentified, measured, assessed, and
acld resned;

coaynchronizing cross-linetional pre-
parcdness, response, and recovery
plais;

* rationalizing the amount of effori,
ey, idnagement attention, and
other resources allocated to varlous
ihakos: and

« eliminating duplication of assess.
ment, testing, and reporting efforis.
Most organizations remain in the

carly stages of Risk Intelligence. For

instance, few distinguish between
various kinds of risk at detailed
enouph levels, While finance rec-
opnizes financial risk in j1s vari-
aus forme—acredit risk, toreign
currency risk, inflation risk, and

s on—low organizations make

fine distinetions among gover-

nance risk, strategy and execution
visk, operational visk, infrastructure
sk, and external visle, In addition, few
have o disciplined approach to evalu-
ating and addressing these varlous risks.

Fine distinctions and disciplined
approaches help managers deal with
risk in more sophisticated and vselul
ways, and internal auditors can help
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MOSBT ONOCANIZATIOND
AEMAIN 1IN THE EARLY
BTAGES OF RIS
INTELLIGENCE. FOR
INSTANCE, FEW

DISTINGUISH
METWEEN UARIODUS
KINDS OF mMISK AT
DETAILED ENOUGH
LEVELS,
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A BURINIRSR
DOES NOT
ATAND BTILL
FOR A YEAR;
THIREFORE, AN
ANNUAL AUDIT
WORK PLAN
MAY WilLL Dl
INADEQUATE,
ESPECIALLY
WITH REGARD
TO THE MORE
COMPLEX
WiBKE, BUCH AR
THOSE
RELATING TD
STRATIGY AND
THECUTION,

promulgate such distinctions and
approaches.

Barriers to risk intelligence

The internal audit function seeking a
rale in risk management may encounter
bapilers, soime interial 1o the Tanetion
and some in the larger organization,

Tinternal baeviers iy inelide lack ol
experiise and confidence. Most internal
auditors, even CAEs, must challenge
themselves to think beyond visks related
to reporting, compliance, and gover-
nance. Also, some CAEs have been con-
ditioned to see risk management solely
as management's job or to await direc
tives from management. Others may feel
they are encroaching on operational
management’s role,

To overcome such barriers, CA Es must
recngiee that visk evaluation lies at the
heart of the internal audit funetion’s
imaslad, ad t'llll!ll{lﬂ'.'.ﬁfi._l in the Profes-
stonal Practices Framework promulgated
by the Inatitute of Internal Auditors, A
a minimum, this means dealing with
i:.|u'rmlnmi1 Fhak, A mialislreain approach,
pracuiced by most internal audit fune-
thons, would also Include Nonancial and
perhaps 'l risks. At the leading edge —
Risk Intelligence=it means addressing
all significant risks faced by the enter-
prise. Rigorous risk evaluation and under-
standing risk exposure after considering
management’s controls can ensure that
time and money devoted to responding
tiv the risks have been optimally allo-
cated,

Barriers outside internal audit can
emanale from management, the audit
comimittes, or external auditors, Man-
agement may be most likely 1o resiat,
hoie senior execulives view internal
avdit as i alver-the-faer fupetion rather
than oie to be |.1.1.'IHI'1.‘1'_|,I' iivalved [ steate-
phe dectsions or lmplementation plans,
Stmilarly, some audit committees might
restat in expanded (nternal audit role, per-
haps fearing that complance might suf-
fer. While external auditors typically
would not object to an expanded inter
nal audit role, some might question inier
nal audit’s capabilities to address risk
hialistically,
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CAEs seeking an expanded role in risk
management may have work to do. This
can take the form of;

* developing better interviewing and
arganizational skills of internal
auditorsg

 bailding a case for including inter-
al aiddit early in the risk assess-
ment leading 1o a decision;

t |,|.|.'1"h'|:i||H tinternal audi’s role |.'||.‘1|I'|}I'
as advisor rather than risk owner;
and

+ taling the stage ina gradual way
{see below).

By such means, internal audit can, with

out reducing its traditional role, expand

its charter to include risk advisory and
assessment activities as a natural exten-
sion of that role.

Change from within

On the bright side, management has
developed the habit of looking 1o intei-
il audin for expertise. Many management
teams have been chastened by the Sar-
1.1||||1.|,'z|.-l.'3;:!|:}' Aet and I‘:'}" losses tneuired
i Noaneial el lineei gl acguisitions;
dbvestiniires: and Jahinl ventures, oul-
sourcing, and other thivd-party arrange
ments. Even developing and selling
products and services and pursulng new
miarkets has become riskier due to glob
alization, new technologies, and rapid
change.

In this more receptive mood, senior
executives will hear a well-made case for
Risk Intelligence. In addition, CEOs and
CHOs are painfully aware of the high
turnover in their ranks and comprehend
the consequences of failure. Given this,
internal audit has an opportunity —
arguably, an abligation—1o take an active,
and perhaps activist, role in risk man-
agement,

Thix ellort ahould |:||,'“h| al lome, Fvein
the delinition of an *ellective” internal
atie it can change as risks, conditions,
aid management priovitles change, Thus
it makes sense to build dynamic risk
assessment into the audit plan. For
instance, many enterprises assess a risk
related to an investment, a product, or
an acquisition at the outset and leave it
with that. However, mosi risks increase
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or decrease over Lime, which can render
risk asseasment or mitigation measures
ottdated, Ineflective, UNNECERRATY, O
tog coatly,

A busliness does not stand sulll for o
yenr) therefore, an annuval audl work
plan may well be inadequate, especially
with regard to the more complex risks,
such as those relating to strategy and
execution. Even though many CAEs build
extra capacity (say, 25 percent) into their
work plan in anticipation of the unknown,
it is tar more effective to search out the
unknown, proactively evaluate emerging
rigks, and plan accordingly.

Indeed, internal audit can drive
changes in the larger organization, For
instance, o major company in the extrac-
vive industiies recently initiated a
;Iymlmh,: riak assessment and planning
process that was spearheaded by inier-
nal audit, When fully deployed, the
process will include continuous risk
assessment by management, augmented
by assurance and consultative help from
internal audit, as required. In many
other companies, internal audit employs
quarterly or rolling plans in which spe-
cific projects and areas of focus are
identificd based on risk. Thus, while it
is management’s job o continuously
assess and address risk, it is internal
audit’s job to evaluate the effective-
ness, elficiency, and completeness of
that process,

Taking the stage

Maoving from compliance and teaditional

cantrols nto other hiHh-unlm,- areas—ainil

broadening the perspective 1o nclude
villue creation=—=requires a game plan,

The following ten steps, to be adapted (o

your specific needs, provide the outlines

of such a plan:

1. Prepare: Understand Risk Intelli-
gence and the vital role internal
audit plays in it.'

2. Assess: Develop a clear and com-

prehensive picture of the risks your
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organization faces and of its risk
management pracuices,

3, Redirect: 5et the new divection and
poals for interinal audit, and present
the challenges as opportunities o
the most competent, forward-think-
ing professionals in your shop.

d. Justify: Align the internal audis
plan with the organization's risks
and build the case for doing so.

5. Persuade: Present the case to the
CEO, other senior execulives, and
the audil commitiee,

6. Adapt: Engage in dynamic risk
assessment and audit planiving, i
which audit plans reflect the chang-
ing constellation of risks o the
arpganigation,

7. Phase: Begin with changes to the
tnternal audit functlan, and with
pilot plans and small experiments
in the larger organization.

#. Implement: Move toward o more
continual, flexible audit plan and
process, rather than a periodic one,
while keeping the audit committee
informed.

9. Deploy: Put the right people with

the right skills and training in place,

piven the management strategios
being developed and executed,

Document: Prepare briel, relevant,

readable internal audit reporis on
the risks of contemplated or ﬂIIH-HHH
sbratogios, by pes a nel measires of
risk, potentinl methads for reducing
and mitigating risks, and current
rinks facing the organization,

CAEs and hnternal auditors now have
an opportunity to aeld tremendous value
to thelr organizations, The current focus
oi fisk management provides the means
by which they can capitalize on that
opportunity, but it won't last forever.
Prescient CAEs will seize this opening
offered to them. =

1

i
Vinn wewwe deloines comfrinkinialligence for n full
array ol Hisk Ininllignnes resdurces

Pl i TF A WEFHCE




