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Identity Theft and Your Agency — Why Should You Care?

If you read the newspaper or watch television you already know the answer to this question. Whether an incident involves the
loss of personal information about an individual whom your organization serves or the loss of your own employee data, identity
theft significantly impacts the reputation of your agency and could put you in the position of having to defend yourself before
the American public. In addition to suffering irreparable damage to your reputation, your agency could face budget cuts, incur
the account management costs for theft victims or have to repay the losses themselves. How comfortable are you that your
agency has done everything it can to reduce the threat of identity theft?

A Crime That Knows No Boundaries

Any organization that collects, stores, or has access to information about people is at risk of identity theft. A national crisis with
global reach, identity theft is a facilitator of crimes that threaten international security, the economy, and personal privacy. It
provides a way to remain anonymous, gain access, avoid detection, and transfer resources enabling organized criminal groups
around the world to perpetrate heinous crimes such as terrorism, drug trafficking, and child pornography.” Identity theft has also
been linked to methamphetamine addicts who have been especially adept at committing the crime to fund their drug habit.?

A multi-billion dollar national crisis, identity theft results in hardship for countless individuals and organizations on an annual
basis. In April 2004, a survey by the U.S. Department of Justice estimated 3.6 million American households became victims

of identity theft.> Over the last decade the FTC named identity theft as one of the nation’s fastest growing and most highly
publicized crimes.* How were stolen identities used? The FTC report, “Identity Theft Victim Complaint Data, Facts and Figures
January 1 — December 31 2005”, reflects that 9% of the data was used in Government Documents/Benefits fraud. The figure
below illustrates other uses of identity theft victim data.
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Act Now...Or React Later

Whether an incident involves an involuntary breach of data or a thief who has already stolen an identity and comes to your
agency for service, identity theft significantly impacts your agency’s reputation and processes. It must be addressed proactively to
minimize your risk.

Private sector organizations have responded in full force to the threat of identity theft. They have acknowledged that consumers
have a choice among service providers—and that the mere perception of lax security or a potential risk is enough to influence
consumers’ decisions. The government has recently enacted legislation, presidential directives, identity theft incident reporting
requirements, FY2006 FISMA agency privacy management requirements, and OMB initiatives (Memo 06-16, 06-19, and 06-20
addressing protection requirements for remotely stored sensitive data) as initial efforts to reduce and prevent future identity
theft crimes at the federal level. These initiatives, as well as the introduction of the Identity Theft Task Force by the current
administration, signals that the government realizes their responsibility to protect personal information entrusted to them by the
public.

Given the evolving regulatory environment and the financial and reputation costs associated with identity theft, an increasing
number of agencies are following the private sector’s lead and adopting measures so as not to be taken by surprise should
identity theft occur and they need to respond. These agencies understand the complexity and the far-reaching nature of this
crime. They have learned that being proactive not only upholds their reputation in the eyes of the government and in the eyes of
the American people, but also saves them time and money.

In the last 10 years significant efforts have been made toward streamlining many processes and moving to electronic services,
with the goal of making the federal government more easily accessible to consumers. While this transformation from paper-based
processes to “e-Government” is good from an efficiency perspective, it significantly increases agencies’ exposure to the risk of
identity theft. One example of a risk that agencies must deal with as a result of this transformation, is the unique authentication
of users who attempt to log in to a website and access on-line services (e.g., request a refund, change address, etc.).

An organization’s risk of identity theft can vary based on a criminal’s ability to 1) exploit an existing vulnerability in a business
process that can lead to the loss or exposure of personal information used by that process, or 2) use a stolen identity acquired
from outside of an agency to successfully manipulate the normal function of your business process. Any sign that the public’s
data is less than secure may result in an increased demand for “face-to-face” interaction with the agency, thus returning to the
previously used paper-based processes because of the perception that they are safer than online channels. This process reversal
would significantly impact the efficiency of solutions already adopted by the agency, and increase the demand for resources to
maintain the day-to-day operations further impacting cost.

The impact to an agency’s employees should also be considered. While identity theft is more widely known as a crime that
involves the theft of data of an organization’s customers, the cost to adequately protect the data of an agency’s employees is
significant. Agencies are not only liable for any losses incurred to their employees as a result of a breach, but there may be an
opportunity cost should employees fall victim to identity theft. The typical identity theft victim spends countless hours resolving
personal problems due to identity theft—many of those hours expended during normal working hours. In fact, employers
sometimes provide identity theft insurance to avoid being impacted should an employee become a victim.

In light of the evolving nature of identity theft crime, federal agencies will be required to quickly respond to a continuously
changing regulatory environment. Responding to legislation and other government directives impacts an agency’s resources
available to conduct day-to-day business operations. This response is measured in a FISMA scorecard, and poor ratings indicate
that an agency has failed to properly secure its information technology systems. This can adversely impact an agency in
numerous ways from undermining public trust, to the delay or cancellation of OMB funding for agency programs.

The proactive steps your agency takes against identity theft is as important in the public eye as how your agency responds in
the event of a breach. Post-incident responses to identity theft incidents can be costly and time consuming. Responses have
included credit checks on millions of individuals whose personal information was compromised, extensive investigations to
determine culpability, and congressional or other oversight inquiries into an agency’s safeguard activities. Taking preventative
steps to address identity theft threat not only reduces the risk of incurring costs associated with activating an incident response
plan and having to rebuild your reputation, but also builds public confidence by signaling that they can trust you with their
personal information and you are committed to protecting them. Being prepared will lessen the overall cost to your agency, and
help to prevent an identity theft incident before it occurs.



Know Thy Risk

Agencies must be vigilant in reducing their risk to identity theft. Although commonalities exist between a traditional security risk
assessment and an identity theft risk assessment, security risk assessments focus on the risk associated with securing information
technology systems while identity theft risk assessments focus on the entire business process with a specific focus on personally
identifiable information. Assessing the identity theft risk to your agency requires more than a traditional systems oriented risk
assessment; meeting security requirements and ensuring your organization is compliant with current regulation does not mean
that you are safe against identity theft. Due to the multi-faceted nature of the crime, an identity theft risk assessment requires
close examination of the business processes of your entire organization.

To provide value to agency decision makers, an identity theft risk assessment should be conducted by personnel experienced

in utilizing a proven risk assessment methodology geared to understanding your agency’s business processes and environment,
information technology and manual systems, the regulatory environment, the governance model, and the unique nuances

of identity theft as applied to your agency. Each organization, based on their business model, key stakeholder goals and risk
tolerance level, has a unique set of vulnerabilities that must be prioritized by the level of risk they pose to the agency in order to
build an effective identity theft program.

Road maps, such as the one below, are critical in building an effective identity theft program. Agencies should develop and tailor
the road map based on the maturity of any existing identity theft program.
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= Program Initiation. The first step to building an identity theft program is to establish an identity theft office. The
location of the office is entirely dependent on the focus of the agency. For example, if a particular business unit is the
primary stakeholder, the office may be located in that unit; if the focus is on compliance, then the office could be located in
the security, privacy, legal or risk management functions.

=  Create Governance Body. The governance body could either be a new body, or part of an existing agency governance
body. In either instance, participants should include representation from all agency organizations that have a stake in the
reduction of identity theft risk.

=  Review High-Priority Processes. Develop and use evaluation metrics that support the agency’s business model in
determining high-priority processes, initial identity theft risk assessment activities and the best use of assessment resources.

=  Evaluate Risk for High-Priority Processes. Conduct an identity theft risk assessment to determine initial risk levels and
develop a risk mitigation strategy.

=  Create Identity Theft Risk Management Strategy. Create a risk management strategy that incorporates at a minimum,
stakeholder, regulatory, and management goals and expectations.

=  Review Additional Processes. Review other business processes to determine candidates for additional risk assessment
activities.

=  Evaluate Risk for Additional Processes. Conduct additional identity theft risk assessments to determine initial risk levels
on the additional processes.

= Initiate Remediation Effort. Based on the risk mitigation strategy, initiate remediation efforts that best meet agency risk
reduction goals.

= Initiate Testing Program. Develop and initiate a testing program to evaluate the effectiveness of selected identity theft
mitigating or compensating controls.

=  Active Monitoring/Business as Usual. Incorporate identity theft activities and monitoring into existing processes
including business, security, privacy, and system development life cycle processes.

Making a Difference

Identity theft is a crime against people—it impacts all of us. Because federal agencies maintain vast stores of personal
information about people, they have a special duty to protect themselves from exposure. Think carefully about the impact of
identity theft crime on your agency’s reputation, your financial resources and staff, and on the people that your agency serves.
Be confident that your agency’s individual actions against this crime will make a difference for you, for your agency, and for the
American people.

To speak to one of our identity theft specialists, obtain current and future research, or to receive information about
public and private sector events around identity theft, please contact Lorna Joseph at [joseph@deloitte.com.
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