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Foreword
Digital information and digital technology have had a huge impact 
on the world’s economy, particularly in technology, media & 
telecommunications (TMT). In many respects this has had a positive 
impact that has driven significant revenue growth across the industry. 
However, it also presents TMT companies with a variety of new 
challenges and risks, including significant security threats.

For the second consecutive year, the Deloitte Touche Tohmatsu (DTT) TMT Industry Group, made up of the 
TMT practices of DTT member firms, conducted an in-depth survey of security practices at more than 100 TMT 
organizations around the world. Information was gathered primarily through face-to-face interviews with senior 
security executives. 

Much has changed in the TMT industry over the past year; however, when it comes to security and privacy, the 
majority of TMT companies find themselves “treading water”. Despite increased security investments, many are 
just managing to keep pace with the growing security and privacy threats. In order to get in front of the issue, TMT 
businesses should increase their security efforts and investments.

Those of us who specialize in security and privacy know that the answer to the question “Are we there yet?” is that 
we may never get there. Our job is to make the journey as safe and secure as possible. 

This report looks at the latest security challenges and trends in the TMT industry, based on the views of those 
charged with securing TMT organizations, and offers specific and practical insights.

On behalf of DTT and the TMT practices of its member firms, we would like to thank all of the people who 
contributed to this report – especially the Chief Information Security Officers and security management teams of 
the participating companies that shared their experiences and insights. Your contributions are helping to make the 
entire TMT industry more secure. 

Igal Brightman 						      Jacques Buith 
Global Managing Partner 					     Security & Privacy Leader 
Deloitte Touche Tohmatsu					     Deloitte Touche Tohmatsu
Technology, Media & Telecommunications 			   Technology, Media & Telecommunications 
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Objective of the survey

The first goal of the 2007 TMT Global Security Survey is to help 
TMT companies gain a better understanding of the security 
challenges and threats that the industry is already facing, and to 
provide insights to the challenges looming on the horizon. The 
second goal is to help TMT companies understand what others 
are doing to address the problem, so they can improve their own 
approach and reduce their vulnerability to attack.

This year’s report builds on the results from the 2006 TMT Global 
Security Survey. Wherever possible, this year’s survey questions 
have been kept the same as last year so as to help identify patterns 
and trends. In addition, the specialized knowledge and experience 
of DTT member firms were tapped to validate the survey results 
and provide new insights based on their hands-on experience with 
some of the world’s leading TMT companies.

The value of benchmarking

TMT companies recognize the importance of performance 
measurement and benchmarking – particularly in areas of the 
business that revolve around complex systems and processes. This 
survey was specifically designed to help TMT companies benchmark 
themselves against comparable organizations, allowing them to 
identify new and innovative practices that they can adopt and 
implement to improve their own performance.

Areas covered by the survey

It is possible for an organization to excel in some areas related 
to information security (such as investment and responsiveness), 
while falling short in other areas (such as value and risk). To help 
TMT companies identify areas that require attention, the survey 
questions and analyses were grouped into seven categories:

•	 Governance
•	 Investment in information security
•	 Risk
•	 Use of security technologies
•	 Quality of operations
•	 Privacy
•	 Digital Rights Management (DRM)

Who responded?

The 2007 TMT Global Security Survey reflects current trends 
in security and privacy at more than 100 major global TMT 
companies. To encourage an open and honest dialogue around 
this sensitive subject, companies were invited to participate on 
the basis that their names would not be disclosed. 

The global survey included organizations of varying sizes, with 
strong representation across all three sectors: technology, media 
and telecommunications. Among the participating companies, 
54 percent employ between 5,001-50,000 employees, and 47 
percent have reported revenue between US$1 billion and US$10 
billion, meaning that the survey results are particularly relevant 
for large, global TMT companies. 
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Key findings of the survey
1. Staying afloat 2. Not yet business as usual

When it comes to security, the majority of the surveyed TMT 
companies have managed to keep their heads above water. In 
the 12 months preceding the survey, most responding companies 
successfully avoided a major security crisis. However, only a few 
increased their security capabilities to the point where they now 
feel as if they are ahead of the problem. According to the survey 
results, 49 percent of respondents are either falling behind or still 
catching up to the security threats. Only 7 percent believe they are 
ahead.

Although security investments generally climbed over the past year, 
the increases were often just enough to offset the rising volume 
and complexity of threats. Only a small number of the surveyed 
TMT companies (5 percent) increased their security investment by 
15 percent or more. And half allocated less than 3 percent of their 
IT budget to security.

Moreover, only 38 percent of the surveyed companies believe 
their organization has all of the skills and capabilities they need to 
respond effectively and efficiently to security challenges.

On average, the number of security breaches was essentially 
unchanged from last year. This might seem like a small victory. 
After all, things could have gotten worse. However, organizations 
must adapt to  the changing security landscape: the vulnerability 
of organizations will increase if they fail to keep up with the rising 
sophistication and complexity of threats.

Bottom line: TMT businesses should increase their security efforts 
and investments to address the problem. Companies that are not 
moving forward are likely falling behind.

For TMT companies, digital information and digital technology have 
become business as usual. Unfortunately, the same cannot be said 
for information security – at least not yet.

The majority of business activities and assets in TMT revolve 
around ones and zeros: Online business models, digital content 
and distribution, databases filled with valuable information about 
customers and operations. The list grows longer every day.

Yet until there is a major problem, most companies do not spend 
nearly enough time and resources ensuring that their digital assets 
are secure, and often by then it is too late.

According to this year’s survey, only 54 percent of the surveyed 
TMT companies have a formal strategy for information security, and 
only 14 percent say their information security strategy is led by the 
business.

Bottom line: In a digital world, information security needs to be 
business as usual – not something that only gets attention during a 
crisis.
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3. More than an IT problem 4. The enemy within

Advances in information technology were a key driver for 
digitization in TMT, which more than likely explains why the IT 
function has traditionally been saddled with responsibility for 
information security. That approach might have made sense when 
digital information was a small niche. But now that digital content 
and digital distribution have moved to centre stage, it is time for 
business leaders to take charge of information security. IT can help 
tackle the problem, but the business needs to own it.

New online business models require an integrated security 
architecture from the very beginning. Those business models that 
incorporate security and foster trust and reliability have proven to 
be more successful than others.

According to this year’s survey, 40 percent of the surveyed TMT 
companies still hold IT primarily responsible for information security. 
Moreover, only 62 percent currently believe that security is a key 
imperative at the board or executive level. That might not sound 
too bad, but the truth is security should be a top strategic priority 
for every TMT company – which means that percentage should 
really be much higher. In addition, 45 percent of respondents say 
top management is informed about security issues only on an ad 
hoc basis, or not at all. No wonder only 34 percent of the surveyed 
TMT companies believe that IT and the business are appropriately 
aligned on security initiatives. Given the increasing regulatory and 
legislative focus on information security and data protection, we 
would expect this number to be higher.

To make matters worse, 38 percent of respondents believe security 
is not a key imperative for business unit leaders. This is a real issue, 
because at most companies the business unit level is where strategy 
is converted from promising concepts into meaningful action.

A lack of executive support often translates into lack of funding. 
Only 55 percent of the surveyed companies believe they provide 
adequate commitment and funding for security initiatives, and 
only 38 percent have a budget for security separate from the IT 
budget. The funding problem is accentuated by the fact that the 
majority of the responding TMT companies (57 percent) do little 
or no measurement of security ROI. How can companies hope to 
justify their ongoing security investments if they make no attempt 
to quantify the returns?

Bottom line: Information security is a business problem, not just an 
IT problem. Business leaders should take ownership of the issue and 
integrate it into their strategies and plans.

When people think of security, they tend to focus on protecting 
the company from external threats. To that end, 69 percent of the 
respondents in this year’s survey say they are “very confident” or 
“extremely confident” about their organization’s effectiveness at 
tackling external security challenges. However, only 56 percent 
display a similar level of confidence toward internal challenges.

As last year’s report demonstrated, the security threats from inside 
a company are just as great, if not greater, than the threats from 
outside. Deliberate fraud and misconduct are one aspect of the 
problem. But another critical aspect is simple human error. In this 
year’s survey, 75 percent of respondents cite “human error” as 
one of the root causes for security failures – putting it at the top of 
the list, well ahead of operations (48 percent) and technology (48 
percent). 

One way to address the internal security challenges is to provide 
better training at all levels of the organization. Ongoing training 
helps people stay abreast of the latest threats and reminds them to 
remain vigilant. It also helps people avoid mistakes. Unfortunately, 
this is a weak spot for many TMT companies. According to the 
survey results, 42 percent of respondents have not provided 
employees with any training about security or privacy in the past 12 
months. 

Bottom line: The most dangerous security threat comes from 
within. The good news? This is a threat that companies should be in 
a position to control.
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5. Protecting the customer 6. The DRM dilemma

Companies today possess a vast amount of sensitive information 
about their customers: Purchase history, buying patterns and 
preferences, online behaviour, credit card numbers, and personal 
data. The loss or misuse of such information can have a devastating 
impact on customers, and expose a business to major lawsuits 
and other potential liabilities. It can also put a company at odds 
with privacy regulations, and cause immeasurable damage to a 
company’s reputation and brand.

This is a serious problem, and it appears to be getting worse. 
News stories about the loss or theft of sensitive customer data are 
increasingly commonplace, and according to the survey, incidents 
that make the headlines are just the tip of the iceberg. Only 53 
percent of the surveyed companies publicly disclose the loss of 
customer data, and many only do so in situations where disclosure 
is required by law.

Moreover, 36 percent of the companies in the survey do not 
track losses of customer data at all, and even fewer (32 percent) 
have performed an inventory of personal information. How can 
companies hope to protect something if they don’t know what they 
have, or where it is?
 
Fortunately, many TMT companies are starting to focus significant 
attention in this area. Among our respondents, 33 percent have 
assigned a dedicated executive for privacy issues, and 72 percent 
have either just launched a privacy program (44 percent), or have 
an established privacy program in place and are launching key 
initiatives (28 percent).

Bottom line: Failure to protect customer information can expose the 
customer to a myriad of threats (such as identify theft) and expose 
the company to financial, regulatory and legal penalties.

TMT companies are divided on the subject of digital rights 
management (DRM). Some see it as absolutely essential for 
protecting their content and other digital assets from theft and 
misuse; others see DRM as impractical and ineffective. Companies 
in the latter camp believe they can create more value for their 
customers – and their businesses – by investing in new products 
and features, rather than pouring time and money into DRM.

When discussing DRM as a concept, DRM supporters outnumber 
detractors by roughly 2 to 1. However, when evaluating DRM as 
an actual business strategy, survey respondents are evenly divided 
on whether DRM will be practical and useful within the next three 
years.

Over the past 12 months, there have been a number of high profile 
moves to eliminate DRM. The most widely publicized example was 
the challenge from Apple CEO Steve Jobs for music companies to 
abandon DRM. Shortly afterward, Apple’s online music store began 
offering a significant number of songs without DRM; initially at a 
premium price, but now at no additional cost. 

In this year’s survey, 43 percent of respondents say they have 
identified IP loss / theft as a risk and put specific security measures 
in place. Roughly half of those companies (23 percent) are using 
some form of technology to protect their content.

Bottom line: When it comes to DRM, the only thing that seems 
certain is that the debate will not be ending any time soon.
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7. Security beyond the
 	 four walls

8. Information security meets
    physical security

More and more people are working outside of the office – at home, 
in their car, at a local coffeehouse, or wherever they can find space 
for a laptop, a signal for their mobile phone, and perhaps a high-
speed internet connection. This trend is being driven by ongoing 
technology advances, and by a talent crunch that is prompting 
companies to give employees more latitude over when and where 
they work.

For many employees, the freedom to escape the confines of a 
traditional office setting is a dream come true. But for a company 
trying to maintain security in these highly unsecured environments, 
it can prove very challenging. The past year saw numerous highly 
publicized incidents where a lost or stolen laptop computer allowed 
unauthorized access to huge quantities of confidential data, and as 
advances in storage technology make it possible for people to carry 
even more data in a pocket or computer bag, the risks will only get 
bigger. 

Introducing “end-to-end” security is a must for TMT organizations 
in order to stay ahead of the security challenges. End-to-end 
security starts with introducing information security policies that 
span the extended enterprise.

Another big challenge is that TMT companies are increasingly 
relying on outsiders – including strategic business partners, 
outsourcing vendors, and independent contractors – to help them 
deliver their products and services to the marketplace. In addition, 
59 percent of the surveyed companies rely on other organizations 
for parts of their security function. To gain assurance, third party 
capabilities should be tested periodically; however, only 22 percent 
of respondents conduct such testing.

The extended enterprise model requires that a company pay close 
attention to the security of its mobile workers and the security 
capabilities of its business partners in order to ensure its digital 
assets remain protected across the entire value chain. After all, a 
company’s security is only as strong as its weakest link.

Bottom line: Information security risks extend beyond a company’s 
four walls. With increased mobility and trends for outsourcing 
services, this is only going to increase. Companies need to start 
getting it under control now.

Today’s TMT companies are built on a base of physical assets (e.g., 
buildings and infrastructure) and information assets (e.g., digital 
content). Yet most companies continue to treat physical security 
and information security as separate and distinct. In fact, the 
survey shows that 64 percent of TMT companies have done little or 
nothing to integrate the two, which means they could be missing 
out on some important opportunities.

For example, an access card or wireless chip normally used 
to control physical access could also be used to help prevent 
unauthorized information access. When someone tries to log 
on to an information system, the system could connect with the 
company’s physical security systems to make sure the person 
associated with that user id is actually present in the building. If 
not, it could deny access and trigger a silent alarm.

This is just one example of how integrating physical security with 
information security could help to strengthen both. With TMT 
assets becoming increasingly information-based and virtual, the 
distinction between physical security and information security may 
soon be obsolete. 

Bottom line: In the future, companies may be able to improve their 
overall security by integrating virtual security with physical security.
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Detailed results
Governance

Information security is an important topic for TMT companies. Today’s headlines are filled 
with stories about all kinds of security breaches: identity theft, data leakage, account fraud, 
phishing, and more.

Managing these information security risks is a challenge. On the one hand, a company 
should do what it can to ensure that risks are being managed at acceptable levels. On the 
other hand, it also should recognize that a certain amount of risk-taking is fundamental to 
business growth and development. The trick is finding the right balance – and having the 
right governance can help.

Information security governance framework

A governance framework defines the roles and responsibilities, policies and procedures, 
guiding principles, and accountability requirements for managing information security. Most 
respondents (82 percent) already have such a framework, and another 12 percent plan to 
create one within the next two years. Only a few organizations (6 percent) don’t have one, 
and don’t intend to.

One of the keys to effective information governance is assigning a Chief Information 
Security Officer (CISO). Over the past year, the number of respondent organizations with a 
CISO (or equivalent) increased from 57 percent to 65 percent.

Most CISOs have been in their current position for less than five years: 

Tenure of the CISO

6 - 10 years > 10 years0 - 2 years 3 - 5 years

32%

39%

16%

13%
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According to the survey, the majority of 
CISOs (56 percent) report to someone 
in the IT organization (CIO, CTO, or IT 
executive). A smaller number report 
directly to the CEO (17 percent) or Board of 
Directors (8 percent). 

0% 10% 20% 30% 40%
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Information Technology Executive
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Who the CISO is reporting to:

Functions of the CISO
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Security regulatory compliance

Security consulting
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Security operations

Security architecture

Security employees / users administration

Privacy

Perimeter security

Business Continuity Management (BCM) and 
Disaster Recovery Planning (DRP)

Computer forensics and investigations

Interaction with law enforcement authorities

Security web customers administration

Physical security

Security governance (policies, standards, 
and procedures)

Security implementation and integration 
(policies, processes and technology)

CISOs have a wide range of responsibilities, 
the most common being security strategy 
and planning (91 percent), and security 
governance (90 percent).
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The information security function continues to grow steadily. Over the past 12 months, 54 
percent of the surveyed companies increased their headcount in this area, while 40 percent 
stayed the same. Only 6 percent reduced headcount for information security. 

The quest for qualified talent also continues unabated. In this year’s survey, 35 percent of 
respondents say their organization is missing skills and competencies to handle existing and 
foreseeable security requirements. In addition, respondents rated “lack of resources” as 
the biggest barrier to delivering information security. To help address these challenges, 27 
percent of the surveyed companies are supplementing their in-house capabilities through 
outsourcing and other non-traditional sourcing strategies.

Strategy

Another prerequisite for effective information security is the implementation of an 
information security strategy that aligns with corporate initiatives. Such a strategy should 
be closely linked to the company’s overall business strategy, business requirements, and 
key business drivers. The survey results show that 54 percent of TMT companies have put 
a formal information security strategy in place. Another 20 percent intend to do so within 
2 years. Moreover, 17 percent of the surveyed companies see the lack of such a strategy as 
one of their biggest barriers to achieving information security.

Only 34 percent of respondents indicate that business and IT security initiatives are 
appropriately aligned. Also, a significant number (18 percent) say that business line and 
functional executives have no involvement or input into the organization’s information 
security strategy. Moreover, only 14 percent believe the business plays a lead role in 
information security.

Level of involvement of business line and functional executives 
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Respondents were asked to select their top five security initiatives for 2007. Surveyed 
companies rate “Access & Identity management” as this year’s number one security 
initiative. “Infrastructure improvement” is a close second.

Effectiveness of regulatory requirements on security

0% 10% 20% 30% 40% 50%

Very effective

Not that effective

Somewhat effective
49%

29%

22%

Compliance

TMT companies face a growing number of rules and regulations related to information 
security. In principle, these regulatory requirements are designed to improve information 
security and reduce risk. According to the survey results, 29 percent of respondents believe 
that current rules and regulations are “very effective” in this regard, while 49 percent find 
them “somewhat effective”. However, 22 percent rate them as “not that effective”.

Top five security initiatives

0% 10% 20% 30% 40% 50%

Security regulatory compliance 
(including internal audit)

Security training and awareness

Access & Identity management

Disaster recovery / Business continuity

Infrastructure improvement

47%

42%

38%

36%

36%

Among the surveyed companies, 12 percent are considering the adoption of international 
standards such as ISO 27001:2005 and plan to undergo certification within 12 months; 13 
percent are in the information gathering stage; and 8 percent have either achieved BS7799-
2:2002 certification or are in the process of transitioning to ISO 27001:2005.
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Measurement

Reporting and measurement are considered the top initiatives for 2007 by almost a 
third of respondents (28 percent). In order to demonstrate effective information security 
governance, a company should understand and define its expected outcomes, performance 
targets, efficiency measures and related reporting requirements. Yet, according to the 
survey, only 19 percent have established formal metrics for information security.

•	 We have established formal metrics: 19%
•	 We are working on establishing formal metrics: 24%
•	 Little, if any, measurement is made of security ROI: 25%
•	 We do not measure: 32%

According to the survey, 41 percent of TMT companies consistently track and monitor 
the effectiveness of information security controls and have integrated reporting and 
measurement into their information security program. Another 34 percent are in the 
process of doing so. 

Reporting

When asked about the frequency of reporting on information security, approximately 45 
percent of our respondents say company leaders are provided with security reports only on 
an ad hoc basis, or not at all.

Frequency of reporting on information security status to:
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Organization’s top internal / external audit findings

Audit

Another key element in the governance framework is the performance of independent 
reviews and audits. When asked to identify their organization’s top internal / external audit 
findings over the past 12 months, respondents cited the following: 

Three of the top 12 audit findings relate to access, which probably explains why ”access 
and identity management” ranked as the top security initiative in this year’s survey. 
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Investment in information security

Percentage of overall IT budget dedicated to information security
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Compared to last year, TMT companies’ investment in security increased only slightly. 
Among the surveyed companies, 14 percent did not increase their information security 
budget at all, while 41 percent raised their budget less than 5 percent. Only 5 percent of 
TMT companies reported increases of more than 15 percent. As was the case with last 
year’s survey, the DTT TMT Industry Group believes these minimal increases in security 
investment are barely enough to keep pace with the growing list of challenges, emerging 
technologies, and increasingly sophisticated attacks.

Moreover, the information security budget is often still lumped together with the IT budget. 
For 62 percent of respondents, the security budget is included in the IT budget, indicating 
that security is still perceived as an IT issue. Since security is becoming increasingly crucial 
for today’s TMT businesses, it seems reasonable to expect that security would represent a 
large portion of the budget. Yet more than a majority of respondent TMT companies (64 
percent) allocate less than 6 percent of their IT budget to information security, and half of 
the surveyed companies only allocate 1 to 3 percent.
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Spending

An analysis of information security spending per capita provides deeper insight. The results 
show that 64 percent of the surveyed TMT companies spend at least US$500 per employee 
on security. And 12 percent spend more than US$1,000 per employee.

In last year’s survey, 54 percent of TMT companies believed their security investments 
left them “falling behind” or at best “catching up” to the security problem. This year’s 
results show a slight improvement, with 49 percent of respondents saying they are “falling 
behind” or still “catching up”. 

Areas covered under security budget

0% 10% 20% 30% 40% 50% 60% 70%

Logical access control products 69%

56%

54%

54%

54%

51%

49%
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Physical access control
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Security R&D

Insurance costs

Infrastructure protection devices / products

Security consultants

Characteristics of expenditure on information security 
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44%

35%
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The survey results show “logical access control products” as the biggest focus for 
security spending, followed by “infrastructure protection devices”. “Awareness and 
communication” are also relatively high on the list due to the fact that human error remains 
one of the primary causes of disruptions and security breaches.
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21%

19%

19%

Major causes for failure of information security projects
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According to the survey, 36 percent of TMT companies do not measure whether their 
information security projects deliver what is expected or promised. Moreover, among the 
companies that do track this critical information, only 24 percent believe their information 
security projects deliver as promised.

Respondents were asked to select the major causes for failure of information security 
projects to deliver on promise. For projects that fail, the main cause appears to be “shifting 
priorities” (44 percent). This is followed by “integration problems” (21 percent), “lack of 
business support” (19 percent), and “unrealistic expectations” (also 19 percent). However, 
project failures may also be linked to the limited effectiveness of the information security 
function. The survey results show that 82 percent of respondents believe their information 
security function is at best “somewhat effective”. General improvement in this area might 
help TMT companies get more value from their information security projects.
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Risk

Tolerance of risk
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Low 20%
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Managing risk effectively and protecting the company from internal and external security 
breaches continue to be big challenges. Compared to last year, the number of security 
breaches was essentially unchanged. Among the surveyed companies, 26 percent saw an 
increase in security breaches, 30 percent saw a decrease, and 44 percent experienced no 
significant change.

Overall, TMT companies seem to be well on their way to establishing efficient risk 
management solutions. Among the respondents, 63 percent now classify their critical 
IT business assets by level of risk, and classify their information assets by level of 
confidentiality. However, this indicates that more than one third (37 percent) do not classify 
their critical IT and information assets. 

For TMT companies, IT and information security remain crucial for protecting the 
organizations’ digital assets. In this year’s survey, 66 percent of respondents indicate a 
“moderate” level of tolerance for risk (taking necessary risk only), 20 percent characterize 
their organization’s tolerance for risk as “low”, and 14 percent indicate a “high” risk 
tolerance. 
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According to the survey, 75 percent of TMT companies identify, quantify, and prioritize 
risks against formal criteria and key operating objectives. To varying degrees, these risk 
assessments are used to support a wide variety of business decisions:

Impact of risk assessments
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With regard to application security integration, 35 percent of respondents incorporate 
application security in the software development lifecycle, almost half (49 percent) say it 
varies from project to project, and 16 percent believe it is mostly an afterthought.

Malicious external threats and operational threats

The survey provided a list of malicious external threats and operational threats and asked 
respondents to rate them on a scale from 0 (not a threat) to 5 (very high threat). The top six 
threats over the next 12 months are expected to be:

Top six threats expected over the next 12 months
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External breaches 

Advances in communication and technology have opened organizations to new forms of 
attack. At the same time, increased reliance on third parties has increased the complexity 
and likelihood of a breach from the outside. In the 12 months preceding the survey, 
respondents experienced a variety of external and internal breaches. 
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Although the greatest number of the surveyed TMT organizations (37 percent) estimated 
their own organization’s total damage from security breaches last year to be under 
US$1 million, a small number (2 percent) believe their own organization’s total damage 
from security breaches last year exceeded US$50 million. It should also be noted that a 
large number of TMT companies (33 percent) do not measure the damage from security 
breaches.

Estimated amount of total damage sustained including direct & indirect costs
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Damages fell into three categories: direct financial cost (40 percent), internal cost (31 
percent) and reputational cost (29 percent).

One way to reduce the number of external breaches is to move beyond password-based 
authentication for end user internet transactions. The survey results show that 53 percent 
of respondents have not done this, and these respondents do not intend to so within the 
next 24 months.

Have you moved beyond password based authentication
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Security incidents

Nearly all respondents (98 percent) investigate information security incidents upon 
discovery. Two-thirds (67 percent) report such incidents to law enforcement authorities 
when relevant, and 8 percent report all incidents. However, a surprisingly large number (25 
percent) do not report any information security incidents to law enforcement authorities.

Timely detection of security events and deficiencies helps enable a company to establish 
countermeasures and remediate risk as soon as possible. However, this ability varies widely 
among the surveyed organizations.

Timeframe for detecting security events / deficiencies
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According to the survey, at most companies, detecting security events and deficiencies is 
primarily the responsibility of IT personnel (34 percent) or IT security personnel (41 percent). 
Also, the vast majority of the surveyed TMT organizations (76 percent) have implemented a 
management solution to manage security incidents and events.

People risk

The TMT industry is driven by an entrepreneurial spirit that places a strong emphasis on 
speed, flexibility, creativity, and innovation. TMT employees tend to be free spirited and 
tech-savvy, and TMT organizational structures generally encourage decentralized decision 
making, employee empowerment, informal communications, and flexible procedures. These 
characteristics are usually a blessing; but when it comes to information security, they can 
also be a curse. 
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According to the survey, TMT companies regard “human error” as the leading cause of 
security failures such as breakdowns, business interruptions, and system outages.

Perceptions of the root causes of failures
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Insider threats are another people-related risk, with 91 percent of respondents indicating 
that employee misconduct remains a major concern for their organization. In fact, 
the survey data shows that mitigating the risk of employee misconduct is the number 
one threat-based initiative for 2007. Moreover, 47 percent of respondents say that 
improvements in access and identity management – which help reduce the potential for 
employee misconduct – will be a top operational security initiative in the coming year. 

Another risk that exploits the human factor is “social engineering”. Hackers use social 
engineering techniques (e.g., phishing and pretexting) to trick people into disclosing 
confidential information. In this year’s survey, 40 percent of respondents rated social 
engineering as a high threat, putting it at the top of the list ahead of better-known external 
threats such as viruses, worms, spam, and denial of service attacks. 

Concern about employee misconduct involving information systems
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One of the ways to address people-related risks such as human error, employee 
misconduct, and social engineering is through training or awareness sessions that embed 
security awareness within the organization. Yet, only 58 percent of respondents provided 
employees with such training during the past year. 

According to the survey, TMT companies deliver information security training and 
awareness in a variety of ways, including eLearning (36 percent), web page alerts / emails 
(35 percent), and traditional classroom instruction (33 percent).
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Use of security technology

Categories that best describe organization's adoption of security technology
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Adopting new technology

TMT organizations face a never-ending dilemma when deciding what security technology 
to implement – and when. If they try to stay at the cutting edge of technology, they will 
probably suffer through many promising solutions that fail to meet their expectations. But 
if they stick with proven solutions, they are likely to find that rapid technological advances 
have quickly rendered their “safe bets” obsolete. 

Since most TMT companies operate at the forefront of technology in their day-to-day 
businesses, it is not surprising to see them take a similar approach to information security. 
The survey shows that most TMT organizations consider themselves innovators (6 percent), 
early adopters (22 percent), or at least among the “early majority” (45 percent) when it 
comes to adopting security technology. 

Similarly, the survey data shows that a vast majority of the TMT companies are not afraid 
to implement new technologies. In fact, only 25 percent say they will wait until a new 
technology has proven itself.

Despite the industry’s general receptivity to new technology, it might make sense for even 
more TMT companies to take an active role in security innovation – using their technical 
expertise to get in front of the ever-increasing threats.
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Current technologies

The survey shows that respondents have implemented – or are currently piloting – a wide 
range of security technologies.

Current technologies
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Future technologies

Over the next 12 months, TMT companies expect to implement or pilot the following 
technologies:

Future technologies
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“Single Sign-On technology” tops the list of future technology initiatives. Single Sign-On 
improves both convenience and security, making it a good example of aligning business and 
IT initiatives. However, the survey shows that such alignment is often the exception, rather 
than the rule. In fact, 58 percent of the surveyed companies consider their business and IT 
security initiatives only “somewhat aligned”, while another 8 percent say they are “not at 
all aligned”. 

Extent of alignment of business and IT security initiatives 
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Quality of operations

A shortage of security skills

One of the biggest obstacles to implementing better information security, and managing 
information security risks, is finding staff with the appropriate skills to do the job. According 
to the survey, only 38 percent of TMT companies believe they have personnel with the 
skills and all the competencies necessary to respond effectively and efficiently to security 
challenges. 

Capability of staff
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The extended business relationship

These days, nearly all TMT companies outsource some of their business processes. However, 
when it comes to information security, the vast majority of activities continue to be done in 
house. 

Security functions outsourced
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The IT security activity that is outsourced the most by respondent TMT companies is 
vulnerability management services – a highly specialized service that often is not readily 
available within a company. None of the surveyed companies outsource governance of the 
security function. 

Given the importance and sensitivity of information security, it is essential for TMT 
companies to choose their outsourcing vendors wisely. Prior to signing an outsourcing 
contract, the surveyed TMT companies use a variety of the first four methods below to 
ensure that a third party’s capabilities are adequate.

Third party capabilities
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Methods to ensure third party security capabilities
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It is alarming that among the surveyed TMT companies that outsource parts of their 
information security, 17 percent do not perform vendor checks. Moreover, only 22 percent 
review and test their third parties’ capabilities on a regular basis. These deficiencies expose 
a company to a significant level of third-party risk.
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Staying in business

In today’s competitive market, TMT companies can’t afford to ‘take a day off’. Customers 
are increasingly reliant on TMT products and services, and expect them to be available at all 
times. A major disruption in business operations can cause a significant hit to a company’s 
reputation and bottom line – something the company may never recover from.

The vast majority of TMT companies recognize the importance of business continuity, and 
87 percent of the respondents have established some level of business continuity plans. 
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According to the survey, the primary motivator for business continuity planning is to ensure 
operational resilience and availability. Another key motivator is to make executives and 
senior executives accountable for business continuity. Surprisingly, only 18 percent of the 
respondents say they established business continuity plans in order to protect their public 
image or reputation. 

Although a business continuity plan might look good on paper, it needs to be tested on 
a regular basis to ensure it is reliable and effective. The survey shows that 18 percent of 
respondents do not test any part of their business continuity plan, which could leave them 
vulnerable in the event of a crisis. 

Frequency of testing with regard to business continuity
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Privacy

At first glance, privacy might not seem like big deal for TMT companies. However, 
organizations that have any contact with personal information – even during a brief 
transaction – increasingly find themselves facing a whole host of privacy-related issues 
driven by a combination of legislation, industry self-regulation, legal liability, and customer 
expectations. 

This year’s survey shows that 50 percent of TMT companies have an executive who is 
responsible for privacy within the organization. For 17 percent, this executive is the Chief 
Security Officer or Chief Information Security Officer.

Does your organization have an executive responsible for privacy

0% 10% 20% 30% 40% 50%

Yes 

Yes, same person as the CSO / CISO

No, but intend to have one

No

33%

17%

1%

49%

According to the survey, a small percentage of privacy executives report directly to the CEO 
(20 percent) or board of directors (7 percent). This suggests that many of the surveyed TMT 
companies do not view privacy as a strategic business issue.
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Yet the privacy issue seems to be growing in importance. According to the survey, many 
TMT companies (44 percent) acknowledge that their privacy program is just starting to get 
staffed and organized. Another 28 percent have a privacy program in place but are still in 
the process of launching key initiatives.

Stage of development of privacy function
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Among the surveyed companies, 41 percent say their privacy function has only been in 
place for less than a 1 year, and only 24 percent have had the function in place longer than 
4 years. 

How long has the privacy function been in place
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The best approach for managing privacy issues seems open to debate. In this year’s survey, 
60 percent of respondents use a centralized model where privacy issues are managed 
from a central corporate group, while the other 40 percent use a distributed model where 
primary responsibility lies with the business units. 

How is privacy managed
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To be effective, privacy programs and initiatives should be designed around a wide range 
of factors, including reputation and brand, privacy regulations, potential liability, and 
competitive strategy. 

Influential drivers with respect to privacy
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Privacy is a complex challenge spanning a wide range of areas. However, according to the 
survey, the biggest concern is preventing unauthorized access to personal information.

Areas of most concern from a privacy perspective
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Among the TMT companies surveyed, 19 percent are in the process of creating an inventory  
of the personal information within their organization. However, almost half (49 percent) 
have not performed such an inventory. It is difficult for an organization to protect its 
customers’ personal information if it does not know what it has, or where the personal 
information is located.

Loss of customer data can be disastrous for both a company and its customers. In many 
cases, the law requires a company to disclose such losses. However, even when disclosure 
is not legally mandated, organizations should track these incidents in order to manage the 
damage and address their root causes. Yet, according to the survey results, 36 percent 
of TMT companies do not track or publicly report any loss of customer data. Another 29 
percent do not report such losses unless required to do so.
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Digital Rights Management (DRM)

A digital dilemma

Almost all companies within the TMT industry have a business model that revolves around 
digital assets and intellectual property. These companies face an overwhelming challenge; 
how to protect an asset that can be effortlessly duplicated and distributed? Current 
copyright laws struggle to meet the needs of a rapidly changing market based on digital 
content, where each use produces a perfect copy of the original. 

TMT organizations face the dilemma of making their precious assets available without 
protection, or finding and implementing ways to protect and restrict the use of those 
assets. The systems and tools for protecting digital assets from unauthorized duplication 
are known as Digital Rights Management (DRM). 

The current market appears to be divided on the topic of DRM, and there is no clear-cut 
answer to suit all organizations. One option that seems to be gaining ground is to do away 
with DRM altogether. The reasoning is that DRM creates an inconvenience for customers 
(making them less likely to buy the product), is complicated and costly for a company to 
implement and maintain, and is bound to be circumvented at some point anyway. 

IP protection

In addition to protecting their digital content, TMT organizations are rightfully concerned 
about protecting their intellectual property (IP). Whether their IP is of strategic importance 
(such as the development of a new product), or operational importance, the theft or loss of 
critical IP can have disastrous consequences. 

The survey shows that IP protection is a high priority for many organizations, with 66 
percent of respondents identifying IP loss or theft as a specific security risk. At the same 
time, however, 23 percent of respondents say that no specific security measures have been 
implemented. 

Has IP loss / theft been identified as security risk / issue, and are there security measures in place
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The Future of DRM

Each sector in the TMT industry faces different risks. Therefore, a universal approach to 
DRM seems unlikely. Among the surveyed companies, 61 percent expect the use of DRM 
to increase over the next three years. However, most expect DRM to be expensive and / or 
difficult to implement. TMT organizations should carefully assess their own situation and 
choose the course of action that aligns with their unique requirements.
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Design, implementation & 
evaluation of the survey
The 2007 DTT TMT Global Security Survey reports on the outcome of focused discussions 
between DTT TMT Industry Group’s professionals and the information technology executives of 
global TMT companies.

Discussions with the information technology executives of these organizations were designed 
to identify, record, and present the state of the practice of information security in the TMT 
industry with a particular emphasis on identifying levels of perceived risks, the types of risks 
with which TMT companies are concerned and the resources being used to mitigate these 
risks. The survey also identifies which technologies are being implemented to improve security 
and the value TMT companies are gaining from their security and privacy investments. To fulfill 
this objective, senior professionals of the DTT Security & Privacy Services Group designed a 
questionnaire that probed seven aspects of strategic and operational areas of security and 
privacy. These seven areas are described in the section entitled ‘Areas covered by the survey’.

Responses of participants relating to the seven areas of the questionnaire were subsequently 
analyzed and consolidated and are presented herein in both qualitative and quantitative 
formats.

Drafting of the questionnaire

The questionnaire was comprised of questions composed by the survey team made up of 
senior DTT Security & Privacy Services Group professionals. Questions were selected based 
on their potential to reflect the most important operating dimensions of a TMT company’s 
process or systems in relation to security and privacy. The questions were each tested against 
global suitability, timeliness, and degree of value. The purpose of the questions was to identify, 
record, and present the state of information security and privacy in the TMT industry. New 
questions were also added to reflect topics being asked about by DTT member firms’ clients 
and raised by the media.

The collection process

Once the questionnaire was finalized and agreed upon by the survey team, questionnaires 
were distributed to the participating regions electronically. Data collection involved gathering 
both quantitative and qualitative data related to the identified areas. Each participating region 
assigned responsibility to senior professionals of the DTT member firms’ Security & Privacy 
Services practices and those people were held accountable for obtaining answers from the 
various TMT companies with which they had a relationship. Most of the data collection 
process took place through face-to-face interviews with the Chief Information Security Officer/ 
Chief Security Officer (CISO / CSO) or designate, and in some instances, with the security 
management team. The DTT TMT Industry Group also offered pre-selected TMT companies the 
ability to submit answers online using an online questionnaire managed by DeloitteDEX. Data 
was collected from May through December 2007.
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Results analysis and validation

DeloitteDEX and Deloitte Research-Survey Advisory Services were responsible for analyzing 
and validating the data from the survey. DeloitteDEX is a family of proprietary products 
and processes for diagnostic benchmarking applications. DeloitteDEX uses a variety of 
research tools and information databases to provide benchmarking analyses measuring 
financial and / or operational performance. Clients’ performance can be measured against 
that of their peer group(s). The process identifies competitive performance gaps and allows 
management to understand how to improve the performance of business processes by 
identifying and adopting leading practices on a company, industry, national or global basis, 
as appropriate. 

Deloitte Research-Survey Advisory Services used a variety of research and statistical tools to 
provide extensive analysis and interpretation of the survey results. Some answers to specific 
questions were not used in calculations to keep the analysis simple and straightforward. 
If respondents did not answer a question, the count for that question was adjusted 
accordingly. For some questions, respondents were able to select multiple answers, in 
which case the survey percentages exceed 100%.
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About TMT
The Deloitte Touche Tohmatsu (DTT) Technology, Media & Telecommunications (TMT) Industry 
Group consists of the TMT practices organized in the various member firms of DTT and 
includes more than 6,000 member firms’ partners, directors and senior managers supported 
by thousands of other professionals dedicated to helping their clients evaluate complex issues, 
develop fresh approaches to problems and implement practical solutions. 

There are dedicated TMT member firms’ practices in 45 countries and centers of excellence in 
the Americas, EMEA and Asia Pacific. DTT member firms serve nearly 90 percent of the TMT 
companies in the Fortune Global 500. Clients of DTT member firms’ TMT practices include 
some of the world’s top software companies, computer manufacturers, wireless operators, 
satellite broadcasters, advertising agencies and semiconductor foundries – as well as leaders in 
publishing, telecommunications and peripheral equipment manufacturing.

The ongoing mission of the Security & Privacy Services team is to work with clients to 
achieve robust security through the delivery of end-to-end solutions, by world-class 
experienced professionals, utilizing proven methodologies and tools, in a consistent manner 
globally. By working together, Deloitte member firms can assist you in improving enterprise 
security and value, bring new solutions to market and develop risk aware programs and 
processes.

The Security & Privacy services are part of Enterprise Risk Services (ERS). Deloitte member 
firms have over 10,000 people helping clients manage risk and uncertainty, from the 
boardroom to the network. Deloitte member firms provide a broad array of services that 
allow clients around the world to better measure, manage and control risks to enhance the 
reliability of systems and processes.

DTT member firms’ enterprise-wide services include:

• 	 Application security / integrity
• 	 Business Continuity Management
• 	 Identity and Access Management
• 	 Infrastructure and operations security
• 	 Privacy and data protection
• 	 Security management
• 	 Vulnerability management

Member firms’ resources include over 900 Certified Information Systems Security 
Professionals (CISSP) across DTT member firms, presence in more than 80 cities, access to 
26 global technology centers, and access to technology solution sets developed through 
long standing vendor alliances.

About the DTT ERS 
Security & Privacy Group





For more information on the 2007 DTT TMT Global Security Survey, please contact the TMT 
marketing contacts or DTT member firm professional listed in the ‘Contact’ section of this 
publication.

Disclaimer
These materials and the information contained herein are provided by Deloitte Touche Tohmatsu 
and are intended to provide general information on a particular subject or subjects and are not 
an exhaustive treatment of such subject(s). Accordingly, the information in these materials is not 
intended to constitute accounting, tax, legal, investment, consulting or other professional advice or 
services. The information is not intended to be relied upon as the sole basis for any decision which 
may affect you or your business. Before making any decision or taking any action that might affect 
your personal finances or business, you should consult a qualified professional adviser. 

Survey users should be aware that Deloitte Touche Tohmatsu has made no attempt to verify 
the reliability of such information. Additionally, the survey results are limited in nature, and do 
not comprehend all matters relating to security and privacy that might be pertinent to your 
organization. 

These materials and the information contained herein are provided as is, and Deloitte Touche 
Tohmatsu makes no express or implied representations or warranties regarding these materials 
or the information contained herein. Without limiting the foregoing, Deloitte Touche Tohmatsu 
does not warrant that the materials or information contained herein will be error-free or will meet 
any particular criteria of performance or quality. Deloitte Touche Tohmatsu expressly disclaims all 
implied warranties, including, without limitation, warranties of merchantability, title, fitness for a 
particular purpose, non-infringement, compatibility, security, and accuracy. 

Prediction of future events is inherently subject to both known and unknown risks, uncertainties 
and other factors that may cause actual results to vary materially. Your use of these materials and 
the information contained herein is at your own risk and you assume full responsibility and risk 
of loss resulting from the use thereof. Deloitte Touche Tohmatsu will not be liable for any special, 
indirect, incidental, consequential, or punitive damages or any other damages whatsoever, whether 
in an action of contract, statute, tort (including, without limitation, negligence), or otherwise, 
relating to the use of these materials or the information contained herein. 

If any of the foregoing is not fully enforceable for any reason, the remainder shall nonetheless 
continue to apply.

About Deloitte
Deloitte refers to one or more of Deloitte Touche Tohmatsu, a Swiss Verein, its member firms, and 
their respective subsidiaries and affiliates. Deloitte Touche Tohmatsu is an organization of member 
firms around the world devoted to excellence in providing professional services and advice, focused 
on client service through a global strategy executed locally in over 140 countries. With access to 
the deep intellectual capital of approximately 150,000 people worldwide, Deloitte delivers services 
in four professional areas – audit, tax, consulting, and financial advisory services – and serves more 
than 80 percent of the world’s largest companies, as well as large national enterprises, public 
institutions, locally important clients, and successful, fast-growing global companies. Services 
are not provided by the Deloitte Touche Tohmatsu Verein, and, for regulatory and other reasons, 
certain member firms do not provide services in all four professional areas.

As a Swiss Verein (association), neither Deloitte Touche Tohmatsu nor any of its member firms 
have any liability for each other’s acts or omissions. Each of the member firms is a separate and 
independent legal entity operating under the names “Deloitte,” “Deloitte & Touche,” “Deloitte 
Touche Tohmatsu,” or other related names.

©2007 Deloitte Touche Tohmatsu. All rights reserved.


