


8

To promote open and candid discussions the Deloitte 
Touche Tohmatsu (DTT) TMT Industry Group agreed 
to preserve the anonymity of participants by not 
identifying their organizations. The global survey 
included TMT companies of every shape and size, with 
strong representation across all three sectors.  

Who responded

This report reflects current trends in security and  
privacy at a large number of major TMT companies 
around the world. 

Industry breakdown

Technology

Media

Telecommunications

Annual Revenue (USD)

<1B - 2B

2B - 15B

>15B

Choose not to say

Number of employees

1 - 5,000

5,001 - 50,000

over 50,001

Choose not to say
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1.	 Security investment is spiraling down with the 
economy
This year’s results show a significant drop in security 
investment, which is having a detrimental impact on all 
aspects of TMT security. Declining security investments 
hinder the adoption of new security technologies, and 
the focus is more on improving technologies that are 
already in place. Companies should not forget about 
their long-term goals. Without smart investments 
in security and innovation, TMT companies might 
not be able to keep pace with the growing threats 
from increasingly sophisticated attacks and emerging 
technologies. 

2.	 Social networking adds to the list of insider 
threats
The greatest security threats for TMT companies 
come from within. And in today’s connected world, 
the insider threats are greater than ever. Technologies 
such as social networks, blogs, and email increase 
the organization’s internal security challenges. In 
some cases, employees unintentionally release 
sensitive information without realizing the potential 
consequences. Ultimately, the company could be held 
responsible. This means that the number one priority 
needs to be protecting the organization from itself.

3.	 Outsourcing outpaces security
The rise of IT outsourcing offers a number of important 
advantages, but it also presents a company with a 
major risk: namely, entrusting control over valuable 
assets to another organization. To manage this 
uncertainty, every TMT company should regularly 
review and test its vendors’ security capabilities, 
controls, and organizational dependencies. Yet, only 
a small amount of respondents do so, exposing TMT 
companies to significant risks. 

4.	 Going public about privacy 
The TMT industry is particularly vulnerable to a 
catastrophic breach in security and privacy. TMT 
companies deal with large quantities of distributed 
sensitive information, and their reputation and business 
success hinge on safeguarding this information. 
However, many TMT companies are still not effectively 
managing their digital assets - a problem that could 
lead to further privacy breaches and ultimately 
undermine their competitiveness. 

5.	 Regulatory issues are moving to the forefront
Strict compliance with rules and regulations is critical, 
particularly in a tough economy. Failure to comply can 
expose a company to hefty fines and significant liability. 
In order for companies to show compliance with rules 
and regulations, they need to have effective monitoring 
and reporting. However, only a small percentage of 
respondents have formal metrics and reporting in 
place. If a company does not track the effectiveness of 
its compliance programs, how can it hope to improve? 
The need for compliance extends to every link in the 
value chain. 

6.	 Virtual and physical security worlds collide
With TMT assets becoming more information-based 
and virtual, the distinction between physical security 
and information security is increasingly obsolete. TMT 
companies must work to ensure that reduced security 
spending does not delay or inhibit further convergence 
of these functions. It is a pity that almost half of the 
companies have done little or nothing to integrate 
physical security and information security – which 
means they could be missing out on some important 
opportunities. 
 

Key findings 
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Information security is an important topic for TMT 
companies. Today’s headlines are filled with stories about 
all kinds of security breaches: identity theft, data leakage, 
account fraud, phishing, and more.

Managing these information security risks is a delicate 
balancing act. On the one hand, companies must do 
what they can to ensure that risks are being managed 
at acceptable levels. On the other hand, they also 
must recognize that a certain amount of risk taking is 
fundamental to business growth and development. 
Having the right governance is critical.

Information security governance framework
A governance framework defines the roles and 
responsibilities, policies and procedures, guiding 
principles, and accountability requirements for 
managing information security. Most respondents 
(71%) already have such a framework, and another 
12% of respondents intend to have one within the  
next 12 months. 

One of the keys to effective information governance 
is assigning a Chief Information Security Officer 
(CISO). The number of organizations with a CISO (or 
equivalent) increased from 65% to 83% over the past 
two years.

The vast majority of CISOs (65%) report directly to the 
Board of Directors or C-Suite, with the largest number 
reporting to the Chief Information Officer (CIO). 

Detailed results 
Governance

Board of Directors
General Council

Chief Executive Officer (CEO)
Chief Information Officer (CIO)
Chief Operations Officer (COO)
Chief Technology Officer (CTO)

Chief Risk Officer (CRO)
Information Technology Executive

Internal Audit
Security Committee

Legal and Compliance
Other

Not applicable/do not know

0% 5% 10% 15% 20% 25% 30%

Who does your organization’s executive(s) responsible for the security of 
information report to?
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CISOs have a wide range of responsibilities, the most 
common being security governance and strategy, and 
security incident response. Business Continuity Planning 
(BCP) and Disaster Recovery Planning (DRP) are still the 
responsibility for a significant amount of all surveyed 
CISOs, even though these functions are expected to 
fall under operations management. Information assets 
which are protected under the responsibility of the 
executive(s) responsible for information security are 
mainly servers and networks. 

Information security function
The majority (54%) of the information security models 
are structured in a centralized way, whereas only some 
are structured in a decentralized (14%) or federated 
(28%) way. The function responsible for information 
security is primarily (73%) perceived as a function 
responsible for both advisory and enforcement services. 

Until this year, the vast majority of companies treated 
physical security and information security as separate 
and distinct. In 2009, 50% of the TMT companies 
have now converged their information security and 
physical security functions. This convergence generally 
occurred in one of three ways: structurally combining 
the functions (18%), keeping the functions separate 
but having them report to a common executive (15%), 
or keeping the functions separate but linking them 
through an enterprise risk council (17%). These statistics 
may seem good news, but the reality is that 40% of 
TMT companies have done little or nothing to integrate 
physical security and information security, which 
means they could be missing out on some important 
opportunities. 

No

Yes - through structural convergence

Yes - functions are separate yet
report into one common executive

Yes - functions are separate, but
enterprise risk council is involved

Intend to within 12 months

Not applicable/do not know

0% 10% 20% 30% 40% 50% 60%

Has your organization undergone a process of convergence between the 
information security and the physical security functions?
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The information security function continues to grow 
steadily. This year, 75% reported a headcount of up to 
25 full-time equivalents, up from 73% in the last edition.

The quest for qualified talent continues unabated. 
In this year’s survey, 44% of respondents say their 
organization is missing skills and competencies to 
handle existing and foreseeable security requirements. 
To help address the problem, 36% of the surveyed 
companies are supplementing their in-house 
capabilities to close the gap in competencies. 

Strategy
Another prerequisite for effective information security 
is the implementation of an information security 
strategy that aligns with corporate initiatives. Such a 
strategy must be closely linked to the company’s overall 
business strategy, business requirements, and key 
business drivers. The survey results show that 78% of 
TMT companies have put a formal information security 
strategy in place. Another 9% intend to do so within 
the next 12 months. A small amount of 5% of the 
surveyed companies see the lack of such a strategy as 
one of their biggest barriers to achieving information 
security.

In defining the organization’s information security 
strategy, the majority of respondents (67%) engage 
both lines of business and IT decision makers. Almost 
one fourth (22%) of the respondents engages IT 
decision makers only. 

Surveyed companies rate “training and awareness” as 
this year’s number one security initiative. “Infrastructure 
improvement” and “application security” tie for a close 
second.

Compliance
TMT companies face a growing number of rules and 
regulations that relate to information security. In 
principle, these regulatory requirements are designed to 
improve information security and reduce risk. According 
to the survey results, only 21% of respondents believe 
that current rules and regulations are “very effective” in 
this regard, while another 54% find them “somewhat 
effective”. A substantive amount of 13% rate them as 
“ineffective”.

0
1 to 5 full time equivalents

6 to 15 full time equivalents
16 to 25 full time equivalents
26 to 35 full time equivalents
36 to 50 full time equivalents

>50 full time equivalents
Not applicable/do not know

0% 10% 20% 30% 40% 50% 60%

How many information security professionals does your organization have who 
are dedicated to information security?
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 current edition
 previous edition

Overall, 43% of the surveyed companies believe they 
have adequate funding and commitment from  
senior executives to effectively address their regulatory 
and legal requirements. However, a significant  
portion of respondents do not have adequate funding 
or commitment. 

Very effective

Somewhat effective

Not effective

Not applicable/do not know

0% 10% 20% 30% 40% 50% 60%

How effective are regulatory security requirements at improving information 
security posture and at reducing data breach risks in your organization?
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 current edition
 previous edition

Measuring
Reporting and measurement is considered a top 
initiative for 2009. In order to demonstrate effective 
information security governance, a company must 
understand and define its expected outcomes, 
performance targets, efficiency measures, and related 
reporting requirements. According to the survey, 41% 
of TMT companies consistently track and monitor 
the effectiveness of information security controls and 
have integrated reporting and measurement into their 
information security program. Another 26% are in the 
process of doing so. 

Reporting
When asked about the frequency of reporting 
on information security, a significant portion 
of respondents say that Senior and Executive 
management, the CEO, and the Board of Directors are 
provided with reports on information security status 
and security incidents only on an ad hoc basis, or do 
not receive any reports at all. 

No commitment or funds

No commitment but provide funds

Commitment but inadequate funds

Commitment and adequate funds

0% 10% 20% 30% 40% 50% 60%

Which of the following best describes the state of senior executive support of
security projects to effectively address regulatory or legal requirements?

We have established formal metrics
and report on a scheduled basis

We have established formal metrics
and report on an ad hoc basis

We are working on establishing
formal metrics

Little, if any, measurement
is undertaken

We do not measure

Not applicable/do not know

0% 5% 10% 15% 20% 25% 30%

Which statement best represents how you measure the effectiveness of your 
information security program?
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Audit
Another element in the governance framework is the 
performance of independent reviews and audits. When 
asked to identify their organization’s top internal/
external audit findings over the past 12 months, 
respondents identified the following top three audit 
findings: 

•	 Excessive access rights
•	 Lack of sufficient segregation of duties
•	 Use of weak password parameters

Most of the reported audit findings relate to 
information security infrastructure, application security 
or information security training and awareness, which 
most likely explains why these were rated as the top 
security initiatives in this year’s survey. 

 

Choose not to be informed

Never

Adhoc

Annually

Semi-Annually

Quarterly

Monthly

Weekly

0% 10% 20% 30% 40% 50% 60%

Frequency of reporting on information security status to-

Senior and 
executive 
management

CEO

BoD
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“Confidential files, such as 
an individual’s social security 
number, occupy the same paltry 
number of bytes as 10 years 
ago. It is therefore becoming 
ever easier for massive volumes 
of sensitive data to be lost or 
stolen.”
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Since security is becoming more and more crucial to 
today’s TMT businesses, it seems reasonable to expect 
that security would represent a significant portion 
of the overall budget. Yet only 6% of respondents 
allocates 7% or more of their IT budget to information 
security. In comparison, the previous edition of the 
TMT security survey showed that 36% of respondents 
allocated 7% or more of their total budget to IT 
security. A remarkable decline. 

 current edition
 previous edition

Spending
In last year’s survey, 49% of TMT companies believed 
their security investments left them “falling behind” 
- or at best ‘catching up’. Unfortunately, this year’s 
results show companies have lost ground in this area, 
with 60% of respondents now saying they are “falling 
behind” or still “catching up”. This effect is most likely 
related to the fact that TMT investment in security has 
decreased. 

Investment

Compared to last year, TMT investment in security has 
decreased significantly. Among the surveyed companies, 
32% reduced their information security budget, while 
25% raised their budget only slightly (less than 5%). 
These declining or minimally increasing security 
investments may not be enough to keep pace with the 
growing list of challenges, emerging technologies, and 
increasingly sophisticated attacks.

0%

1-3%

4-6%

7-9%

10-11%

Greater than 11%

Not applicable/do not know

0% 10% 20% 30% 40% 50% 60%

What percentage of your organization’s overall IT budget is dedicated to 
information security?
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 current edition
 previous edition

The survey results show “hardware, software, and 
infrastructure” as the biggest focus for security 
spending (15%), closely followed by “information 
security internal awareness and training” (13%). This 
fits with this year’s main security initiatives, which are 
application security, information security training and 
awareness, and security infrastructure improvement. 

According to the survey, 10% of TMT companies do not 
measure whether their information security projects 
deliver what is expected or promised. However, of the 
companies that do measure this critical information, 
only 22% believe that information security projects 
deliver as promised. Furthermore, 78% of respondents 
believe their information security function is at best 
“somewhat effective”. General improvement in this 
area could help companies get more value from their 
information security projects.

Ahead of requirements

On plan

Catching up

Falling behind

Not applicable/do not know

0% 10% 20% 30% 40% 50% 60%

Based on your organization’s current needs, how would you characterize 
your expenditures on information security?

Hardware, software and infrastructure
Personnel costs

Security consultants/contractors
Audit/reviews or certification costs

IS research and development
IS internal awareness and training
IS external awareness and training

Disaster recovery planning
Business continuity management

Other
Not applicable/do not know

0% 5% 10% 15% 20% 25% 30%

Which of the following are covered under your information security (IS) budget?
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Evolution of threats
The survey provided a list of threats and asked 
respondents to rate them their criticality over the  
next 12 months. The top five threats (rated as a  
‘very high threat’ by respondents) are as follows:

External and internal breach experience
For TMT companies, managing risk effectively and 
protecting themselves from internal and external 
security breaches remain big challenges. A total of 
50% of the surveyed companies had experienced and 
detected an external breach in the past 12 months, 
while 41% had experienced and detected an internal 
breach. 

Security value and perception

For TMT companies, IT and information security remain 
crucial considerations for protecting their digital assets. 
The value and perception of security is very important in 
determining how digital assets are being protected. 

Increasing sophistication and
proliferation of threats

Non-intentional loss of 
sensitive information

(i.e., information leakage)

Attacks exploiting vulnerabilities
due to unsecured code

Exploits of vulnerabilities in
Web technologies

E-mail attacks

0% 5% 10% 15% 20% 25% 30%



20

The top five breaches for respondents who had been 
breached externally on repeated occasion, were 
breaches related to:

The top three breaches for respondents who had 
been breached internally on repeated occasions, were 
breaches related to:

More often than not, the human element is a big 
security challenge. According to the survey, a significant 
amount of respondents believe that human error is 
the primary cause of failures, such as breakdowns, 
interruptions and outages of information systems. 
To mitigate the risks, TMT companies can provide 
employees with training to improve security awareness 
within the organization. Most IT security awareness 
and training is technology based (e.g., eLearning, 
intranet sites, e-mail). This type of training fits with the 
nature and business of TMT companies. 

According to the survey results, 15% of respondents 
did not measure the total amount of damage 
sustained (including direct and indirect costs). Among 
respondents who did measure costs, 16% report total 
damage of less than 50,000 USD. Only 6% believe their 
total monetary damage exceeded 1 million USD. 

Malicious software originating
from outside the organization

(e.g., viruses/worms)

Denial of service

Physical attack
(e.g., laptop stolen)

Electronic attack outside of
the organization

Trusted third-party vendor
(e.g., IT outsourcer)

0% 50% 100%25% 75%

Accidental breach of information
(e.g., loss of unencrypted laptop etc.)

Malicious software
(e.g., viruses/worms)

Employee misconduct

0% 50% 100%25% 75%
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No financial loss
<50k

51k to 150k
151k to 250k
251k to 500k
501k to 999k

1M to 5M
6M to 10M

11M to 15M
15M to 25M

>25M
Do not measure

Not applicable/do not know

0% 10% 20% 30% 40% 50% 60%

What was the estimated total monetary damage sustained by the organization 
including direct costs (e.g., clean up and recovery) and indirect costs 
(e.g., loss of brand) in USD?
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Appetite for change
Although there are advantages to being on the 
forefront of technology, new technology developments 
do not always deliver what they promise. On the other 
hand, proven technology may be perceived as a ‘safe 
bet,’ yet may be only months away from obsolescence 
given the breathtaking pace of technology 
development.

 current edition
 previous edition

Most TMT companies are at the leading edge of 
technology development in their day-to-day operations. 
Moreover, in the last edition of this survey, 67% of 
respondents considered themselves early adopters of 
security technology, or part of the early majority. Yet 
this number has since declined to 53% due to reduced 
security investment and increased focus on keeping 
the day-to-day business up and running. This is an 
alarming trend. In the field of information security, TMT 
companies face new risks every day. To stay ahead of 
the threats, TMT companies should continue to adopt 
new security technologies.

The difference of 14% is shifted to the group ‘late 
majority’, which indicates that the TMT companies 
are more reluctant to invest and implement new 
technologies. In the field of information security, 
companies face new threats every day. To stay ahead 
of security risks, TMT companies should perhaps 
consider leveraging their technology expertise to 
adopt innovative new security technology. Only 6% 
of respondents consider themselves to be innovators, 
even though they may be in a position to use their IT 
expertise embedded into their culture to adopt or even 
develop cutting edge technology.

Use of security technologies

Innovators

Early adopters

Early majority (e.g., may
experiment on adhoc basis)

Late majority (e.g., users of proven
and effective technologies)

Laggards (e.g., trailing most of
our competitors)

Not applicable/do not know

0% 10% 20% 30% 40% 50% 60%

Which of the following categories best describes your organization’s adoption 
of security technology?

Companies face a continuing dilemma with regard to 
implementing new security technology. IT management 
uses its experience to choose the optimum level of 
investment, carefully weighing not only the expected 
costs and benefits, but also the most appropriate time to 
deploy. 
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Security Technologies
The survey showed that respondents are currently 
piloting, or have currently implemented, the following 
technology:

Antivirus
Firewalls

Spam filtering solutions
Virtual Private Network

Web content filtering/monitoring
Wireless security solutions

Intrusion Detection Systems (IDS)
Antispyware software

Vulnerability management systems
E-mail encryption

Intrusion Prevention Systems (IPS)
Web access management systems

Security log and event management system
Incident management workflow tools

Antiphishing solutions
Web-services security

Data at rest security/encryption (e.g., Tape, database and SAN encryption)
Data leakage technology (for Insider Threat Detection)

Security compliance tools
Enterprise Single Sign On

Biometrics
Encrypted storage devices
Network behavior analysis

Network access control
Active threat management system

0% 25% 50% 75% 100%

 current edition
 previous edition
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“While social networks such as 
Facebook, MySpace and Twitter, 
and blogs can be powerful 
enablers, they also increase 
organizations’ internal security 
challenges. In today’s connected 
world, insider threats are greater 
than ever.”
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In addition, people who work in the TMT industry are 
increasingly tech-savvy. The upside of this technical 
sophistication is that 48% of respondents believe their 
staff are well skilled and have all the competencies 
necessary to respond effectively and efficiently to 
security challenges. The downside is that tech-savvy 
employees increase the risk of attacks originating 
internally. According to the survey, only 28% of 
respondents are confident that they are protected 
against internal attacks involving information systems. 

Due to detailed knowledge of company processes and 
systems, as well as trusted system access, employees 
are considered to be a critical risk originating from 
inside the organization. This point is reinforced by 
the fact that 56% of respondents experiencing 
internal breaches acknowledge that these breaches 
were caused internally, and that part of the top five 
organization’s security initiatives are information 
security training and awareness for employees. 
TMT companies are more confident about detecting 
and protecting against security breaches originating 
by nonemployees (44% has experienced this more 
than once).

Quality of operations

Not very confident
Somewhat confident

Very confident
Extremely confident

Not applicable/do not know

0% 10% 20% 30% 40% 50% 60%

Attacks originating internally:

The TMT industry is a fast, innovative, and 
technologically complex industry that requires flexibility, 
creativity, and an entrepreneurial spirit. Organizational 
structures in TMT typically feature high empowerment, 
decentralized decision making, and informal/flexible 
communications and procedures. 
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Training
Most employees of TMT companies (66%) have 
received at least one training or awareness session in 
the past 12 months. These training sessions are mostly 
aimed at internal employees who are dealing with 
sensitive information (System Administrators 58%, 
IT application developers and programmers 56%) in 
comparison with other groups (Executives 39% and 
third parties, 33%).

 current edition
 previous edition

Protection
Protection against attacks originating from outside the 
organization (e.g., hackers) is crucial, since of those 
TMT companies that faced external breaches, 52% 
found themselves breached by attacks originating from 
outside the organization with repeated occurrences. 

Part of protecting the organization is conducting 
tests in order to detect potential security incidents. 
Most testing is performed on an ad hoc basis: Internal 
penetration testing (29%), External penetration testing 
(32%), Penetration testing conducted by a third party 
(31%), and Application security code review (30%). 
Vulnerability testing stands out to this trend, as 37% 
perform this test on a quarterly basis.

The survey shows that 60% of respondents track loss of 
customer data, while 35% report information security 
incidents to law of enforcement where relevant. Only 
10% report all incidents, while a significant 12% do not 
report publicly at all.

Detecting security events and deficiencies is mainly 
the responsibility of IT staff. To that end, 70% of 
respondents provide training to help employees identify 
and report suspicious activities.

Yes

No

Not applicable/do not know

0% 25% 50% 75% 100%

Have your employees received at least one training or awareness session on 
information security issues in the past 12 months?

One occurrence
Repeated occurrences

0% 50% 100%25% 75%

Breach of information originating from an electronic attack outside of the 
organization (e.g., hacker)
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The extended business relationship
Today, nearly all companies have outsourced some of 
their business processes. However, outsourcing parts of 
the security function is relatively uncommon.

Threat risk assessments
Vulnerability management

Security monitoring
Security technology services (e.g., antivirus, firewalls)

Application management services
Forensics/legal support

Threat management and monitoring services
None of the above, but do outsource security functions

As a matter of principle or policy, we do not outsource any security functions or activities
Have chosen not to outsource any security functions or activities

Other
Not applicable/do not know

0% 5% 10% 15% 20% 25% 30%

Which of the following security functions does your organization outsource?
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The most frequently outsourced IT security activities are 
“forensics and legal support”, and “security technology 
services”, both highly specialized services that are not 
readily available within many TMT organizations. 

Only 30% of respondents are “very confident” in their 
third parties’ information security practices, while 49% 
of respondents indicate to be “not very confident” 
or “somewhat confident”. When a TMT organization 
relies on third parties to handle parts of its information 
security, how can it ensure then that the third parties’ 
information security practices are reliable? Ideally, third- 
party relations and capabilities should be periodically 
reviewed and tested to ensure these extended business 
relationships are delivering as promised. Yet according 
to the survey results, only 20% of respondents do such 
reviews and testing on a regular basis. 

Instead, TMT organizations try to ensure adequate 
third-party capabilities through a variety of indirect 
methods.

Third-party security capabilities,
controls and dependencies 

are unknown

Third-party security capabilities,
controls and organizational

dependencies have been identified

Third-party security capabilities,
controls and organizational dependencies

are regularly reviewed and tested

Not applicable/do not know

0% 10% 20% 30% 40% 50% 60%

Which statement best describes how your organization deals with third-party 
security capabilities, controls and organizational dependencies?

Sign confidentiality/Non-Disclosure Agreements
Address information security issues via a contract

Control vendor access to systems and data

0% 10% 20% 30% 40% 50% 60%
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Business continuity management
For TMT companies, service continuity is critical to 
success. Imagine how customers will react if a telecom 
provider is forced to cease service for a day or two. 
Media and technology firms face the same challenge. 
In today’s hypercompetitive marketplace, companies 

cannot afford to take a day off. The good news is 
that 63% of surveyed TMT companies have a business 
continuity plan (BCP) in place, although the level of 
maturity varies widely. Unfortunately, that means  
37% of respondents either do not have a BCP, or do 
not know about it. 

Plans have not been
documented and approved

Plans have been documented and
approved for most critical processes

An enterprise-wide BC management
program has been documented and

approved for all critical functions

Not applicable/do not know

0% 10% 20% 30% 40% 50% 60%

Which statement best describes the state of business continuity (BC) planning 
in your organization?
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A business continuity plan may look good on paper, but 
to really have value, it needs to be tested and proven. 
Yet a significant number of respondents (20%) say their 
BCP has never been tested, which could leave them 
vulnerable in a true crisis. 

 current edition
 previous edition

There is no testing

Intermittent tests are conducted

Regular testing is performed for
some components of BC

Regular testing is performed for
all BC components

There is independent facilitation of
regular testing of all BC components

Not applicable/do not know

0% 10% 20% 30% 40% 50% 60%

What is the frequency of testing with regard to business continuity (BC) 
in your organization?
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Last year’s survey showed that half of TMT companies 
had an executive responsible for privacy. This year’s 
survey shows a decrease of 6% (44%). Moreover,  
only a limited number of executives responsible for 
privacy report to either the board of directors (10%)  
or the CEO (10%).

More than half of the respondents (51%) indicate 
that a privacy program has been developed and key 
initiatives regarding privacy are managed. The number 
of companies that have no privacy program in place or 
where it is unknown is significant (32%).

Privacy 

Yes
Yes, more than one

No
Not applicable/do not know

0% 10% 20% 30% 40% 50% 60%

Does your organization have an executive responsible for privacy 
(e.g., Chief Privacy Officer)?

Every organization that possesses personal information 
is increasingly confronted with the issue of privacy - 
whether through legislation, industry self-regulation, or 
customer expectations. 
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Level 0: No privacy program is in place

Level 1: Privacy program is just starting to become staffed and organized

Level 2: Privacy program has been developed and is managing key initiatives

Level 3: Privacy program has been developed and is managing and measuring the effectiveness
of key initiatives

Level 4: Privacy program has been developed and is in maintenance mode focusing on
program evaluation and continual improvement

Not applicable/do not know

0% 5% 10% 15% 20% 25% 30%

How would you describe the state of maturity of your organization’s privacy program?

Similarly, many TMT companies do not have a program 
for managing privacy compliance (33%), a written 
privacy policy (28%), or a formal directive with respect 
to the destruction of personal information (28%).
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Discussions with representatives of these organizations 
were designed to identify, record, and present the 
state of the practice of information security in the 
TMT industry with a particular emphasis on identifying 
levels of perceived risks, the types of risks with which 
TMTs are concerned, and the resources being used 
to mitigate these risks. The survey also identifies 
which technologies are being implemented to 
improve security and the value TMTs are gaining from 
their security and privacy investments. To fulfill this 
objective, Deloitte member firm professionals within 
DTT’s Security & Privacy Services Group designed a 
questionnaire that probed six aspects of strategic and 
operational areas of security and privacy. These six 
areas, and their subareas, are described in the section 
entitled Areas covered by the survey. 

Responses of participants relating to the six areas 
of the questionnaire were subsequently analyzed 
and consolidated and are presented herein in both 
qualitative and quantitative formats.

Drafting of the questionnaire
The questionnaire comprised questions composed 
by the global survey team made up of senior Deloitte 
member firm Security & Privacy Services professionals. 
Questions were selected based on their potential to 
reflect the most important operating dimensions of 
TMT organization’s processes or systems in relation 
to security and privacy. The questions were each 
tested against global suitability, timeliness, and 
degree of value. The purpose of the questions was to 
identify, record, and present the state of information 
security and privacy in the Technology, Media and 
Telecommunications industry. As this is the third edition 
of the survey, and acknowledging the importance 
of trend data, various questions were repeated to 
determine if, and how quickly, participants were 
reacting to changes in the market environment and 
how market variables cascade around the globe. New 
questions were also added to reflect topics being asked 
about by Deloitte member firm clients and raised by the 
media.

How DTT’s TMT Group 
designed, implemented, and 
evaluated the survey

The 3rd Global Security Survey for Technology, Media 
and Telecommunications companies reports on the 
outcome of focused discussions between Deloitte member 
firm Security & Privacy professionals and Security 
executives of top global TMTs. 
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The collection process
Once the questionnaire was finalized and agreed upon 
by the survey team, questionnaires were distributed to 
the participating regions electronically. Data collection 
involved gathering both quantitative and qualitative 
data related to the identified areas. Each participating 
region assigned responsibility to senior member firm 
professionals within their member firms’ Security 
& Privacy Services practices and those people were 
held accountable for obtaining answers from the 
various Technology, Media and Telecommunications 
institutions with which they had a relationship. Most 
of the data collection process took place through 
face-to-face interviews with the CISO/Chief Security 
Officer or designate, and in some instances, with the 
security management team. Deloitte member firm 
professionals also offered preselected Technology, 
Media and Telecommunications organizations the 
ability to submit answers online using an online 
questionnaire managed by DeloitteDEX Advisory 
Services.

Results, analysis and validation
The DeloitteDEX team is responsible for analyzing 
and validating the data from the survey. DeloitteDEX 
is a family of proprietary products and processes for 
diagnostic benchmarking applications. DeloitteDEX 
Advisory Services use a variety of research tools and 
information databases to provide benchmarking 
analyses measuring financial and/or operational 
performance. The performance of Deloitte member 
firm clients can be measured against that of their 
peer group(s). The process identifies competitive 
performance gaps and can help management to 
understand how to improve the performance of 
business processes by identifying and adopting leading 
practices on a company, industry, national, or global 
basis, as appropriate.

Once the DeloitteDEX team received the data, it was 
arranged by geographic origin of respondents. Some 
basic measures of dispersion were calculated from the 
data sets. Not all respondents answered all questions, 
in which case, their responses were excluded from 
the count only for those particular questions. Before 
finally releasing the survey analysis, a global review 
counsel reviewed the results and validated the regional 
differences. 
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TMT Predictions 2009	 www.deloitte.com/tmt
TMT security survey 2007 – ‘Treading Water‘					                			 
TMT security survey 2006 – ‘Protecting the Digital Assets’						      ‘

Global Information Security Associations
British Standards Institution (BSi): BS7799-2:2002 	 www.bsi-global.com
Business Software Alliance (BSA) 	 www.bsa.org
Carnegie Mellon University Software Engineering Institute	 www.sei.cmu.edu
Defense Information Systems Agency (DISA) 	 www.disa.mil
European Commission: Data Protection 	 http://ec.europa.eu/justice_home/fsj/privacy/
Federal Trade Commission (FTC) 	 www.ftc.gov
Global Corporate Governance Forum (GCGF) 	 www.gcgf.org
Information Security Forum (ISF) 	 www.isfsecuritystandard.com
Information Systems Audit and Control Association 	 www.isaca.org
Information Systems Security Association (ISSA) 	 www.issa.org
International Federation of Accountants 	 www.ifac.org
International Information Systems Security Certification Consortium (ISC)2 	 www.isc2.org
International Standards Organization (ISO): ISO 17799-2000 	 www.iso.org
IT Governance Institute (ITGI) 	 www.itgi.org
National Institute of Standards and Technology (NIST) Computer Security Resource Center 	 http://csrc.nist.gov
National Security Agency (NSA) 	 www.nsa.gov
OECD Guidelines for the Security of Information Systems and Networks: Toward a
Culture of Security	 www.oecd.org
PCI Data Security Standard 	 www.pcisecuritystandards.org
Privacy Rights Clearinghouse 	 www.privacyrights.org
Systems Administration, Audit and Network Security Institute (SANS) 	 www.sans.org

APAC
Institute of Chartered Accountants in Australia 	 www.charteredaccountants.com.au
Australia’s National Computer Emergency Response Team (AusCERT) 	 www.auscert.org.au
China Education and Research Network Computer Emergency Response Team (CCERT) 	 http://www.ccert.edu.cn/index_en.php

Japan
Japan Information Security Audit Association	 www.jasa.jp
Japan Computer Emergency Response Team Coordination Center (JPCERT) 	 http://www.jpcert.or.jp/english/

EMEA
Austrian Working Group for Corporate Governance 	 www.corporate-governance.at
Belgian Directors Institute (BDI) 	 www.ivb-ida.com
European Corporate Governance Institute (ECGI) 	 www.ecgi.de/codes
Institute of Chartered Accountants in England and Wales 	 www.icaew.co.uk
French Business Confederation (MEDEF) 	 www.medef.fr
CERT-Bund (Germany) 	 www.bsi.bund.de/certbund
German Accounting Standards Committee 	 http://www.standardsetter.de/drsc/news/news_eng.php

Helpful references and links
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LACRO
Cybercrime information	 www.delitosinformaticos.com
Peruvian government cyber-crime unit 	 www.policiainformatica.gob.pe
Habeas Data Forum	 www.habeasdata.org
Privacy Protection National Division in Argentina 	 http://www.jus.gov.ar/dnpdpnew/

North America
North American Electric Reliability Corporation (NERC) 	 www.nerc.com
American Institute of Certified Public Accountants (AICPA): SysTrust/WebTrust 	 www.aicpa.org/trustservices
Department of Homeland Security (DHS) 	 www.dhs.gov
Public Company Accounting Oversight Board (PCAOB) 	 www.pcaobus.org
Canada – Personal Information Protection and Electronic Documents Act (PIPEDA) 	 http://laws.justice.gc.ca/en/P-8.6
Canada’s Computer Emergency Response Team (canCERT) 	 www.cancert.ca
Canadian Institute of Chartered Accountants (CICA) 	 www.cica.ca
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“Those of us in the security 
industry know that an 
organization’s best defense 
against internal and external 
breaches is not technology alone. 
It is a culture of security within 
an organization – a mindset on 
the part of every individual.”
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