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Introducing PCI DSS

Following a series of high profile data security breaches 
consumers who use payment cards are increasingly 
concerned about the security of their personal and 
financial data and the risk of fraud. Driven by a need to 
reassure cardholders the payment card schemes have 
developed the Payment Card Industry Data Security 
Standards (PCI DSS ) as a minimum standard for all 
organisations that process store or transmit card details.

Deloitte offers a comprehensive set of services to deliver 
the required security and fraud management processes 
needed for compliance with the necessary real world 
experience that can limit the overall impact of 
implementing the requirements of the standard.

Who does this affect?

Whilst initial focus of the standard was primarily online 
transactions the PCI DSS now applies to any 
organisation that stores, processes or transmits 
cardholder data. This includes bricks and mortar mail 
and telephone order, and eCommerce retailers, as well 
as the third party service providers that support them, 
such as payment processors and hosting providers.

Why comply?

The card schemes insist on PCI DSS compliance to 
demonstrate that cardholders’ data is secured. 
Organisations who are not PCI DSS compliant face 
potential fines and could ultimately risk losing their 
ability to process card payments.

However, by complying with the PCI DSS, a merchant or 
payment processor can benefit in a number of ways, 
including:

•	 Demonstrating to customers that management 
takes customer information security seriously and 

have effective controls in place over account and 
transaction information.

•	 Providing a competitive edge in helping to 
maintain a positive brand image and enhancing 
trust to attract future customers.

•	 Providing the respective Regulator(s) with 
assurance that processes are suitably controlled.

•	 Offering exemption from penalties, fees or fines 
that may be issued by the card schemes after a 
security incident, providing proper controls were 
in place and appropriate actions followed.

•	 Increasing awareness of security within the 
organisation.

•	 Increasing IT efficiency and potential cost savings 
(e.g. through improved patch management anti-
virus controls, user account management, etc). 

How to achieve compliance

The PCI DSS is a multifaceted security standard 
comprising twelve high-level requirements split into the 
following categories:

•	 Build and maintain a secure network

•	 Protect cardholder data

•	 Maintain a vulnerability management program

•	 Implement strong access control measures

•	 Regularly monitor and test networks

•	 Maintain an information security policy

PCI DSS places extensive demands across a variety of 
areas and any remediation program will touch on 
people, process, technology and governance controls. 
This is an organisation wide issue and hence any 
response needs to be coordinated as such. 

We are experienced in helping organisations achieve 
compliance with the PCI DSS and have developed a 
4-stage program as shown in the diagram overleaf.

Does your company store, process 
or transmit cardholder data?
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1. Scoping
We identify the steps you need to take to become PCI 
DSS compliant, assess the number of system 
components that handle cardholder data and look at 
minimising the number of people and processes that 
have access to the data. This presents security and 
operational advantages from the outset and may result 
in a scope reduction for the compliance program.

2. Gap analysis
We benchmark your current technical policy and 
procedural controls against the standard, and then form 
a prioritised, tailored action plan based on factors such 
as their relative urgency for risk mitigation quick wins 
and their complexity.

3. Remediation program
We help you divide your remediation program into 
manageable projects, before helping you mobilise 
resources to address the work. We have experience in 
the implementation of projects likely to make up your 
compliance program and can assist with program 
leadership, resource shortfalls or advisory support.

4. Audit
We can also support the certification process by 
conducting a pre-certification audit and helping to 
coordinate the vulnerability scans that are required for 
compliance.

Why Deloitte?

Our Security and Privacy Practice has, through 
engagements with a range of clients in a variety of 
sectors built up a wealth of knowledge on the standard 
how it needs to be applied and how to maximise benefit 
whilst minimising impact. We feel the following have 
been important contributors in our success in assisting 
our clients with their PCI DSS programs:

•	 Breadth and depth of skills - We have a large pool 
of resources with a broad and deep set of skills 
allowing us to address all of the issues presented 
by a PCI DSS compliance program.

•	 Practical implementation experience - We are 
experienced in delivering complex security 
remediation programs which involve people 
process and technology change.

•	 Rigorous program management skills - We 
are able to leverage the substantial program 
management experience and expertise that we 
have within Deloitte.

•	 Collaborative approach to delivery - We believe 
that working closely with our clients and their 
partners is very important to the success of any 
PCI DSS program.
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