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Foreword

Welcome to the third edition of the Global Security

Survey for the Technology, Media & Telecommunications

(TMT) industry, based on in-depth research, mostly

in-person, with over 200 TMT organizations around

the world.

This is the third year in which the Deloitte Touche
Tohmatsu Global TMT Industry Group has published its
Global Security Survey. The last edition of the security
survey found that many TMT companies were just
about managing to keep up with the growing threats —
despite increased spend on security. What effect is the
current economy having on digital security, and what
are TMT companies doing to address the multitude of
challenges they face? To find out, this edition of the
security survey concentrates on these topics.

The challenged macroeconomic backdrop is causing
companies to review costs in all areas, including
security. This year’s results show a significant drop

in security investment, which is having a detrimental
impact on all aspects of security in the TMT industry.
In the 12 months leading up to this year’s survey, 32%
of respondents reduced their information security
budget. No wonder 60% of respondents believe

they are “falling behind” or still “catching up” to their
security threats.

Falling spend on security is occurring despite the
massive programs to digitize TMT companies’
intellectual property around the world. While the
current business climate requires TMT companies to
focus on an unprecedented level of cost efficiency,
there is a minimum level of diligence required below
which companies may be exposing themselves to
critical risk. Security is particularly vital in an era in
which digital malevolence is more prevalent than ever.
Without smart investments in security and innovation,
TMT companies might not be able to keep pace

with the growing threats imposed by increasingly
sophisticated attacks and emerging technologies.

On behalf of Deloitte Touche Tohmatsu and the TMT
practices of its member firms, we would like to thank
all of the people who contributed to this report —
especially the Chief Information Security Officers

and security management teams that shared their
experiences and insights. Your contributions are helping
to make the entire TMT industry more secure.

Igal Brightman
Global Managing Partner

Jacques Buith
TMT Security & Privacy Leader

DTT Technology, Media & Telecommunications
Industry Group
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Long term pain



1. Security investment is spiraling
down with the economy

TMT companies around the world are now feeling

the global recession’s full force: it is affecting their

day-to-day operations, and is having a profound effect

on their spending.

The DTT TMT Industry Group's previous survey reported
that many TMT companies were just managing to keep
their heads above water when it came to security.

This year's results show a significant drop in security
investment, which is having a detrimental impact on all
aspects of TMT security.

In the 12 months leading up to this year’s survey, 32%
of respondents reduced their information security
budget, while 25% raised their budget by less than 5%.
The majority of TMT companies (55%) now allocate less
than 6% of their IT budget to information security. No
wonder 60% of respondents believe they are “falling
behind” or still “catching up” to their security threats
—a significant percentage which is even higher than
the 49% reported in the previous edition of this survey.
Also, befitting the current business climate, over 41%
of respondents have established metrics to measure
the effectiveness of their security investments, up from
19% two years ago. These figures indicate that not only
TMT companies are spending less on security, but also
that they spend smarter, trying to obtain high security
levels at a better price.

Declining security investment is hindering the adoption
of new security technologies. Only 53% of respondents
consider themselves early adopters, down from 67%

in the last edition of this survey. Many are explicitly
scaling back investments in new technology, and are
focusing more effort on improving technologies that
are already in place. Although this may have a positive
effect on their short-term cash flow, over the long term
it could create a serious problem. After all, most TMT
companies have business models that revolve around
cutting-edge technology, which makes it crucial for
them to be at the forefront of security technology as
well. Yet, even now, only 29% of respondents believe
their security spending is on plan.

During a downturn, defending against attacks is
particularly important in order to ensure business
continuity. With substantially lower investments in
security and innovation, TMT companies might not
be able to keep pace with the growing threats from
increasingly sophisticated attacks and emerging
technologies.

Bottom line: Companies should not forget about their
long-term goals. At some point, the global economy
is going to bounce back. Companies that underinvest
in security now may find themselves vulnerable and
unable to capitalize on the recovery. You might not
have a problem in the short term, but you will have
one in the long run.
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2. Social networking adds to the
list of insider threats

As noted in previous years, the greatest security threats

for TMT companies come from within. And in today’s

connected world, the insider threats are greater than

ever. Technologies such as social networks, blogs, and

e-mail can be powerful enablers for a TMT organization.

But they also increase the organization’s internal security

challenges.

Facebook, LinkedIn, MySpace, Twitter, and other

social networks have enjoyed tremendous growth in
recent years. These networks can help entrepreneurs
and businesses locate the right resources, learn about
potential business partners, and recruit new employees.
Blogs are another powerful tool for business. Used
correctly, they can help a company challenge and
sharpen its thinking. But with so many companies and
employees embracing new technologies and ways

to communicate, new vulnerabilities are constantly
emerging. This year's survey results show that
“exploitation of vulnerabilities in Web 2.0 technologies”
and “social engineering” are regarded as a threat to the
company'’s information security, with 83% and 80% of
respondents respectively.

In some cases, employees unintentionally release
sensitive information without realizing the
consequences. In other cases, employees may be using
social networks and the internet for illicit activities that
reflect badly on the company. Either way, the company
could ultimately be held responsible.

No wonder TMT companies are feeling significantly
less confident about their ability to deal with internal
security risks. This year, only 28% of respondents
rated themselves as “very confident” or “extremely
confident” with regard to internal threats, down from
51% in 2008. Also, 41% of respondents experienced
at least one internal security breach in the 12 months
leading up to the survey.

Although the human element has always been the
hardest to secure, companies must do the best they
can. Training and awareness sessions are one of the
tools for improving internal security. In this year’s
survey, 66% of respondents say they provide some
form of security training for their employees. TMT
companies can also protect sensitive data simply by
limiting information access to only those employees
who need to have it. Strikingly, according to the survey
data, the number one security problem reported by
security auditors continues to be “excessive access
rights.”

Bottom line: Information and intellectual property

are the lifeblood of a TMT company. Protecting

these precious assets is imperative to every TMT
organization. And the number one priority needs to be
protecting the organization from itself.
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Outsourcing business
Outsourcing control




3. Outsourcing outpaces security

Many surveyed companies are outsourcing part of their
IT security function. The most frequently outsourced
activities are forensics/legal support, security technology
services and security monitoring. These highly specialized
IT security services are good candidates for outsourcing
to a third-party because they require skills that often are

not readily available in-house.

Outsourcing offers a number of important advantages,
but it also presents a company with a major risk:
namely, that companies lose control over their
outsourced services, or do not have full insight in
their outsourced services anymore. Among survey
respondents who had experienced an external breach
in the past 12 months, 56% had repeat occurrences
stemming from a “trusted” vendor. This probably
explains why 49% of all respondents are either “not
very confident” or only “somewhat confident” in their
outsourcing vendors” information security practices.

To manage these uncertainties, every TMT company
should regularly review and test its vendors’ security
capabilities, controls, and organizational dependencies.
Yet, only 20% of respondents actually do so. Instead,
most rely on confidentiality agreements (19%),
controlling vendor access to systems and data (14%),
and creating contracts that address information security
issues (14%). The vast majority do little or nothing to
actually ensure an adequate level of third-party security
in their day-to-day operations.

Bottom line: Although outsourcing has become a
standard operating practice, security practices related
to third-party outsourcing are still in their infancy. This
exposes TMT companies to significant risk.
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4. Going public about privacy

Privacy is a major concern for most consumers, who are
increasingly being asked to share sensitive information.
Privacy can be breached in several ways, including
attacks by hackers and accidental information releases

to unauthorized parties.

Digital media downloads, online financial transactions,
and social networking create an expanding array of
threats to personal information. So does the recent
trend of digitizing patient medical data.

Generational differences have a major influence on
privacy issues. Young people have grown up with the
latest technologies — including surveillance cameras,
internet usage logs, and payment tracking — and,
therefore, tend to be more comfortable redefining
and testing the limits of privacy. In contrast, older
generations grew up in a different environment and
generally have a different perspective on privacy.
Survey respondents seem to recognize this issue, with
56% rating “cultural interpretations” as an “average” to
“very high” threat to their information security.

The TMT industry is particularly vulnerable to a
catastrophic breach in security and privacy. TMT
companies deal with large quantities of distributed
sensitive information, and their reputation and business
success hinge on safeguarding this information.

Over the past year, there have been a number of high
profile privacy breaches. Yet, only 47% of surveyed
companies currently have a privacy program in place,

and only 44% have an executive responsible for privacy.

This aligns with the fact that many TMT companies do
not have a program for managing privacy compliance
(33%), a written privacy policy (28%), nor a formal
directive with respect to the destruction of personal
information (28%). These numbers suggest that many
TMT companies are still not effectively managing their
digital assets — a problem that could lead to further
privacy breaches and ultimately undermine their
competitiveness.

Bottom line: TMT organizations that effectively
manage their digital assets are more likely to gain
or retain the trust of their customers and strengthen
their competitive position. Similarly, companies with
effective privacy programs reduce their risk of a
privacy debacle and improve their reputation in the
marketplace.
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5. Regulatory issues are moving

to the forefront

TMT companies face a massive number of rules and
regulations that relate to information security.
Failure to comply can expose a company to hefty fines

and significant liability.

In some countries, any loss of personal identifiable
information must be disclosed. This can lead to
significant costs, fines, and reputational damage. In
addition, businesses that lose another company’s data
can be held liable. This is particularly relevant in a tough
economy, when desperate companies may use legal
channels as a way to make up for reduced operating
income.

Similarly, lack of clarity about digital rights ownership
raises the prospect of digital “ambulance chasing.”
Copyright breaches may be an income stream that
more and more companies start to target. To protect
themselves, companies involved with digital products
and services must be careful to avoid infractions —
whether such infractions might be committed by their
employees, customers, business partners, or recent
acquisitions. In all cases, the company itself could be
liable.

Note that compliance with rules and regulations may
not be sufficient for TMT companies to mitigate their
information security risks. Over 67% of respondents
say that regulatory security requirements are at best
“somewhat effective” for improving their information
security posture. Moreover, 57% of respondents
believe that senior executive support for effectively
meeting regulatory requirements is either missing or
inadequately funded.

Compliance monitoring is rated as one of the top
security initiatives for 2009. Yet the survey results show
that only 41% of TMT companies currently have formal
metrics and reports. In order for companies to show
compliance with rules and regulations, and to prevent
copyright infringements, they need to have proper
monitoring and reporting. If a company does not track
the effectiveness of its compliance programs, how can
it hope to improve?

Bottom line: Strict compliance with rules and
regulations is critical, particularly in a tough economy.
The need for compliance extends to every link in the
value chain.
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6. Virtual and physical security

worlds collide

Every TMT company has a valuable mix of physical assets
(such as buildings and infrastructure) and information
assets (such as digital content). Yet until this year, the
vast majority of companies treated physical security and
information security as separate and distinct.

The good news is that 50% of the TMT companies
interviewed have now converged their information
security and physical security functions. This
convergence generally occurred in one of three ways:
structurally combining the functions (18%), keeping
the functions separate but having them report to a
common executive (15%) or keeping the functions
separate but linking them through an enterprise risk
council (179%).

These statistics may seem good news, but the reality

is that 40% of the TMT companies have done little or
nothing to integrate physical security and information
security. This means they could be missing out on some
important opportunities to improve security or benefit
from business cost savings.

For example, an access card or wireless chip that is
currently used to control physical access could also
be used to prevent unauthorized information access.
When a person tries to log on to an information
system, that system could connect with the company’s
physical security system to make sure the person
associated with that user ID is actually present in the
building. If not, the system would deny access and
trigger a silent alarm. This is just one example of how
integrating physical security with information security
could help to strengthen both.

Bottom line: With TMT assets becoming more
information-based and virtual, the distinction
between physical security and information security is
increasingly obsolete. TMT companies must work to
ensure that reduced security spending does not delay
or inhibit further convergence of these functions.
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