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Foreword and Summary

Welcome to the fourth edition of the Global Security 
Study for the Technology, Media & Telecommunications 
(TMT) industry. The study is based on in-depth research 
and detailed interviews with nearly 150 technology, 
media and telecommunications organizations around 
the world. 

This year’s research has been part of a global, cross-
industry program which has provided new and 
valuable insights about security in the TMT industry as 
compared with other industries.

Senior professionals in Deloitte’s Information 
& Technology Risk Services practice conducted 
focused discussions with information technology 
executives of leading global technology, media and 
telecommunications organizations. Discussions focused 
on key aspects of strategic and operational areas of 
security and privacy across all industries. This report 
presents the analyzed and consolidated responses of 
the participants in both qualitative and quantitative 
formats.

The 2009 study found that investments in security 
had declined for many technology, media and 
telecommunications organizations as a result of 
wide-scale cost-cutting precipitated by the economic 
downturn. Spending levels shrank despite a marked 
deterioration in the enterprise security environment, 
the rising use of social networks in the enterprise, 
increased regulations, and the continued growth of 
outsourcing. 

In 2010, spending on security appears to be bouncing 
back–albeit modestly–in anticipation of renewed 
economic growth. The key question is whether these 
relatively small budget increases will make up for the 
ground lost during the recession. 

One encouraging sign is that technology, media 
and telecommunications organizations increasingly 
recognize information security as a strategic business 
issue and no longer just an information technology 
(IT) issue. On an even broader level, countries around 
the world are taking measures to counter the growing 
security threat from professional criminal and terrorist 
organizations engaging in cyber crime and cyber 
warfare.

An organization’s information security can only be as 
strong as its weakest link. And as in previous years, 
employees and internal threats remain a significant 
problem that is often overlooked due to the focus on 
external threats. Similarly, business partners and other 
third parties are a growing concern as technology, 
media and telecommunications organizations 
increasingly operate as extended enterprises. 

On a positive note, robust security capabilities are 
helping some organizations capitalize on bargains 
in the mergers and acquisitions (M&A) market, thus 
improving their overall business agility. Organizations 
are also raising the priority of protecting their digital 
assets, and are deploying new technologies and 
contractual agreements to build trust among customers 
and business partners and to minimize online fraud.
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No report on information security would be complete 
without a discussion about one of today’s hottest 
trends, cloud computing, which is expected to 
fundamentally change the way IT services are managed 
and delivered. But before cloud computing can become 
mainstream and attain its full potential, significant 
security and privacy issues need to be addressed.

On behalf of Deloitte Touche Tohmatsu (DTT) and 
the TMT practices of its member firms, we would 
like to thank all those who contributed to this 
report, especially the chief information security 
officers and security management teams that shared 
their experiences and insights. Your contributions 
are helping to make the technology, media and 
telecommunications industries more secure, and, as a 
result, more successful. 

Jolyon Barker 
Global Managing Partner
Technology, Media & Telecommunications

Jacques Buith 
Information Technology and Risk Leader



6

1.	On the rebound

At the time of the 2009 Global Security Study, the 
economy was in the deepest depths of a global 
recession and organizations were reviewing and cutting 
costs everywhere they could–including security. The 
damage done by last year’s budget cuts is reflected 
this year in respondents’ responses: 57 percent of 
organizations polled believe they are falling behind or 
still catching up in dealing with security threats. Only 
one-third of the respondents believe they are “on 
plan”–compared with 60 percent in the 2009 study. 

This year’s study shows a slight increase in security 
investment in anticipation of an economic recovery. 
After more than a year of restricted spending 
and postponed projects, significant security and 

infrastructure upgrades are finally underway. Many 
technology, media and telecommunications businesses 
were among the first to be affected by the economic 
crisis and are now among the first to benefit as 
economies recover. Technology organizations in 
particular are at the forefront of the recovery.

The study shows a noteworthy increase in information 
security budgets over the past 12 months. Ten percent 
of respondents increased their budget by more than  
10 percent. Thirty-six percent increased their budget by 
up to 10 percent. 

There was also a considerable decline in the proportion 
of organizations reducing their information security 
budget, which dropped from 32 percent in 2009 to 23 
percent this year. 

However, respondents still view inadequate security 
budgets as the biggest barrier to information security, 
with 46 percent rating budget as their number one issue.

As the global economy prepares for renewed growth, 
technology, media and telecommunications organizations 
are starting to re-invest in information security.

Figure 1: Characterize the year-over-year trend in your information security budget

Technology Media Telecommunications

Budget has been reduced 26% 36% 18%

Increase of 1% - 5% 24% 23% 35%

Increase of 6% - 10% 10% 9% 4%

Increase of 11% – 15% 0% 5% 6%

Increase of greater than 15% 6% 0% 14%

Not applicable / do not know 34% 27% 24%
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Bottom line: Although budgets are 
improving, they remain the greatest 
barrier to effective information security. 
This year’s budget increases are a step in 
the right direction but may not make up 
for lost ground.

Across all three TMT sub-sectors, media organizations 
were the most likely to be experiencing a declining 
budget for information security. They are also the 
organizations most likely to rate themselves as still 
catching up. Telecommunications organizations 
expected the largest year-over-year growth in 
security spending (see Figure 1). Overall, 20 percent 
of respondents from all industries faced budget 
reductions. 

In light of the global recession–and still fragile 
recovery–38 percent of respondents have established 
metrics aligned with business value to measure the 
effectiveness of their security investments, while 
another 24 percent are moving in that direction. 
These figures show that technology, media and 
telecommunications organizations are trying to spend 
their information security budgets wisely. They want 
to obtain high security levels at a reasonable price and 
are positioning themselves for an optimistic (but still 
uncertain) future. 
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2.	Clouds in the forecast

Cloud computing is receiving a lot of attention. Much 
of it is justified but in order for cloud computing to 
reach its full potential, it must overcome a number of 
major obstacles, particularly concerns over privacy and 
security.

One of the primary benefits of cloud computing is that 
businesses can gain access to the IT services they need 
without having to worry about all of the behind-the-
scenes details. Those details are taken care of by the 
vendor. But when it comes to privacy and security, the 
details of how the service is managed and operates is 
critically important. After all, if a business doesn’t have 
direct control over its systems and data, how can it be 
certain that everything is safe and secure? 

Most technology, media and telecommunications 
organizations we studied (62 percent) are confident 
they can protect themselves from external security 
threats, compared with 64 percent in other industries. 
However, they are significantly less confident about the 
security and privacy threats caused by third parties they 
work with. This is a problem for cloud as organizations 
implicitly rely on third parties to provide infrastructure, 
applications and data hosting out of the cloud. 

Data privacy is one of the key issues of cloud 
computing, particularly where confidential data 
or commercially sensitive intellectual property are 
involved. In fact, there are often laws that require an 
organization to maintain direct control over its data, 
or that prohibit data from being stored or handled in 
a different country. For example, the European Union 
(EU) Data Protection Act prohibits certain types of 
information from leaving the European Economic Area 
(EEA). Yet, with cloud computing in its purest form, the 
data is “in the cloud” and could be physically located 
anywhere on the planet. 

At present, there are no generally accepted cloud 
computing standards with respect to assurance. This 
creates risk and uncertainty about the security and 
service quality that cloud vendors provide. It could 
also make cloud users more dependent on a particular 
vendor due to proprietary access protocols and 
programming interfaces. These new aspects require 
more than proper contract management alone and 
as such, organizations should investigate further into 
vendor lock-in, technology lock-in, business risks and 
IT risks.

Business continuity is another critical issue for 
software and infrastructure-as-a-service variants 
of cloud computing. Technology, media and 
telecommunications organizations’ reliance on 
digital information and technology is already critical. 
Availability requirements of the cloud gain importance 
as multiple users and organizations make use of cloud 
services. Any disruptions may translate directly into lost 
customers and revenue. 

Cloud computing could fundamentally change how IT 
services are delivered–but only if its security and privacy 
challenges can be resolved.

What is cloud computing?
Cloud computing is a model that enables 
convenient, on-demand network access to 
a shared pool of configurable computing 
resources (e.g., networks, servers, storage, 
applications and services) that can be rapidly 
provisioned and released with minimal 
management effort or service-provider 
interaction.

Cloud computing includes five major defining 
qualities:
•	 On-demand self-service
•	 Ubiquitous network access
•	 Location independent resource pooling
•	 Rapid elasticity
•	 Pay per use 

Examples of consumer cloud computing 
applications include Web-based email, Google 
applications and social networks. 
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In many industries, regulatory compliance is a key 
driver for investment in business continuity. But our 
study shows that in the TMT industry, only 18 percent 
of respondents see regulatory compliance as such 
(compared with 33 percent of respondents across 
all industries). However, technology, media and 
telecommunications organizations that either use or 
provide cloud-based services also face the issues of 
continuity and availability.

Robust contracts and due diligence are an important 
starting point for secure cloud computing. But in 
many cases, organizations need to do more. That 
might mean taking a hands-on approach to cloud 
security or hiring a specialist organization to oversee 
security at a cloud vendor’s data centre–even if doing 
so undermines some of the principles and benefits of 
cloud computing. As the ultimate step also assurance 
will be provided as-a-service out of the cloud.
When addressing the privacy element in cloud 
computing, it is important to appoint an executive 
responsible for privacy. One-third of technology, 
media and telecommunications organizations polled 
currently lack a privacy executive. In the media sector, 
the numbers are even worse, with 65 percent of 
organizations not having appointed a privacy executive. 
Furthermore, 32 percent of technology, media and 
telecommunications organizations currently lack a 
formal program to monitor and manage key privacy 
initiatives. 

Bottom line: Cloud computing may, in many scenarios, 
be a more efficient way to deliver and manage IT services. 
But in order to reap the full benefits, technology, media 
and telecommunications organizations must find ways 
to address a number of important security and privacy 
challenges.
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3.	Combating organized crime

Just a few years ago, it would have been hard to 
imagine the President of the United States focusing on 
information security. Back then, attacks were typically 
associated with kids experimenting with computers in 
their basements. The usual outcome was often little 
more than a stern reprimand. 

Fast-forward to 2010 and U.S. President Barack Obama 
has made defense against cyber warfare a top national 
priority. The U.S. government and many others have 
appointed national cyber coordinators. NATO has set 
up the Cooperative Cyber Defence Centre of Excellence 
(CCDCOE). 

This dramatic shift is being prompted by the growing 
professionalization of cyber criminals and cyber 
terrorists. Geeks showing off for their friends are no 
longer the main problem. In their place, sophisticated 
organizations with political, criminal and social agendas 
have become a major driving force behind information 
security threats. For example, the famous Mariposa 
botnet (a botnet or robot network is a term largely 
associated with malicious software), which infected 
more than 15 million computers around the world, was 
perpetrated by criminals with “limited computer skills” 
who downloaded the necessary software from the 
Internet for less than a thousand dollars. Fortunately, 
one of them was so unsophisticated that, by using his 
home computer for his activities, he led police right to 
his door. 

”Cyber” has given rise to an entire underground 
economy in which criminals and terrorists can buy not 
only credit card numbers but also malicious software 
and networks (such as botnets) and tools to launch 
denial-of-service attacks. technology, media and 
telecommunications organizations find themselves 
stuck in the middle of this, both as high-profile targets 
and as the infrastructure and service providers that 
enable cyber crime and cyber warfare. Furthermore, 
telecommunications organizations are at the heart 
of every nation’s vital infrastructure, providing 
communications and connectivity supported by 
hardware from the technology manufacturers. Because 
national security increasingly depends on the TMT 
industry, it is no surprise that national intelligence 
agencies specifically look at, and continually review, 
their position toward technology, media and 
telecommunications organizations.

Almost one-third (30 percent) of organizations 
polled across all industries regarded the increasing 
sophistication of threats as a major barrier to ensuring 
effective information security (see Figure 2). Technology, 
media and telecommunications organizations perceive 
this as a greater barrier relative to other industries  
(a 7 percent difference) and with good reason. 
Technology organizations watch helplessly as their 
devices are used for cyber crime or cyber terrorism; 
telecommunications operators see their networks 
being used illicitly and their customers enticed by 
botnets; media organizations face the risk of blackmail, 
with criminals threatening to bring down their online 
channels unless paid. 

Figure 2: Top three major barriers that your organization faces in ensuring information security

Major barriers organizations face in ensuring information security TMT All

Lack of sufficient budget 46% 28%

Increasing sophistication of threats 37% 30%

Emerging technologies 27% 19%

Information security is now an issue of national security.
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These threats to technology, media and 
telecommunications organizations and infrastructure 
affect the entire society. Imagine what would happen 
if the phone system or Internet were suddenly 
unavailable or if private and confidential information 
was exposed to the whole world. Technology, media 
and telecommunications organizations, in close 
cooperation with governments, must find ways to 
counter these growing threats. If they do not, they put 
themselves –and our modern way of life–in jeopardy.

Bottom line: The past decade has 
produced fascinating but chilling 
developments in information 
security and cyber warfare–and 
no one is immune. Technology, 
media and telecommunications 
organizations are at ground zero 
and need to arm themselves for 
battle.
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4.	Security in mergers and acquisitions

The global recession and uncertain economic 
conditions have created a buyer’s market for mergers 
and acquisitions (M&A). Lowered market valuations 
provide an opportunity for stronger technology, media 
and telecommunications organizations to acquire 
struggling businesses and niche market offerings at 
significantly reduced costs. 

In the media sector, organizations in digital media 
and interactive gaming might be attractive acquisition 
targets for traditional media organizations making 
strategic shifts to online business models. In the 
technology sector, there is a continued drive to acquire 
specialized skill sets and the next wave of innovation, 
whether in services, applications or data storage/
management. In the telecommunications sector, 
a primary focus is to expand and consolidate the 
industry footprint across both mature and developing 
territories–led by mobile and service offerings.

Every technology, media and telecommunications 
organization understands the need for financial due 
diligence when considering a merger or acquisition. But 
given the growing importance of data and information, 
there should also be a strong focus on IT and security. 
Most acquisitions include an entire IT environment 
that needs to be integrated and improved in order 
to achieve the same level of security, privacy and 
continuity that exists in the acquiring organization’s 
current environment.

The right approach to information security can improve 
business agility.
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Organizations that spin off a business also face a 
number of security challenges. Chief among them is 
how to prevent employees in the divested business 
from continuing to access the organization’s systems 
and data. To that end, studied organizations rate 
identity and access management (IAM) as one of their 
top three security initiatives for 2010 both for the TMT 
industry and across all industries, up from number 
seven last year. In addition, 35 percent of respondents 
report that “excessive access rights” is the number one 
problem identified by internal and external security 
audits. Although IAM has traditionally played the 
role of gatekeeper, it is now also helping to improve 

business agility and reduce IT complexity by enabling 
organizations to quickly control user access in the wake 
of an acquisition or divestiture.

In many situations, an organization’s existing business 
partners are its most attractive acquisition targets. As 
noted earlier, half of the studied organizations are only 
“somewhat confident” or “not confident” about their 
business partners’ information security practices–a 
fact that might make those partners less attractive as 
potential acquisitions. This is especially the case with 
most technology, media and telecommunications 
organizations because IT is their primary business 
process, whereas with other organizations IT generally 
supports the primary business processes.

Top 3 areas of internal/external audit findings
1. Excessive access rights
2. Audit trails and logging issues
3. Lack of sufficient segregation of duties

Bottom line: Information security 
should be a key focus of due diligence 
when considering a merger or 
acquisition. Acquiring a business with 
inadequate security capabilities and 
controls can expose an organization to 
unacceptable risks.
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Technology, media and telecommunications 
organizations are increasingly creating and distributing 
their content digitally, an approach that has proved 
lucrative for some but one that has also created new 
opportunities for piracy, cheating and abuse. 

There is a lot of money circulating in today’s online 
world. And wherever there is big money, there will be 
criminals looking to grab their share. 

In this new environment, security is paramount. Over 
half of technology, media and telecommunications 
organizations studied had suffered at least one external 
breach during the past year. About one-third faced 
repeated breaches via malicious software originating 
from outside their organization–breaches that could 
undermine the integrity of their business model. 

These trends explain why so many technology, 
media and telecommunications organizations are 
prioritizing the security of digital assets, which they 
sell and distribute online. According to our study, 84 
percent of technology, media and telecommunications 
organizations now regard digitized information and 
content as a primary asset that falls within the mandate 
and scope of the information security executive. 

Online games, for example, are not always properly 
secured. Manipulating game play and high scores is 
easily done, which makes them vulnerable to security 
attacks and cheating. Traditional methods of security 
are not sufficient in this new space. In online gambling, 
“bots” (Web robots) are the biggest threat. These 
sophisticated software programs emulate the behavior 
of human players and are also able to think and act 
much faster than any human ever could, thereby 
gaining an unfair advantage. 

5.	Maintaining trust online

Organizations need to protect their digital assets in a 
world where thieves and cheats are just a click away.
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Similar technologies are being used to defraud online 
advertisers. Click farms, which are groups of people 
paid to click on ads, and robots are used to generate 
fraudulent traffic. This activity is difficult to detect 
since the clicks are actually occurring from random 
IP addresses (usually spoofed or forged). Traditional 
bannering (or banner advertisements) fall prey to inline 
frames (IF), HTML documents embedded inside the ad, 
which take the information the online advertiser has 
paid for. As online advertising gains market share and 
influence, the problem will only get worse.

To minimize the extent of online fraud, new software 
is being developed that detects the use of bots, click 
farms, cheat engines and other forms of online fraud. 

Contracts are another key focus area for online business 
models. Many online business models are structured 
as “extended enterprises” that require a large number 
of contractual relationships. Yet, all too often, these 
relationships are hampered by a lack of clarity over 
digital rights ownership and intellectual property 
rights. By monitoring and improving how they manage 
contracts, technology, media and telecommunications 
organizations can strengthen their relationships, boost 
revenue and reduce risk. 

The concept of trust needs an extra dimension in the 
online world: validation. Although digital business 
models usually need easy accessibility, they also 
require safeguards for privacy and property rights. 
Because digital revenue streams are by nature difficult 
to control, they require independent validation and 
reporting in order to prevent fraud and misuse. 
The good news is that much of this validation can 
be automated. Smart technology is available that 
continuously extracts, collects and analyzes online 
transaction data to provide early warnings about 
potential problems, helping to detect and prevent 
intentional and unintentional human errors and system 
failures. The maxim in the online value chain should be: 
Trust but validate. 

Bottom line: Building and maintaining trust 
in an online world can be a real challenge. It 
is hard to know if the people you are dealing 
with are trustworthy when they may not even 
be real people.

With the growth and success of digital life have 
come many concerns relating to the security and 
integrity of the digital environment. Trust in digital 
and online services is becoming a key growth 
enabler—or inhibitor—for the digital economy. 
Some US$167 billion in market volume (2012) 
could be at risk, approximately 1 percent of GDP 
for the EU-27, with market value related to content 
and advertising being most exposed. 
‘Digital Confidence’, a report by Booz Hamilton, 2009,  

downloaded on April 20th 2010 from http://www.lgi.com/

pdf/080904Booz_english.pdf
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6.	Nature versus nurture

People sometimes make mistakes and do things 
they aren’t supposed to. After all, they’re only 
human. Technology, media and telecommunications 
organizations should focus more on the human facet of 
security, specifically internal vulnerabilities.

The challenge of internal security is greater than 
ever, thanks to mobile devices, wireless networking 
and social media. Nowadays, most employees are 
equipped with a laptop and smart phone and are able 
to work and access the Internet from almost anywhere. 
Unfortunately, technological advancement and the 
new behaviors these enable, such as working in public 
spaces, have generally outpaced employee awareness 
of the risks of working remotely. 

It is all too easy for employees to release sensitive 
business information without realizing the 
consequences of their actions. Potential problems 
range from losing a laptop to inadvertently sharing 
sensitive information while using social media. 

External attacks get most of the headlines but internal 
security risks are just as onerous.
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According to our study, technology, media and 
telecommunications organizations are increasingly 
confident in their ability to handle these internal 
challenges. This year, 34 percent of respondents 
categorize themselves as “very confident” or “extremely 
confident” with regard to internal threats, up from 
28 percent in 2009. Yet many technology, media 
and telecommunications organizations still lack 
confidence in their internal security practices. Half 
of the technology, media and telecommunications 
organizations studied experienced at least one internal 
security breach during the past year; 27 percent of 
TMT industry respondents believe their information 
security professionals are missing competencies to 
handle existing and foreseeable security requirements, 
compared with 24 percent across all industries. 

Technology, media and telecommunications 
organizations are trying to address the problem 
through training and development. In fact, information 
security awareness and training is among the top three 
security initiatives for the coming year as was the case 
in 2007 and 2008, and more than 60 percent of the 
studied technology, media and telecommunications 
organizations have organized training for employees 
to identify and report suspicious activities, compared 
with 54 percent across all other industries. 
However, executives at most technology, media and 
telecommunications organizations do not receive 
customized security training, which might limit their 
ability to serve as role models for security awareness.

Most security awareness programs start with an 
e-learning module, which raises awareness and 
knowledge, but does not necessarily alter behavior. 
More extensive training will likely be needed to address 
more serious threats such as social engineering, 
which take advantage of human nature and reflexive 
behaviors.

In addition to training, other techniques and methods 
such as data protection must be deployed to help 
reduce dependency on human judgment and 
ensure a high level of security. In this year’s study, 
data protection ranks among the top five security 
initiatives undertaken by technology, media and 
telecommunications organizations. It is a major 
undertaking. Classifying existing information to identify 
what information needs to be protected from whom 
and to what level is the most time-consuming part of 
the exercise. But as daunting as the project may be, 
organizations now seem to recognize its importance. 

Bottom line: Internal security 
risks and human error can never 
be entirely eliminated. But with 
the right combination of training 
and data protection, they can be 
reduced to manageable levels. 
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7.	 Weak links 

Today, very few businesses are entirely self-contained. 
Most rely heavily on supply-chain partners and other 
third parties for key business activities. Ensuring 
security across this highly distributed value chain is 
much more challenging than ensuring security within 
an organization’s own four walls.

Managing an external business partner presents a 
different set of security requirements than managing an 
internal department. According to our study, the most 
common approach for ensuring security with third 
parties is “signing confidentiality and non-disclosure 
agreements” (69 percent). The other most common 
approaches are “contracts” and “controlling access of 
the third party to systems and data.” 

Effective security requires more than agreements 
and contracts. Given the increased importance of 
security and privacy, and the growing threat of attacks, 
many technology, media and telecommunications 
organizations are scrambling to ensure their 
business partners’ security capabilities are up to 
date and verified. The study found that 44 percent 
of technology, media and telecommunications 
organizations have identified the security capabilities 
and controls of their business partners; however, 
only 22 percent have actually tested them. Twelve 
percent of technology, media and telecommunications 
organizations say they simply do not know what 
security capabilities and controls their partners have 
in place. In the current environment, this is no longer 
acceptable since it jeopardizes the continuity of every 
organization in the chain.

Despite the lack of testing and verification, 30 percent 
of technology, media and telecommunications 
organizations have “high confidence” in their third 
parties, and 42 percent are “somewhat confident.” 
Only 8 percent are not confident. Perhaps this is proof 
of the popular saying that “ignorance is bliss.”

Information security problems in your value chain are 
your problems, too.
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Bottom line: An organization’s information 
security is only as strong as its weakest link. 
To ensure a high level of security across the 
entire value chain, technology, media and 
telecommunications organizations cannot 
rely solely on agreements and contracts. They 
must take an active role in identifying and 
verifying that their partners’ capabilities and 
controls are up to the challenge.

Tighter security regulations could force technology, 
media and telecommunications organizations to take 
action on this issue. However, regulations alone might 
not be enough. Most rules and regulations are still 
based on physical business models rather than the 
online business models gaining prominence in the 
TMT industry. According to the study, 58 percent of 
respondents believe they receive adequate commitment 
and funding from senior executives to effectively 
address regulatory or legal requirements, compared 
with 53 percent globally. However, as was the case last 
year, most respondents believe regulatory requirements 
are at best “somewhat effective” for improving their 
information security. 

Compared with organizations in other industries, 
technology, media and telecommunications 
organizations are more likely to handle security 
activities in-house. Outsourcing of security technology 
services in the TMT industry is on par with other 
industries but the use of external providers for business 
continuity and other security-related services is 
significantly lower. 
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8.	More than IT

More and more, technology, media and 
telecommunications organizations are recognizing 
that information security is integral to their business. 
Security is not just a matter of and for IT. 
Although information security executives most often 
report to the CIO (24 percent), a significant number 
(18 percent) report directly to the CEO. And a growing 
number report to the board of directors or COO. These 
numbers demonstrate the increasing importance of 
information security as a strategic business issue.

These reporting relationships are even clearer for 
business continuity management (BCM). According to 
the study, BCM executives most often report to the 
board of directors (14 percent), followed by the CEO 
and CFO. This is to be expected, as the overall scope 
of business continuity and disaster recovery is greater 
than for security. In fact, BCM is often the catalyst for 
aligning security with business values. BCM is especially 
critical for organizations that rely heavily on technology 
since they are the most at risk from system outages and 
service disruptions. 

The frequency of reporting on security is also increasing 
at every level of business leadership (see Figure 3).  
At the board of directors, CEO, senior management  
and executive management levels, reporting frequency 
is up versus last year.

The frequency of reporting is about 50 percent 
higher in technology, media and telecommunications 
organizations than in other industries. Similarly, 
business involvement in defining security strategy is 
about 12 percent higher in technology, media and 
telecommunications organizations.

Information security is being recognized as a business 
issue, not just an IT issue.

Figure 3: How often do you provide a report on the information security status or posture of the 
organization to the following positions?

Monthly Quarterly Semi-annually

2010 2009 2010 2009 2010 2009

Board of directors 16% 13% 18% 11% 10% 9%

CEO 22% 20% 16% 14% 12% 9%

Senior and executive management 41% 34% 17% 17%   8% 5%
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The need for improved information security and BCM 
is increasingly driven by customer requirements. In 
fact, customer requirements are now the second most 
important driver for BCM–a significant increase in 
importance compared with last year’s study and also 
a significant difference to other industries where the 
customer requirement doesn’t even rank among the 
top three drivers. 

In the last 12 months, information security executives 
have focused more attention on governance and 
management issues (e.g., governance, strategy 
and planning, compliance and monitoring) and 
less attention on technical issues (e.g., assessment, 
consulting and architecture). 

Overall, the level of collaboration between IT and the 
business is increasing, with 73 percent of respondents 
reporting that both sides helped to define the 
organization’s information security strategy. In many 
cases, the need for business continuity was the driving 
force.

Bottom line: In the TMT 
industry, information security 
and business continuity are an 
integral part of the business. 
Reporting frequency and 
reporting relationships are 
changing to reflect that increased 
importance.
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About the study

The responses in this study come directly from 
individuals working in the forefront of the global TMT 
industry. To encourage an open and honest dialogue, 
responses have been kept anonymous. 

The findings are based on input from 146 technology, 
media and telecommunications organizations around 

the world. Interviews were conducted by senior 
professionals from various member firm Information 
& Technology Risk practice. 

By region
TMT industry respondents came from 45 different 
countries representing every geographic region.

USA & Canada 15%

LACRO 7%

UK 7%

APAC 
(except Japan) 18%

Japan 10%

EMEA 
(except UK) 43%
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By sector
Significant input was received from the TMT sectors.

By organization size
The study defined organization size as follows: “small” 
organizations having fewer than 1,000 employees; 
“medium” organizations having 1,000 to 10,000 
employees; “large” organizations having more than 
10,000 employees.

By revenue 
Respondents spanned the full range of revenue 
categories (in USD).

Technology 35%

Media 15%

Telecommunications 50%

Small 31%

Medium 41%

Large 28%

<500M 23%

500M to 1B 12%

1B to 1.99B 15%

2B to 4.99B 15%

5B to 9.9B 9%

10B to 14.99B 2%

15B to 20B 4%

>20B 6%
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“In 2010, spending on security 
appears to be bouncing back. 
However, the key question 
remains whether these relatively 
small budget increases will make 
up for the ground lost during the 
recession.”
Jacques Buith - TMT Information & Technology Risk Leader
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