
 

 

 

Media Release  

FOR IMMEDIATE RELEASE 

Cyber crime is alive and thriving  
 
8 September 2010:  With the Australian Bureau of Statistics reporting the fastest GDP quarterly 
growth in three years, professional services firm Deloitte has warned that successful organisations that 

are experiencing very fast growth may be at increased risk of cyber crime.  

 
According to Deloitte National Security & Privacy partner Tommy Viljoen, the increased risks are 

often the result of security taking a back seat during periods of rapid growth, as IT departments 

contend with managing system availability and day to day issues. 

 
“Resource and infrastructure companies are often considered most at risk from global hackers and are 

targets for industrial espionage, however we are also seeing retail, manufacturing and other industries 

now being targeted as business conditions improve,” said Mr Viljoen.  
 

“Deloitte is increasingly working with organisations who were initially unaware that they were under 

attack.  
 

“Importantly, for every organisation aware they are experiencing these types of attack, there are many 

more who are leaving themselves wide open. Ensuring information security is under control requires a 

mix of strategy, pragmatism, an alert culture and good technical skills,” said Mr Viljoen. 
 

“Cyber attacks are more common than people think. With many organisations leaving themselves 

more vulnerable than they realise – or unaware of how their valuable information can end up in the 
wrong hands, it is important they have their security systems tested and then devise solutions to 

manage and prevent attacks,” added Mr Viljoen. 

 

“If sensitive information is either leaked or accessed by competitors, this can have a critical impact on 
the outcome of sensitive contract negotiations. Cyber crime can lead to the loss of strategic advantage 

and can also result in organisations being shut out of contact renewals with key clients and suppliers,” 

said Mr Viljoen. 
 

“Private data, intellectual property, cyber infrastructure, and even military and national security can all 

be compromised by deliberate attacks, inadvertent security lapses, and the vulnerabilities of a 
relatively immature, unregulated global internet.  

 

Today’s challenge is applying risk management techniques to ongoing protection of cyber assets and 

understanding of IT vulnerabilities,” said Mr Viljoen. 
 



 

  

Cyber security testing 

 

Deloitte provide a range of cyber security tests that attempt to replicate most common types of threats 

and then advise on the outcomes.  
 

Examples of findings at clients include:  

 

 Being able to access personal customer information from external sites and end point devices 

 Accessing clients sensitive databases from internal networks 

 Having the ability to shut down industrial plants from remote plug points 

 Having the ability to bring down systems through denial of service attacks.  

 

“There are a number of way clients can be made aware of their vulnerabilities. External and internal 

penetration testing, reviews of practices and online monitoring facilities and more general cultural 

assessments all assist in shedding light on the extent of vulnerabilities that may exist within 
organisations,” said Mr Viljoen. 

 

What’s important is knowing the level of risk faced by the organisation as a result and then taking 
remedial action to close the gap or address the issue.  

 

“Finally, no matter how much testing you do, if you don’t have an overall framework and approach to 
security that focuses on creating and delivering a sustainable level of security, you may find yourself 

compromised, asking reactive questions and dealing with consequences,” concluded Mr Viljoen. 

 

NB: See our media releases and research at www.deloitte.com.au 
 

The Deloitte 2010 Energy & Resources Global Security Survey will be launched later in the year 
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This media release contains general information only, and none of Deloitte Touche Tohmatsu Limited, Deloitte 

Global Services Limited, Deloitte Global Services Holdings Limited, the Deloitte Touche Tohmatsu Verein, any 

of their member firms, or any of the foregoing’s affiliates (collectively the “Deloitte Network”) are, by means of 

this publication, rendering accounting, business, financial, investment, legal, tax, or other professional advice or 

services. This information is not a substitute for such professional advice or services, nor should it be used as a 

basis for any decision or action that may affect your finances or your business. Before making any decision or 

taking any action that may affect your finances or your business, you should consult a qualified professional 
adviser. No entity in the Deloitte Network shall be responsible for any loss whatsoever sustained by any person 

who relies on this information. 
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About Deloitte 
Deloitte refers to one or more of Deloitte Touche Tohmatsu Limited, a UK private company limited by 

guarantee, and its network of member firms, each of which is a legally separate and independent entity. Please 

see www.deloitte.com/au/about for a detailed description of the legal structure of Deloitte Touche Tohmatsu 

Limited and its member firms. 

 

Deloitte provides audit, tax, consulting, and financial advisory services to public and private clients spanning 

multiple industries. With a globally connected network of member firms in more than 140 countries, Deloitte 

brings world-class capabilities and deep local expertise to help clients succeed wherever they operate. Deloitte's 

approximately 169,000 professionals are committed to becoming the standard of excellence. 

 

About Deloitte Australia 

In Australia, the member firm is the Australian partnership of Deloitte Touche Tohmatsu. As one of Australia’s 

leading professional services firms. Deloitte Touche Tohmatsu and its affiliates provide audit, tax, consulting, 

and financial advisory services through approximately 4,500 people across the country. Focused on the creation 

of value and growth, and known as an employer of choice for innovative human resources programs, we are 

dedicated to helping our clients and our people excel. For more information, please visit our web site at 

www.deloitte.com.au. 

 

Liability limited by a scheme approved under Professional Standards Legislation.  
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